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UNIT I: INVESTIGATING WEB ATTACKS
1.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:





Understand cyber-attacks and cyber warfare.
Know to categorize specific cyber-attacks.
Know basic forensics involved in cyber-attacks investigation.
Know various applications or software used during web forensics.

1.2 INTRODUCTION
The web application plays a very important in today‘s people‘s lives. The first generation of
web application were limited by static HTML applications. Later on the internet and web
access became quite ubiquitous and the user‘s expectations from web application also
increased many folds. Common gateway Interface (CGI) provided a big leap in the direction
of modern web applications. The users were facilitated with more features like, searching,
hosting uploading etc.The CGI provided more interactive forms over internet for the users to
interact. Newer more advanced frameworks came into foray like, PHP, ASP.NET, J2EE,
AJAX, Ruby on Rails, and others. These aspects resulted into more user involvement and
hence securing these web applications became incredibly important. This was also due to the
fact that the information processed by web applications became very critical to customers,
corporations and organizations including countries. There can be very critical information
managed through web applications nowadays like financial data, medical records, social
securitynumbers, intellectual property and national security data. Webapplications needs to
handle this information with utmost care and security.

1.2.1 Cyber-attack
Cyber-attack is any type of offensive manoeuvre employed by individuals or whole
organizations that targets computer information systems, infrastructures, computer networks,
and/or personal computer devices by various means of malicious acts usually originating from
an anonymous source that either steals, alters, or destroys a specified target by hacking into a
susceptible system. These can be labelled as either a Cyber campaign, cyber warfare or cyber
terrorism in different context. Cyber-attacks can range from installingspyware on a PC to
attempts to destroy the infrastructure of entire nations. Cyber-attacks have become
increasingly sophisticated and dangerous.

1.2.2 Cyber Warfare and cyber terrorism
Cyber warfare utilizes techniques of defending and attacking information and computer
networks that inhabit cyberspace, often through a prolonged Cyber campaign or series of
related campaigns. It denies an opponent‘s ability to do the same, while employing
technological instruments of war to attack an opponent‘s critical computer systems. Cyber
terrorism, on the other hand, is ―the use of computer network tools to shut down critical
national infrastructures (such as energy, transportation, government operations) or to coerce
or intimidate a government or civilian population.‖ That means the end result of both cyber
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warfare and cyber terrorism is the same, to damage critical infrastructures and computer
systems linked together within the confines of cyberspace.
There were two such instances between India and Pakistan that involved cyberspace conflicts,
started in 1990s. Earlier cyber-attacks came to known as early as in 1999.Since then, India
and Pakistan were engaged in a long-term dispute over Kashmir which moved
into cyberspace. Historical accounts indicated that each country's hackers have been
repeatedly involved in attacking each other's computing database system. The number of
attacks has grown yearly.

1.3 TYPES OF WEB ATTACKS
Firstly, let us have a look into various types of attacks that happen in web arena. Categorizing
all web attacks is quite difficult as more and more different ways of attacking gets introduced
and evolved. While the security is tightened the attacker also evolve to find more new ways to
attack into web. Major types of web attacks are:
i.
ii.
iii.
iv.
v.
vi.

Spoofing.
Repudiation.
Privacy attacks.
Denial of Service.
Privilege escalation.
SQL injection attacks.

1.3.1 Spoofing
1.3.1.1 Email spoofing
Email spoofing (also discussed in next chapter) is the creation of email messages with a
forged sender address. It is easy to do because the core protocols do not have any mechanism
for authentication. It can be accomplished from within a LAN or from an external
environment using Trojan horses. Spam and phishing emails typically use such spoofing to
mislead the recipient about the origin of the message.
When an SMTP email is sent, the initial connection provides two pieces of address
information:
a. MAIL FROM: - generally presented to the recipient as the Return-path: header but not
normally visible to the end user, and by default no checks are done that the sending
system is authorized to send on behalf of that address.
b. RCPT TO: - specifies which email address the email is delivered to, is not normally
visible to the end user but may be present in the headers as part of the "Received:"
header.
Together these are sometimes referred to as the "envelope" addressing, by analogy with a
traditional paper envelope.
Once the receiving mail server signals that it accepted these two items, the sending system
sends the "DATA" command, and typically sends several header items, including:
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From: Joe Q Doe <joeqdoe@example.com> - the address visible to the recipient; but
again, by default no checks are done that the sending system is authorized to send on
behalf of that address.
Reply-to: Jane Roe <Jane.Roe@example.mil> - similarly not checked
The result is that the email recipient sees the email as having come from the address in
the From: header; they may sometimes be able to find the MAIL FROM address; and if they
reply to the email it will go to either the address presented in the MAIL FROM: or Replyto: header - but none of these addresses are typically reliable,so automatedbounce
messages may generate backscatter.
Although email spoofing is effective in forging the email address, the IP address of the
computer sending the mail can generally be identified from the "Received:" lines in the email
header.
1.3.1.2 Website spoofing
Website spoofing is the act of creating a website, as a hoax, with the intention of misleading
readers that the website has been created by a different person or organization. Normally, the
spoof website will adopt the design of the target website and sometimes has a similar URL. A
more sophisticated attack results in an attacker creating a "shadow copy" of the World Wide
Web by having all of the victim's traffic go through the attacker's machine, causing the
attacker to obtain the victim's sensitive information.
Another technique is to use a 'cloaked' URL.By using domain forwarding, or inserting control
characters, the URL can appear to be genuine while concealing the address of the actual
website.
The objective may be fraudulent, often associated with phishing or e-mail spoofing, or to
criticize or make fun of the person or body whose website the spoofed site purports to
represent. Because the purpose is often malicious, "spoof" (an expression whose base
meaning is innocent parody) is a poor term for this activity so that more accountable
organisations such as government departments and banks tend to avoid it, preferring more
explicit descriptors such as "fraudulent" or "phishing".
As an example of the use of this technique to parody an organisation, in November 2006 two
spoof websites, www.msfirefox.com and www.msfirefox.net, were produced claiming
that Microsoft had bought Firefox and released Microsoft Firefox 2007.

1.3.2 Repudiation
Repudiation makes data or information to appear to be invalid or misleading (Which can even
be worse). For example, someone might access your email server and inflammatory
information to others under the guise of one of your top managers. This information might
prove embarrassing to your companyand possibly do irreparable harm. This type of attack is
fairly easy to accomplish because most email systems don't check outbound email for validity.
Repudiation attacks like modification attacks usually begin as access attacks.
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Non-repudiation refers to a state of affairs where the author of a statement will not be able to
successfully challenge the authorship of the statement or validity of an associated contract.
The term is often seen in a legal setting wherein the authenticity of a signature is being
challenged. In such an instance, the authenticity is being "repudiated".
In a general sense non-repudiation involves associating actions or changes to a unique
individual. For a secure area, for example, it may be desirable to implement a key card
access system. Non-repudiation would be violated if it were not also a strictly enforced policy
to prohibit sharing of the key cards and to immediately report lost or stolen cards. Otherwise
determining who performed the action of opening the door cannot be trivially determined.
Similarly, for computer accounts, the individual owner of the account must not allow others to
use that account, especially, for instance, by giving away their account's password, and a
policy should be implemented to enforce this. This prevents the owner of the account from
denying actions performed by the account.

1.3.3 Privacy attack
Internet privacy involves the right or mandate of personal privacy concerning the storing,
repurposing, provision to third parties, and displaying of information pertaining to oneself via
the Internet. Internet privacy is a subset of data privacy. Privacy concerns have been
articulated from the beginnings of large scale computer sharing.
Privacy can entail either Personally Identifying Information (PII) or non-PII information such
as a site visitor's behaviour on a website. PII refers to any information that can be used to
identify an individual. For example, age and physical address alone could identify who an
individual is without explicitly disclosing their name, as these two factors are unique enough
to typically identify a specific person.
Privacy concerns exist wherever personally identifiable information or other sensitive
information is collected and stored – in digital form or otherwise. Improper or non-existent
disclosure control can be the root cause for privacy issues. Data privacy issues can arise in
response to information from a wide range of sources, such as:









Healthcare records
Criminal justice investigations and proceedings
Financial institutions and transactions
Biological traits, such as genetic material
Residence and geographic records
Ethnicity
Privacy breach
Location-based service and geo-location

The challenge in data privacy is to share data while protecting personally identifiable
information. The fields of data security and information security design and utilize software,
hardware and human resources to address this issue. As the laws and regulations related to
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Data Protection are constantly changing, it is important to keep abreast of any changes in the
law and continually reassess your compliance with data privacy and security regulations.
Social networking sites try to get users to use their real names, interests, and locations. They
believe this makes the social networking experience more realistic, and therefore more
engaging for all their users. On the other hand, uploaded photographs or unguarded statements
can be identified to an individual, who may regret this exposure. Employers, schools, parents,
and other relatives may be influenced by aspects of social networking profiles that the posting
individual did not intend for these audiences. On-line bullies may make use of personal
information to harass or stalk users. Modern social networking websites allow fine grained
control of the privacy settings for each individual posting, but these can be complex and not
easy to find or use, especially for beginners.
Photographs and videos posted onto websites have caused particular problems, as they can
add a person's face to an on-line profile. With modern and potential facial recognition
technology, it may then be possible to relate that face with other, previously anonymous,
images, events and scenarios that have been imaged elsewhere. Because of image caching,
mirroring and copying, it is difficult to remove an image from the World Wide Web.

1.3.4 Denial of Service
In computing, a denial-of-service (DoS) attack is an attempt to make a machine or network
resource unavailable to its intended users, such as to temporarily or indefinitely interrupt or
suspend services of a host connected to the Internet. A distributed denial-of-service(DDoS) is
where the attack source is more than one–and often thousands–of unique IP
addresses.Criminal perpetrators of DoS attacks often target sites or services hosted on highprofile web servers such as banks, credit card payment gateways; but motives of revenge,
blackmail or activismcan be behind other attacks.A denial-of-service attack is characterized
by an explicit attempt by attackers to prevent legitimate users of a service from using that
service. There are two general forms of DoS attacks: those that crash services and those that
flood services.
A distributed denial-of-service (DDoS) attack occurs when multiple systems flood the
bandwidth or resources of a targeted system, usually one or more web servers.Such an attack
is often the result of multiple compromised systems (for example a botnet) flooding the
targeted system with traffic. A botnet is a network of zombie computers programmed to
receive commands without the owners' knowledge.When a server is overloaded with
connections, new connections can no longer be accepted.

1.3.5 Privilege escalation
Privilege escalation is the act of exploiting a bug, design flaw or configuration oversight in
an operating system or software application to gain elevated access to resources that are
normally protected from an application or user. The result is that an application with
more privileges than intended by the application developer or system administrator can
perform unauthorized actions.
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Most computer systems are designed for use with multiple users. Privileges mean what a user
is permitted to do. Common privileges include viewing and editing files, or modifying system
files.
Privilege escalation means a user receives privileges they are not entitled to. These privileges
can be used to delete files, view private information, or install unwanted programs such as
viruses. It usually occurs when a system has a bug that allows security to be bypassed or,
alternatively, has flawed design assumptions about how it will be used. Privilege escalation
occurs in two forms:
Vertical privilege escalation, also known as privilege elevation, where a lower privilege user
or application accesses functions or content reserved for higher privilege users or applications
(e.g. Internet Banking users can access site administrative functions or the password for a
smartphone can be bypassed).
Horizontal privilege escalation, where a normal user accesses functions or content reserved
for other normal users (e.g. Internet Banking User A accesses the Internet bank account of
User B).

1.3.6 SQL Injection Attacks
Looking at its wide-spread use in every form of above discussed web attacks SQL injection
attack is kept in an altogether separate category of web attacks. SQL injection is a code
injection technique, used to attack data-driven applications, in which malicious SQL
statements are inserted into an entry field for execution (e.g. to dump the database contents to
the attacker). SQL injection must exploit a security vulnerability in an application's software,
for example, when user input is either incorrectly filtered for string literal escape
characters embedded in SQL statements or user input is not strongly typed and unexpectedly
executed. SQL injection is mostly known as an attack vector for websites but can be used to
attack any type of SQL database.

1.4 WEB ATTACK FORENSICS
Although there are mechanisms to protect our applications etc. from web attacks but it‘s quite
difficult to find the attacker and book him/her under law. The difficulty in traceability of the
hackers/offenders prompts them to do more crimes. The major objective of web forensics is to
trace the attacker and in line collect enough evidence that can be presented and accepted in
the court of law. The aspects of investigation into web attacks can be viewed in two areas; a)
web application forensics and web services forensics.
Although web forensics is a vital necessity the trends are complex and very vast. The
increasing adaptability of Service Oriented Architecture (SOAP) in cloud computing scenario
has brought lot of scope to the investigation of web services attacks, however, in the current
unit we will be focusing more on web application forensics rather than web services.
However, we will have little discussion on web services forensics as well here.
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1.4.1 Web services forensics
The term "Web services" describes a standardized way of integrating Web-based applications
using the XML, SOAP, WSDL and UDDI open standards over an Internet protocol backbone.
XML is used to tag the data, SOAP is used to transfer the data, WSDL is used for describing
the services available and UDDI lists what services are available.
A Web service is a method of communication between two electronic devices over a network.
It is a software function provided at a network address over the Web with the service always
on as in the concept of utility computing.Two conceptual elements underlie current web
services:
A. Use of XML (eXtensibleMarkup Language), SOAP (Simple Object Access Protocol),
and WSDL (Web Service Definition Language) as basic building material;
B. Complex applications built upon long-running transactions that are composed of other
web services.
XML format underlies the entire web service architecture and its artefacts. All schemas,
definition files, messages transmitted are formed by the means of XML. WSDL, a XML
based definition file, defines the interface of a web service in order for the service to be
invoked by other services in accordance with the specifications of internal executions. SOAP,
a XML based protocol, defines the metadata of the messages to be exchanged between
services. WSDL documents define operations; and they are the only mechanisms in order for
web services to communicate with each other. Web services use SOAP messages by
exchanging them as incoming and outgoing messages through the operations.
There are many attacks on web services, such as WSDL/UDDI scanning, parameter
tampering, replays, XML rewriting, man-in-the-middle, eavesdropping, routing detours etc.
As in a document by NIST [csrc.nist.gov/publications/nistir/.../nistir-7559_forensics-webservices.pdf] we need to provide two features into web services forensics:
a) Pairwise evidence generation
b) Comprehensive evidence generation
Pair-wise evidence generation: Collect transactional evidence that occur between pairs of
services at service invocation times.
Comprehensive evidence generation: On demand, compose pairs of transactional evidence
collected at service invocation times and reveal global views of complex transactional
scenarios that occurred during specified periods, and provide them for forensic examiners.

1.4.2 Web Application Forensics
The Major tasks an investigator needs to do while performing web application forensics are:
a) Preliminary analysis: where, we need to focus on evidence collection and protection
which are in form of logs. Apart from this the investigator needs to build in confidence
by using robust supporting forensic tools. Above all it all depends upon the abilities of
the investigator to procure and correlate all data for inferences and conclusion.
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b) Standard methodology: methodologies that are standard are easily addressable and
heard in the court of law.

1.4.3 Preliminary Analysis
1.4.3.1 Application Forensics Readiness
In this the web application should be well prepared for a forensics investigation. Major
activities in it are evidence collection and evidence protection, use of supportive forensics and
investigator abilities and more:
i.

ii.

iii.

iv.

Evidence collection: A proper Evidence collection is to be done in order to prepare a
web application for a forensics investigation.Basically and fore mostly all the logging
options of the web application are enabled so as to collect maximum digital evidences.
The application logs have to be set according to the case requirement and not be left in
default mode which are very basic and might not log important aspects.
Evidence protection: Log files are the main source of digital evidence, hence, proper
mechanisms must be incorporated in order to protect these logs files and ensure that
these are digitally procured and signed to be presented in court as evidence. This will
certainly guarantee the accuracy of the digital evidences provided. Log files can be
protected using actions like setting permissions of log files, ensuring out of reach of
these log files from the hackers and following checksums to ensure integrity.
Supportive forensics: Mere collection of logs will not help, we must see that these
logs are supported by forensics tools evidence gathering. That is, forensic tools can
help gather those information which might not be recorded in any application logs.
Network or an operating system forensics tools or a third party extra logging facilities
can be utilized to achieve this.
Forensics investigator abilities: The forensics investigator must have a sound
knowledge and understanding of web application and its architecture etc. better
understanding of security aspects and issues pertaining these applications will be
required to have a forethought approach in cracking the case.

1.4.3.2 Methodology
Certain prescribed standard methodologies do exist in investigation of web application and
these needs to be followed. The cruxes of these standard methodologies are:
a) Protect the web application (could be several servers) during the forensic examination so
that their logs etc. can‘t be modified.
b) Extract all evidence files needed for the forensics investigation:
 Web servers and application servers logs.
 Server side scripts which are used by the web application.
 Web servers and application servers configuration files.
 All third party software log files.
 Operating system log files.
c) After collecting the files we need to perform aanalysis of those files to determine the
sequence of events and the aspects where security was compromised. One way of
carrying out analysis is to divide the log files according to user sessions,by doing this we
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will be able to remove distortions and can confine to the culprit‘s sessions. Fingerprints
of a web application security attack needs to be explored. The following are examples of
fingerprints and patterns left by web application hacking attempts:
a. Unusual entries in the Logs (GET requests to ASP pages which normally receive
POST requests).
b. Script abuse (CMD.exe, Root.exe, Upload. ASP).
c. Excessive attempts from the same IP address.
d. Unusually long processing times (SQL Injection attempt)
e. Files created or modified around the time of the suspected attack. etc.
d) Prepare a report based on the data extracted from the web application logs and other
aspects.

1.4.4 Website traffic analysis
Website traffic analysis is produced by grouping and aggregating various data items captured
by the web server in the form of log files while the website visitor is browsing the website.
Some of the most commonly used website traffic analysis terms are listed below:
URL - A Uniform Resource Locator (URL) uniquely identifies the resource requested
by the user's browser.
Hit - Each HTTP request submitted by the browser is counted as one hit. Note that
HTTP requests may be submitted for non-existent content, in which case they still will
be counted. For example, if one of the five image files referred by the example page
mentioned above is missing, the web server will still count six HTTP requests, but in
this case, five will be marked as successful (one HTML file and four images) and one
as a failed request (the missing image)
Page - A page is a successful HTTP request for a resource that constitutes primary
website's content. Pages are usually identified by a file extension (e.g. .html, .php,
.asp, etc.) or by a missing extension, in which case the subject of the HTTP request is
considered a directory and the default page for this directory is served.
File - Each successful HTTP request is counted as a file.
Visitor - A visitor is the actual person browsing the website. A typical website serves
content to anonymous visitors and cannot associate visitors with the actual person
browsing the website. Visitor identification may be based on their IP address or
an HTTP cookie. The former approach is simple to implement, but results in all
visitors browsing the same website from behind a firewall counted as a single visitor.
The latter approach requires special configuration of the web server (i.e. to log HTTP
cookies) and is more expensive to implement. Note that neither of the approaches
identifies the actual person browsing the website and neither provides 100% accuracy
in determining that the same visitor has visited the website again.
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Visit - A visit is a series of HTTP requests submitted by a visitor with the maximum
time between requests not exceeding a certain amount configured by the webmaster,
which is typically set at 30 minutes. For example, if a visitor requested page A, then in
10 minutes page B and then in 40 minutes page C, then this visitor has generated two
visits, one when pages A and B were requested and another when the page C was
requested.
Host - In general, a host is the visitor's machine running the browser. Hosts are often
identified by IP addresses or domain names. Those web traffic analysis tools that use
IP addresses to identify visitors use the words hosts, domain names and IP addresses
interchangeably.
User Agent - User agent is a synonym for a web browser.

1.5 WEB APPLICATION FORENSICS TOOLS
As discussed in the previous section, it is very important to have supportive tools of forensics
in order to have better grasp over forensics of web applications. Tools that are useful for web
application forensics are Microsoft LogParser, EventLogAnalyzer, Http-analyze, Pyflag,
Analog, Open Web Analytics, Mywebalizer, CORE Wisdom, Logjam, Sawmill, and Lire

1.5.1 Logparser
logparser is a flexible command line utility that was initially written by Gabriele
Giuseppini, a Microsoft employee, to automate tests for IIS logging. It was intended for use
with the Windows operating system, and was included with the IIS 6.0 Resource Kit Tools.
The default behaviour of logparser works like a "data processing pipeline", by taking
an SQL expression on the command line, and outputting the lines containing matches for the
SQL expression.
Microsoft describes Logparser as a powerful, versatile tool that provides universal query
access to text-based data such as log files,XML files and CSV files, as well as key data
sources on the Windows operating system such as the Event Log, the Registry, the file
system, and Active Directory. The results of the input query can be custom-formatted in text
based output, or they can be persisted to more specialty targets like SQL, SYSLOG, or
a chart.Logparser has been also discussed in previous chapters.

1.5.2 EventLog Analyzer
Event log analysis is used for pattern matching, filtering of event occurrences, and
aggregation of event occurrences into composite event occurrences. Commonly,dynamic
programming strategies from algorithms are employed to save results of previous analyses for
future use, since, for example, the same pattern may be match with the same event
occurrences in several consecutive analysis processing.EventLogAnalyzer provides the most
cost-effective Security Information and Event Management (SIEM)software on the market.
Using this Log Analyzer software, organizations can automate the entire process of managing
terabytes of machine generated logs by collecting, analyzing, correlating, searching, reporting,
andarchiving from one central location. This event log analyzer software helps to monitor file
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integrity, conduct log forensics analysis, monitor privileged users and comply to
different compliance regulatory bodies by intelligently analyzing your logs and instantly
generating a variety of reports like user activity reports, historical trend reports, and more.

1.5.3 Web log analyzer
Web log analysis software (also called a web log analyzer) is a kind of web analytics software
that passes a server log file from a web server, and based on the values contained in the log
file, derives indicators about when, how, and by whom a web server is visited. Usually reports
are generated from the log files immediately, but the log files can alternatively be passed for a
database and reports generated on demand.

1.5.4 Open Web Analytics8
Open Web Analytics (OWA) is open source web analytics software created by Peter Adams.
OWA is written in PHP and uses aMySQL database, which makes it compatible for running
with an AMP solution stack on various web servers.OWA is comparable to Google Analytics,
though OWA is server software anyone can install and run on their own host, while Google
Analytics
is
asoftware
service offered
by Google.OWA
supports
tracking
with WordPress and MediaWiki, two popular web site frameworks.This application helps you
keep track of and observe the influx of views on your website. The program also tracks your
competitors and their company‘s growth compared to yours.

1.5.5 Webalizer
The Webalizer is a GPL application that generates web pages of analysis, from access and
usage logs, i.e. it is web log analysis software. It is one of the most commonly used web
server administration tools. It was initiated by Bradford L. Barrett in 1997. Statistics
commonly reported by Webalizer include hits, visits, referrers, the visitors' countries, and the
amount of data downloaded. These statistics can be viewed graphically and presented by
different time frames, such as by day, hour, or month.

1.6 SUMMARY
1. There can be very critical information managed through web applications nowadays
which needs to handle this information with utmost care and security.
2. Cyber-attacks have become increasingly sophisticated and dangerous. Cyber-attacks
have evolved into Cyber Warfare and cyber terrorism.
3. Various forms of cyber-attacks are, Spoofing, Repudiation, Privacy attacks, Denial of
Service, Privilege escalation, SQL injection attacks.
4. The aspects of investigation into web attacks can be viewed in two areas; web
application forensics and web services forensics.
5. Web services forensics involves pair-wise and comprehensive evidence generation.
Web application forensics involves preliminary analysis and standard methodologies.
6. Tools that are useful for web application forensics are Microsoft LogParser,
EventLogAnalyzer, Http-analyze, Pyflag, Analog, Open Web Analytics etc.

1.7 CHECK YOUR PROGRESS
1. Fill in the blanks.
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a) ____________ is the creation of email messages with a forged sender address.
b) ______and_______ emails are typical means of spoofing.
c) IP address of the computer sending the mail can generally be identified from the
__________ in the email header.
d) ___________ refers to a state of affairs where the author of a statement will not be
able to successfully challenge the authorship of the statement or validity of an
associated contract.
e) _______________ is where a lower privilege user or application accesses functions or
content reserved for higher privilege users or applications.
f) Application Forensics Readiness involves _________, ___________, _____________
and ___________.
2. State True or False
a) Repudiation does not make data or information to appear to be invalid or misleading.
b) User agent is a synonym for a web browser.
c) Open Web Analytics (OWA) is open source web analytics software created by Peter
Adams
d) Open Web Analytics is written in PHP and uses a MySQL database.
e) A distributed denial-of-service (DDoS) attack occurs when multiple systems flood the
bandwidth or resources of a targeted system, usually one or more web servers

1.8 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.
a)
b)
c)
d)
e)
f)

Email spoofing.
Spam and phishing.
Received sub-head.
Non-repudiation.
Vertical privilege escalation.
evidence collection, evidence protection, use of supportive forensics and investigator
abilities.
2. State True or False
a)
b)
c)
d)
e)

False.
True.
True.
True.
True.
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Cengage learning 2010.
2. KeyunRuan, Cybercrime and Cloud Forensics: Applications for Investigation
Processes, IGI Global, 2013.
3. Gutiérrez, Carlos A., Web Services Security Development and Architecture:
Theoretical and Practical issues, IGI Global, 2010.
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4. Linda Volonino, Reynaldo Anzaldua; Computer Forensics For Dummies, Wiley
Publishing, Inc.
5. Amor Lazzez, ThabetSlimani Forensics Investigation of Web Application Security
Attacks I. J. Computer Network and Information Security, 2015, 3, 10-17

1.10 MODEL QUESTIONS
1. What do you mean by "shadow copy" of the World Wide Web and 'cloaked' URL?
Where does it take place? Describe in detail.
2. Describe the Major tasks an investigator needs to do while performing web application
forensics?
3. Describe the major types of web attacks in brief.
4. What do you mean by Application Forensics Readiness?
5. Describe any 3 web application forensic tools.
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UNIT II: INVESTIGATING EMAIL ATTACKS
2.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:
 Understand emailing and email services.
 Know the structure of email and correlate it to extract forensic information.
 Know and categorize email attacks and crimes.
 Know and familiarise with few email forensic tools.

2.2 INTRODUCTION
Email and web based email or web mail has a strong tendency to spread rapidly to a larger
extents. Email is nowadays considered as an evidence and has been a reason for putting good
amount of people(criminals) behind bars. Laws nowadays gives importance to emails and
reviews them with lot of attention.

2.2.1 Email Structure
An Internet email message consists of three components, the message envelope, the
message header, and the message body. The message header contains control information,
including, minimally, an originator's email address and one or more recipient addresses.
Usually descriptive information is also added, such as a subject header field and a message
submission date/time stamp.
Originally an ASCII text-only communications medium, Internet email was extended
by Multipurpose Internet Mail Extensions (MIME) to carry text in other character sets and
multi-media content attachments. International email, with internationalized email addresses
using UTF-8, has been standardized, but not yet widely adopted.
Internet email messages consist of two major sections, the message header and the message
body. The header is structured into fields such as From, To, CC, Subject, Date, and other
information about the email. The body contains the message, as unstructured text, sometimes
containing a signature block at the end. The header is separated from the body by a blank line.

2.2.2 Types of email services
2.2.2.1 Web-based email
Many
email
providers
have
a
web-based
email
client
(e.g. AOL
Mail, Gmail, Outlook.com and Yahoo! Mail). This allows users to log into the email account
by using any compatible web browser to send and receive their email. Mail is typically not
downloaded to the client, so can't be read without a current Internet connection.
2.2.2.2 POP3 email services
The Post Office Protocol 3 (POP3) is a mail access protocol used by a client application to
read messages from the mail server. Received messages are often deleted from theserver. POP
supports simple download-and-delete requirements for access to remote mailboxes IMAP
email servers
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2.2.2.3 The Internet Message Access Protocol (IMAP)
It provides features to manage a mailbox from multiple devices. Small portable devices
like smartphones are increasingly used to check email while travelling, and to make brief
replies, larger devices with better keyboard access being used to reply at greater length. IMAP
shows the headers of messages, the sender and the subject and the device needs to request to
download specific messages. Usually mail is left in folders in the mail server.
2.2.2.4 MAPI email servers
Messaging Application Programming Interface (MAPI) is a messaging architecture and an
API based on the Component Object Model (COM) for Microsoft Windows.

2.2.3 Simple Mail Transfer Protocol
Simple Mail Transfer Protocol (SMTP) is an Internet standard for electronic mail (email)
transmission. SMTP by default uses TCP port 25. The protocol for mail submission is the
same, but uses port 587. SMTP connections secured bySSL, known as SMTPS, default to port
465 (nonstandard, but sometimes used for legacy reasons).
Although electronic mail servers and other mail transfer agents use SMTP to send and receive
mail messages, user-level client mail applications typically use SMTP only for sending
messages to a mail server for relaying. For receiving messages, client applications usually use
either POP3 or IMAP. Although proprietary systems (such as Microsoft Exchange and IBM
Notes) and webmail systems (such as Outlook.com, Gmail andYahoo! Mail) use their own
non-standard protocols to access mail box accounts on their own mail servers, all use SMTP
when sending or receiving email from outside their own systems.
Figure 33 gives a typical sequence of events that takes place when sender Alice transmits a

message using a Mail User Agent (MUA) addressed to the email address of the recipient.

Figure 33: SMTP Scenario (from Wikipedia)



The MUA formats the message in email format and uses the submission protocol, a
profile of the Simple Mail Transfer Protocol (SMTP), to send the message to the
local mail submission agent (MSA), in this casesmtp.a.org.
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The MSA determines the destination address provided in the SMTP protocol (not from
the message header), in this case bob@b.org. The part before the @ sign is the local
part of the address, often theusername of the recipient, and the part after the @ sign is
a domain name. The MSA resolves a domain name to determine the fully qualified
domain name of the mail server in the Domain Name System (DNS).
 The DNS server for the domain b.org (ns.b.org) responds with any MX records listing
the mail exchange servers for that domain, in this case mx.b.org, a Message Transfer
Agent (MTA) server run by the recipient's ISP.
 smtp.a.org sends the message to mx.b.org using SMTP. This server may need to
forward the message to other MTAs before the message reaches the final message
delivery agent (MDA).
 The MDA delivers it to the mailbox of user bob.
 Bob's MUA picks up the message using either the Post Office Protocol (POP3) or
the Internet Message Access Protocol (IMAP).
Alice or Bob may use a client connected to a corporate email system, such as IBM Lotus
Notes or Microsoft Exchange. These systems often have their own internal email format and
their clients typically communicate with the email server using a vendor-specific, proprietary
protocol. The server sends or receives email via the Internet through the product's Internet
mail gateway which also does any necessary reformatting. If Alice and Bob work for the same
company, the entire transaction may happen completely within a single corporate email
system.


Alice may not have a MUA on her computer but instead may connect to
a webmail service.
 Alice's computer may run its own MTA, so avoiding the transfer at step 1.
 Bob may pick up his email in many ways, for example logging into mx.b.org and
reading it directly, or by using a webmail service.
 Domains usually have several mail exchange servers so that they can continue to
accept mail even if the primary is not available.
Many MTAs used to accept messages for any recipient on the Internet and do their best to
deliver them. Such MTAs are called open mail relays. This was very important in the early
days of the Internet when network connections were unreliable. However, this mechanism
proved to be exploitable by originators of unwanted bulk email and as a consequence open
mail relays have become rare, and many MTAs do not accept messages from open mail
relays.

2.3 EMAIL ATTACKS AND CRIMES
Email crimes or attacks can be a direct one where users can use them to harass or intimidate a
receiver. There exist lots of crimes which are perpetrated directly using emails. Also email
attacks can be indirect where emailing is used as one of the tool to capture sensitive
information and perform malpractices or induce malwares into the client system. Let us look
into few email attacks or crimes.
a. Flaming
b. Email spoofing
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c.
d.
e.
f.
g.

Email bombing
Email hacking
Spams
Email frauds
Email phishing

2.3.1 Flaming
Flamming occurs when a person sends a message with angry or antagonistic content. The
term is derived from the use of the word Incendiary to describe particularly heated email
discussions. Flaming is assumed to be more common today because of the ease and
impersonality of email communications: confrontations in person or via telephone require
direct interaction, where social norms encourage civility, whereas typing a message to another
person is an indirect interaction, so civility may be forgotten.

2.3.2 Email spoofing
It occurs when the email message header is designed to make the message appear to come
from a known or trusted source. Email spam and phishing methods typically use spoofing to
mislead the recipient about the true message origin.

2.3.3 Email bombing
It is the intentional sending of large volumes of messages to a target address. The overloading
of the target email address can render it unusable and can even cause the mail server to crash.

2.3.4 Email hacking
It is illicit access to an email account or email correspondence.

2.3.5 Spams
Attackers often send massive email broadcasts with a hidden or misleading incoming IP
address and email address.Some users may open the spam, read it, and possibly be tempted by
whatever wares or schemes are offered.

2.3.6 Phishing
This type of attacks uses email messages from legitimate businesses that the user may be
associated with. Although the messages look authentic with all the corporate logos and similar
format as the official emails, they ask for verification of personal information such as the
account number, password, and date of birth. 20% of unsuspecting victims respond to them,
which may result in stolen accounts, financial loss and identity theft.

2.3.7 Email fraud
It is the intentional deception made for personal gain or to damage another individual
through email. Almost as soon as email became widely used, it began to be used as a means
to defraud people. Email fraud can take the form of a "con game" or scam. Confidence tricks
tend to exploit the inherent greed and dishonesty of their victims. The prospect of a 'bargain'
or 'something for nothing' can be very tempting. Email fraud, as with other 'bunco schemes'
usually targets naive individuals who put their confidence in get-rich-quick schemes such as
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'too good to be true' investments or offers to sell popular items at 'impossibly low' prices.
Many people have lost their life savings due to fraud.

2.3.8 Phishing emails
It may contain links to websites that are infected with malware.Phishing is typically carried
out by email spoofingor instant-messaging,and it often directs users to enter details at a fake
website whose look and feel are almost identical to the legitimate one. Phishing is an example
of social engineering techniques used to deceive users, and exploits the poor usability of
current web security technologies.

2.4 PRIVACY IN EMAILS
2.4.1 Email privacy
It is the broad topic dealing with issues of unauthorized access and inspection of electronic
mail. This unauthorized access can happen while an email is in transit, as well as when it is
stored on email servers or on a user computer. In countries with a constitutional guarantee of
the secrecy of correspondence, whether email can be equated with letters and get legal
protection from all forms of eavesdropping comes under question because of the very nature
of email. This is especially important as more and more communication occurs via email
compared to postal mail.
Email has to go through potentially untrusted intermediate computers (email servers, ISPs)
before reaching its destination, and there is no way to tell if it was accessed by an
unauthorized entity. This is different from a letter sealed in an envelope, where by close
inspection of the envelope, it might be possible to tell if someone opened it. In that sense, an
email is much like a postcard whose contents are visible to everyone who handles it.
There are certain technological workarounds that make unauthorized access to email hard, if
not impossible. However, since email messages frequently cross nation boundaries, and
different countries have different rules and regulations governing who can access an email,
email privacy are a complicated issue.
A significant fraction of email communication is still unencrypted. In general, encryption
provides protection against malicious entities. However, a court order might force the
responsible parties to hand over decryption keys;







Email privacy, without some security precautions, can be compromised because:
Email messages are generally not encrypted.
Email messages have to go through intermediate computers before reaching their
destination, meaning it is relatively easy for others to intercept and read messages.
Many Internet Service Providers (ISP) store copies of email messages on their mail
servers before they are delivered. The backups of these can remain for up to several
months on their server, despite deletion from the mailbox.
The "Received:"-fields and other information in the email can often identify the
sender, preventing anonymous communication.
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2.4.2 Email tracking
It is a method for monitoring the email delivery to intended recipient. Most tracking
technologies use some form of digitally time-stamped record to reveal the exact time and date
that an email was received or opened, as well the IP address of the recipient.
Email tracking is useful when the sender wants to know if the intended recipient actually
received the email, or if they clicked the links. However, due to the nature of the technology,
email tracking cannot be considered an absolutely accurate indicator that a message was
opened or read by the recipient.

2.5 EMAIL FORENSICS
2.5.1 Forensically important email parts
Basically emails information which will be interesting to the investigators are:
a) Email header
b) Body of Emails
c) The information hidden in the email packets
d) Attachments
The message header must include at least the following fields:



From: The email address, and optionally the name of the author(s). In many email clients
not changeable except through changing account settings.
Date: The local time and date when the message was written. Like the From: field, many
email clients fill this in automatically when sending. The recipient's client may then
display the time in the format and time zone local to him/her.

The message header should include at least the following fields:



Message-ID: Also an automatically generated field; used to prevent multiple deliveries
and for reference in In-Reply-To: (see below).
In-Reply-To: Message-ID of the message that this is a reply to. Used to link related
messages together. This field only applies for reply messages.

RFC 3864 describes registration procedures for message header fields at the IANA; it
provides for permanent and provisional message header field names, including also fields
defined for MIME, netnews, and http, and referencing relevant RFCs. Common header fields
for email include:




To: The email address(es), and optionally name(s) of the message's recipient(s). Indicates
primary recipients (multiple allowed), for secondary recipients see Cc: and Bcc: below.
Subject: A brief summary of the topic of the message. Certain abbreviations are
commonly used in the subject, including "RE:" and "FW:".
Bcc: Blind carbon copy; addresses added to the SMTP delivery list but not (usually) listed
in the message data, remaining invisible to other recipients.
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Cc: Carbon copy; Many email clients will mark email in one's inbox differently
depending on whether they are in the To: or Cc: list.
Content-Type: Information about how the message is to be displayed, usually
a MIME type.
Precedence: commonly with values "bulk", "junk", or "list"; used to indicate that
automated "vacation" or "out of office" responses should not be returned for this mail, e.g.
to prevent vacation notices from being sent to all other subscribers of a mailing
list. Sendmail uses this header to affect prioritization of queued email, with "Precedence:
special-delivery" messages delivered sooner. With modern high-bandwidth networks
delivery priority is less of an issue than it once was. Microsoft Exchange respects a finegrained automatic response suppression mechanism, the X-Auto-Response-Suppress
header.
References: Message-ID of the message that this is a reply to, and the message-id of the
message the previous reply was a reply to, etc.
Reply-To: Address that should be used to reply to the message.
Sender: Address of the actual sender acting on behalf of the author listed in the From:
field (secretary, list manager, etc.).
Archived-At: A direct link to the archived form of an individual email message.

SMTP defines the trace information of a message, which is also saved in the header using the
following two fields:



Received: when an SMTP server accepts a message it inserts this trace record at the top of
the header (last to first).
Return-Path: when the delivery SMTP server makes the final delivery of a message, it
inserts this field at the top of the header.

Other header fields that are added on top of the header by the receiving server may be
called trace fields, in a broader sense.





Authentication-Results: when a server carries out authentication checks, it can save the
results in this field for consumption by downstream agents.
Received-SPF: stores results of Sender Policy Framework (SPF) checks in more detail
than Authentication-Results.
Auto-Submitted: is used to mark automatically generated messages.
VBR-Info: claims VBR whitelisting. Vouch by Reference (VBR) is a protocol for adding
third-party certification to email.
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Figure 34: Tracing spoofed sender.

The trace information of an email can provide lots of clues to the investigators.
The email packets can be captured using packet sniffer software. The email packets can be
read very easily unless the user is having email encryption. The encrypted emails are read
using the password cracking methodologies as discussed in earlier chapters. The trace of an
email, headers and even sometimes the body of the email can be used detect a spoof attack as
shown in Figure 34.

2.5.2 Email forensics investigation
Email forensics involves capturing, securing and analysing and reporting the email evidences.
E-mail forensics aims to study the source and contentsof e-mail messages for evidence, this
included identification of the actual sender, recipient, date and time when it wassent, etc.
Email Forensic analysis aims at discovering the history ofa message and confirming identity
of all involved entities. Apart from message analysis, e-mailforensic also involves
investigation of clients or server computers suspectedof being used or misused to carry out email forgery. It might involve inspection of Internetfavorites, Cookies, History, Typed URL’s,
Temporary Internet Files, Auto-completionEntries, Bookmarks, Contacts, Preferences, Cache,
etc. Several OpenSource software tools are available which helps to perform e-mail header
analysisto collect evidence of e-mail fraud.
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2.5.3 Analyzing an email
A sample header set of an e-mail message sent by abc@xyz.com pretending to be
alice@alice.com and sent to bob@bob.com is shown in figure 3.

Figure 35: Elaborate email header of a spoofed email. (adapted from: [6])

The Header X-Apparently-To shown in Figure 35 is relevant when mail has been sentas a
BCC or to recipients of some mailing list. This field in most of the casescontain the address as
in Tofield. But if mail has been sent to a BCC recipient ora mailing list, X-Apparently-To is
different from TO field. Some may show TOwhile others may not show it. Thus XApparently-To always shows the e-mailaddress of recipient regardless of whether mail has
been sent using TO, BCC, CCaddresses or by the use of some mailing list.
The Return-Path header is the e-mail address of the mailbox specified by thesender in the
MailFromcommand. This address can also be spoofed, if noauthentication mechanism is in
place at the sending server it is not possible to determinegenuineness of Return-Path header
through header analysis alone.The Received-SPF specifies thatthe mail has come from a
domain which either does not have a SPF record or isnot yet a designated permitted sender.
If there are some spam filtering software of the receiving serveror MUA the spam score is
contained in X-Spam-Ratio field. If this value for the e-mail under study ratio exceeds certain
pre-defined threshold, emailwill be classified as spam.
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X-Originating-IP specified the IP address of the last MTA of the sending SMTPServer, which
has delivered the e-mail to the server of bob@bob.com. In thesample e-mail it is
[a2.b2.c2.d2] as shown in item 5. This address is alsocontained in the Received header
field.X-Sieve header specifies the name and version of message filtering system. Thispertains
to the scripting language used to specify conditions for message filteringand handling. In the
sample e-mail the name of the message filtering software isCMU Sieve and its version is
2.3.X-Spam-Charsets header specifies the character set used for filtering themessages. The
value for this field in sample e-mail at item 7 indicates that 8-bitUnicode Transformation
Format (UTF) has been used by bob‘s server. UTF is avariable length character set having a
special property of being backwardcompatibleto ASCII.X-Resolved-To address is the e-mail
address of the mailbox to which the mail hasbeen delivered by MDA of bob‘s server. In most
cases, it is the same as XDelivered-To field. X-Delivered-To is the address of the mailbox to
which themail has been delivered by MDA of bob‘s server. In the sample e-mail both
XResolved-To and X-Delivered-To addresses are bob@bob.com as in item 8 and 9.X-MailFrom header specifies the e-mail address of the mailbox specified by thesender in the
MailFromcommand which in the sample e-mail is alice@alice.com.The AuthenticationResults header in item 11 indicates thatmta1294.mail.mud.bob.com received mail from
alice.com domain which neitherhas DomainKeys signature nor DKIM signature.item 12 is the
second Received header field containing the trace informationindicating 127.0.0.1 as the IP
address of the machine that send the message. Thismachine is actually named mailbox-us-s7b.xyz.com and has IP addressa2.b2.c2.d2. It has used EHLO SMTP command to send the
mail. The mail wasreceived by mta1294.mail.mud.bob.com using SMTP. The message has
beenreceived on Tue, 30 Nov 2010 date at 07:36:34 time. The clock is 8 hrs behindGreenwich
Mean Time. Item 13 is the first Received header field representing the trace
informationindicating MTBLAPTOP as the names of the machine that send the message.
Thismachine is not known to the receiver but has an IP address a1.b1.c1.d1 andabc@xyz.com
is the owner of the mailbox who has sent the message. TheMTA must follow some
authentication mechanism to identify its mailbox usersotherwise it is not possible to include
authenticated sender‘s mailbox address withthe Received field. The message has been
received by mailbox-us-s-7b.xyz.comusing ESMTPA protocol which has been running a
program called Postfix. Themessage is for bob@bob.com and has an ID of 8F0AE139002E.
The message hasbeen received on Tue, 30 Nov 2010 at 15:36:23. The clock is set according
toGreenwich Mean Time.
The From, Subject and Tolines respectively are the e-mail address of the author,subject of the
message, and the e-mail address of the intended recipient. Subjectand Toare specified by the
sender, and the From address is taken by the systemfrom the current logged in user. However,
Fromheader can very easily bespoofed as has been dome in this sample e-mail. The items 14,
15 and 16 inthe sample e-mail show the values of these three fields. The Fromaddress
hasbeen spoofed to carry an address Alice@a.com with a user friendly name Alice.ContentType, MIME-Version, Content-Transfer-Encoding and Content-length in items 17, 18, 19 and
20 are the MIME headers describing the type of MIMEcontent, transfer encoding, its version
and length so that the MUA‘s can performproper decoding to render the message successfully
on client.This is the address, sender of this e-mail wants recipient to use for sending replyin
response to this e-mail. Normally, this is used by the senders to send replies.Carefully crafted
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sender spoofing combined with fake Reply-To e-mail addresscan lead to serious information
leaks. The Reply-To address "Smith"smith@smith.com in item 21 is an arbitrary address that
may belong to some userwho may not be related to the sender in any way.
Organization header field indicates that the organization of claimed sender isAlices
Organization. Organization header field is an information fieldrepresenting the organization
of a sender. It can be misused by the spammer togive a false impression about a sender as has
been done in this e-mail.
Date header indicates that the e-mail was composed and submitted for delivery onTue, 28 Nov
2010 21:06:22 +0530, which is not in conformity with the date inthe Received field of Para
23.Return-Receipt-To field indicates the e-mail address, MSA, MTA and MDA mustuse for
sending delivery notifications such as successful or failure notifications.The address
mentioned for this field in item 24 is again an arbitrary address thatmay belong to some user
who may not be related to the sender in any way.Disposition-Notification-To field indicates
an e-mail address, MUA must usewhen submitting a message indicating that the message has
been displayed. This address specified in item 25 is also an arbitrary address that does belong
to someuser who may not be related to the sender in any way.item 26 contains the Message-Id
of the message which is
20101130153623.8F0AE139002E@mailbox-us-s-7b.xyz.com. Generally, adomain name is
appended with a unique number by the sending server to form theMessage-Id. In the above
sample e-mail message, several fields have been spoofed which canbe detected easily because
the first Received field shows the address ofauthenticated sender which is different from the
sender of the message. However,address of authenticated sender may not be always included
with theauthentication results (in case no authentication mechanism is adhered to
orannomizers strip this line). Further, date is also inconsistent as can be noted fromthe
comparison of timestamp in Received headers and the date field. Some headerfields with
context to authentication and above analysed e-mail message arediscussed further hereby:
SPF mechanisms can be used to describe the set of hosts which are designatedoutbound
mailers for the domain. The test besides success or failure may alsoresult into softfail, neutral,
none, permerroror temperror. For example, asuccessful Received-SPF entry could be as
follows:
Received-SPF: pass (mta1104.mail.mud.xyz.com: domain of abc@xyz.com designates
a2.b2.c2.d2 as permitted sender)Here, the mta1104.mail.mud.xyz.com MTA notifies its
recipient throughReceived-SPF that domain of abc@xyz.com i.e. xyz.com which has an
IPaddress a2.b2.c2.d2 is a permitted sender designated by Sender Policy Framework. In case,
the domain alice.com had usedDomainKeys and DKIM complaint andhad passed these tests,
it could have been as follows:
Authentication-Results: mta1294.mail.mud.bob.com from=alice.com;
domainkeys=pass (ok); from=a.com; dkim=pass (ok)
In this case, it could have included DKIM-Signature and/orDomainKey-Signature
fields as follows:
DKIM-Signature: v=1; a=rsa-sha1; c=simple; d=alice.com;
h=from:to:subject:date:message-id:content-type q=dns/txt; s=s512;
bh=XX…………=; b=XXX………==;
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This is the DKIM Signature signed with SHA1 algorithm. DKIM uses the
emailheaders and body to generate a signature. If the headers are rewritten or text is
appended to the message body after it has been signed, the DKIM verificationfails.
DKIM is backward compatible with the DomainKeys system. When an emailmessage
is signed with DKIM, it will include a number of ―tags‖ whosevalues contain
authenticating data for the message being sent. In the example email header in figure
3, the tags used are:
v= This tag defines the version of this specification that applies to thesignature record.
a= The algorithm used to generate the signature (plain-text;REQUIRED). It supports
"rsa-sha1" and "rsa-sha256", Signersusually signs using "rsa-sha256".
c= It is the canonicalization algorithm 1.e. the method by which theheaders and
content are prepared for presentation to the signingalgorithm.
d= It is the domain name of the signing domain.
h= It is a colon-separated list of header field names that identify theheader fields
presented to the signing algorithm.
q= It specifies the query method used to retrieve the public key whichby default is dns.
s= It is the selector used in the public key.
bh= The signature data or public key, encoded as a Base64 string.
The example of DomainKeys signature is given below. DomainKeys signaturehas
been signed with SHA1 algorithm.
DomainKeys-Signature: a= rsa-sha1; q=dns; c=simple; s=s512;
d=alice.com; b=XXX……………………………==;
When an e-mail message is signed with DomainKeys, it will include a number
of―tags‖ whose values contain authenticating data for the message being sent. In
theexample above, the tags used are:
a= It is the encryption algorithm used to generate the signature which bydefault is
"rsa-sha1".
q= It specifies the query method used to retrieve the public key which bydefault is dns.
c= It is the canonicalization algorithm 1.e. the method by which theheaders and
content are prepared for presentation to the signingalgorithm.
s= It is the selector used in the public key.
d= It is the domain name of the signing domain.
b= The signature data or public key, encoded as a Base64 string.
Date header represents the date e-mail was composed and submitted for delivery.However,
this filed can also be spoofed as has been done in thissample e-mail message. It can be easily
noticed by comparing its value in item 23with the dates in the Received header fields.
Message-Id is the message Identification attached to the e-mail message. Every e mail has a
unique message ID that helps the administrators to locate the e-mail inserver log. Usually
every sending server uses its own custom algorithm togenerate this unique number and
append domain name to this to make it uniqueon the internet. This ID can also help to identify
the domain of the sender but itcan also be forged to confuse the investigators.
The first Received header field representing the trace information contains the IPaddress of
the machine used to send the e-mail message. On tracking this IPaddress several cases as
explained below are possible:
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i.

ii.

iii.

iv.

v.

The IP address in the Received header field maps to directconnection having a static IP
address. In this case, this address isthe address of the sender‘s computer. However, if
the IP address isdynamic then the logs of the proxy or SMTP server need to
beobtained for continuing the e-mail tracking.
The IP address contained in the Received header corresponds tosome proxy server. In
this case, proxy server‘s log must be obtainedto track the sender. Open proxy server
may raise some issues for theinvestigators because they do not maintain a strict log of
activities.In case SSL is used to log on to HTTP based e-mail server, proxycannot be
an issue because IP address of the client shall berecorded. Corporate proxy servers
may not be strictly timesynchronized as they may be using Network Time Protocol
(NTP)and thus may impede the investigation. ISP proxy servers usuallymaintain a
strict and time synchronized log (usingSTIME protocol)and have a clear devised
policy to cooperate with the investigators.
The tracked IP address maps to some tunnelling server. In this case,tracking source of
e-mail will be difficult because tunnelling maybe done in different ways and some are
not logged.
The IP address in the Received header field maps to SMTP server.In this case, the
SMTP server log must be obtained. IP address maymap to SMTP server belonging to
ISP, or some corporate or anopen relay. In all cases, logs stored must be obtained. If
the logs arestrictly time synchronized, then the sender can be tracked easily.ISP and
corporate SMTP servers can provide further details aboutthe particular user such as his
contact details and credit card number.
The IP address contained in the Received field resolves to Annomizers or re-mailers.
In this case, investigators must obtainlogs and original e-mail message from the
anonymous SMTP orHTTP servers. Further, in case the anonymity is a paid service,
useraccount details must also be obtained. It is also possible to add one or more false
Received headers in the data field ofthe message with an intention to freeze the
investigation. Investigators must paycareful attention to all fields of the Received
headers with respect to each otherespecially in terms of delivery methods and date &
time. If the delivery methodsvary or the time & date differ considerably, then false
headers can be easilyidentified. Otherwise, the investigation shall have to investigate
all IP addressesand request logs from all servers. It may be very difficult to track a
sender fromthe IP address if the sender has tampered IP address at packet level. Once
the source of the e-mail message under investigation has beendetermined or someone
is strongly suspected for being the source, his or hercomputer, e-mail client software,
web browser, etc. are investigated for traces ofevidence.

2.5.4 Instant Messages
Instant Messages (IM) (as mostly referred as chats) has been becoming very popular among
users. Emails are mostly attached to inboxes whereas the IMs are based on text cells or forms.
Texting on mobile devices has become very popular nowadays with apps like Whatsapp.
IMs too are very important to forensic examiners because nowadays companies are using this
form of communicationfor real-time customer service and internal business
communication.On the peopleperspective, IMs are used to chat about everything from recipes
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to personal attributes or opinions. Chats are relayed by way of a server. Same goes for IMs
too. IM software are structurally same as e-mail systems the only difference is that IMs are
done in real time.
at real-timesits necessary to logthe data (communication) as it is being typed. Recovering chat
sessions is a matter of chance because the caching abilities of the computer is the elementthat
is required to re-create the chat sessions. Some IM software logs conversations, but generally
people don‘t activate the logs. IMsare migrating to mobile devices like google hangouts etc.,
IMs in mobiles are somewhat differentfrom desktop computers. The mobile devices are
limited in resources or power of conventional desktopcomputers and they therefore use
memory differently. Mobiledevices do not cache data in the same way asdesktops;hence,
retrieving chats are much more difficult in mobile devices. If we are recording the IMs we can
get all the chats. However, it is very difficult looking at the power and other
limitations.Logging the activities on client device might help but finding a complete
conversationin memory is almost impossible unless chat logging is enabled.

2.6 EMAIL FORENSIC TOOLS
Various software tools have been developed to assist e-mail forensicinvestigation. These
include eMailTrackerPro(http://www.emailtrackerpro.com/), EmailTracer (http://www.cyber
forensics. in), Adcomplain(http://www.rdrop.com/users/billmc/adcomplain.html), Aid4Mail
Forensic(http://www.aid4mail.com/),
AbusePipe(http://www.datamystic.com/
abusepipe.html), AccessData‘s
FTK
(www.accessdata.com/), EnCase Forensic
(http://www.guidancesoftware.com), FINALeMAIL(http://finaldata2. com), SawmillGroupWise
(http://www.sawmill.net),
Forensics
Investigation
Toolkit
(FIT)(http://www.edecision4u.
com/FIT.html),
Paraben
(Network)
E-mail
Examiner(http://www.paraben.com/email-examiner.html), etc. These analyse headers of
emailmessages to detect the IP address of the originating machine. These toolsoften have
abuse reporting features, e-mail classification option, support multipleencryption techniques
like Credant, SafeBoot, Utimaco, EFS, PGP, GuardianEdge, Sophos Enterprise and S/MIME.
Its current supported e-mail types are:Lotus Notes NSF, Outlook PST/OST, Exchange EDB,
Outlook Express DBX,Eudora, EML (Microsoft Internet Mail, Earthlink, Thunderbird,
Quickmail, etc.),Netscape, AOL and RFC 833. Some of these claim to be vetted by courts
asstandard digital investigation platforms.
We will discuss eMailTracker Pro and EmailTracer in little detail.

2.6.1 eMailTrackerPro34
Email tracking is a method for monitoring the email delivery to intended recipient. Most
tracking technologies use some form of digitally time-stamped record to reveal the exact time
and date that an email was received or opened, as well the IP address of the recipient.
Email tracking is useful when the sender wants to know if the intended recipient actually
received the email, or if they clicked the links. However, due to the nature of the technology,

34

http://www.emailtrackerpro.com
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email tracking cannot be considered an absolutely accurate indicator that a message was
opened or read by the recipient.
eMailTrackerPro Standard lets you trace email back to its source, while also scanning each
email message to filter out spam and harmful payloads.
Using information contained in the email header, eMailTrackerPro Standard can effectively
locate the city or town that an email originated from, including Whois information that you
can use to report abuse and shut them down for good. The procedure is as follows:
1. Trace an email using the header: To make the best use of eMailTrackerPro it's
important to trace the email header, and not the email address. An email address, such
as anyone@hotmail.com will just run a trace on hotmail.com, and every single time
you'll get the same result. An email header is a virtual footprint telling the user where
an email has travelled. Each step along the way is recorded. Spammers often try and
remove/add lines to confuse where it was sent from. eMailTrackerPro can pick up on
patterns and inconsistencies and mark the email as suspected spam, this isn't an exact
science so anomalies can occur. An example header can be seen on the right, split up
into separate lines for understanding purposes.
2. Report Abuse: Abuse reporting is a useful feature for users that want to take a more
proactive approach to dealing with spam. EmailTrackerPro provides a platform that
auto-generates an abuse report and opens a new email (may not work for all email
clients) with the 'to' address filled out to the email spam address detected (as shown on
the right). Once the abuse report has been sent to the email provider it is then up to
them to take the next steps to shut the account down. Each account that gets shut down
is one more step closer to stopping spam in the long run!
3. Spam Filter: The most valuable feature is the ability to trace more than one IP
address or domain name at a time. Trace as many IP addresses and domain names as
required and either output the results to a new tab or an Excel/HTML file.

2.6.2 Online EMailTracer
Resource Centre for Cyber Forensics (RCCF) is a pioneering institute, pursuing research
activities in the area of Cyber Forensics. The centre was dedicated to the nation by the then
Honorable union minister in August 2008. EmailTracer developed in RCCF is a tool to track
email sender‘s identity. It analyzes the email header and gives the complete details of the
sender like IP address, which is key point to find the culprit and the route followed by the
mail, the Mail Server, details of Service Provider etc. EmailTracer traces up to Internet
Service Provider level only. Further tracing can be done with the help of ISP and law
enforcement agencies. The message-id will be useful for analyzing the mail logs at ISP.

2.7 SUMMARY
1. Laws nowadays give importance to emails and review them with lot of attention.
2. Email services can be Web-based email, POP3 email services, The Internet Message
Access Protocol (IMAP), MAPI email servers. Most widely used protocol in emailing
is simple mail transfer protocol (SMTP).
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3. Few email attacks or crimes are Flaming, Email spoofing, Email bombing, Email
hacking, Spams, Email frauds and Email phishing.
4. Email privacy is the broad topic dealing with issues of unauthorized access and
inspection of electronic mail.
5. Emails information which will be interesting to the investigators are Email header,
Body of Emails, The information hidden in the email packets and Attachments.
6. Email forensics involves capturing, securing and analysing and reporting the email
evidences. E-mail forensics aims to study the source and contents of e-mail messages
for evidence.
7. Various software tools have been developed to assist e-mail forensic investigation.
These include eMailTrackerPro, EmailTracer.

2.8 CHECK YOUR PROGRESS
1. Fill in the blanks.
a) An Internet email message consists of three components, ____,_________,and____.
b) Many Message Transfer Agents used to accept messages for any recipient on the
Internet and do their best to deliver them. Such MTAs are called______.
c) ____ occurs when a person sends a message with angry or antagonistic content.
d) eMailTrackerPro Standard is a tool which lets you trace email back to its _______.
e) IM stands for _______.
2. State True or False
a) The Post Office Protocol 3 (POP3) provides features to manage a mailbox from
multiple devices. (F)
b) Although electronic mail servers and other mail transfer agents use SMTP to send and
receive mail messages, for receiving messages, client applications usually use either
POP3 or IMAP. (T)
c) MUA stands for multiple user access. (F)
d) Email bombing is the intentional sending of large volumes of messages to a target
address. (T)
e) Precedence in email header is used to set prioritization of queued email wheras
references are used to set perspective of replies. (T)
f) Vouch by Reference (VBR) is a protocol for adding third-party certification to email.
The VBR-info header contains the third party information which can be very
important in tracing the email. (T)
g) Forensic analysis aims at discovering the history of a sender rather than the message.
(F)

2.9 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.
a)
b)
c)
d)

The message envelope, the message header, and the message body.
Open mail relays.
Flaming
Source
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e) Instant Messaging.
2. State True or False
a)
b)
c)
d)
e)
f)
g)

(F)
(T)
(F)
(T)
(T)
(T)
(F)

2.10 MODEL QUESTIONS
1.
2.
3.
4.
5.

Describe the structure of SMTP messaging with a neat diagram.
Which headers in SMTP useful in tracing a message sender identity?
List and describe atleast 4 email attacks.
How is privacy a big issue in emailing?
What are the various types of email services?

2.11 FURTHER READINGS
1. Debra Littlejohn Shinder, Michael Cross, Scene of the Cybercrime, syngress
2. Linda Volonino, Reynaldo Anzaldua; Computer Forensics For Dummies, Wiley
Publishing, Inc.
3. Gutiérrez, Carlos A., Web Services Security Development and Architecture:
Theoretical and Practical issues, IGI Global, 2010.
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UNIT III: MOBILE DEVICE FORENSICS
3.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:






Understand Mobile communication and need for mobile forensics.
Know various ways of capturing evidences from a mobile device.
Understand various forms of logs in mobile.
Know the process of mobile forensics.
Learn few mobile forensic acquisition tools.

3.2 INTRODUCTION
Mobile device forensics is a branch of digital forensics relating to recovery of digital evidence
or data from a mobile device under forensicallysound conditions. The phrase mobile device
usually refers to mobile phones; however, it can also relate to any digital device that has both
internal memory and communication ability, including PDA devices, GPS devices and tablet
computers.
The use of phones in crime was widely recognized for some years, but the forensic study of
mobile devices is a relatively new field, dating from the early 2000s. A proliferation of
phones (particularly smartphones) on the consumer market caused a demand for forensic
examination of the devices, which could not be met by existing computer forensics
techniques[1].
Mobile devices can be used to save several types of personal information such as contacts,
photos, calendars and notes, SMS and MMSmessages. Smartphones may additionally contain
video, email, web browsing information, location information, and social networking
messages and contacts.
There is growing need for mobile forensics due to several reasons and some of the prominent
reasons are:




Use of mobile phones to store and transmit personal and corporate information
Use of mobile phones in online transactions
Law enforcement, criminals and mobile phone devices.

3.3 CHALLENGES IN MOBILE FORENSICS
Evidential and technical challenges exist. For example, cell site analysis following from the
use of mobile phone usage coverage, is not an exact science. Consequently, whilst it is
possible to determine roughly the cell site zone from which a call was made or received, it is
not yet possible to say with any degree of certainty, that a mobile phone call emanated from a
specific location e.g. a residential address.
To remain competitive, original equipment manufacturers frequently change mobile phone
form factors, operating system file structures, data storage, services, peripherals, and even pin
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connectors and cables. As a result, forensic examiners must use a different forensic process
compared to computer forensics.


Storage capacity continues to grow thanks to demand for more powerful
"minicomputer" type devices.
 Not only the types of data but also the way mobile devices are used constantly evolve.
 Hibernation behaviour in which processes are suspended when the device is powered
off or idle but at the same time, remaining active.
As a result of these challenges, a wide variety of tools exist to extract evidence from mobile
devices; no one tool or method can acquire all the evidence from all devices. It is therefore
recommended that forensic examiners, especially those wishing to qualify as expert witnesses
in court, undergo extensive training in order to understand how each tool and method acquires
evidence.

3.4 MOBILE COMMUNICATION
Mobile communication means can be categorized in basically three modes:
a) 802.11or WiFi
b) Bluetooth
c) Infrared(IrDA)

3.4.1 802.11 or WiFi
A wireless network is any type of computer network that uses wireless data connections for
connecting network nodes.Wireless networking is a method by which homes,
ecommunications networks and enterprise (business) installations avoid the costly process of
introducing cables into a building, or as a connection between various equipment locations.
Wireless telecommunications networks are generally implemented and administered using
radio communication. This implementation takes place at the physical level (layer) of the OSI
model network structure. Wi-Fi (or WiFi) is a local area wireless computer networking
technology that allows electronic devices to connect to the network. Wi-Fi is the name of a
popular wireless networking technology that uses radio waves to provide wireless high-speed
Internet and network connections. A common misconception is that the term Wi-Fi is short
for "wireless fidelity," however this is not the case. Wi-Fi is simply a trademarked phrase that
means IEEE 802.11x.The Wi-Fi Alliance, the organization that owns the Wi-Fi registered
trademark term specifically defines Wi-Fi as any "wireless local area network (WLAN)
products that are based on the Institute of Electrical and Electronics Engineers' (IEEE) 802.11
standards." Initially, Wi-Fi was used in place of only the 2.4GHz 802.11b standard; however,
the Wi-Fi Alliance has expanded the generic use of the Wi-Fi term to include any type of
network or WLAN product based on any of the 802.11 standards, including 802.11b, 802.11a,
dual-band, and so on, in an attempt to stop confusion about wireless LAN interoperability.

3.4.2 Bluetooth
Bluetooth is defined as being a short-range radio technology (or wireless technology) aimed at
simplifying communications among Internet devices and between devices and the Internet. It
also aims to simplify data synchronization between Internet devices and other computers.
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Bluetooth products i.e. products using Bluetooth technology must be qualified and pass
interoperability testing by the Bluetooth Special Interest Group prior to release. Bluetooth's
founding members include Ericsson, IBM, Intel, Nokia and Toshiba.A new version of the
Bluetooth wireless device-to-device technology that offers significantly lower
powerconsumption than previous versions. Also referred to as Bluetooth Low Energy,
Bluetooth 4.0 achieves its reduced power consumption by enabling devices to remain paired,
or connected to each other, without requiring a continual stream of data to be transferred
between the devices.

3.4.3 Infrared (IrDA)
Short for Infrared Data Association, a group of device manufacturers that developed a
standard for transmitting data via infrared light waves. Increasingly, computers and other
devices (such as printers) come with IrDA ports. This enables you to transfer data from one
device to another without any cables. For example, if both your laptop computer and printer
have IrDA ports, you can simply put your computer in front of the printer and output a
document, without needing to connect the two with a cable.IrDA ports support roughly the
same transmission rates as traditional parallel ports. The only restriction on their use is that
the two devices must be within a few feet of each other and there must be a clear line of sight
between them.

3.5 EVIDENCES IN A MOBILE DEVICE
As mobile device technology advances, the amount and types of data that can be found on a
mobile device is constantly increasing. Evidence that can be potentially recovered from a
mobile phone may come from several different sources, including handset memory, SIM card,
and attached memory cards such as SD cards.
Traditionally mobile phone forensics has been associated with recovering SMS and MMS
messaging, as well as call-logs, contact lists and phone IMEI/ESN information. However,
newer generations of smartphones also include wider varieties of information; from web
browsing, Wireless network settings, geo-location information (including geo-tagscontained
within image metadata), e-mail and other forms of rich internet media, including important
datasuch as social networking service posts and contactsnow retained on smartphone 'apps'.

3.5.1 Service provider logs
Although not technically part of mobile device forensics, the call detail records (and
occasionally, text messages) from wireless carriers often serve as "back up" evidence obtained
after the mobile phone has been seized. These are useful when the call history and/or text
messages have been deleted from the phone, or when location-based services are not turned
on. Call detail records and cell site (tower) dumps can show the phone owner's location, and
whether they were stationary or moving (i.e., whether the phone's signal bounced off the same
side of a single tower, or different sides of multiple towers along a particular path of travel).
Carrier data and device data together can be used to corroborate information from other
sources, for instance, video surveillance footage or eyewitness accounts; or to determine the
general location where a non-geo-tagged image or video was taken.
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The European Union requires its member countries to retain certain telecommunications data
for use in investigations. This includes data on calls made and retrieved. The location of a
mobile phone can be determined and this geographical data must also be retained. In the
United States, however, no such requirement exists, and no standards govern how long
carriers should retain data or even what they must retain. For example, text messages may be
retained only for a week or two, while call logs may be retained anywhere from a few weeks
to several months. To reduce the risk of evidence being lost, law enforcement agents must
submit a preservation letter to the carrier, which they then must back up with a search
warrant.

3.5.2 Subscriber identification module
A subscriber identity module (SIM) is a smart card inside of a GSM cellular phone that
encrypts voice and data transmissions and stores data about the specific user so that the user
can be identified and authenticated to the network supplying the phone service. The SIM also
stores data such as personal phone settings specific to the user and phone numbers. If the
phone not uses SIM cards then the identity information is stored in the phone hardware
itself.This identification information can be used to trace a victim using service provider logs.

3.5.3 Mobile Logs
Mobile phones many a times are capable to maintain logs of calls that were made, missed and
received. This information can be crucial forensically. Other logs that are also maintained
mostly in the background are GPSinformation, connection information, andetc. Using these
we can track the locations of mobile phones quite easily.

3.5.4 Phone books/contact lists
Phonebook names and numbersoften give investigative leads to potential witnesses and
victims.Phone book can have typical information such as e-mailaddresses, home addresses,
phone numbers, profile photographs, and even alternative phonenumbers.

3.5.5 Text messages
Text messages can have bits of evidence as well as date and time stamps, which can be very
valuable to investigators. Often deleted messages can be recovered along with time stamps
and can be used into establishing leads in an investigation.

3.5.6 Application files
Nowadays smart phones etc. have an operating system and the applications installed on these
operating systems maintain lots of files and data logs which can be vita sometimes during
forensic investigations.
Other forensically important data sources in a mobile devices can be Calendars and event‘s
organizers, E-mail, Instant messages, Photos, Audio recordings etc.

3.6 MOBILE FORENSIC PROCESS
a) Seizure
b) Acquisition
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c) Analysis

3.6.1 Seizure
Seizing mobile devices is covered by the same legal considerations as other digital media.
Mobiles will often be recovered switched on.As the aim of seizure is to preserve evidence, the
device will often be transported in the same state to avoid a shutdown, which would change
files. In addition, the investigator or first responder would risk user lock activation.
However, leaving the phone on carries another risk the device can still make a
network/cellular connection. This may bring in new data, overwriting evidence. To prevent a
connection, mobile devices will often be transported and examined from within a Faraday
cage (or bag). Even so, there are two disadvantages to this method. First, it renders the device
unusable, as its touch screen or keypad cannot be used. Second, a device's search for a
network connection will drain its battery more quickly. While devices and their batteries can
often be recharged, again, the investigator risks that the phone's user lock will have activated.
Therefore, network isolation is advisable either through placing the device in Airplane Mode,
or cloning its SIM card (a technique which can also be useful when the device is missing its
SIM card entirely).At all costs, you must keep new data from contaminating the mobile
deviceafter it has been seized, for a couple of reasons.
Mobile devices can be isolated in many ways; following ways can be used to isolate a mobile
on seizure:
a. Isolating its wireless features: By using a Faraday bag or a jamming device mobile
phones can be isolated to network till the battery drains completely.Devices increase
their strength to search a network; this drains the battery very fast
b. Switch off the device: This method is fine however, on switching on the phone lock
or sim lock can be activated which can lead the phone unusable. Unlocking can be
possible but is quite tricky.
c. Airplane mode: Airplane mode is a setting available on many mobile phones and
other electronic devices that, when activated, suspends many of the device's signal
transmitting functions, thereby disabling the device's capacity to place or receive calls
or use text messaging – while still permitting use of other functions that do not require
signal transmission (e.g., games, built-in camera, MP3 player). When the "airplane
mode" is activated, it will disable all cellular services (GSM, UMTS, LTE) as well as
other signal-transmitting technologies such as Wi-Fi and Bluetooth. Wi-Fi and
Bluetooth can be enabled separately even while the device is in airplane mode.

3.6.2 Acquisition
The second step in the forensic process is acquisition, in this case usually referring to retrieval
of material from a device (as compared to the bit-copy imaging used in computer forensics).
Due to the proprietary nature of mobiles it is often not possible to acquire data with it
powered down; most mobile device acquisition is performed live. With more advanced
smartphones using advanced memory management, connecting it to a recharger and putting it
into a faraday cage may not be good practice. The mobile device would recognize the network
disconnection and therefore it would change its status information that can trigger the memory
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manager to write data. Most acquisition tools for mobile devices are commercial in nature and
consist of a hardware and software component, often automated.
Acquiring data from mobile phones can be very tricky and need slot of training and expertise.
The acquisition can vary from mobile device to mobile device. Devices, such as cameras, are
treated as storage devices in much the same way as USB drives. Mobile phones, require
specific forensic software tools to extract data in a forensic way. Basic guidelines while
handling digital forensic data is to be careful and see that the data on the original media is not
altered in any way either by chance or intentionally. Secondly, we need to document every
aspect of the investigation. Most importantly, we need to keep things centralized with proper
responsibility attached to all investigators and companies involved.
Fundamentally we are looking into three components in a mobile device they are Read only
Memory (ROM), Random Access Memory (RAM) and Data Storage. These components and
their forensics can be very similar to that of windows or operating system forensics as
discussed in Block II.
Acquiring data from mobile phones can be very tricky and need slot of training and expertise.
The acquisition can vary from mobile device to mobile device. Devices, such as cameras, are
treated as storage devices in much the same way as USB drives. Mobile phones, require
specific forensic software tools to extract data in a forensic way. Basic guidelines while
handling digital forensic data is to be careful and see that the data on the original media is not
altered in any way either by chance or intentionally. Secondly, we need to document every
aspect of the investigation. Most importantly, we need to keep things centralized with proper
responsibility attached to all investigators and companies involved.
Fundamentally we are looking into three components in a mobile device they are Read only
Memory (ROM), Random Access Memory (RAM) and Data Storage. These components and
their forensics can be very similar to that of windows or operating system forensics as
discussed in Unit II.
Acquisition involves following things to be done:
a) Type of Cellular Network, Code Division Multiple Access (CDMA), Global System
for Mobile Communication (GSM), Integrated Digital Enhanced Network (iDEN) (A
proprietary system, developed by Motorola, that uses advanced SIM cards (USIMs)
and is expected to replace both CDMA and GSM).
b) Manufacturer Information of the mobile phone can be identified by Logos, Serial
numbers, manufacturing codes (like IMEI: International Mobile Equipment Identifier)
etc. It is advisable to cross verify the facts through Internet from online databases of
the manufacturer or contact the manufacturers.
c) Phone characteristics of the device can be found from the manufacturer advertisements
blogs etc. The characteristics can also guide us find areas for initial search for
evidence. Some of these characteristics can be Operating system, Wireless access
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methods (Bluetooth, WiFi, or infrared),Camera, manufacturer applications, internet
access methods, messages etc.

3.6.3 Examination and Analysis
Mobile phone forensics analysis involves the technical examination of mobile phones and the
retrieval of data from these devices. Data for analysis can be obtained from SIM cards,
memory cards and from the phone handset itself. Forensic analysis of mobile phones can be
carried out on various forms of data, including textual (SMS Messages),Graphic (Images),
Audio Visual (Videos) and Audio (Sound recordings). Rapid advancements in mobile phone
technology and the introduction of smart phones to the market by companies such as Apple
and Blackberry providing large storage capacities has meant that increasingly, larger amounts
of personal information is now being stored on these devices. Individuals are now becoming
increasing reliant on their mobile phones as part of their daily lives. The variety of
applications and facilities these devices provide including Internet, Wi-Fi, email, document
viewing and editing software along with the more common mobile phone features of
phonebook, call history, text messaging, voice mail, built in camera and audio facilities have
seen it overlap with computer technology. The existing generation of mobile phones is
sophisticated and increasingly difficult to examine however they can ultimately provide
valuable evidence in prosecuting individuals. Quite often the information obtained from a
phone, after intensive analysis techniques proves to be adequate for a conviction of a criminal
by detectives involved with the case. Internal memory and external memory as well as the call
and text records can all be analyzed to gain an insight into the activities of the mobiles owner
as well as who they have been speaking or exchanging messages with. The area is ever
expanding and allows for cutting edge technology to be used to keep up with the evergrowing
array of mobile phones on the market today and the ever increasing feature list of these
phones. Mobile forensic analysis will continue to be a specialised field while technology
progresses rapidly with the sheer number of phones to be examined posing a challenge for the
police.

3.7 FORENSIC ACQUISITION TOOLS
There are two categories of forensics acquisition tools. They are:
a) Hardware acquisition tools.
b) Software acquisition tools.

3.7.1 Hardware acquisition tools
We will require certain hardware to carry out acquisition. Some of the important ones are:
a. Faraday bag:A Faraday bag keeps a mobile device from communicating with an
external wireless device, by intercepting radio waves and effectively acting as a large,
external antenna that redirects the radio energy away from the device. Faraday bags
work to keep data from reaching the mobile device and keep the mobile device from
transmitting any data outward. A Faraday bag can be as small as the device you‘re
isolating to as large as a tent when you need to do field work and need to isolate the
device and your acquisition equipment at the same time. In the mobile forensic
environment, isolating the device is of prime importance when you arrive on-scene.
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The last thing you need is the device synchronizing on its own by way of a wireless
link and changing all kinds of data.
b. SIM card reader:Found in any computer supply store, a card reader is used to read
SIM and USIM cards without having to use the handset. Some card readers are built
into the computer platform, and other card readers use a USB interface.
c. Cable connections:With the multitude of mobile devices now on the market, having
just one mobile device connector seriously hampers your ability to do an investigation.
Different mobile device manufacturers have not only different data cable connections
but also different power connection interfaces. At the top of your list should reside the
standard USB cable followed by the USB cable with a mini-USB connection.

3.7.2 Software acquisition tools
Certain software tools which are quite helpful while acquisition are:
a. www.MobileForensicsCentral.com: This web site provides access to a comprehensive
database of phones supported by various software suppliers. A user of the web site can
enter a model of a phone and the site will return a detailed report of which software
and cables support it, as well what information can be retrieved from the device with
the software. The goal of the site is to enable users to more efficiently find the right
tool for the device they are confronted with.
b. BITPIM35: Allows you to view and manipulate data on LG vx4400/vx6000 and many
SANYO sprint cell phones. This includes the phonebook, calendar, wallpapers,
ringtones (functionality varies by phone) and the filesystem for most QUALCOMM
CDMA chipset based phones.
c. CELLDEK36: The revolutionary celldek has been developed in cooperation with the
UK's forensic science service. The portable celldekacquires data from over 200 of the
most popular cell phones and PDA's. Built to perform in the field (not just in the lab),
investigators can immediately gain acces to vital information, saving days of waiting
for a report from a crime lab.
d. Cell Seizure37: Cell seizure allows you to acquire, analyze, and report on cell phone
data for certain models of GsmSim Cards, Nokia, Samsung, Motorola, Sony-Ericsson,
Lg, And Siemens cell phones. It can also acquire data from CDMA/TDMA phones.
Designed for computer forensic examiners, cell seizure offers complete forensic
examinations that can be presented in court with md5 & sha1 hash verification, write
protection, html reporting, and full data dumps on some models.
Version 3.0 adds support for LG, updates model support for other manufacturers, and
updates sim card support.
e. Mobilyze38: Mobilyze is a mobile data triage tool, designed to give users immediate
access to data from iOS and Android devices. Specifically designed with ease of use in
mind, Mobilyze was built to respond to the mounting backlogs of evidentiary mobile
devices in law enforcement agencies, both domestically and overseas. The Mobilyze
35
36
37
38

http://bitpim.sourceforge.net/
http://www.logicubeforensics.com/products/hd_duplication/celldek.asp
http://www.download.com/Paraben-s-Cell-Seizure/3000-2092_4-10373543.html
http://www.teeltech.com/
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application runs on either Mac or Windows and can be effectively deployed in the
field or within a forensics lab. Once Mobilyze has been installed, simply plug the
smartphone or tablet into a USB port, and Mobilyze will begin collecting all relevant
user data. This data is then available for viewing, searching, and filtering within
minutes. Through its incredibly simple and intuitive user experience, Mobilyze allows
users of all technical abilities to quickly ascertain whether a device contains relevant
forensic evidence, whether immediate action needs to be taken, and/or whether the
device needs to be sent to a forensics lab for a comprehensive analysis. Once relevant
data is discovered, Mobilyze provides one-click reporting in a clean and easily
readable format. If further analysis is required, users can seamlessly import Mobilyze
data into BlackLight for a more comprehensive forensic analysis.
Oxygen Phone Manager II (Forensic Version)39: A special software for police
departments, law enforcement units and all government services that wish to use the
power of Oxygen Phone Manager IIfor investigation purposes. Forensic edition
secures phone data to remain unchanged during extraction and exporting.
Oxygen Phone Manager II40: Oxygen phone manager ii offers management for
phonebook, call register, calendar, todo lists, SMS and MMS messages, logos, tones,
GPRS and WAP settings, profiles, phone dictionary, FM stations, Java games and
applications.
Paraben's SIM Card Seizure41: Paraben's SIM card seizure takes the SIM card
acquisition and analysis components from paraben's cell seizure and puts it into a
specialized SIM card forensic acquisition and analysis tool. SIM card seizure includes
the software as well as a forensic SIM card reader. If you already have cell seizure &
the cell seizure toolbox, there's no need for you to get SIM card seizure as well
because they contain the components to perform a forensic SIM card acquisition and
analysis. This tool is for the investigator who only wants to acquire SIM cards and
does not want to perform forensic exams of all cell phone data.
Paraben's PDASeizure42: Paraben's PDA seizure is a commercially available forensic
software toolkit that allows forensic examiners to acquire and examine information on
PDA s for both the pocket pc (PPC) and palm OS platforms 4. Paraben's product
currently supports palm os up to version 5, pocket pc 2000-2003 (up to Windows CE
4.2), activesync 3.7, and hotsync. PDA seizure's features include the ability to acquire
a forensic image of palm OS, pocket PC, and Blackberry devices, to perform
examiner-defined searches on data contained within acquired files, generate hash
values of individual files and to generate a report of the findings. PDA seizure also
provides book-marking capabilities to organize information, along with a graphics
library that automatically assembles found images under a single facility, based on the
graphics file extension of the acquired files.

http://www.opm-2.com/forensic/
http://www.opm-2.com/OPM2/
http://www.paraben-forensics.com/catalog/product_info.php?cPath=25&products_id=289
http://www.paraben-forensics.com/handheld_forensics.htm
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j. The forensicsim toolkit43: The forensicsim toolkit gives today's law enforcement
agencies the capability to safely and confidently recover digital evidence from GSM
SIM and 3G USIM devices. Acquisition, analysis and reporting form the three key
stages of the forensically sound process that will save critical time and provide a cost
effective solution to SIM card examinations. As an increasing number of mobile
devices use high-level file systems, similar to the file systems of computers, methods
and tools can be taken over from hard disk forensics or only need slight changes.
Different software tools can extract the data from the memory image. One could use
specialized and automated forensic software products or generic file viewers such as any hex
editor to search for characteristics of file headers. The advantage of the hex editor is the
deeper insight into the memory management, but working with a hex editor means a lot of
handwork and file system as well as file header knowledge. In contrast, specialized forensic
software simplifies the search and extracts the data but may not find everything. Since there is
no tool that extracts all possible information, it is advisable to use two or more tools for
examination.

3.8 SUMMARY
1. Forensic study of mobile devices is a relatively new field.
2. There is growing need for mobile forensics due to several reasons like personal
information in mobile devices; criminals as well as law agencies use mobile devices,
online transactions with mobile devices.
3. Original equipment manufacturers frequently change mobile phone that‘s why
forensic examiners must use a different forensic process compared to computer
forensics.
4. Mobile communication means can be categorized in 802.11or WiFi, Bluetooth,
Infrared(IrDA)
5. Mobile phone forensics involves recovering and analyzing SMS and MMS messaging,
call-logs, contact lists and phone IMEI/ESN information, web browsing, Wireless
network settings, geo-location information, e-mail and other forms of rich internet
media such as social networking, Service provider logs, application files etc.
6. Mobile Forensic process involves seizure, acquisition, analysis. The seizure and
acquisition are relatively different than that in windows system. Analysis is more like
any other digital forensic analysis.
7. Forensic analysis of mobile phones can be carried out on various forms of data,
including textual (SMS Messages),Graphic (Images), Audio Visual (Videos) and
Audio (Sound recordings).
8. Forensic acquisition tools can be categorized in Hardware acquisition tools and
Software acquisition tools. For example faraday‘s bag is a hardware acquisition tool
whereas CellDek and CellSeizure are software tools for acquisition.

3.9 CHECK YOUR PROGRESS
1. Fill in the blanks.
43
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a) _____________ is a local area wireless computer networking technology that allows
electronic devices to connect to the network.
b) Bluetooth 4.0 is also referred to as ______________.
c) By using ________________ mobile phones can be isolated to network till the battery drains
completely.
d) _____________ is usually referring to retrieval of material from a device for analysis and
keeps its integrity intact so that they can be accepted as evidence in the court of law.
e) Various types of cellular network are: _________________, __________________,
______________.
f) ______________ work to keep data from reaching the mobile device and keep the mobile
device from transmitting any data outward.

2. State True or False.
a) Bluetooth is defined as being a long-range radio technology (or wireless technology)
aimed at simplifying communications among Internet devices and between devices and
the Internet.
b) Network isolation is advisable either through placing the device in Airplane Mode, or
cloning its SIM card.
c) Devices, such as cameras, are not treated as storage devices in much the same way as
USB drives.
d) Celldek has been developed in cooperation with the UK's forensic science service.
e) Call detail records and cell site (tower) dumps cannot show the phone owner's location

3.10 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.
a) Wi-Fi (or WiFi).
b)
c)
d)
e)
f)

Bluetooth Low Energy.
Faraday bag or a jamming device.
Acquisition.
Code Division Multiple Access (CDMA), Global System for Mobile Communication (GSM),
Integrated Digital Enhanced Network (iDEN).
Faraday bags.

2. State True or False.
a)
b)
c)
d)
e)

False.
True.
False.
True.
False.
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3.12 MODEL QUESTIONS
a)
b)
c)
d)
e)

What are the major sources of evidences in a mobile device? Explain.
Describe the mobile forensic process.
What are the different mobile device logs important during mobile acquisition?
How text messages be analysed in forensics?
Explain various types of mobile communications and relate this to forensic
investigation.
f) What are the various ways in which mobile devices can be isolated?
g) Write the steps involved in mobile acquisition.
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UNIT IV: INVESTIGATIVE REPORTS, EXPERT
WITNESS AND CYBER REGULATIONS
4.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:






Understand the importance of forensic reports and expert witness.
Know basic structure and do‘s and don‘ts while preparing a forensic report.
Know the legal aspects in computing and cyber laws in India and abroad.
Know the basic laws in IT Act of India.
Know the basic offences categorized in IT Act and amendments.

4.2 INTRODUCTION
One of the most important considerations that a Forensic investigators needs to make while
investigating is how to render and communicate the information gathered to the intended
audience. The investigator needs to have a best approach of rendering or reporting the
findings in a manner that would be categorical, technically sound and yet easily readable and
understandable. A good technical report would facilitate the judicial process. A poor technical
report would hamper the process and at many times induces lots of ambiguities which can
lead to the acquittal of the culprit.
As in [5] Digital forensic reports can be produced for investigative purposes, separately from
reports designed for litigation or electronic discovery. Oftentimes, E-Investigations reports on
facts for internal review and investigation. Who used this laptop and for what purpose? Who
hacked the server? Was the hacker based inside our organization or did the attack come from
outside the network?
An expert witness is a very powerful source of evidence in court. Reports on data
electronically discovered by computer forensics methods are important because they provide
strong evidence in court documents and in overall analysis in an active lawsuit or settlement.
An expert witness is one who allegedly has specialized knowledge relevant to the matter of
interest, which knowledge purportedly helps to either make sense of other evidence, including
other testimony, documentary evidence or physical evidence (e.g., a fingerprint). An expert
witness may or may not also be a percipient witness, as in a doctor or may or may not have
treated the victim of an accident or crime. In a court proceeding, a witness may be called
(requested to testify) by either the prosecution or the defense. The side that calls the witness
first asks questions, in what is called direct examination. The opposing side then may ask their
own questions in what is called cross-examination. In some cases, redirect examination may
then be used by the side that called the witness, but usually only to contradict specific
testimony from the cross-examination. An expert report is a study written by one or more
authorities that states findings and offers opinions.
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In law, expert reports are generated by expert witnesses and investigators offering their
opinions on points of controversy in a legal case, and are typically sponsored by one side or
the other in litigation, in order to support that party's claims. The reports state facts, discuss
details, explain reasoning, and justify the experts' conclusions and opinions.

4.3 REPORT PREPARATION
4.3.1 Gathering the data
It is highly important that the investigator has a right approach and proper planning with
perspective of the case and the report that he/she is going to furnish after all findings being
made. The investigator should have a priori view or idea about what form he is going to use
while presenting. The right form of report would enhance the acceptability and adaptability of
the audience towards right direction in the case. Documentation should be disciplined and
organized. Also,this well prepared approach is essential to successful forensic technical
writing. Every aspect should be well written so that it is easily understandable to all. It is
advised not to use too many shortcuts or short hands as it can bring you into wrong foot many
times while comprehending and can kill lot of efforts.Precise, clear and an explanative
approach of writing can avoid lots of confusion to either you or the audience at a later stage.
As suggested in [sans] we must be disciplined and the approach involves documenting
everything elaborately as we move forward in the case investigation and findings. Also we
need to keep in mind the representation of the data and findings in the final report. Thus, any
need for additional forensic data will be revealed before the forensic program is completed.

4.3.2 Analyzing the results
The analysis of the result involves following steps:
a. Assumptive conclusions for lead
b. Expert report and opinion
c. Conclusive opinion
d. Data consistency and labeling
e. Hash records of the findings.
Analyzing the results is probably the most difficult because here we need to have a thorough
understanding about the point and opinion that we intend to give and the point or aspects that
the audience as well as the case requires. This stage overlaps the gathering data stage in the
beginning parts, the initial analysis will guide us further and lead us to newer approach or
ideas, thus newer set of findings and details might be required. (i.e. data analysis should begin
as the data are collected). During the analysis and data review, conclusions should be drawn
because the conclusions are the reason for the report and the basis for the technical report
preparation. However, we must be careful while drawing conclusions. A conclusion with very
few supportive data can lead to incorrectness. The incorrect conclusions are that they can
create a potential for ―reasonable‖ doubt in the courtroom. Therefore, it is best to document
the conclusions in this phase (Analyzing the Results), since most of the data has already been
gathered. Once the conclusions are drawn, it is advisable to list them in an order of
importance with highest important conclusion first and so on.
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A report offering a conclusion (an opinion) is referred to as an expert report. The investigator
from law enforcement agencies are generally trained to merely state the facts in their reports
rather giving conclusions. Once the case goes under trial a forensic analyst will be called to
provide valuable suggestions. The technical witness or the forensic analyst will provide facts
as found in the forensic investigation. The analyst will and can comment on the
methodologies of the collection of the evidence. The forensic analyst does not offer
conclusions, only the facts. However, an expert witness, (which can be another forensic
analyst)can have opinions and conclusions about what was found as evidence. The opinions
and conclusions are based on experience and the facts found during the forensic investigation
and examination of the data obtained. Forensic analysts are usually requested to give an
opinion in court about the evidences and the conclusions that can be drawn from them. In
most cases, the forensic analyst‘s professional opinion about a case is the most useful item in
any case.
It is also very important to keep data in a consistent form. i.e the records must be referenced
properly with proper labels assigned to every item. Thus referring these items using labels
will always help the reader to be consistent in their understanding.
Finally, we need to create MD5 hashes of the collected data/evidences and record the MD5
hashes as metadata for every file so that they can be cited in the forensic report. Creating
MD5 hashes ensures the integrity of the collected data and it generates a good deal of
confidence among the readers about the manner in which the investigation is being handled.

4.3.3 Outlining and organizing the report
The report outlines needs to be adhered to and the subject lines under each outline have to be
addresses with proper entries and supportive write-ups. Many a times the whole case goes
under confusion and jeopardy if an un-experienced forensic analyst makes a very mediocre
report of the findings. A unclear and improper report can create lot of confusion leading to the
loss while claiming conclusions and while performing act reconstruction. In the above two
phases we needed to concentrate on what results have to be collected and reported (Gathering
data and Analysis phase). In the outline phasewe need to concentrate on how the results be
presented so that the conclusions can be drawn and believed into.[aa] suggests an initial
template of the report and the investigator or experts can modify or adjust this according to
their need. The outlines of this template are:
a. Executive Summary: Contains mainly the background of the investigation like, who
authorized the forensic investigation, description of why a forensic examination of
computer media was necessary, give a listing of what significant findings were found,
signature block for the examiner(s) who performed theinvestigationetc. information of
all people involved in the investigation along with important dates ofpertinent
communications are also included.
b. Objectives: All the tasks of the investigation are outlined as well as a proper list of
objectives as decided for the investigation needs to be kept here.
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c. Computer Evidence Analyzed: All the evidences collected and interpreted are
introduced in this section. Better way is to tabulate the evidences in form of evidence,
date of collection, interpretation, expert opinion etc.
d. Relevant Findings: A summary of the findings of value are included in this section.
This is the conclusions and opinions of the forensic analyst. This section tries to put
the findings on the table for the reader. The reader can get an idea about what are
results drawn from the evidences analyzed. It is advised to keep them in an order of
increasing importance or relevance for the case.
e. Supporting Details: The findings listed in the relevant findings section is supported in
a descriptive and in-depth fashion. The descriptive part suggests and emphasizes on
how we reached to the conclusions in the previous section. Illustrations such as tables
and figures can be very good in this section.
f. Investigative Leads: Many times because of time constraints the investigator could not
proceed for further investigation though he might be having important leads. These
leads can be very importantly kept in this section. The court or the client can also
permit more investigation in a later stage where we can start moving further
spontaneously using the leads mentioned here.
g. Subsections: In cases of computing attacks, the readers may want to know the exact
attack that was performed, for this we might require analyzing a binary. So, a section
―Binary Analysis‖ may be appropriate to the investigation. Similarly, based on
requirement we can add more sub sections in other sections discussed above.

4.3.4 Writing and Revising a Rough Draft
With a logical template for computer forensic reports, writing the rough draft will be much
easier. However, because many technical materials are included in forensic reports, we will be
having many versions of the report. Hence we need to keep on writing a rough report and
revising it. Mostly we need many reading and revising the report many times before coming
to final version. Lastly we need to format the report in nice appearance using available
editors. Figure 1 describes a template for a forensics report.
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Figure 36: A digital forensic Report format44

4.4 Expert Witness
In litigations, experts have become very important. Experts are involved in testimony,
consultation and expert opinion.An expert witness, professional witness or judicial expert is a
witness, who by virtue of education, training, skill, or experience, is believed to have
expertise and specialized knowledge in a particular subject beyond that of the average person,
sufficient that others may officially and legally rely upon the witness's specialized (scientific,
technical or other) opinion about an evidence or fact issue within the scope of his expertise,
referred to as the expert opinion, as an assistance to the fact-finder. Expert witnesses may also
deliver expert evidence about facts from the domain of their expertise. At times, their
testimony may be rebutted with a learned treatise, sometimes to the detriment of their
reputations.
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Typically, experts are relied on for opinions on severity of injury, degree of sanity, cause of
failure in a machine or other device, loss of earnings, care costs, and the like. In an intellectual
property case and an expert may be shown two music scores, book texts, or circuit boards and
asked to ascertain their degree of similarity. In the majority of cases the expert's personal
relation to the defendant is considered and irrelevant.
The tribunal itself, or the judge, can in some systems and call upon experts to technically
evaluate a certain fact or action, in order to provide the court with a complete knowledge on
the fact/action it is judging. The expertise has the legal value of an acquisition of data. The
results of these experts are then compared to those by the experts of the parties.

4.4.1 Finding an expert
While finding an expert in an area of investigation we need to be very careful. Lots of people
can claim to be experts in the field. It is very vital to look at the experience and expertise of an
individual. The affiliation of the individual might be trivial.Apart from ability to retrieve data,
a forensic analysis with expert view is more important.
The expert will likely be called to testify in court and to explain what he or she did to the
computer and its data. The court will weigh the fact that theexperthad a proper training and
experience, Least is the affiliation weightage in the minds of the court. The experience of an
expert should be specifically in computer forensics, as skill with computers does not
necessarily translate to forensic expertise. Proper consulting needs to be done with litigators
who have used the expert before or have seen the expert testifying in the court.
4.4.1.1 Testifying v. Consulting
The fact that attorneys use expert witnesses for purpose of testimonies. However, nowadays in
cyber cases it is becoming more common to use experts for consultations and not as testifying
experts.The non-testifying experts often provide technical as well expert guidance for the
attorneys to progress in the line of litigations. There can be many cases where the
attorneys/investigators might not have know-how as well as skills to carry out investigation or
building the case. Generally, the consulting experts need not be revealed or disclosed since a
consultant is not a person having knowledge of any discoverable matter in the case.

4.4.2 What Can (and Can’t) an Expert Do?
The primary purpose of testifying experts in a given litigation is to apply scientific or
technical expertise to the facts of the case and render relevant opinions that assist the trier of
fact in understanding complicated or confusing matters. For instance, a forensic computer
scientist will often testify to a sequence of events that took place on a given computer or
network of computers. Without the expert‘s testimony, the system logs, file system time
stamps, and other application metadata that reveal this sequence of events, is extremely
difficult to compile and present effectively. Furthermore, the expert‘s special knowledge
allows interpretation of the underlying data that would otherwise be inadmissible. Whereas a
forensic computer expert might be able easily to determine a sequence of events that took
place on a given computer, it is sometimes much harder to connect those events with a
particular individual. What if the computer at issue in a case is accessible by many people?
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What if the opposing party contends he was not ―at the keyboard‖ when a pertinent event took
place? A forensic computer scientist may be able to provide circumstantial evidence regarding
the party who appeared to be using the computer. This might be based on the user logged in to
the system. It could also be indicated by something like an individual‘s Web-based email
session simultaneously open at the time of other events. Since these events are less tied to the
forensic computer scientist‘s domain of expertise, establishment of the party using aa
computer at a given time may need to be established by other means. Bringing in a computer
expert for consultation early on can be extremely beneficial. For example, consider the issue
of preservation. Every case an attorney is involved with carries with it a duty to preserve
potentially relevant evidence. When that evidence is stored on a computer, the method of
preservation becomes critical. The first issue an expert can guide you through is to explain the
different preservation options available for electronically stored information (ESI). The safest
option is generally forensic imaging of the storage media on the relevant computers. Forensic
images are bit-for-bit copies of an entire storage medium, including space on the medium that
may not currently hold any active files. This differs from simply copying all of the files on a
given medium, since the inactive sections of the image may contain portions of previously
deleted files, files that are still discoverable. So the first thing your expert can do is save you
from falling victim to under-preservation by making an inadequate copy. After the consulting
expert has explained the effectiveness of different preservation mechanisms, that expert can
then further explain the impact of such preservation on your client‘s computer systems. For
example, large servers may be in near constant use, and require special provisions may need
to be made prior to acquiring a forensic image from them. Furthermore, their storage systems
may be complicated or very large, which can necessitate a greater time of unavailability. On
the other hand, forensic imaging of laptop or desktop computers can often be accomplished in
only a few hours, often with little or no interruption to the client‘s use. These issues are
difficult to navigate without a firm grasp of the underlying technology, the specialized
knowledge a consulting expert can bring to bear.

4.4.3 Why Use an Expert
An effective attorney knows the facts of the case. That need to grasp the facts of the case is
the key reason why an attorney should use an expert. In a trade secret case, the attorney must
prove that protected information was unlawfully obtained. How can that be done if the trade
secret is a customer list stored in an Excel spreadsheet? An expert can help obtain access to
the computing equipment of the opposing party through discovery, and potentially find that
the spreadsheet in question was copied to a USB flash drive or burned to a CD-R. Sometimes,
the expert can even find that the trade secret spreadsheet was deleted, recover it and provide
the time of the deletion.

4.5 LEGAL ASPECTS OF COMPUTING
IT law consists of the law (statutes, regulations, and case law) which governs the digital
dissemination of both (digitalized) information and software itself (see history of free and
open-source software) and legal aspects of information technology more broadly. IT law
covers mainly the digital information (including information security and electronic
commerce) aspects and it has been described as "paper laws" for a "paperless environment".
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Cyber law or Internet law is a term that encapsulates the legal issues related to use of the
Internet. It is less a distinct field of law than intellectual property or contract law, as it is a
domain covering many areas of law and regulation. Some leading topics include internet
access and usage, privacy, freedom of expression, and jurisdiction.
In various countries, areas of the computing and communication industries are regulated,
often strictly by government bodies.
There are laws on censorship versus freedom of expression, rules on public access to
government information, and individual access to information held on them by private bodies.
There are laws on what data must be retained for law enforcement, and what may not be
gathered or retained, for privacy reasons.
In certain circumstances and jurisdictions, computer communications may be used in
evidence, and to establish contracts. New methods of tapping and surveillance made possible
by computers have wildly differing rules on how they may be used by law enforcement bodies
and as evidence in court.

4.5.1 Jurisdiction
Jurisdiction is an aspect of state sovereignty and it refers to judicial, legislative and
administrative competence. Although jurisdiction is an aspect of sovereignty, it is not
coextensive with it. The laws of a nation may have extraterritorial impact extending the
jurisdiction beyond the sovereign and territorial limits of that nation. This is particularly
problematic as the medium of the Internet does not explicitly recognize sovereignty and
territorial limitations. There is no uniform, international jurisdictional law of universal
application, and such questions are generally a matter of conflict of laws, particularly private
international law. An example would be where the contents of a web site are legal in one
country and illegal in another. In the absence of a uniform jurisdictional code, legal
practitioners are generally left with a conflict of law issue.
Another major problem of cyberlaw lies in whether to treat the Internet as if it were physical
space (and thus subject to a given jurisdiction's laws) or to act as if the Internet is a world unto
itself (and therefore free of such restraints). Those who favor the latter view often feel that
government should leave the Internet community to self-regulate. John Perry Barlow, for
example, has addressed the governments of the world and stated, "Where there are real
conflicts, where there are wrongs, we will identify them and address them by our means. We
are forming our own Social Contract. This governance will arise according to the conditions
of our world, not yours. Our world is different".
With the internationalism of the Internet, jurisdiction is a much more tricky area than before,
and courts in different countries have taken various views on whether they have jurisdiction
over items published on the Internet, or business agreements entered into over the Internet.
This can cover areas from contract law, trading standards and tax, through rules on
unauthorized access, data privacy and spamming to more political areas such as freedom of
speech, censorship, libel or sedition.
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In practical terms, a user of the Internet is subject to the laws of the state or nation within
which he or she goes online. Thus, in the U.S., Jake Baker faced criminal charges for his econduct, and numerous users of peer-to-peer file-sharing software were subject to civil
lawsuits for copyright infringement. This system runs into conflicts, however, when these
suits are international in nature. Simply put, legal conduct in one nation may be decidedly
illegal in another. In fact, even different standards concerning the burden of proof in a civil
case can cause jurisdictional problems. For example, an American celebrity, claiming to be
insulted by an online American magazine, faces a difficult task of winning a lawsuit against
that magazine for libel. But if the celebrity has ties, economic or otherwise, to England, he or
she can sue for libel in the British court system, where the standard of "libelous speech" is far
lower.

4.5.2 Net neutrality
Network neutrality is the principle that all Internet traffic should be treated equally.
According to Columbia Law School professor Tim Wu, the best way to explain network
neutrality is that a public information network will end up being most useful if all content,
sites, and platforms are treated equally. A more detailed proposed definition of technical and
service network neutrality suggests that service network neutrality is the adherence to the
paradigm that operation of a service at a certain layer is not influenced by any data other than
the data interpreted at that layer, and in accordance with the protocol specification for that
layer.

4.5.3 Open Internet
The idea of an open Internet is the idea that the full resources of the Internet and means to
operate on it are easily accessible to all individuals and companies. This often includes ideas
such as net neutrality, open standards, transparency, lack of Internet censorship, and low
barriers to entry. The concept of the open Internet is sometimes expressed as an expectation of
decentralized technological power, and is seen by some as closely related to open-source
software.
Proponents often see net neutrality as an important component of an open Internet, where
policies such as equal treatment of data and open web standards allow those on the Internet to
easily communicate and conduct business without interference from a third party. A closed
Internet refers to the opposite situation, in which established persons, corporations or
governments favor certain uses. A closed Internet may have restricted access to necessary
web standards, artificially degrade some services, or explicitly filter out content.
As of 2015, India had no laws governing net neutrality and there have been violations of net
neutrality principles by some service providers. While the Telecom Regulatory Authority of
India (TRAI) guidelines for the Unified Access Service license promote net neutrality, they
do not enforce it. The Information Technology Act, 2000 does not prohibit companies from
throttling their service in accordance with their business interests. In India, telecom operators
and ISPs offering VoIP services have to pay a part of their revenues to the government.
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In March 2015, the TRAI released a formal consultation paper on Regulatory Framework for
Over-the-top (OTT) services, seeking comments from the public. The consultation paper was
criticised for being one sided and having confusing statements. It was condemned by various
politicians and internet users. By 24 April 2015, over a million emails had been sent to TRAI
demanding net neutrality.

4.5.4 Indian Information Technology Act(IT Act) 20006
An example of information technology law is India's Information Technology Act, 2000,
which was substantially amended in 2008. The IT Act, 2000 came into force on 17 October
2000. This Act applies to whole of India, and its provisions also apply to any offense or
contravention, committed even outside the territorial jurisdiction of Republic of India, by any
person irrespective of his nationality. In order to attract provisions of this Act, such an offence
or contravention should involve a computer, computer system, or computer network located
in India. The IT Act 2000 provides an extraterritorial applicability to its provisions by virtue
of section 1(2) read with section 75. This Act has 90 sections.
India's The Information Technology Act 2000 has tried to assimilate legal principles available
in several such laws (relating to information technology) enacted earlier in several other
countries, as also various guidelines pertaining to information technology law. The Act gives
legal validity to electronic contracts, recognition of electronic signatures. This is a modern
legislation which makes acts like hacking, data theft, spreading of virus, identity theft,
defamation (sending offensive messages) pornography, child pornography, cyber terrorism, a
criminal offence. The Act is supplemented by a number of rules which includes rules for,
cyber cafes, electronic service delivery, data security, blocking of websites. It also has rules
for observance of due diligence by internet intermediaries (ISP's, network service providers,
cyber cafes, etc.). Any person affected by data theft, hacking, spreading of viruses can apply
for compensation from Adjudicator appointed under Section 46 as well as file a criminal
complaint.
The original Act contained 94 sections, divided in 19 chapters and 4 schedules. The laws
apply to the whole of India. Persons of other nationalities can also be indicted under the law,
if the crime involves a computer or network located in India.
The Act provides legal framework for electronic governance by giving recognition to
electronic records and digital signatures. The formation of Controller of Certifying
Authorities was directed by the Act, to regulation issuing of digital signatures. It also defined
cybercrimes and prescribed penalties for them. It also established a Cyber Appellate Tribunal
to resolve disputes arising from this new law.
Commission of cybercrime may be divided into three basic groups:
 Individual
 Organization
 Society at Large
The following are the crimes which can be committed against the following groups.
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4.5.4.1 Against Individual
 Harassment via Emails
 Cyber Stalking
 Dissemination of obscene material
 Defamation
 Hacking/Cracking
 Indecent Exposure
4.5.4.2 Individual Property
 Computer Vandalism
 Transmittiming a Virus
 Network Trespassing
 Unauthorized Control over Computer System
 Hacking/Cracking
4.5.4.3 Against Organisation
 Hacking & Cracking
 Possession of unauthorised Information
 Cyber- Terrorism against Government Organisation
 Distribution of Pirated Software Etc
4.5.4.4 Against Society at Large
 Pornography
 Polluting the youth through indecent exposure
 Trafficking
The Act also amended various sections of Indian Penal Code, 1860, Indian Evidence Act,
1872, Banker's Book Evidence Act, 1891, and Reserve Bank of India Act, 1934 to make them
compliant with new technologies.

4.5.5 Amendments– Indian IT Act (2008)
A major amendment was made in 2008. It introduced the Section 66A which penalized
sending of "offensive messages". It also introduced the Section 69, which gave authorities the
power of "interception or monitoring or decryption of any information through any computer
resource". It also introduced penalties for child porn, cyber terrorism and voyeurism. It was
passed on 22 December 2008 which any debate in Lok Sabha. The next day it was passed by
the Rajya Sabha. It was signed by the President of 5 February 2009. The following are the list
of offences and penalties.

Table 4: List of offences and the corresponding penalties

Section Offence

65

Description

Penalty

If a person knowingly or
Tampering
with
Imprisonment up to three
intentionally conceals, destroys or
computer source
years, or/and with fine
alters
or
intentionally
or
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knowingly causes another to up to ₹200,000
conceal, destroy or alter any
computer source code used for a
computer, computer programme,
computer system or computer
network, when the computer
source code is required to be kept
or maintained by law for the time
being in force.

documents

If a person with the intent to cause
or knowing that he is likely to
cause wrongful loss or damage to
the public or any person destroys
Imprisonment up to three
or deletes or alters any
years, or/and with fine
information
residing
in
a
up to ₹500,000
computer resource or diminishes
its value or utility or affects it
injuriously by any means,
commits hack.

66

Hacking with
computer system

66B

A person receives or retains a
Receiving
stolen
computer
resource
or Imprisonment up to three
computer
or
communication device which is years, or/and with fine
communication
known to be stolen or the person up to ₹100,000
device
has reason to believe is stolen.

66C

A person fradulently uses the
Imprisonment up to three
Using password of password, digital signature or
years, or/and with fine
another person
other unique identification of
up to ₹100,000
another person.

66D

If a person cheats someone using Imprisonment up to three
Cheating
using
a
computer
resource
or years, or/and with fine
computer resource
communication.
up to ₹100,000

66E

Publishing private
images of others

If a person capturee, transmits or
Imprisonment up to three
publishes images of a person's
years, or/and with fine
private parts without his/her
up to ₹200,000
consent or knowledge.

66F

Acts

If a person denies access to an Imprisonment up to life.
authorised
personnel
to
a

of

cyber
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terrorism

computer resource, accesses a
protected system or introduces
contaminant into a system, which
the intention of threatening the
unity, integrity, sovereignty or
security of India, then he commits
cyberterrorism.

67

If a person publishes or transmits
or causes to be published in the
electronic form, any material
which is lascivious or appeals to
Publishing
the prurient interest or if its effect Imprisonment up to five
information which
is such as to tend to deprave and years, or/and with fine
is obscene in
corrupt persons who are likely, up to ₹1,000,000
electronic form.
having regard to all relevant
circumstances, to read, see or hear
the matter contained or embodied
in it.

67A

Publishing images If a person publishes or transmits Imprisonment up to
containing sexual
images containing a sexual seven years, or/and with
acts
explicit act or conduct.
fine up to ₹1,000,000

67B

Publishing child
porn or predating
children online

Imprisonment up to five
years, or/and with fine
up to ₹1,000,000 on first
conviction.
Imprisonment up to
seven years, or/and with
fine up to ₹1,000,000on
second conviction.

67C

Persons deemed as intermediatary
Failure to maintain (such as an ISP) must maintain Imprisonment up to three
records
required records for stipulated years, or/and with fine.
time. Failure is an offence.

68

The Controller may, by order,
Imprisonment up to three
Failure/refusal
to direct a Certifying Authority or
years, or/and with fine
comply with orders any employee of such Authority
to take such measures or cease up to ₹200,000
carrying on such activities as

If a person captures, publishes or
transmits images of a child in a
sexually explicit act or conduct. If
a person induces a child into a
sexual act. A child is defined as
anyone under 18.
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specified in the order if those are
necessary to ensure compliance
with the provisions of this Act,
rules or any regulations made
thereunder. Any person who fails
to comply with any such order
shall be guilty of an offence.

69

70

Failure/refusal
todecrypt data

If the Controller is satisfied that it
is necessary or expedient so to do
in the interest of the sovereignty
or integrity of India, the security
of the State, friendly relations
with foreign Stales or public order
or for preventing incitement to the
commission of any cognizable
offence, for reasons to be
recorded in writing, by order,
direct any agency of the
Imprisonment up to
Government to intercept any
seven years and possible
information transmitted through
fine.
any computer resource. The
subscriber or any person in charge
of the computer resource shall,
when called upon by any agency
which has been directed, must
extend all facilities and technical
assistance
to
decrypt
the
information. The subscriber or
any person who fails to assist the
agency referred is deemed to have
committed a crime.

The appropriate Government
may, by notification in the
Official Gazette, declare that any
Securing access or
computer, computer system or
attempting to secure
Imprisonment up to ten
computer network to be a
access to a protected
years, or/and with fine.
protected system.
system
The appropriate Government
may, by order in writing,
authorise the persons who are
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authorised to access protected
systems. If a person who secures
access or attempts to secure
access to a protected system, then
he is committing an offence.

71

Misrepresentation

If
anyone
makes
any
misrepresentation
to,
or
suppresses any material fact from, Imprisonment up to three
the Controller or the Certifying years, or/and with fine
Authority for obtaining any up to ₹100,000
license or Digital Signature
Certificate.
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4.6 SUMMARY
1. Expert reports are generated by expert witnesses and investigators offering their
opinions on points of controversy in a legal case
2. The right form of report would enhance the acceptability and adaptability of the
audience towards right direction in the case.
3. A report offering a conclusion (an opinion) is referred to as an expert report. During
the analysis and data review, conclusions should be drawn because the conclusions are
the reason for the report and the basis for the technical report preparation. However,
we must be careful while drawing conclusions.
4. The outlines of a typical expert report can have sections in sequence like; Executive
Summary, Objectives, Analyzed Computer Evidence, Relevant Findings, Supporting
Details,
Investigative Leads and other Subsections.
5. We need many reading and revising the report before coming to final version and also
we need to format the report in nice appearance using available editors
6. The tribunal itself, or the judge, can in some systems and call upon experts to
technically evaluate a certain fact or action, in order to provide the court with a
complete knowledge on the fact/action it is judging.
7. An expert witness, professional witness or judicial expert is a witness, who by virtue
of education, training, skill, or experience, is believed to have expertise and
specialized knowledge in a particular subject beyond that of the average person.
8. Cyber law or Internet law is a term that encapsulates the legal issues related to use of
the Internet. In various countries, areas of the computing and communication
industries are regulated, often strictly by government bodies.
9. An example of information technology law is India's Information Technology Act,
2000, which was substantially amended in 2008.

4.7 CHECK YOUR PROGRESS
1. Fill in the blanks.
a) An ______ is a very powerful source of evidence in court.
b) A conclusion with very few supportive data can lead to _______.
c) The IT Act, 2000 came into force on _____.

d) _________ contains mainly the background of the investigation.
e) IT Laws has been described as "____" for a "_____".
2. State True or False
a) The IT Act 2000 has 80 sections.
b) The descriptive part of the report suggests and emphasizes on how we reached to the
conclusions in the previous section.
c) Without the expert‘s testimony, the system logs, file system time stamps, and other
application metadata that reveal this sequence of events, is difficult to compile and
present effectively.
d) An expert witness, professional witness or judicial expert is a witness, who has
specialized knowledge in his domain.
e) Network neutrality is the principle that all Internet traffic should have same speed.
Page 58

4.8 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks.
Expert witness
Incorrectness
17 October 2000
Executive Summary
Paper laws ,paperless environment
2. State True or False
a)
b)
c)
d)
e)

a)
b)
c)
d)
e)

False.
True.
True.
True.
False.

4.9 FURTHER READINGS
1. Becoming a Forensic Investigator - SANS Institute, https://www.sans.org/readingroom/.../forensics/forensic-investigator-1453.pdf
2. Vivek Sood, Cyber Law Simplified, Tata McGraw-Hill Education, 2008
3. PavanDuggal, Cyberlaw: the Indian perspective, Saakshar Law Publications, 2002
4. Philip J. Candilis, Robert Weinstock, Richard Martinez, Forensic Ethics and the
Expert Witness, Springer Science & Business Media, 2007
5. Faust F. Rossi, Eleanor M. Fox, James T. Halverson , Expert Witnesses, American Bar
Association.
6. Becoming a Forensic Investigator - SANS Institute, https://www.sans.org/readingroom/.../forensics/forensic-investigator-1453.pdf
7. Computer Forensics Report Template - Privacy Resources, computerforensics.privacyresources.org/forensic-template.htm.
8. When to Hire a Computer Expert Witness,web.interhack.com/publications/when-tohire.pdf

4.10 MODEL QUESTIONS
1. Describe the major amendments in the INDIAN IT Act (2008). Describe some
offences and the corresponding penalties.
2. Commission of cybercrime may be divided into how many groups? Describe them.
3. What do you mean by net neutrality and open internet?
4. Why the testimonies of the experts are becoming increasingly important these days?
5. Describe the various steps of report preparation in detail.
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