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1.0 Introduction
This International Standard has been prepared to provide requirements for
establishing, implementing, maintaining and continually improving an
information security management system. The adoption of an information
security management system is a strategic decision for an organization.
The establishment and implementation of an organization’s information
security management system is influenced by the organization’s needs and
objectives, security requirements, the organizational processes used and
the size and structure of the organization. All of these influencing factors
are expected to change over time.
The information security management system preserves the
confidentiality, integrity and availability of information by applying a risk
management process and gives confidence to interested parties that risks
are adequately managed.
It is important that the information security management system is part of
and integrated with the organization’s processes and overall management
structure and that information security is considered in the design of
processes, information systems, and controls. It is expected that an
information security management system implementation will be scaled in
accordance with the needs of the organization.
This International Standard can be used by internal and external parties to
assess the organization's ability to meet the organization’s own information
security requirements.

1.1 Learning Objectives
After going through this unit, you will able to know:
 How does this standard help organizations more effectively manage
their information security?
 What is ISO 27001? What is the relationship between ISO 27001 and
ISO 27002?
 What is the value of ISO 27001 certification?
 How do these standards relate to ISO 9001?
 What does someone need to know to initiate, or take on
responsibility for, an organizational information security?
 What is the importance of Cyber law?
 The Information Technology Act 2000

1.2 Overview of ISO 27001
Information security is one of the central concerns of the modern
organization. The volume and value of data used in everyday business
increasingly informs how organizations operate and how successful they
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are. In order to protect this information – and to be seen to be protecting it
– more and more companies are becoming ISO 27001 certified.
The main drivers for security are undoubtedly globalization, government
directives, terrorist activities and threats from hackers. Furthermore,
organizations seeking opportunities to build markets in the UK are
increasingly seeing ISO 27001 as a prerequisite for doing business.
Certification is increasingly seen as a powerful assurance of your
commitment to meet your obligations to customers and business partners.
In the United Kingdom, the Data Protection Act (DPA) requires businesses
to secure their customers’ data, and hefty fines and sanctions can result
from serious data breaches.
While the DPA offers no specific guidance to ensure the protection of data,
ISO 27001 offers a set of specifications that describe the features of an
effective information security management system (ISMS).

1.3 IT Governance and Information Security
The last few years have seen corporate governance requirements become
increasingly more defined and specific. Information technology has
become m o r e pervasive – underpinning and supporting almost every
aspect of the organization; manipulating and storing the information on
which the organization depends for its survival. The role of IT in corporate
governance, in that case, has become more clearly defined, and IT
governance is increasingly recognized as a specific area for board and
corporate attention.

1.4 The Information Security Standards
The ISO 27000 family of standards offers a set of specifications, codes of
conduct and best practice guidelines for organizations to ensure strong IT
service management. Of primary interest to information security are ISO
27001, ISO 27002 and ISO 27005.
ISO 27001 is a technology-neutral, vendor neutral information
management standard, but it is not a guide. Of the three parts to IT security
governance, ISO 27001 offers the specification – a prescription of the
features of an effective information security management system.
As the specification, ISO 27001 states what is expected of ISMS. This
means that, in order to receive certification or to pass an audit, your ISMS
must conform to these requirements.
While ISO 27001 offers the specification, ISO 27002 provides the code of
conduct – guidance and recommended best practices that can be used to
enforce the specification. ISO 27002, then, is the source of guidance for
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the selection and implementation of effective ISMS. In effect, ISO 27002
is the second part of ISO 27001.
Just as ISO 27002 provides a set of guidelines for best practice in
implementing ISMS, ISO 27005 provides guidelines for risk management.
As part of constructing a suitable and secure information management
system, you must assess the risks to your information and be prepared to
mitigate these risks.
The information security standards are the essential starting point for any
organization commencing an information security project. Anyone
contemplating such a project should purchase and study copies of ISO
27001, ISO 27002 and ISO 27005. Also see ‘Useful resources’ below for
additional resources and materials.

1.5 The Information Security and Regulatory Environments
The two key reasons for the growing interest in certification to ISO 27001
are the proliferation of threats to information and the growing range of
regulatory and statutory requirements that relate to information protection.
Information security threats are global in nature, and indiscriminately
target every organization and individual who owns or uses (primarily)
electronic information. These threats are automated and loose on the
internet. In addition, data is exposed to many other dangers, such as acts of
nature, external attack, and internal corruption and theft.
The last fifteen years have seen the emergence of a growing body of
legislation and regulation around information and data security. Some such
regulations focus upon the protection of individual data, while others aim
at corporate financial, operational and risk management systems.
A formal information security management system that provides guidance
for the deployment of best practice is increasingly seen as a necessity in
terms of compliance, and certification is increasingly required of
organizations (and governments) before they will engage in any significant
commercial transactions.

1.6 International Recognition
In the United Kingdom, accreditation of certifying bodies is handled by the
United Kingdom Accreditation Service (UKAS), which maintains a list of
all organizations qualified to certify ISO 27001. Through a number of
agreements with other international bodies, a certification in the UK is
recognized across the globe. The European Cooperation for Accreditation
(EA) is comprised of 35 national accreditation bodies across Europe
(including several associate members further afield). The EA multilateral
agreement affirms:
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The equivalence of the operation of the accreditation systems
administered by EA Members;
That the certificates and reports issued by organizations accredited
by EA Members are equally reliable.

This means that certification approved by one member of the EA is
accepted across all other member states.
ISO 27001 is not only recognized throughout the EU, but also has a
broader appeal in other key markets via the International Accreditation
Forum (IAF). The IAF ensures that ISO 27001 certification is recognized
across the world through a ‘mutual recognition arrangement’, agreed by
more than 60 national accreditation bodies.

1.7 Market Value of Certification
In addition to the protection of your data and compliance with data
handling laws like the DPA, it is simple to argue that there is a distinct
market value to ISO 27001 certification. It is financially prudent to protect
your organization’s data and to meet the legal requirements of nations in
which you seek to do business.
Achieving certification is a valuable and visible proof of your
organization’s willingness to meet internationally-accepted data security
standards. Achieving this international standard is not simply marketing:
as nations implement their own regulations regarding data protection
comparable to the DPA, the ability to prove that your organization
complies with ISO 27001 is likely to open business opportunities across
the globe.
It should be noted many markets have already shown a desire for ISO
27001 certification, with 100+ US organizations, 220+ German and 4100+
Japanese organizations having received certification.
The argument for deployment of formal ISMS is fully developed in a short
book called The Case for ISO 27001.

1.8 Certification and Other Management Standards
ISO 27001 is designed to be compatible with other management standards,
such as ISO 9001 and ISO 14001. It is also compatible with ISO
20000:2005. The numbering systems and document management
requirements are designed to be inter-compatible, and thus enable
organizations to develop management systems that integrate the
requirements of each standard an organization may be using.
Generally speaking, organizations should seek ISO 27001 certification
from the certification body they currently use for certifying their ISO 9000
or other management system. The experience of the organization’s quality
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manager in this process will be invaluable to the ISMS project. There is no
reason, however, why organizations shouldn't tackle ISO 27001 without
having first implemented another form of management system. In that
case, they will choose a certification body on a commercial basis from
among those available and operating in their country.
Most countries have their own accreditation services and these will
maintain lists of the organizations that are accredited for ISMS
certifications.

1.9 Information Security and Technology
Most people think of information security as a technology issue. They
think that anything to do with securing data or protecting computers from
threats is something that only technological specialists – and specifically
computer security professionals – can deal with.
It is the computer user, who should decide which threats are to be
protected from, and what trade-offs between security and flexibility he or
she is prepared to accept. Yes, once these decisions have been made, the
computer security expert should design and implement a technological
solution that delivers these results – but they should operate according to
the user’s risk assessment.
In an organizational environment, those decisions should be made by the
management team, not by the IT team. An ISMS overtly and specifically
recognizes that decision-making responsibility should sit with the
organization’s board and management and that the ISMS should reflect
their choices and provide evidence as to how effective the implementation
has been.
As a result, it is not necessary for
technology expert. In fact, there are
could be counter-productive. These
managers, general managers, or other
develop something that has an
importance.

an ISMS project to be led by a
many circumstances in which that
projects are often led by quality
executives who are in a position to
organization-wide influence and

1.10 What is ISO 27001 Information Security Management?
ISO 27001 is the international standard for information security
management. It outlines how to put in place an independently assessed and
certified information security management system. This allows you to
more effectively secure all financial and confidential data, so minimizing
the likelihood of it being accessed illegally or without permission.
With ISO 27001 you can demonstrate commitment and compliance to
global best practice, proving to customers, suppliers and stakeholders that
security is paramount to the way you operate.
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1.10.1 What is ISO 27001?
Successful businesses understand the value of timely, accurate
information, good communications and confidentiality. Information
security is as much about exploiting the opportunities of our
interconnected world as it is about risk management. That’s why
organizations need to build resilience around their information security
management. Internationally recognized ISO 27001 is an excellent
framework which helps organizations manage and protect their
information assets so that they remain safe and secure. At BSI, we have the
experience, the experts and the support services to help make sure you get
the most from ISO 27001, by making you more resilient and responsive to
threats to your information. This guide shows you how to implement ISO
27001 in your organization to build resilience for the long term and
safeguard your reputation. We also showcase our additional support
services, which help you not only achieve certification, but continue to
reduce risk and protect your business.
1.11 How ISO 27001 works andwhat it delivers for you and your
Company?
The ability to manage information safely and securely has never been more
important. ISO 27001 not only helps protect your business, but it also
sends a clear signal to customers, suppliers, and the market place that your
organization has the ability to handle information securely. ISO 27001 is a
robust framework that helps you protect information such as financial data,
intellectual property or sensitive customer information. It helps you
identify risks and puts in place security measures that are right for your
business, so that you can manage or reduce risks to your information. It
helps you to continually review and refine the way you do this, not only
for today, but also for the future. That’s how ISO 27001 protects your
business, your reputation and adds value.

1.11.1 How ISO 27001 Works?
The latest version of ISO 27001 was published in 2013 to help maintain its
relevance to the challenges of modern day business and ensure it is aligned
with the principles of risk management contained in ISO 31000. It’s based
on the high level structure (Annex SL), which is a common framework for
all revised and future ISO management system standards, including ISO
9001:2015 and ISO 14001:2015. Annex SL helps keep consistency, align
different management system standards, offer matching sub-clauses
against the top level structure and apply a common language. It compels
organizations to incorporate their Information Security Management
System (ISMS) into core business processes, make efficiencies and get
more involvement from senior management.

1.12 How ISO 27001 Helps?
•

ISO 27001 helps you identify risks to your information and put in
place measures tomanage or reduce them.
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•
•
•
•
•
•
•
•
•
•

It helps you put in place procedures to enable prompt detection of
information security breaches.
It requires to continually improving your Information Security
Management System (ISMS).
It requires identifying all internal and external stakeholders relevant
toyour ISMS.
It requires you to communicate the ISMS policy to and ensure that
theworkforce understands how they contribute to it.
Top management need to define ISMS roles and ensure individuals
iscompetent.
Gives you a framework which helps you to manage your legal and
regulatory requirements
Makes you review and communicate your regulatory requirements to
otherinterested parties
It makes you assess risks to information security so you can identify
potential weaknesses and respond
Requires you to put in place controls that are proportionate to the
risks
Requires you to continually evaluate risks to your information
security andmake sure the controls you put in place are appropriate

1.13 What are the benefits of ISO27001 Information Security
Management?
•
•
•
•
•

Identify risks and put controls in place to manage or eliminate them.
Flexibility to adapt controls to all or selected areas of your business.
Gain stakeholder and customer trust that their data is protected.
Demonstrate compliance and gain status as preferred supplier.
Meet more tender expectations by demonstrating compliance.

1.13.1 Benefit for Organization
•
•
•
•
•
•
•
•
•
•
•

Improved reputation and stakeholder confidence
Better visibility of risk amongst interested parties
Builds trust and credibility in the market to help you win more
business
Improved information security awareness amongst all relevant
parties
Reduces likelihood of staff-related information security breaches
Shows commitment to information security at all levels of the
business
Reduces the likelihood of fines or prosecution
Helps you comply with relevant legislation and helps make sure you
keep up-to-date
Helps you protect your information so you can continue business as
usual and minimize disruptions
Gives cost savings by minimizing incidents
Ensures information is protected, available, and can be accessed.
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1.14 Overview of Cyber LAW
Crime is both a social and economic phenomenon. It is as old as human
society. Many ancient books right from pre-historic days, and
mythological stories have spoken about crimes committed by individuals
be it against another individual like ordinary theft and burglary or against
the nation like spying, treason etc. Kautilya’s Arthashastra written around
350 BC, considered to be an authentic administrative treatise in India,
discusses the various crimes, security initiatives to be taken by the rulers,
possible crimes in a state etc. and also advocates punishment for the list of
some stipulated offences. Different kinds of punishments have been
prescribed for listed offences and the concept of restoration of loss to the
victims has also been discussed in it.
Crime in any form adversely affects all the members of the society. In
developing economies, cyber-crime has increased at rapid strides, due to
the rapid diffusion of the Internet and the digitization of economic
activities. Thanks to the huge penetration of technology in almost all walks
of society right from corporate governance and state administration, up to
the lowest level of petty shop keepers computerizing their billing system,
we find computers and other electronic devices pervading the human life.
The penetration is so deep that man cannot spend a day without computers
or a mobile. Snatching some one’s mobile will tantamount to dumping one
in solitary confinement!
Cyber Crime is not defined in Information Technology Act 2000 or in the
I.T. Amendment Act 2008 or in any other legislation in India. In fact, it
cannot be too. Offence or crime has been dealt with elaborately listing
various acts and the punishments for each, under the Indian Penal Code,
1860 and quite a few other legislations too. Hence, to define cybercrime,
we can say, it is just a combination of crime and computer. To put it in
simple terms ‘any offence or crime in which a computer is used is a cybercrime’. Interestingly even a petty offence like stealing or pick-pocket can
be brought within the broader purview of cyber-crime if the basic data or
aid to such an offence is a computer or information stored in a computer
used (or misused) by the fraudster. The I.T. Act defines a computer,
computer network, data, information and all other necessary ingredients
that form part of a cyber-crime, about which we will now be discussing in
detail.

Odisha State Open University

Page 9

1.15 How Cyber Criminals Work?
Cyber-crime has become a profession and the demographic of your typical
cyber-criminal is changing rapidly, from bedroom-bound geek to the type
of organized gangster more traditionally associated with drug-trafficking,
extortion and money laundering.
It has become possible for people with comparatively low technical skills
to steal thousands of pounds a day without leaving their homes. In fact, to
make more money than can be made selling heroin (and with far less risk),
the only time the criminal need leave his PC is to collect his cash.
Sometimes they don't even need to do that.
In all industries, efficient business models depend upon horizontal
separation of production processes, professional services, sales channels
etc. (each requiring specialized skills and resources), as well as a good deal
of trade at prices set by the market forces of supply and demand. Cybercrime is no different: it boasts a buoyant international market for skills,
tools and finished product. It even has its own currency.
The rise of cyber-crime is inextricably linked to the ubiquity of credit card
transactions and online bank accounts. Get hold of this financial data and
not only can you steal silently, but also – through a process of virus-driven
automation – with ruthlessly efficient and hypothetically infinite
frequency.
The question of how to obtain credit card/bank account data can be
answered by a selection of methods each involving their own relative
combinations of risk, expense and skill.
The most straightforward is to buy the ‘finished product’. In this case we’ll
use the example of an online bank account. The product takes the form of
information necessary to gain authorized control over a bank account with
a six-figure balance. The cost to obtain this information is $400 (cyber
criminals always deal in dollars). It seems like a small figure, but for the
work involved and the risk incurred it’s very easy money for the criminal
who can provide it. Also remember that this is an international trade; many
cyber-criminals of this ilk are from poor countries in Eastern Europe,
South America or South-East Asia.
The probable marketplace for this transaction will be a hidden IRC
(Internet Relay Chat) chat room. The $400 fee will most likely be
exchanged in some form of virtual currency such as e-gold.
Not all cyber-criminals operate at the coalface, and certainly don’t work
exclusively of one another; different protagonists in the crime community
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perform a range of important, specialized functions. These broadly
encompass:
Coders – comparative veterans of the hacking community. With a few
years' experience at the art and a list of established contacts, ‘coders’
produce ready-to-use tools (i.e. Trojans, mailers, custom bots) or services
(such as making a binary code undetectable to AV engines) to the cybercrimelabor force – the ‘kids’. Coders can make a few hundred dollars for
every criminal activity they engage in.
Kids – so-called because of their tender age: most are under 18. They buy,
trade and resell the elementary building blocks of effective cyber-scams
such as spam lists, php mailers, proxies, credit card numbers, hacked hosts,
scam pages etc. ‘Kids’ will make less than $100 a month, largely because
of the frequency of being ‘ripped off’ by one another.
Drops – the individuals who convert the ‘virtual money’ obtained in
cyber-crime into real cash. Usually located in countries with lax e-crime
laws (Bolivia, Indonesia and Malaysia are currently very popular), they
represent ‘safe’ addresses for goods purchased with stolen financial details
to be sent, or else ‘safe’ legitimate bank accounts for money to be
transferred into illegally, and paid out of legitimately.
Mobs – professionally operating criminal organizations combining or
utilizing all of the functions covered by the above. Organized crime makes
particularly good use of safe ‘drops’, as well as recruiting accomplished
‘coders’ onto their payrolls.

1.16 Why Cyber law in India?
When Internet was developed, the founding fathers of Internet hardly had
any inclination that Internet could transform itself into an all pervading
revolution which could be misused for criminal activities and which
required regulation. Today, there are many disturbing things happening in
cyberspace. Due to the anonymous nature of the Internet, it is possible to
engage into a variety of criminal activities with impunity and people with
intelligence, have been grossly misusing this aspect of the Internet to
perpetuate criminal activities in cyberspace. Hence the need for Cyber
laws in India.

1.17 What is the importance of Cyber law?
Cyber law is important because it touches almost all aspects of transactions
and activities on and concerning the Internet, the World Wide Web and
Cyberspace. Initially it may seem that Cyber laws are a very technical field
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and that it does not have any bearing to most activities in Cyberspace. But
the actual truth is that nothing could be further than the truth. Whether we
realize it or not, every action and every reaction in Cyberspace has some
legal and Cyber legal perspectives.

1.18 Does Cyber law concern me?
Yes, Cyber law does concern you. As the nature of Internet is changing
and this new medium is being seen as the ultimate medium ever evolved in
human history, every activity of yours in Cyberspace can and will have a
Cyber legal perspective. From the time you register your Domain Name, to
the time you set up your web site, to the time you promote your website, to
the time when you send and receive E-mails, to the time you conduct
electronic commerce transactions on the said site, at every point of time,
there are various Cyber laws issues involved. You may not be bothered
about these issues today because you may feel that they are very distant
from you and that they do not have an impact on your Cyber activities. But
sooner or later, you will have to tighten your belts and take note of Cyber
law for your own benefit.

1.19 Cyber law Awareness programme
Are your electronic transactions legally binding and authentic? Are you
verifying your customers' identities to prevent identity theft? Do your
online terms and conditions have binding effect? Are you providing
appropriate information and clear steps for forming and concluding your
online transactions? How are you ensuring data protection and information
security on your web site? Are you recognizing the rights of your data
subjects?
Transacting on the Internet has wide legal implications as it alters the
conventional methods of doing business. To build enduring relationships
with your online customers the legal issues of e-transactions need to be
addressed from the onset.

1.19.1 What the Awareness program will cover?
The basics of Internet Security basic information on Indian Cyber
Law Impact of technology aided crime Indian IT Act on covering the legal
aspects of all Online Activities Types of Internet policies required for an
Organization. Minimum hardware and software, security measures
required in an organization to protect data

1.20 Advantages of Cyber Laws
The IT Act 2000 attempts to change outdated laws and provides ways to
deal with cyber-crimes. We need such laws so that people can perform
purchase transactions over the Net through credit cards without fear of
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misuse. The Act offers the much-needed legal framework so that
information is not denied legal effect, validity or enforceability, solely on
the ground that it is in the form of electronic records.
In view of the growth in transactions and communications carried out
through electronic records, the Act seeks to empower government
departments to accept filing, creating and retention of official documents
in the digital format. The Act has also proposed a legal framework for the
authentication and origin of electronic records / communications through
digital signature.













From the perspective of e-commerce in India, the IT Act 2000 and its
provisions contain many positive aspects. Firstly, the implications of
these provisions for the e-businesses would be that email would now
be a valid and legal form of communication in our country that can
be duly produced and approved in a court of law.
Companies shall now be able to carry out electronic commerce using
the legal infrastructure provided by the Act.
Digital signatures have been given legal validity and sanction in the
Act.
The Act throws open the doors for the entry of corporate companies
in the business of being Certifying Authorities for issuing Digital
Signatures Certificates.
The Act now allows Government to issue notification on the web
thus heralding e-governance.
The Act enables the companies to file any form, application or any
other document with any office, authority, body or agency owned or
controlled by the appropriate Government in electronic form by
means of such electronic form as may be prescribed by the
appropriate Government.
The IT Act also addresses the important issues of security, which are
so critical to the success of electronic transactions. The Act has given
a legal definition to the concept of secure digital signatures that
would be required to have been passed through a system of a security
procedure, as stipulated by the Government at a later date.
Under the IT Act, 2000, it shall now be possible for corporates to
have a statutory remedy in case if anyone breaks into their computer
systems or network and cause loss.

1.21 IT ACT, 2000
The Information Technology Act, 2000 (also known as ITA-2000, or the
IT Act) is an Act of the Indian Parliament (No 21 of 2000) notified on 17
October 2000. It is the primary law in India dealing with cybercrime and
electronic commerce. It is based on the United Nations Model Law on
Electronic Commerce 1996 (UNCITRAL Model) recommended by the
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general assembly of United Nations by a resolution dated 30th January
1997. The original Act contained 94 sections, divided in 19 chapters and 4
schedules. The laws apply to the whole of India. Persons of other
nationalities can also be indicted under the law, if the crime involves a
computer or network located in India. The Act provides legal framework
for electronic governance by giving recognition to electronic records and
digital signatures. The formation of Controller of Certifying Authorities
was directed by the Act, to regulation issuing of digital signatures. It also
defined cyber-crimes and prescribed penalties for them. It also established
a Cyber Appellate Tribunal to resolve disputes arising from this new law.
Commission of cyber-crime may be divided into three basic groups:
• Individual
• Organization
• Society at Large
The following are the crimes which can be committed against the
following groups.

1.21.1Against an Individual
•
•
•
•
•
•

Harassment via Emails
Cyber Stalking
Dissemination of obscene material
Defamation
Hacking/Cracking
Indecent Exposure

1.21.2 Individual Property
•
•
•
•
•

Computer Vandalism
Transmitting a Virus
Network Trespassing
Unauthorized Control over Computer System
Hacking/Cracking

1.21.3 AgainstOrganization
•
•
•
•

Hacking & Cracking
Possession of unauthorized Information
Cyber- Terrorism against Government Organization
Distribution of Pirated Software Etc

1.21.4 against Society at Large
• Pornography
• Polluting the youth through indecent exposure
• Trafficking
The Act also amended various sections of Indian Penal Code, 1860, Indian
Evidence Act, 1872, Banker's Book Evidence Act, 1891, and Reserve
Bank of India Act, 1934 to make them compliant with new technologies.

1.21.5 Amendments
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A major amendment was made in 2008. It introduced the Section 66A
which penalized sending of "offensive messages". It also introduced the
Section 69, which gave authorities the power of "interception or
monitoring or decryption of any information through any computer
resource". It also introduced penalties for child porn, cyber terrorism and
voyeurism. It was passed on 22 December 2008 which any debate in Lok
Sabha. The next day it was passed by the Rajya Sabha. It was signed by
the President of 5 February 2009.

1.22 Two Sides of Indian Cyber Law or IT Act of India
Cyber laws are meant to set the definite pattern, some rules and guidelines
that defined certain business activities going on through internet legal and
certain illegal and hence punishable. The IT Act 2000, the cyber law of
India, gives the legal framework so that information is not denied legal
effect, validity or enforceability, solely on the ground that it is in the form
of electronic records.
One cannot regard government as complete failure in shielding numerous
e-commerce activities on the firm basis of which this industry has got to its
skies, but then the law cannot be regarded as free from ambiguities.
The IT Act 2000 attempts to change outdated laws and provides ways to
deal with cyber-crimes. Let’s have an overview of the law where it takes a
firm stand and has got successful in the reason for which it was framed.
1. The E-commerce industry carries out its business via transactions
and communications done through electronic records. It thus
becomes essential that such transactions be made legal. Keeping this
point in the consideration, the IT Act 2000 empowers the
government departments to accept filing, creating and retention of
official documents in the digital format. The Act also puts forward
the proposal for setting up the legal framework essential for the
authentication and origin of electronic records / communications
through digital signature.
2. The Act legalizes the e-mail and gives it the status of being valid
form of carrying out communication in India. This implies that emails can be duly produced and approved in a court of law, thus can
be a regarded as substantial document to carry out legal proceedings.
3. The act also talks about digital signatures and digital records. These
have been also awarded the status of being legal and valid means that
can form strong basis for launching litigation in a court of law. It
invites the corporate companies in the business of being Certifying
Authorities for issuing secure Digital Signatures Certificates.
4. The Act now allows Government to issue notification on the web
thus heralding e-governance.
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5. It eases the task of companies of the filing any form, application or
document by laying down the guidelines to be submitted at any
appropriate office, authority, body or agency owned or controlled by
the government. This will help in saving costs, time and manpower
for the corporate.
6. The act also provides statutory remedy to the cooperates in case the
crime against the accused for breaking into their computer systems or
network and damaging and copying the data is proven. The remedy
provided by the Act is in the form of monetary damages, not
exceeding Rs. 1 core($200,000).
7. Also the law sets up the Territorial Jurisdiction of the Adjudicating
Officers for cyber-crimes and the Cyber Regulations Appellate
Tribunal.
8. The law has also laid guidelines for providing Internet Services on a
license on a non-exclusive basis.
The IT Law 2000, though appears to be self-sufficient, it takes mixed stand
when it comes to many practical situations. It loses its certainty at many
places like:
1. The law misses out completely the issue of Intellectual Property
Rights, and makes no provisions whatsoever for copyrighting, trade
marking or patenting of electronic information and data. The law
even doesn’t talk of the rights and liabilities of domain name holders,
the first step of entering into the e-commerce.
2. The law even stays silent over the regulation of electronic payments
gateway and segregates the negotiable instruments from the
applicability of the IT Act, which may have major effect on the
growth of e-commerce in India. It leads to make the banking and
financial sectors irresolute in their stands.
3. The act empowers the Deputy Superintendent of Police to look up
into the investigations and filling of charge sheet when any case
related to cyber law is called. This approach is likely to result in
misuse in the context of Corporate India as companies have public
offices which would come within the ambit of "public place" under
the Act. As a result, companies will not be able to escape potential
harassment at the hands of the DSP.
4. Internet is a borderless medium; it spreads to every corner of the
world where life is possible and hence is the cyber-criminal.
Then how come is it possible to feel relaxed and secured once this law is
enforced in the nation??
The Act initially was supposed to apply to crimes committed all over the
world, but nobody knows how can this be achieved in practice, how to
enforce it all over the world at the same time???
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The IT Act is silent on filming anyone’s personal actions in public and
then distributing it electronically. It holds ISPs (Internet Service Providers)
responsible for third party data and information, unless contravention is
committed without their knowledge or unless the ISP has undertaken due
diligence to prevent the contravention.
For example, many Delhi based newspapers advertise the massage parlors;
and in few cases even show the ‘therapeutic masseurs’ hidden behind the
mask, who actually are prostitutes. Delhi Police has been successful in
busting out a few such rackets but then it is not sure of the action it can
take…should it arrest the owners and editors of newspapers or wait for
some new clauses in the Act to be added up?? Even the much hyped case
of the arrest of Bajaj, the CEO of Bazee.com, was a consequence of this
particular ambiguity of the law. One cannot expect an ISP to monitor what
information their subscribers are sending out, all 24 hours a day.
Cyber law is a generic term, which denotes all aspects, issues and the legal
consequences on the Internet, the World Wide Web and cyber space. India
is the 12th nation in the world that has cyber legislation apart from
countries like the US, Singapore, France, Malaysia and Japan.
But can the cyber laws of the country be regarded as sufficient and secure
enough to provide a strong platform to the country’s e-commerce industry
for which they were meant?? India has failed to keep in pace with the
world in this respect, and the consequence is not far enough from our
sight; most of the big customers of India’s outsourcing company have
started to re-think of carrying out their business in India .Bajaj’s case has
given the strongest blow in this respect and have broken India’s share in
outsourcing market as a leader.
If India doesn’t want to lose its position and wishes to stay as the world’s
leader forever in outsourcing market, it needs to take fast but intelligent
steps to cover the glaring loopholes of the Act, or else the day is not far
when the scenario of India ruling the world’s outsourcing market will stay
alive in the dreams only as it will be overtaken by its competitors.

1.23 Cyber-crime system requirements in India
In present scenario the cyber-crimes are increasing day by day. This is
because of the bad people who are living in this world and disturbing the
environment with their bad thinking. Because of these cyber-crimes the
girls are getting scared as there are many cases of fake id’s which the bad
people make for their benefit or for making the girls image bad in public.
After introducing the cyber law in our country the cyber-crimes are
becoming less but now also some of the cases are their which changes the
public mind about the people of our country. Through cyber law many
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people got arrested and they are now also behind the bar. After seeing so
much safety the people are not creating much violence about this. Because
of cyber-crime many people had being suffered and mainly the rich people
and the girls. Therefore Cyber-crime system requirements in India are
being increasing day by day as per the crimes are increasing.
Today also there are so many cases of crimes pending in the court and the
people are waiting because of the deficiency of lawyers for cyber-crime.
So there is need of really good lawyers who can support the people and
provide them a good status in the society. Most of the cases are of hacking
other’s account, spreading virus in others system through email, etc. and
through this many people are suffering from cyber-crime. Therefore the
cyber-crime system requirements in India are being there as per the cybercrimes are increasing and through this crime the people feels unsafely
about their personal accounts and their id’s.
As per the system the person gets fixed years of jail after getting caught in
this crime but between these people many people are intelligent also but
they are using their brain in wrong direction. If these people use their brain
in right direction then they can get good amount of money with great
image also. By doing this bad work some people get addicted to this and
they make this as their professional carrier. When the cyber-crime system
requirements in India get fulfilled most of the people will get their
response from your side. Many people are waiting to get their case in the
court but not getting it, therefore some people who goes in this field try to
choose cyber-crime as their carrier because through this, many people will
get their image back and you will also feel good about them.

1.24 Let us Sum Up
To sum up, though a crime-free society is Utopian and exists only in
dreamland, it should be constant endeavor of rules to keep the crimes
lowest. Especially in a society that is dependent more and more on
technology, crime based on electronic offences are bound to increase and
the law makers have to go the extra mile compared to the fraudsters, to
keep them at bay. Technology is always a double-edged sword and can be
used for both the purposes – good or bad. Steganography, Trojan Horse,
Scavenging (and even DoS or DDoS) are all technologies and per se not
crimes, but falling into the wrong hands with a criminal intent who are out
to capitalize them or misuse them, they come into the gamut of cybercrime and become punishable offences. Hence, it should be the persistent
efforts of rulers and law makers to ensure that technology grows in a
healthy manner and is used for legal and ethical business growth and not
for committing crimes.
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1.25 Self-Assessment Questions
1. What are the benefits of ISO27001 Information Security Management?
…………………………………………………………………………
…………………………………………………………………………
…………………………………………………………………………
…………………………………………………………………………
2. How ISO 27001 works and what it delivers for you and your Company?
…………………………………………………………………………
…………………………………………………………………………
…………………………………………………………………………
…………………………………………………………………………
3. What are the advantages of Cyber Laws?
…………………………………………………………………………
…………………………………………………………………………
…………………………………………………………………………
…………………………………………………………………………
4. What are the crimes which can be committed against different groups of
the society?
…………………………………………………………………………
…………………………………………………………………………
…………………………………………………………………………
…………………………………………………………………………

1.26 Reference and Further Reading
1. http://www.cyberlawsindia.net/computer-crime.html
2. https://www.bsigroup.com/LocalFiles/en-GB/iso-iec27001/resources/ISO-27001-implementation-guide.pdf
3. https://www.bsigroup.com/en-IN/ISOIEC-27001-InformationSecurity/Introduction-to-ISOIEC-27001/
4. https://www.tutorialspoint.com/information_security_cyber_law/int
roduction.htm
5. http://www.cyberlawsindia.net/cyber-india.html
6. Information Security Assurance: Framework, Standards & Industry
Best Practices (PGDCS-05), Study Materials of Uttarakhand Open
University, Haldwani, for Post-Graduate Diploma in Cyber
Security(PGDCS).
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2.0 Introduction
We begin this unit by assuming the learner is generally familiar with
information security, including what it is, and the potential application of
information security within the organization. The assumption is that
learner motivations are to apply a discipline to information security to be
better at planning, implementing, and maintaining information security and
achieving a highly effective information security program that is capable
of receiving ISO 27001 certification. In this unit we will overview the
security standards and with specific attention to existing and emerging
International Standards Organization (ISO) security standards.

2.1 Learning Objectives
After going through this unit, you will be able to:
• Know about Protection Profile
• Understand ISO security standards
• Know about Security Target
• Know Security Functional Requirements
• Understand Security Assurance Requirements
• Maintain Assurance Level

2.2 ISO/IEC 15408 (Evaluation Criteria for IT Security)
Common Criteria (CC) is an international standard (ISO/IEC 15408) for
certifying computer security software. Using Protection Profiles, computer
systems can be secured to certain levels that meet requirements laid out by
the Common Criteria. Established by governments, the Common Criteria
treaty agreement has been signed by 26 countries, and each country
recognizes the other’s certifications.
In the U.S., Common Criteria is handled by the National Information
Assurance Partnership (NIAP).In India it is handled by STQC. Other
countries have their own CC authorities. Each authority certifies CC labs,
which do the actual work of evaluating products. Once certified by the
authority, based on the evidence from the lab and the vendor, that
certification is recognized globally. Certification is gives a particular
assurance level which, represents the strength of the certification.
Confidence is higher at a level EAL4 than at EAL2 for a certification.
Attention is usually given to the assurance level, instead of what,
specifically, you’re being assured of, which is the protection profiles. CC
certification represents a very specific set of software and hardware
configurations. Software versions and hardware model and version is
important as differences will break the certification. Some of the concepts
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and terminology necessary to understand regarding Common Criteria
evaluations are explained below:
2.2.1 Target of Evaluation (TOE)
This represents product or system that is the subject of the evaluation. The
evaluation serves to validate claims made about the target. To be of
practical use, the evaluation verifies the target's security features. This is
done through the following:
2.2.1.1. Protection Profile (PP) – A document, typically created by a user
or user community, which identifies security requirements for a class of
security devices (for example, smart cards used to provide digital
signatures, or network firewalls) relevant to that user for a particular
purpose. Product vendors can choose to implement products that comply
with one or more PPs, and have their products maintained against those
PPs. In such a case, a PP may serve as a template for the product's ST
(Security Target, as defined below), or the authors of the ST will at least
ensure that all requirements in relevant PPs also appear in the target's ST
document. Customers looking for particular types of products can focus on
those certified against the PP that meets their requirements.
2.2.1.2. Security Target (ST) – The document that identifies the security
properties of the target of evaluation. It may refer to one or more PPs. The
TOE is maintained against the SFRs (see below) established in its ST, no
more and no less. This allows vendors to tailor the evaluation to accurately
match the intended capabilities of their product. This means that a network
firewall does not have to meet the same functional requirements as a
database management system, and that different firewalls may in fact be
maintained against completely different lists of requirements. The ST is
usually published so that potential customers may determine the specific
security features that have been certified by the evaluation.
2.2.1.3. Security Functional Requirements (SFRs) – Specify individual
security functions which may be provided by a product. The Common
Criteria presents a standard catalogue of such functions. For example, a
SFR may state how a user acting a particular role might be authenticated.
The list of SFRs can vary from one evaluation to the next, even if two
targets are the same type of product. Although Common Criteria does not
prescribe any SFRs to be included in an ST, it identifies dependencies
where the correct operation of one function (such as the ability to limit
access according to roles) is dependent on another (such as the ability to
identify individual roles). The evaluation process also tries to establish the
level of confidence that may be placed in the product's security features
through quality assurance processes:
2.2.1.4. Security Assurance Requirements (SARs) – Descriptions of the
measures taken during development and evaluation of the product to
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assure compliance with the claimed security functionality. For example, an
evaluation may require that all source code is kept in a change
management system, or that full functional testing is performed. The
Common Criteria provides a catalogue of these, and the requirements may
vary from one evaluation to the next. The requirements for particular
targets or types of products are documented in the ST and PP, respectively.
2.2.1.5. Evaluation Assurance Level (EAL) – the numerical rating
describing the depth and rigor of an evaluation. Each EAL corresponds to
a package of security assurance requirements (SARs, see above) which
covers the complete development of a product, with a given level of
strictness. Common Criteria lists seven levels, with EAL 1 being the most
basic (and therefore cheapest to implement and evaluate) and EAL 7 being
the most stringent (and most expensive). Normally, an ST or PP author
will not select assurance requirements individually but choose one of these
packages, possibly 'augmenting' requirements in a few areas with
requirements from a higher level. Higher EALsdo not necessarily imply
"better security", they only mean that the claimed security assurance of the
TOE has been more extensively verified.
So far, most PPs and most evaluated STs/certified products have been for
IT components (e.g., firewalls, operating systems, smart cards). Common
Criteria certification is sometimes specified for IT procurement. Other
standards containing, e.g., interoperation, system management, user
training, supplement CC and other product standards. Examples include
the ISO/IEC 17799 (Or more properly BS 7799-1, which is now ISO/IEC
27002) or the German IT-Grundschutzh and buch. Details of cryptographic
implementation within the TOE are outside the scope of the CC. Instead,
national standards, like FIPS 140-2 give the specifications for
cryptographic modules, and various standards specify the cryptographic
algorithms in use. More recently, PP authors are including cryptographic
requirements for CC evaluations that would typically be covered by FIPS
140-2 evaluations, broadening the bounds of the CC through schemespecific interpretations.
2.2.2 How Do The Common Criteria Work?
The Common Criteria authority in each country creates a set of
expectations for particular kinds of software: operating systems firewalls,
and so on. Those exceptions are called Protection Profiles. Vendors, like
Red Hat, then work with a third-party lab to document how we meet the
Protection Profile. A Target of Evaluation (TOE) is created which is all the
specific hardware and software that’s being evaluated. Months are then
spent in the lab getting the package ready for submission. This state is
known as “in evaluation”. Once the package is complete, it is submitted to
the relevant authority. Once the authority reviews and approves the
package the product becomes “Common Criteria certified” for that target.
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2.3 ISO/IEC 13335 (IT Security Management)
This standard provides concepts and models for information and
communications technology security management. ISO/IEC 13335-1:2004
presents the concepts and models fundamental to a basic understanding of
ICT security, and addresses the general management issues that are
essential to the successful planning, implementation and operation of ICT
security. Part 2 of ISO/IEC 13335 (currently 2nd WD) provides
operational guidance on ICT security. Together these parts can be used to
help identify and manage all aspects of ICT security.

2.4 Payment Card Industry Data Security Standards (PCI
DSS)
The Payment Card Industry Data Security Standard (PCI DSS) is a
proprietary information security standard for organizations that handle
branded credit cards from the major card schemes including Visa,
MasterCard, American Express, Discover, JCB, and China Union Pay.
Private label cards – those which aren't part of a major card scheme – are
not included in the scope of the PCI DSS. The PCI Standard is mandated
by the card brands and administered by the Payment Card Industry
Security Standards Council. The standard was created to increase controls
around cardholder data to reduce credit card fraud via its exposure.
Validation of compliance is performed annually, either by an external
Qualified Security Assessor (QSA) that creates a Report on Compliance
(ROC) for organizations handling large volumes of transactions, or by
Self-Assessment Questionnaire (SAQ) for companies handling smaller
volumes.

2.4.1 About PCI History
PCI DSS originally began as five different programs: Visa's Cardholder
Information Security Program, MasterCard's Site Data Protection,
American Express' Data Security Operating Policy, Discover's Information
Security and Compliance, and the JCB's Data Security Program. Each
company's intentions were roughly similar: to create an additional level of
protection for card issuers by ensuring that merchants meet minimum
levels of security when they store, process and transmit cardholder data.
The Payment Card Industry Security Standards Council (PCI SSC) was
formed, and on December 15, 2004, these companies aligned their
individual policies and released version 1.0 of the Payment Card Industry
Data Security Standard (PCI DSS). In September 2006, the PCI standard
was updated to version 1.1 to provide clarification and minor revisions to
version 1.0.



Version 1.2 was released on October 1, 2008.
Version 1.1 "sunsetted" on December 31, 2008.
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Version 1.2 did not change requirements, only enhanced clarity,
improved flexibility, and addressed evolving risks and threats. In
August 2009 the PCI SSC announced the move from version 1.2 to
version 1.2.1 for the purpose of making minor corrections designed
to create more clarity and consistency among the standards and
supporting documents.
Version 2.0 was released in October 2010 and is active for
merchants and service providers from January 1, 2011 to December
31, 2014.
Version 3.0 was released in November 2013and is active from
January 1, 2014 to December 31, 2017.
Version 3.1 was released in April 2015

2.4.2 Requirement of PCI
The PCI Data Security Standard specifies twelve requirements for
compliance, organized into six logically related groups called "control
objectives". Each version of PCI DSS has divided these twelve
requirements into a number of sub-requirements differently, but the twelve
high-level requirements have not changed since the inception of the
standard.
PCI high level objectives and Control objectives are PCI DSS
requirements
1. Build and maintain a secure network
 Install and maintain a firewall configuration to protect cardholder
data
 Do not use vendor-supplied defaults for system passwords and
other security parameters
2. Protect cardholder data
 Protect stored cardholder data
 Encrypt transmission of cardholder data across open, public
networks
3. Maintain a vulnerability management program
 Use and regularly update anti-virus software on all systems
commonly affected by malware
 Develop and maintain secure systems and applications
4. Implement strong access control measures
 Restrict access to cardholder data by business need-to-know
 Assign a unique ID to each person with computer access
 Restrict physical access to cardholder data
5. Regularly monitor and test networks
 Track and monitor all access to network resources and cardholder
data
 Regularly test security systems and processes
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6. Maintain an information security policy
 Maintain a policy that addresses information security

2.4.3 Best Practices for Implementing PCI DSS into
Business-as-Usual Processes
To ensure security controls continue to be properly implemented, PCI DSS
should be implemented into business-as-usual (BAU) activities as part of
an entity’s overall security strategy. This enables an entity to monitor the
effectiveness of their security controls on an ongoing basis, and maintain
their PCI DSS compliant environment in between PCI DSS assessments.
Examples of how to incorporate PCI DSS into BAU activitiesinclude but
are not limited to:
1. Monitoring of security controls—such as firewalls, intrusion-detection
systems/intrusion prevention systems (IDS/IPS), file-integrity
monitoring (FIM), anti-virus, access controls, etc.—to ensure they are
operating effectively and as intended.
2. Ensuring that all failures in security controls are detected and responded
to in a timely manner. Processes to respond to security control failures
should include:
 Restoring the security control
 Identifying the cause of failure
 Identifying and addressing any security issues that arose
during the failure of the security control
 Implementing mitigation (such as process or technical
controls) to prevent the cause of the failure recurring
 Resuming monitoring of the security control, perhaps with
enhanced monitoring for a period of time, to verify the
control is operating effectively
3.
Reviewing changes to the environment (for example, addition of new
systems, changes in system or network configurations) prior to
completion of the change, and perform the following:
 Determine the potential impact to PCI DSS scope (for example, a
new firewall rule that permits connectivity between a system in the
CDE and another system could bring additional systems or
networks into scope for PCI DSS).
 Identify PCI DSS requirements applicable to systems and networks
affected by the changes (for example, if a new system is in scope
for PCI DSS, it would need to be configured per system
configuration standards, including FIM, AV, patches, audit
logging, etc., and would need to be added to the quarterly
vulnerability scan schedule).
 Update PCI DSS scope and implement security controls as
appropriate.
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4.

Changes to organizational structure (for example, a company merger or
acquisition) resulting in formal review of the impact to PCI DSS scope and
requirements.
5. Performing periodic reviews and communications to confirm that PCI DSS
requirements continue to be in place and personnel are following secure
processes. These periodic reviews should cover all facilities and locations,
including retail outlets, data centers, etc., and include reviewing system
components (or samples of system components), to verify that PCI DSS
requirements continue to be in place—for example, configuration standards
have been applied, patches and AV are up to date, audit logs are being
reviewed, and so on. The frequency of periodic reviews should be determined
by the entity as appropriate for the size and complexity of their environment.
These reviews can also be used to verify that appropriate evidence is being
maintained—for example, audit logs, vulnerability scan reports, firewall
reviews, etc.—to assist the entity’s preparation for their next compliance
assessment.
6. Reviewing hardware and software technologies at least annually to confirm
that they continue to be supported by the vendor and can meet the entity’s
security requirements, including PCI DSS. If it is discovered that technologies
are no longer supported by the vendor or cannot meet the entity’s security
needs, the entity should prepare a remediation plan, up to and including
replacement of the technology, as necessary. In addition to the above practices,
organizations may also wish to consider implementing separation of duties for
their security functions so that security and/or audit functions are separated
from operational functions. In environments where one individual performs
multiple roles (for example, administration and security operations), duties
may be assigned such that no single individual has end-to-end control of a
process without an independent checkpoint. For example, responsibility for
configuration and responsibility for approving changes could be assigned to
separate individuals.

2.5 COBIT
COBIT stands for Control Objectives for Information and Related Technology.
COBIT is a framework created by ISACA for Information Technology (IT)
management and IT governance. It is a supporting toolset that allows managers
to bridge the gap between control requirements, technical issues and business
risks. ISACA first released COBIT in 1996; ISACA published the current
version, COBIT 5, in 2012. COBIT aims "to research, develop, publish and
promote an authoritative, up-to-date, international set of generally accepted
information technology control objectives for day-to-day use by business
managers, IT professionals and assurance professionals". COBIT, initially an
acronym for "Control objectives for information and related technology"
(though before the release of the framework people talked of "CobiT" as
"Control Objectives for IT"), defines a set of generic processes for the
management of IT. The framework defines each process together with process
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inputs and outputs, key process-activities, process objectives, performance
measures and an elementary maturity model.
The framework supports governance of IT by defining and aligning business
goals with IT goals and IT processes. COBIT is a comprehensive set of
resources that contains all the information organization’s need to adopt an IT
Governance and control framework. It is a framework that will guide
management in deciding on the level of risk to accept, the most appropriate
control practices and the path to follow when it is necessary to improve the
level of control.

Fig- 1: COBIT
CobIT will help with linking specific IT control models to overall business
control models (e.g. COSO). CobIT defines high-level and detailed Control
Objectives for the IT process that are grouped in four domains. CobIT
addresses the business objectives in a process-orientated manner. The IT
processes guide management to selecting Critical Success Factors, the most
important issues or actions that management need to achieve control over so
that IT can be effective in enabling the entity’s business objectives.
CobIT provides process framework for information system governance and
allows organizations to develop a control structure, to link its IT objectives
with business requirements. CobIT breaks down the control structure into
four major domains and 34 sub domains:
• Planning & Organization
• Acquisition & Implementation
• Delivery & Support
• Monitoring
With the Critical Success Factors (CSF) in mind, CobIT guides management
to deciding on Key Goal Indicators, those measurements that indicate the
required outcome from the CSFs have been achieved. Thereafter,
management is directed to determining meaningful measures that indicate

Odisha State Open University

Page 28

how well the IT processes are doing in enabling the goals set by IT
management, to beachieved. COBIT provides a set of recommended best
practices for governance and control process of information systems and
technology with the essence of aligning IT with business. COBIT 5
consolidates COBIT4.1, Val IT and Risk IT into a single framework acting as
an enterprise framework aligned and interoperable with TOGAF and ITIL.

Fig-2: COBIT Cube

2.5.1 DOMAINS
1. Planning and Organization – It focuses on strategy and tactics so that
IT may actually contribute to the business goals of the organization.
2. Acquisition and Implementation - The focus is on the
implementation of the IT strategy. In this domain the solutions are
identified, developed, acquired, implemented and integrated with
business processes.
3. Delivery and Support –Focusing on issues related to the delivery of
services, including routine operations, security, continuity and
training; and finally
4. Monitoring and Evaluation - its goal is to regularly assess the IT
processes from a quality and compliance point of view according to
control requirements.
These four domains include thirty-four processes and these processes
comprise two hundred and ten activities. On the other side of the cube,
there are Business Requirements. According to the model proposed by
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COBIT 4.1, in order to satisfy business objectives, information needs to
conform to certain criteria such as effectiveness, efficiency,
confidentiality, integrity, availability, compliance, and reliability.
Finally, the third dimension links characteristics related to the IT
resources, which are: Applications, Information, Infrastructure and
People, to previous dimensions. The areas of focus for the IT
governance, according to the COBIT 4.1, are presented in the pentagon
illustration shown in Fig- 3.

Fig-3: COBIT Pentagon
At the Pentagon, one can identify the strategic alignment, which aims to
ensure consistency between the organization's strategic goals and the IT
objectives; the value delivery, which is linked to the delivery of products
or services with appropriate quality, time and cost that allows to achieve
the objectives previously agreed upon; the risk management, which refers
to the treatment of uncertainties and to the value preservation; the
resource management, which aims to ensure the capacity to support the
activities required by the business, optimizing costs and other available
resources, and, finally, the monitoring of the performance of IT activities
with the purpose of ensuring the management of the entire environment.
To meet managerial control and measurement IT’s needs the COBIT 4.1
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provides guidelines for the thirty-four IT processes which contain
assessment and measurement tools for the IT environment of the
organization including maturity model, critical success factors, key goal
indicators and key performance indicators for each process.

2.6 ITIL (OR ISO/IEC 20000 SERIES)
ISO/IEC 20000 is the first international standard for IT service
management. It was developed in 2005, by ISO/IEC JTC1/SC7 and
revised in 2011. It is based on and intended to supersede the earlier BS
15000 that was developed by BSI Group. ISO/IEC 20000, like its BS
15000 predecessor, was originally developed to reflect best practice
guidance contained within the ITIL (Information Technology
Infrastructure Library) framework, although it equally supports other IT
service management frameworks and approaches including Microsoft
Operations Framework and components of ISACA's COBIT framework.
The differentiation between ISO/IEC 20000 and BS 15000 has been
addressed by Jenny Dugmore. The standard was first published in
December 2005. In June 2011, the ISO/IEC 20000-1:2005 was updated to
ISO/IEC 200001:2011. In February 2012, ISO/IEC 20000-2:2005 was
updated to ISO/IEC 20000-2:2012.

2.6.1 ITIL (Information Technology Infrastructure Library)
IT Service Management is becoming a must have for any organization that
provides IT Services as its core business function. ITIL is a best practices
framework that helps businesses aligns their IT services with their business
objectives. The ITIL V3 framework is the newest version of ITIL and was
released as a refresh to V2 in 2007. The major difference with V3 is that it
moves from a major operational view of IT service management to a more
business lifecycle view of IT service management. Here as this course is
much more related to cyber security we will focus on overview of ITIL
and then move into a high level overview of Version 3, with particular
focus on the Information Security Management process.
ITIL, formerly an acronym for Information Technology Infrastructure
Library, is a set of practices for IT Service Management (ITSM) that
focuses on aligning IT services with the needs of business. In its current
form (known as ITIL 2011 edition), ITIL is published as a series of five
core volumes, each of which covers a different ITSM lifecycle stage.
Although ITIL underpins ISO/IEC 20000 (previously BS15000), the
International Service Management Standard for IT service management,
there are some differences between the ISO 20000 standard and the ITIL
framework. ITIL describes processes, procedures, tasks, and checklists
which are not organization-specific, but can be applied by an organization
for establishing integration with the organization's strategy, delivering
value, and maintaining a minimum level of competency. It allows the
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organization to establish a baseline from which it can plan, implement, and
measure. It is used to demonstrate compliance and to measure
improvement. Since July 2013, ITIL has been owned by AXELOS Ltd, a
joint venture between HM Cabinet Office and Capita Plc. AXELOS
licenses organizations to use the ITIL intellectual property, accredits
licensed Examination Institutes, and manages updates to the framework.

2.6.2 Changes and Characteristics of the 2011 Edition of
ITIL
A summary of changes has been published by HM Government. In line
with the 2007 edition, the 2011 edition consists of five core publications –
Service Strategy, Service Design, Service Transition, Service Operation,
and Continual Service Improvement. ITIL 2011 is an update to the ITIL
framework that addresses significant additional guidance with the
definition of formal processes which were previously implied but not
identified, as well as correction of errors and inconsistencies. Twenty-six
processes are listed in ITIL 2011 edition and described below, along with
which core publication provides the main content for each process. ITIL
2007 has five volumes, published in May 2007, and updated in July 2011
as ITIL 2011 for consistency:
1. ITIL Service Strategy: understands organizational objectives and
customer needs.
2. ITIL Service Design: turns the service strategy into a plan for
delivering the business objectives.
3. ITIL Service Transition: develops and improves capabilities for
introducing new services into supported environments.
4. ITIL Service Operation: manages services in supported
environments.
5. ITIL Continual Service Improvement: achieves services incremental
and large-scale improvements.
Due to the similarity between ITIL v3 of 2007 and ITIL 2011, no bridge
examinations for ITIL v3 certification holders were created or made
available for ITIL 2011 certification

2.6.3 Services Desk
A Service Desk is a primary IT service within the discipline of IT service
management (ITSM) as defined by the Information Technology
Infrastructure Library (ITIL). It is intended to provide a Single Point of
Contact ("SPOC") to meet the communication needs of both Users and IT
employees but also to satisfy both Customer and IT Provider objectives.
"User" refers to the actual user of the service, while "Customer" refers to
the entity that is paying for service. Depending on organizations’ need, it
implements service desk. It is implemented as a central point of contact
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for handling customer, user and other issues. Various service desk types
which can be implemented in organization are:
1. Call Centre
2. Contact centre and
3. Help Desk.
The ITIL approach considers the service desk to be the central point of
contact between service providers and users/customers on a day-to-day
basis. It is also a focal point for reporting Incidents (disruptions or
potential disruptions in service availability or quality) and for users
making service requests (routine requests for services). A service desk
handles incidents and service requests, as well as providing an interface to
users for other ITSM activities such as:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.

Incident management
Problem management
Configuration management
Change management
Release management
Service-level management
Availability management
Capacity management
Financial management
IT service continuity management
Security management

2.6.4 What ITIL is not?
ITIL is not a formal standard. It is a framework, so the framework gives
best-practices, not detailed rules that must be adhered to. According to
Weil, “ITIL does not provide specific, detailed descriptions about how the
processes should be implemented, as they will be different in each
organization. In other words, ITIL tells an organization what to do, not
how to do it.” It is noted in the third sky training manual for ITIL v3, “that
it is important to differentiate between the ITIL framework, which
provides guidance and recommendations but not strict prescriptions, and
standards such as ISO/IEC 20000, which provide formal requirements
which need to be adhered to in order to achieve certification. Frameworks
may be adapted as needed and provide room for significant reinterpretation.”
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2.7 Let us Sum Up
We have begin this unit by assuming the learner is generally familiar with
information security, including what it is, and the potential applications of
information security within the organization.
Here we have discussed ISO/IEC 15408 that specifies some of the
evaluation criteria of security standards. Also we have introduced some
security standards, such as ISO/IEC 13335 (IT Security Management),
Payment Card Industry Data Security Standards (PCI DSS), COBIT,
DOMAINS, ITIL (Information Technology Infrastructure Library) or
ISO/IEC 20000 SERIES) etc. with specific attention to existing and
emerging International security standards.
The learners are required to have some general understanding and ideas on
these standards which are currently in practice.

2.8 Self-Assessment Questions
1. What are the common criteria of Evaluation of IT Security?
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
2. Outline the requirements of PCI Data Security Standard?
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
3. Write the best practices for implementing PCI DSS into Businessas-Usual Processes.
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
……………………………………………………………………..
4. Write a brief notes on COBITS?
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
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5. Give a brief notes on Information Technology Infrastructure
Library.
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………

2.9 References and Further Readings
1.

Information Security Assurance: Framework, Standards & Industry
Best Practices (PGDCS-05), Study Materials of Uttarakhand Open
University, Haldwani, for Post-Graduate Diploma in Cyber
Security(PGDCS)

2.

http://www.infosectoday.com/Articles/27001.html

3.

Digital Forensics, (PGDCS-07), Study Materials of Uttarakhand
Open University, Haldwani, for Post-Graduate Diploma in Cyber
Security.
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3.0 Introduction
Audit is the process by which a subject area is independently reviewed and
reported on by one or more competent auditors on behalf of stakeholders.
IT Audit is an examination of the management controls within an
Information technology (IT) infrastructure. The evaluation of obtained
evidence determines if the information systems are safeguarding assets,
maintaining data integrity, and operating effectively to achieve the
organization's goals or objectives. In this unit we will discuss about the
ISMS auditing process and requirements. We will also cover the generic
guidelines for the auditee and auditing organizations for conducting IT
security related audits.

3.1 Learning Objectives
After going through this unit, you will be able to:
 Know the definition of Security Audit
 Know the Audit Process
 Know about the audited systems
 Know about the Specific tools used in network security
 Describe different type of Security Audit Standards
 Understand the process of auditing application security
 Know the process involved in Security Audit Planning
 Perform Security Audit Reporting

3.2 Concept of Auditing
As defined in ISO 19011:2011—Guidelines for auditing management
systems, an audit is a “systematic, independent and documented process
for obtaining audit evidence [records, statements of fact or other
information which are relevant and verifiable] and evaluating it objectively
to determine the extent to which the audit criteria [set of policies,
procedures or requirements] are fulfilled”.

3.3 Type of Audits
1. First Party Audit or Internal Audit: A first-party audit is
performed within an organization to measure its controls against its
own procedures or methods and/or against standards criteria adopted
by or imposed on the organization. A first-party audit is an internal
audit conducted by auditors who are employed by the organization
being audited but who have no vested interest in the audit results of
the area being audited.
2. Second Party Audit: A second-party audit is an external audit
performed on a supplier by a customer or by a contracted
organization on behalf of a customer. A contract is in place, and the
goods or services are being, or will be, delivered. Second-party
audits are subject to the rules of contract law, as they are providing
contractual direction from the customer to the supplier.
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3. Third Party Audit: A third-party audit is performed by an audit
organization independent of the customer-supplier relationship and is
free of any conflict of interest. Independence of the audit
organization is a key component of a third-party audit. Third party
audits may result in certification, registration, recognition, an award,
license approval, or a penalty issued by the third-party organization
or an interested party.

3.4 Purpose of Auditing
Auditing may be done for various reasons, few common purpose are:
1. Certification against standard like ISO 27001.
2. Compliance to regulatory requirements.
3. Follow up audits.
4. Self-assessment to improve the system.

3.5 Security Audit
A security audit is a manual or systematic Examination of a system or
application. It is typically a human process, managed by a team of
“auditors” with technical and business knowledge of the company’s
information technology assets and business processes. As part of any audit,
these teams will interview key personnel, conduct vulnerability
assessments, catalog existing security policies and controls, & examine IT
assets covered by the scope of the audit while Automated assessments or
CAATs, include system generated audit reports or using software to
monitor and report changes to files and settings on a system. System may
include PC’s, servers, mainframes, network routers, switches. Applications
can include Web services, Database etc.
3.5.1 The Audit Process
While there are certainly planning and consensus building steps that any
team would be wise to take before beginning an audit (for example,
making sure that senior management supports the project), the following
steps are essential to the audit itself.

Fig-1: PDCA cycle
3.5.2 Audit Planning & Preparation
Generally, computer security audits are performed by:
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National or State Regulators - Certified accountants, CISA. Federal
OTS, OCC, DOJ, etc.
 Corporate Internal Auditors - Certificated accountants, CISA,
Certified Internet Audit Professional (CIAP).
 External Auditors - Specialized in the areas related to technology
auditing.
 Consultants - Outsourcing the technology auditing where the
organization lacks the specialized skill set.
The auditor should have good knowledge about the company and its
serious business activities before conducting a data-center review. The
data center is designed to line up data center activities with the objectives
of the business while sustaining the security and integrity of serious
information and processes. To decide whether or not the client’s objective
is being achieved, the auditor should accomplish the following before
leading the review:
 Discuss with IT administration to determine potential areas of
concern.
 Review the present IT organization chart.
 Review job accounts of data center employees.
 Exploration of all operating systems, software applications and data
center equipment operating within the data center.
 Analysis the company’s IT policies and procedures.
 Assess the company’s IT budget and systems preparation
documentation.
 Analysis the data center’s disaster recovery plan.
3.5.3 Establishing Audit Objectives
In the next step, piloting a review of a corporate data center takes place
when the auditor sketches the data center audit objectives. Auditors
consider
multiple
aspects
that
relate
to
data
center procedures and activities that potentially identify audit risks in the
operating atmosphere and assess the controls in place that moderate those
risks. After thorough testing and analysis, the auditor is able to effectively
determine if the data center retains proper controls and is operating
competently and effectively. Following is a list of objectives the auditor
should review:
 Personnel procedures and accountabilities including systems and
cross-functional training.
 Change management processes are in place and trailed by IT and
management personnel.
 Proper back up procedures are in place to decrease downtime and
prevent loss of essential data.
 The data center has suitable physical security controls to prevent
unofficial access to the data center.
 Adequate environmental controls are in place to guarantee equipment
is protected from fire and flooding.
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3.6 The Audited Systems
3.6.1 Network vulnerabilities






Interception: Data that is being communicated over the network is
vulnerable to being intercepted by an unintentional third party who
could put the data to destructive use.
Availability: Networks have become wide-spanning, crossing
hundreds or thousands of miles. The lost connectivity can cause
business interruption.
Access/entry point: Networks are vulnerable to unwelcome
access. A weak point in the network can make that information
accessible to intruders. It can also offer an entry point for viruses
and Trojan horses.

3.6.2 Controls
 Interception controls: Interception can be partially discouraged by
physical access controls at data centers and offices, counting where
communication links terminate and where the network wiring and
supplies are located. Encryption also helps to safe and secure
wireless networks.
 Availability controls: The best control for this is to have excellent
network architecture and monitoring. The network should have
redundant paths between every resource and an access point and
automatic routing to switch the traffic to the available path without
loss of data or time.
 Access/entry point controls: Most network controls are put at the
point where the network connects with external network. These
controls limit the traffic that passes through the network. These can
include firewalls, intrusion detection systems, and antivirus
software.
Most networks are at least connected to the internet, which could
be a point of vulnerability. These are critical questions in protecting
networks.

3.7 Encryption and IT Audit
In assessing the need for a client to implement encryption policies for their
organization, the Auditor should conduct an analysis of the client’s risk
and data value. Companies with multiple external users, e-commerce
applications, and sensitive customer/employee information should
maintain rigid encryption policies aimed at encrypting the correct data at
the appropriate stage in the data collection process.
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3.8 Logical Security Audit
The first step in an audit of any system is to seek to understand its
components and its structure. When auditing logical security, the auditor
should investigate what security controls are in place, and how they work?
In particular, the following areas are key points in auditing logical
security:
 Passwords: Every company should have written policies regarding
passwords, and employee’s use of them. Passwords should not be
shared and employees should have mandatory scheduled changes.
Employees should have user rights that are in line with their job
functions. They should also be aware of proper log on/ log off
procedures. Also helpful are security tokens, small devices that
authorized users of computer programs or networks to assist in
identity confirmation. They can also store cryptographic keys and
biometric data. The most popular type of security token (RSA’s
Secure ID) displays a number which changes every minute. Users are
authenticated by entering a personal identification number and the
number on the token.
 Termination Procedures: Proper termination procedures should be
in place so that old employees can no longer access the network. This
can be done by changing passwords and codes. Also, all ID cards and
badges that are in circulation should be documented and accounted
for.
 Special User Accounts: Special User Accounts and other privileged
accounts should be monitored and have proper controls in place.
 Remote Access: Remote access is often a point where intruders can
enter a system. The logical security tools used for remote access
should be very strict. Remote access should be logged.

3.9 Physical Security Audit
Performing regular security audits is a best practice that every business
should follow. Every location is vulnerable to threats, be it physical theft,
information theft, life safety risks to employees & patrons, and/or acts of
God. A survey performed by the NRF revealed that in 2012, organized
retail crime was the highest it has been in 7 years. Nine out of every ten
retailers were affected by organized retail crime.
The best planned security systems and security procedures lose their
effectiveness if they are not continually monitored. Store managers should
perform regular security audits on an interval determined by senior
management. Management should also establish criteria for when
additional unscheduled security audits should be performed, such as a
change in location, a new threat, suspicion of loss or actual loss, etc. A
mechanism to communicate the findings of the security audit back to
management, as well as to ensure action is taken on any shortcomings also
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needs to be developed. Security audits can encompass a wide array of
areas; however, a cursory checklist is below.
Security Audit Checklist
 Physical layout of the organization’s buildings and surrounding
perimeters.
 Does the property topography provide security or reduce the means
of attack or access?
 Does the landscaping offer locations to hide or means of access to
roof tops or other access points?
 How many points of entry are there to the building? Are those
entrances monitored?
 Do all persons entering and exiting the building go through a security
check point?
Lighting
 Is there sufficient lighting to allow guards, employees, or others to
see places of possible concealment or access?
 Are access points obscured by low light?
Alarms
 Including fire, intrusion, tamper, motion
 Are doors, windows, gates, turnstiles monitored for egress and
ingress?
 Are means of ingress able to be audited to identify who accessed
those areas?
 Is the premises monitored for fire or smoke? Does the system alert
the local fire department?
 In the event of a forced entry who does the alarms system notify? Is
it monitored by a third party or staff?
Physical barriers
 Including fences, bollards, tire strips, gates.
 Are fences tall enough to reduce unauthorized access to the property?
Is the fence checked regularly by staff for holes, damage or access
points.
 Are bollards in place to prevent damage to buildings or access points
by vehicles?
 Are tire strips installed and able to be used to prevent unauthorized
entry to sensitive areas around the property? Parking lots, loading
docks, pick up areas.
 Are gates secure and operating properly?
 Is entry to the premises protected by gates or is vehicular traffic
allowed to move freely on and off the property?
Access points
 Including doors, gates, turnstiles, windows, docks, elevators and
stairwells
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Are doors and gates in good working order? Do they operate
properly and close on their own?
 Do turnstiles operate properly and are credentials required to go
through? • Are windows locked if they are able to be opened?
 If large panes of glass are installed in the building, are they laminated
with a security film to prevent forced entry?
 Do docks and dock doors operate properly, and are they locked when
not in use?
 Are elevators and stairwells checked for daily or hourly by security
staff?
Guards
 Does the organization’s property utilize a guard staff?
 Do guards verify persons coming on the property are allowed access?
How do they verify? ID, Verify with staff members, inspect
vehicles, record names and license information?
 Do the guards make rounds on the property to check places of
access? Doors, windows, elevators, stairwells, dock or bay doors,
secured areas?
 Do guards complete check sheets while on duty to verify they
checked as directed?
 Do guards vary their patrol patterns to reduce the chance of their
routines being exploited?
CCTV
 Are the perimeter of the building and the perimeter of the property
adequately covered by cameras?
 Are cameras able to switch automatically from day time to night/low
light?
 Are the building entrances and exits monitored by cameras?
 Are stairwells and other access points monitored by cameras?
 Are the cameras monitored 24 hours a day or only reviewed after an
incident has taken place?
Access Methods
 Including locks, proximity cards/swipe cards, code or cipher locks,
and other credentialing methods.
 Are locks and locking equipment in good repair and operating
properly? • Do past employees still have keys/access cards to the
building?
 Have past employees/ terminated employees been removed from
having access to the property?
 How often are codes changed on code or cipher locks?
 Methods of communicating breaches found during the security audit
to the persons responsible for the organization’s security. Including
– local alarms/lighting, phone, text, email etc.
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How are security personnel notified of breaches in security and
unauthorized access? Guards, local alarms, monitored alarms, phone
calls?
 Does your security staff know the organization’s policies for
notifying management or other key personnel?
Performing a security audit on a regular basis will help your organization
minimize loss and increase the safety of employees and customers. With
each audit, the facility will become increasingly less vulnerable. Anything
that can be done to reduce the chance of this happening to your locations
will affect your bottom line and your organization’s efficiency. A security
audit takes minimal time to complete and will have lasting effects on
increasing the safety and security of your locations.

3.10 Security Audit Planning
3.10.1 Previous Audit Results
The Auditor must complete the document review process by reviewing
results of previous internal & external audits reports. The effectiveness of
action taken for previous outcomes can then be evaluated. Repetitive audit
findings in a given work area may be an indicator that the auditor must
focus on that area until unless the issues have been resolved.

3.10.2 Site Surveys and Questionnaire
Site surveys are provided by the client. They are technical descriptions of
the network resources to be audited. They list computers, operating
systems, and have network diagrams

3.10.3 Consult with the client
Interviews are used to collect data from the client and their employees.
Audit checklists are standardized groups of questions that are designed to
get clear and concise answers from clients.

3.10.4 Entry Briefing
During the arrival briefing, the auditor meets with the key players to
outline the conduct of the audit, the tasks performed and who will need to
be interviewed. Last minute questions are answered.

3.10.5 Security Audit Fieldwork
The process of collecting audit data is called fieldwork. Data comes from a
variety of sources, including interviews, software tools, and system logs.
An auditor can collect megabytes of data in a very short time. The Field
Work Audit Program guides audit staff through the steps necessary to
complete audit fieldwork. In fieldwork, auditors obtain and analyze
program data and information to determine if the identified controls are
working as intended. This is accomplished by completing the audit steps
identified in the Audit Program. Audit steps may include interviewing
officials, reviewing documents (e.g. internal memoranda, correspondence,
reports, minutes, contracts), and gathering statistical data through database
searches, analysis of secondary data sources, and surveys. The audit field
work objective is to develop audit findings.
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3.10.6 Interviews
Interviews are used to collect data from the client’s employees. Audit
checklists are standardized groups of questions that are designed to get
clear and concise answers,

3.10.7 Software Tools and System Logs
Log files provide excellent information. Log files can validate
vulnerability scan results. The sheer volume of log file entries can make
data retrieval time consuming. Tools like Perl really help.

3.10.8 Network Discovery
Network discovery is the process of reconciling the real network against
the paper records of the site surveys. Software tools like map help identify
network devices and operating systems.,

3.10.9 Vulnerability Assessment
Vulnerability assessment tools examine the state of services that could be
used to compromise or cause denial of service conditions. Network based
tools and host based tools perform the work.

3.10.10 Analysis
At some point the data collection stops and the data must be examined and
conclusions drawn. Significant items discovered are called findings

3.11 Security Audit Reporting
Audit findings are organized and assessed against the client’s security
policy. Prior to departure from the site either a preliminary or final report
is prepared. Auditors should have strong writing skills. The audit report
should be written in a clear and concise manner. The findings should be
presented with recommended remedies. Upon the performance of the audit
test, the Information Systems Auditor is required to produce and
appropriate report communicating the results of the IS Audit. An IS Audit
report should:
 Identify an organization, intended recipients and any restrictions on
circulation
 State the scope, objectives, period of coverage, nature, timing and the
extend of the audit work
 State findings, conclusions, recommendations and any reservations,
qualifications and limitations
 Provide audit evidence

3.13.12 Guidelines for Auditors/Auditing Organizations
Following guidelines are adopted from CERT-In Empanelled Information
Security Auditing Organizations guidelines for IT security auditing.
Guidelines are divided into three parts people process and technology.

3.12.1 People or Auditors




Are courteous, cooperative, and professional.
Have undergone a background check before employment.
Have adequate competency in
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• Security technology
• Security processes
• Security controls
• Security trends
• Fact collection
• Reporting
Have high ethics and morals.
Have experience and maturity in interacting with senior management
and creating trust.
Understand the consequences of their actions.
Understand and ensure there is no conflict of interest.
During and after the audit assignment are aware of information
classification and know how to maintain confidentiality, security and
privacy (such as collection, use, release, disclosure) of information
and audit including but not limited to protecting against theft and
damage of such information.
Have signed Non-disclosure agreement(NDA) with the organization
at the time of joining
May need to sign NDA with the auditee organization depending upon
the requirement of project under information to its employer
organization.

3.12.2 Technical














Auditors should help auditee organization during pre-audit phase.
Structure and Contents of final deliverable of the audit/testing (like
vulnerability assessment report) should be finalized with the auditee
organization before commencement of project.
Refrain from carrying out dangerous test.
Refrain from any form of flood testing where a person, network,
system, or service, is overwhelmed from a larger and stronger source.
Refrain from testing and exploiting high risk vulnerabilities such as
discovered breaches or which may put immediate lives at risk.
Ensure appropriate approvals have been received in writing prior to
carrying out any penetration tests and installation of tools and install
tools in the presence of auditee system administrator.
Ensure removal of tools after the completion of task and do not
install any other software or damage any existing auditee software.
Get acceptance of auditee for removal of tools in the presence of
auditee system administrator.
Ensure you provide a list of tools planned to be installed to auditee
and provide a written confirmation to the auditee that you are not
violating any IPR or license norms while using and installing the
tools.
Auditee related data should only be retained for specific period of
time as in agreement with the auditee and disposed-off as per defined
& agreed process. The collection, preservation and disposal of data
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collected by the auditor should be in accordance with the agreement
entered between Auditor & Auditee. In any case, the auditor will not
leak data at any time (during or after the audit) to any third party
without the permission of Auditee. After wiping the data, auditing
organization should also make sure that data cannot be retrieved by
any known forensic technique.

3.12.3 Process



















Ensure a Formal Non-disclosure agreement is signed with the auditee
and is in place prior to start of work.
With or without a Non-Disclosure Agreement contract, the security
auditor is ethically bound to confidentiality, non-disclosure of
auditee information, and security testing results.
Ensure that the timelines and commitments made to the auditee are
adhered to.
Ensure that there is no “expectation gap” in conducting an audit. The
“expectation gap” is the difference between what perceive an audit to
be and what the audit profession claim. Reduce or eliminate this by
explaining in detail upfront the audit process, collection of artifacts
and deliverables.
All the observations made during the audit are well supported with
objective evidences and all evidences are compiled carefully and
correctly with the report.
All the evidences gathered during the process of audit are presented
in a manner that the decision makers are able to use them effectively
in making credible risk based decisions.
The security and confidentiality of the auditee data should be
managed effectively and well established procedures should be
defined and documented to handle auditee data during and after the
audit.
The information regarding audit team selected for conducting audit
should be shared with the auditee and a documented approval
regarding the same should be procured before the formal
commencement of audit.
Ensure that suggested controls and remedies are practical and
implementable.
Ensure to maintain a regular contact with the auditee after the audit
has been completed and assignment is over, as a good business
relationship. Auditors should setup a communication channel to
inform/alert auditee about information security related latest
development feasible to auditee environment.
The sharing and disclosure of auditee related data, where necessary,
should only be done with prior consent of auditee organization.The
auditee/project related data should not be shared with or disclosed to
any overseas partner, unless specifically authorized by the auditee.
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The audit outcome & related matters should only be communicated
to the specified Point of Contact (POC) of the auditee organization.
The audit outcome should only be shared using secure methods such
as use of passwords, encryption etc.
Auditing organization should prefer only official email id for sharing
of audit report/data with auditee.
Organization should have Incident Management Policy and related
processes in place with clearly defined escalation matrix and
procedures to deal with non-compliance. This process for dealing
with incidents should be shared with the auditee. In case of the
incidents where client audit related data is leaked to unauthorized
entity (intentionally or unintentionally) , the auditing organization
should inform the auditee of incident and take all necessary actions
to address the incident as may be required.

3.13 Guidelines for Auditee
Following guidelines are adopted from CERT-In Empanelled Information
Security Auditing Organizations - guidelines for auditee organizations.
IT Security auditing is a critical component to test security robustness of
information systems and networks for any organization and thus the
selection of the most appropriate IT security auditor is a complex decision.
IT security auditing is often considered for outsourcing owing to its highly
specialized and technical nature. Considering the involvement of sensitive
and confidential organizational data, it is vital that IT security auditor be
capable and trustworthy.
IT Security auditing assignments can take many different forms depending
upon the type and size of auditee organization. It is suggested that audit
contracts be finalized only upon consultation with auditee’s
legal/contractual experts and after negotiations with the auditor. IT
security auditing can be conducted as a separate activity or as part of the
risk assessment process under the risk management program.

3.13.1 Audit components and characteristics
The auditor will need clear and unambiguous direction from auditee
management (written rules of engagement), clearly defined scope for
security audit and input on what is required for planning & assessment,
requirement analysis, test execution & analysis, results and documentation.
 Introduction: Identifies the purpose, participants (auditee & auditor
organization and any other), Technical teams (both auditee and
auditing organization), Briefing schedule and audit scope definition.
 Audit Environment: Describes the environment in which the
auditor will perform the audit including the physical location,
hardware/software being used, policy and procedures the auditor will
need to follow. Key components are:
- Entities and Locations
- Facilities at each location
- Equipment at each location
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- Policies, Procedures and Standards
- Agreement and Licenses
Roles and Responsibility: In case any of the activities to be audited
in the auditee organization are outsourced, auditee must ensure that
relevant personnel from outsourced organization are available at the
time of audit. The auditor’s responsibilities need to articulate not just
the audit tasks, but also the documentation of their activities,
reporting their actions and modus operandi.

3.13.2 Auditor Organization Responsibilities




The contract should include clear identification of the following:
− Audit Checklist (Mutually agreed upon by the Parties)
− Audit Plan with timelines (Mutually agreed upon by the Parties)
− Audit tasks
− Documentation requirements
− Audit Support requirements
Reporting Requirements: Structure, Content and secure handling of
final deliverable (Such as Audit Reports) should be mutually agreed
by the auditee and auditing organization.

3.13.3 Auditee Organization Responsibilities:
Besides the conditions that get specified in the contract, the following
form part of auditee obligations:
 Auditee refrains from carrying out any unusual or major network
changes during auditing/testing.
 To prevent temporary raise in security only for the duration of the
test, the auditee notifies only key people about the auditing/testing. It
is the auditee’s judgment, which discerns who the key people are;
however, it is assumed that they will be people at policy making
level, managers of security processes, incident response, and security
operations.
 If necessary for privileged testing, the auditee must only provide
temporary access tokens, login credentials, certificates, secure ID
numbers etc. and ensure that privilege is removed after the audit.
 A Technical team should be assigned as point of contact by the
auditee organization for assisting and monitoring the auditors during
the audit and the details of the technical team should be shared with
the concerned auditors. Auditee should assure and schedule regular
interaction of technical team with auditors.
 A Formal Confidentiality & Non-disclosure agreement must be
signed with the auditor before starting of the work.
 There should be a well-defined escalation matrix both for the auditee
and auditing organization for addressing any problem encountered
during the audit process which should be shared with respective
authorities.
 A well-defined mechanism must be in place which clearly states the
procedure in which the report would be stored and destroyed after the
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completion of audit by the auditing organization. Thus, the
mechanism should be designed in such a way that it confirms the
following:
− Secure handling of report at transit.
− Secure handling of report at rest.
− Disposal time of report and related information by auditor.
Terms and Adjustments

3.13.4 General Guidelines


















Regular interaction framework during audit should be setup.
Auditee should interview manpower deployed by auditor for
conducting the audit.
Ensure that auditor is utilizing industry standard methodologies, best
practices for security testing.
Auditee must demand for the working notes upon completion of the
audit (provisions for this must be made in the audit contract itself)
and should ask for audit evidences collected to be submitted as
appendix along with the final audit report.
Audit report format should be mutually agreed upon (Auditee and
Auditor) and finalized before commencement of the audit.
Regular meetings should be held between the auditor and auditee
representatives (SPOCs) to review the progress of the audit in order
to assess and improve the audit efficiency.
Auditee must ensure that the tests agreed upon in the audit contract
are actually being conducted by the auditor and also that the
prescribed timeline is being followed, through the aforementioned
meetings.
While selecting an auditor, it is the responsibility of the auditee to
check the domain audit conducted, previous audits conducted and
other relevant details.
An auditee should have a clear understanding of the auditor’s audit
methodology, tools use, experience in the relevant domain and all
available alternatives like other competent organizations before
selecting.
If the credibility of the auditor is unclear, auditee must make sure
that the contractual agreement allows the auditee to stop the audit
and choose another auditor within a reasonable duration of time in
order to avoid financial losses on both ends.
The auditee must act upon the relevant audit findings and strive to
improve the IT security.

3.13.5 Technical Competence of the Auditing Team
The auditee can request for following information for verifying
competence of the auditors:
 Evaluation of man power and skillset details of an auditing
organization
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Experience of an auditing firm relevant to information security
audits
Categories of information security audit conducted by the auditing
organization
Information security audits carried out by an organization in last 12
months (sector wise)
Category wise number of audits conducted by an organization in last
12 months
Technical man power deployed for audits by an organization with
details • Tools used in various audits

3.13.6 Relationship Auditee & Auditor
Auditing process is aimed for the continual improvement of the auditee
organization and thus the auditor perspective should be aimed at refining
the security process rather than merely complying with the standard
against which the auditing is done. The Auditing organization must
maintain a relationship with the auditee even after the completion of the
audit process to keep auditee organization updated for the latest security
developments and to help in implementing the secure environment.

3.13.14 Let us Sum Up
In this unit we discussed about auditing concept and principles. Audit in
least form provides assurance to the management that ISMS or any other
management system is working as expected and identify gap and
opportunities for improvement. Different types of auditing and benefits of
auditing to the organizations were discussed. We also covered internal
ISMS audit which is mandatory activity for the ISMS certification and
finally discussed good practices for auditee and auditors during audit
assignment.

3.15 Self-Assessment Questions
1. Define auditing.
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
2. List down type of auditing.
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
3. What are the areas which are key points in auditing logical
security?
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
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4. List the objectives of the auditor.
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
5. How to make an effective Security Audit Reporting?
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………

3.16 References and Further Readings
1. Information Security Assurance: Framework, Standards & Industry
Best Practices (PGDCS-05), Study Materials of Uttarakhand Open
University, Haldwani, for Post-Graduate Diploma in Cyber
Security(PGDCS)
2. http://2.bp.blogspot.com/-Z7N1JMWWRsA/TcFDbcHQ23I/
AAAAAAAAAsg/DObkd1_hB7M/s1600/PDCATwo-Cycleslarge-white-background.png

Odisha State Open University

Page 52

UNIT-4 CYBER SECURITY SOLUTIONS
UNIT STRUCTURE
4.0 Introduction
4.1 Learning Objective
4.2 Cyber Security Solutions
4.3 Critical Asset Protection
4.4 Integrated Network Solutions
4.5 New Ways of Attacking the Problem
4.6 Five Concerns and Five Solutions for Cyber Security
4.6.1 Data Protection and Privacy
4.6.2 Better Software
4.6.3 Cyber Peace
4.6.4 Rogue States
4.6.5 Protecting the Little Guy
4.7 Cyber security: Problems and Solutions
4.7.1 Individual Users
4.7.2 Organizations
4.8 Computer Security – Threats & Solutions
4.9 Dealing with Cyber-crime – Challenges and Solutions
4.10 Cyber security and the Future of the Internet
4.11 Cyber Security Consulting and Managed Services
4.11.1 Consulting Services
4.11.2 Managed Security Services
4.12 Computer Network Security
4.13 13 Security Solutions for Small Business
4.13.1 Benefits
4.13.2 Features
4.14 Let us Sum Up
4.15 Self-Assessment Questions
4.16 References and Further Readings
4.17 Answer to Self Assesment Questions

Odisha State Open University

Page 53

4.0 Introduction
Government, defence, energy transmission and distribution networks,
telecommunications, transport management infrastructures, the health care
system and the financial sector are becoming increasingly complex and
interdependent. A malfunction in such critical infrastructures, even for a
limited period, would have a negative impact on the economy, cause
financial losses and, in certain cases, would put the security and safety of
people, information and property at risk.
In light of the pervasive cyber threat, organizations are being forced to
review their approach to managing risk and are identifying strategies to
reduce the vulnerability of key infrastructure, with the general focus
moving away from defending IT assets, to protecting services by
upgrading analysis and monitoring capabilities.
Security is even more critical for organizations that store customers’
sensitive data, because national and international laws and regulations
make organizations and their managers legally responsible for security and
privacy violations. Businesses therefore need to ensure their security
systems are coherent with the latest regulations and legislation.

4.1 Learning Objective
After going through this unit, you shall be able to:
 About Cyber security: Problems and Solutions
 Critical Asset Protection
 Data Protection and Privacy
 Computer Security – Threats & Solutions
 Dealing with Cyber-crime – Challenges and Solutions
 Managed Security Services

4.2 Cyber Security Solutions








Vulnerability assessments
Penetration testing
Information assurance
Incident response
Certification and accreditation of cyber systems
Cyber policy development and implementation
Cyber threat identification, analysis, and mitigation

4.3 Critical Asset Protection








Industrial Control Systems/Supervisory Control and Data Acquisition
(ICS/SCADA) engineering and integration services
Identity, credentialing, and access management (ICAM) systems
Integrated electronic security systems
Integrated enterprise physical security systems
HSPD-12-certified integrator
Integrated security operations control (PSIM)
Threat/vulnerability assessments and mitigation
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4.4 Integrated Network Solutions








Network design, engineering, and development
Cloud computing
High-performance network implementation and operations
Data centre modernization and enterprise visualization
NOC/SOC operations and management
Network research and development
Advanced protocols and secure routing deployments

4.5 New Ways of Attacking the Problem
Although traditional methods can address cyber security, the Parsons’
team processes build opportunities for innovation at each step. Examples
of this include the following:
 Cyber Solutions Centre takes operational technology (OT) and
information technology (IT) visualization and attack simulation to
the next level.
 ICAM privilege and our identity management engine address
converged environments for identity management and access control.
 Crash analysis tool, Cran™, offers a unique and economical severity
layer to SIEM deployments.
 Blood Hound™ tool offers DNS signing and advanced protocol
security at the enterprise level.

4.6 Five Concerns and Five Solutions for Cyber Security
4.6.1 Data Protection and Privacy
On the web, personal information can be as valuable a currency as cash.
Citizen’s attitudes towards the privacy of their personal information are
evolving and as a result unwittingly making the challenge greater.
Increasingly, the definition of privacy is changing. Where once privacy
meant not revealing information unless to a trusted third party, in the social
media world information is willingly shared, but privacy concerns relate to
how that information is used once shared. Sites like Facebook and Google
have fallen foul of users who resent their data being used in ways they did
not anticipate or agree to – but who don’t mind the fact that those sites
know the information itself.
What is the solution?
Openness and collaboration between major online providers, privacy
regulation is likely to follow. At the very least, the repositories of personal
information need to be pro-actively open about their policies.

4.6.2 Better Software
Much cybercrime relies on the fact software is bug-ridden or contains
flaws in its design. An entire sector of the IT industry has been created off
the back of security holes in Microsoft products, for example. There is a
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clear need, standardisation and testing of software products to reduce the
opportunity for hackers. Too much consumer software is already being
produced without consideration for security – the emergence of early
viruses based around iPhone apps is a perfect example of this.
What is the solution?
Various groups already exist, and some suppliers are teaming up to
collaborate on software security, but it remains a patchwork of possible
solutions. While nobody needs greater layers of bureaucracy, standards
bodies should take a greater co-ordinating role to ensure a common
approach across the IT industry.

4.6.3 Cyber Peace
There is no Geneva Convention for the internet. We have already seen
examples of alleged international cyber-attacks, such as that on Estonia,
and UK security services warning businesses of rampant cyber espionage
originating in the Far East. We all know that, at some level, everybody is
prying and spying on everybody else’s cyber presence. Many experts see a
future cyber war to be inevitable – so why don’t we try to prevent it before
it happens?
What is the solution?
International
Telecommunications
Union
secretary
general
HamadounToure recently proposed the agreement of an international cyber
peace treaty whereby signatories would agree that their infrastructure
would not be used, or allow it to be used, for cyber-attacks. This proposal
requires discussion at the highest forums.

4.6.4 Rogue States
On the internet, a rogue state is not defined by its weapons or politics but
by its laws and regulations. Without a common base level of data
protection and computer misuse legislation, there will always be territories
that provide a safe haven for cyber criminals and hackers.
What is the solution?
Rogue states must be identified, targeted politically and persuaded to sign
up to international norms on cyber-crime. Involvement in key global trade
bodies should be dependent on an acceptance of such regulation.

4.6.5 Protecting the Little Guy
Organised cyber criminals have realised that it is easier to steal $1 from a
million people, than to steal $1m from one person. But in many cases, the
response from law enforcement does not reflect the problem. One person
complaining to the police about losing $100 through cyber-crime, or the
theft of personal identity information, is rarely sufficient to elicit a
response. In the UK, for example, police have delegated responsibility for
small-scale cyber-crime reporting to the banks. How well are co-ordinated
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attacks spotted? Are trends and patterns sufficiently analysed? If one
person loses $1m, the police response would be broad and well-coordinated. If a cyber crook made a million from a million individuals,
would they ever be caught?
What is the solution?
Banks and law enforcers need to co-ordinate better, and reporting of
crimes by individuals affected needs to be simpler and better policed. Too
many individuals don’t bother because they don’t believe they will be
helped. Perhaps social media techniques could be used to “crowdsource”
reports of theft or fraud? But in general, there needs to be a better
relationship between individual and law enforcement to ensure adequate
protection and detection of organised, widespread but individually lowlevel cyber-crime.

4.7 Cyber security: Problems and Solutions
Internet security is an issue that affects individuals as well as governments,
big business, and law. In the past, everyday users didn’t have to worry
much about cyber security. But in our increasingly interconnected world,
users don’t always understand the technical solutions to security problems.
Many aren’t aware of some of the potential vulnerabilities that can arise
when security is lax. Organizations face some of these same issues on a
larger scale.
As businesses continue to encounter cybercrime, core business processes
are interrupted with serious consequences. Loss of revenue, customer data,
and intellectual capital continues to occur, despite efforts to increase IT
budgets and utilize sophisticated security solutions. The following are
some of the top cyber security issues that arise, along with effective
solutions to mitigate them.

4.7.1 Individual Users
 Data protection and privacy: The use of personal information has
changed drastically in recent years. In the past, data privacy was
ensured as long as the user didn’t reveal information online. However,
in the current tech climate and on social media, users voluntarily share
information with others. This is why modern privacy concerns are
focused on how information is used once it is online. If a site like
Facebook shares personal information without the user’s consent, data
privacy can be compromised. To solve this problem, online providers
and websites must regulate their use of information and clearly
indicate when data will be shared. Then the user can choose to opt
out, leaving personal information confined to the space for which it
was intended.
 Inadequate software: When software contains bugs or design flaws,
it is relatively easy for hackers to access personal information. There
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is a need for cooperation within the tech industry so that software
products can be standardized and submitted for widespread testing to
reduce opportunities for cybercrime. The large volume of untested
consumer software available on the market creates an unstable
environment that leaves privacy up to chance. Large tech companies
should collaborate and work on solutions that coordinate with one
another to increase security for their customers.
 Protection from small-scale crime: It is an unfortunate fact that
small-scale cybercrimes are not taken seriously by law enforcement
bodies. When one person experiences identity theft, for example,
banks are usually tasked with correcting the hack on a case-by-case
basis. This leaves room for coordinated attacks to go unnoticed. While
cooperation between banks and law enforcement makes sense, it
should be scaled up to meet the needs of individuals. And users can
take extra steps to not only report crimes to their bank, but also to law
enforcement. This will help detect and protect from widespread, lowlevel cybercrime.

4.7.2 Organizations
 Security strategy: When a company’s security methods are applied
from the outside-in rather than from the inside-out, critical resources
deep within the network are vulnerable. Many organizations choose to
invest in IT security at the perimeter of their network first. This may
seem like the right choice because it, in theory, will stop attacks
before they can infiltrate the network. However, it is never a good
idea to protect the most vital information last. Security controls should
evolve outward, beginning at the application level and then moving to
the point of access.
 Security models: Organizations can consolidate security functions
into fewer platforms. This allows for better security because
businesses can channel their resources into delivering the security
function rather than managing too many platforms. This strategy
should be part of a larger effort to streamline operational practices and
security processes.
 Monitoring infrastructure: When there is no centralized monitoring
system, organizations are left vulnerable. However, when every
platform on the network has a monitoring strategy that detects
changes, data can be protected in an effective way. Keep in mind that
any changes should be measured against a baseline to deploy the right
response. For example, when admin access is changed, alerts should
be issued to relevant parties immediately.
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4.8 Computer Security – Threats & Solutions

IT security or computer security is now an issue and concern for all
business people. Recent high profile security breaches such as those at
eBay which exposed over 140 million users’ details, the Target retail chain
in the US which resulted in 100 million credit card details of customers
being stolen by criminals, and a US bank which lost over US $45 million
within 24 hours. Nearer to home we have seen the Clare based Loyalty
build company suffer a security breach late last year which exposed credit
card details of customers and earlier this month the news headlines
highlighted how police disrupted a criminal gang’s virus network which
they used to steal over $100 million.
Cyber-crime is now big business and criminals are looking to steal
information such as financial details, credit card information, personal
details, or any other information which they can sell or trade. These
criminals are becoming more and more sophisticated and employ many
different methods of attacking companies’ computer networks.
One of the primary weapons in their arsenal is the computer virus. While
email has been the main method for the spread of these recent computer
viruses, it is not the only method. A computer virus can enter a network by
USB device, Internet download, visiting an infected website, instant
messaging or messaging in social media platforms, file transfer and file
sharing programs, or by remote users connecting directly to the corporate
network with an infected PC. Once a computer virus gets into a network it
can spread from computer to computer in multiple ways.
Given the numerous ways a computer virus can spread, how can a
company ensure that its network is protected?


Install Anti-Virus Software.
Ensure that reputable anti-virus software is installed on all
computers. This should include all servers, PCs and laptops. If
employees use computers at home for business use or to remotely
access the network, these PCs should also have anti-virus software
installed.
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Ensure that the anti-virus software is up to date.
Everyday new computer viruses are being released and it is essential
that businesses are protected from these viruses by keeping the antivirus software up to date. If possible, companies should look at
policies whereby computers that do not have the most up to date antivirus software installed are not allowed to connect to the network.



Employ a firewall to protect networks.
As computer viruses can spread by means other than email, it is
important that unwanted traffic is blocked from entering the network
by using a firewall. For users that use computers for business away
from the protection of the company’s network, such as home PCs or
laptops, a personal firewall should be installed to ensure the
computer is protected.



Filter all email traffic.
All incoming and outgoing email should be filtered for computer
viruses. This filter should ideally be at the perimeter of the network
to prevent computer viruses. Emails with certain file attachments
commonly used by computer viruses to spread themselves, such as
.EXE, .COM and .SCR files, should also be prevented from entering
the network.



Educate all users to be careful of suspicious e-mails.
Ensure that all users know to never open an attachment or to click on
a link in an email they are not expecting. Even when the email is
from a known source, caution should be exercised when opening
attachments or clicking on links in emails. Criminals use the trust
placed in an email contact you know to trick you into clicking on a
link or attachment.



Scan Internet Downloads.
Ensure that all files downloaded from the Internet are scanned for
computer viruses before being used. Ideally this scanning should be
done from one central point on the network to ensure that all files are
properly scanned.



Don’t run programs of unknown origin.
It is important that you use a trusted source for your software
requirements. This is to ensure that all software installed can be
accounted for and that its sources can be confirmed to be legitimate.
Apart from ensuring that the correct licensing agreements are in
place, using a trusted supplier can help reduce the risk of software
infected with a virus compromising your business. All users should
be educated to never run a computer program unless the source is
known or has originated from a person or company that is trusted.
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Implement a vulnerability management program.
Most computer viruses and worms try to exploit bugs and
vulnerabilities within the operating system and applications that
companies use. New vulnerabilities are introduced into networks
every day, be that from installing new software and services, making
changes to existing systems or simply from previously undiscovered
vulnerabilities coming to light. It is important to regularly review
your network and the applications running on it for new
vulnerabilities. Any discovered vulnerabilities should be rated and
prioritised regarding their criticality and the potential business impact
they could have. Once this has been done, a plan on how to manage
those vulnerabilities, either by patching, upgrading, or managing the
vulnerability using tools such as firewalls or Intrusion Detection
Systems should be put into place.



Make regular backups of critical data.
It is important to ensure that regular copies of important files are kept
either on removable media such as portable drives or tape to ensure
you have a trusted source for data in the event that the network is
infected with a computer virus. Not only will this ensure that
important data is available in the event of a computer virus infecting
the company’s network, backups will also enable the company to
restore systems to software that is known to be free from computer
virus infection. For added security you should store these backups
securely offsite. That way should a major disaster happen to the
business, e.g. the building goes on fire, the data will remain safe in
the secure offsite location and can be restored quickly in a new
facility



Develop an Information Security Policy
The creation and publication of an Information Security Policy is key
to ensuring that information security receives the profile it requires in
the organisation and is the first critical step in securing the
company’s systems and data. It is important that senior management
support the Information Security Policy and that all users are made
aware of their roles and responsibilities under this policy.



Monitor logs and systems.
Regular monitoring of network and system logs can assist in the
early identification of a computer virus infecting the network or other
attacks by criminals. Unusual traffic patterns or log entries could
indicate that the network has been infected or that its security has
been compromised. As well as monitoring for suspicious traffic and
events, it is important that logs for other devices are checked
regularly to ensure that the network remains protected. Log files for
the backups should be checked regularly to ensure that the backups
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succeeded, likewise the log files for anti-virus software deployed
should be regularly checked to ensure that all PCs are running the
latest version of the anti-virus software.


Develop an Incident Response Plan.
Knowing what to do when a computer virus enters the network or
when you suffer a security breach is critical to minimise the damage
they may cause, both to the business and also to customers and
suppliers. The incident response plan should outline the roles and
responsibilities that people have in the event of a computer virus
infecting the network or indeed any other type of security breach.
This plan should be drawn up and agreed between all relevant parties
before an incident occurs. Remember, the worst time to develop a
security incident response plan is in the middle of such an incident.



Restrict end user access to systems
Where possible, end users should not be given administrative
privileges to their workstations. Most computer viruses can only run
in the context of the user that is logged into the system, i.e. they only
have the same permissions as the user running the program. If that
user has their access restricted, then the virus will be similarly
restricted. Unfortunately many applications designed for the
Windows platform require the end user to have such privileges;
however these users should be the exception rather than the rule.

Cyber criminals pose a very real and constant threat to every business. It is
important that businesses recognise this threat and take the appropriate
steps, such as those outlined above, to reduce the likelihood and minimise.

4.9 Dealing with Cyber-crime – Challenges and Solutions
The threat from cyber-crime is multi-dimensional, targeting citizens,
businesses, and governments at a rapidly growing rate. Cyber-criminal
tools pose a direct threat to security and play an increasingly important
role in facilitating most forms of organised crime and terrorism.
Challenge-1
There is now a sophisticated and self-sufficient digital underground
economy in which data is the illicit commodity. Stolen personal and
financial data – used, for example, to gain access to existing bank accounts
and credit cards, or to fraudulently establish new lines of credit – has a
monetary value. This drives a range of criminal activities, including
phishing, pharming, malware distribution and the hacking of corporate
databases, and is supported by a fully-fledged infrastructure of malicious
code writers, specialist web hosts and individuals able to lease networks of
many thousands of compromised computers to carry out automated
attacks.
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Whilst the value of the cyber-criminal economy as a whole is not yet
known, the most recent estimate of global corporate losses alone stands at
approximately €750 billion per year1.
Solutions
 Active targeting of underground forums to disrupt the circulation of
powerful and easy to use cyber-criminal tools, such as malware kits
and botnets.
 Disrupt the infrastructure of malicious code writers and specialist web
hosts through the active identification of developer groups and a joint
action of law enforcement, governments and the ICT industry to
dismantle so-called “bullet proof” hosting companies.
 Active targeting of the proceeds of cyber-crime (e.g. money mules) in
collaboration with the financial sector.
 Continue to develop insight into the behaviour of the contemporary
cybercriminal by means of intelligence analysis, criminological
research and profiling techniques, and based on the combined law
enforcement, IT security industry and academic sources, in order to
deploy existing resources more effectively.
Challenge-2
In the last decade advances in communications technologies and the
"informatization" of society have converged as never before in human
history. This has given rise to the industrialisation of a type of crime where
the commodity, personal information, moves far too quickly for
conventional law enforcement methods to keep pace.
The unprecedented scale of the problem threatens the ability of the
authorities to respond – with (according to one estimate) more than
150,000 viruses and other types of malicious code in global circulation,
and 148,000 computers compromised per day. At the same time, the
authorities have more data on criminal activity at their disposal than ever
before, and now have an opportunity to harness this information in ways
which make intelligence development and investigation more streamlined
and cost effective.
Cyber-crime rates continue to increase in line with Internet adoption:
mobile Internet access and the continuing deployment of broadband
internet infrastructure throughout the world therefore introduces new
levels of vulnerability; with potential victims online for longer periods of
time and capable of transmitting much more data than before; the adoption
of these internet technologies in developing countries poses a potential
external threat to the EU; and the increasing trend for outsourcing data
management to third parties presents imminent risks to information
security and data protection.
At the same time, the organic development of Internet technology has
resulted in the existence of myriad actors in the information security field.
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By way of illustration, the (ENISA) directory of network and information
security stakeholders in the EU alone already stretches to over 400 pages.
Solutions
 More must be done to harness the intelligence of network and
information security stakeholders, not only to provide a more accurate
and comprehensive assessment of cyber criminality, but also to ensure
that responses are effective and timely. Active partnerships with ISPs,
Internet security organizations and online financial services are key.
The private sector needs to be assured of a confidential relationship in
which information can be exchanged for investigative and intelligence
purposes.
 Collaboration, particularly with the private sector, to proactively
identify features of future communications technologies liable to
criminal exploitation, and to design vulnerabilities out of technologies
and environments which are in development. Law enforcement must
work in partnership with those who will influence the future business
and operating environment, so that all concerned can better anticipate
changes in criminal behaviours and technological misuse.
Challenge-3
Cyber-crime is a truly global criminal phenomenon which blurs the
traditional distinction between threats to internal (criminality and terrorist
activity) and external (i.e. military) security and does not respond to single
jurisdiction approaches to policing. The liability of networks to
exploitation for a number of different ends, and the ease with which
individuals may move from one type of illegal activity to another suggests
that territorialism in all its forms (both of nations and regions, and specific
authorities within nations) hinders efforts to successfully combat the
misuse of communications technology.
At present, national authorities are overcoming jurisdictional restrictions
by coordinating regionally (as in the EU, ASEAN and AMERIPOL
nations) or with agencies with similar levels of capability/capacity (as in
the Virtual Global Taskforce) to better understand and respond to Internetfacilitated crime.
Solutions
 More centralised coordination at regional (e.g. EU) and interregional
levels, to streamline the fight against cybercrime.
 The establishment of virtual taskforces to target internet facilitated
organised crime. These should be responsive to the evolving criminal
environment – e.g. more permanent groups for information sharing,
more ad hoc arrangements for specific operations such as dismantling
botnets. In all cases the authorities need to have the flexibility to
include a variety of stakeholders (law enforcement, military, and
private sector, and academia, user groups) in order to achieve the
desired outcome.
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4.10 Cyber security and the Future of the Internet
There are three broad threats to internet security: cyber-crime, cyber
industrial espionage and cyber warfare. They represent a useful rule of
thumb but are not fixed categories - they bleed into one another of
necessity.
The one common element that straddles the three threats is that at some
point they involve a computer user with advanced hacking ability. Already
the role of these people may be quite far removed from the action. This is
due to the industrialisation of hacking tools which are now easily
available: from viruses which buyers may deploy themselves through to
operational botnets which can be hired for several hours, days or weeks.
As a consequence, even unskilled computer users are now in a position to
mount a cyber-attack at relatively little cost. Nonetheless, somebody had to
develop these devices in the first place and that requires specialist hacking
ability. And just as security tools evolve and adapt to meet the threat, so,
too, do the weapons of attack in order to circumvent those security
regimes.
Thus will hackers remain the grease that is essential to lubricate all three
cyber threats? But despite their established presence, few agencies or
academics have shown an inclination to investigate their motivation and
their
relationship
to
crime
or
wider
security
issues.
It is a controversial issue but I believe it is essential to find ways of
identifying potential criminal hackers at an early stage of their career; to
develop strategies to divert them into more constructive web-based
activities; to study their peculiar social and psychological profiles; and to
find ways of using their skills if apprehended rather than locking them up
in jail as we in the West do now.
Quite simply, this requires a serious research programme that marries
computer science with behavioural psychology and criminology. The
research capacity exists but there are as yet no programmes being
developed with this specific discipline in mind.

4.11 Cyber Security Consulting and Managed Services
4.11.1 Consulting Services
 Strategic Consulting Today’s organizations need effective risk
management; however, identifying where to start, what’s important
and how to integrate security into the enterprise can challenge anyone.
Transform your current security state into a more mature model.
 Technical Assessments Assessing your security state can help you
find the vulnerabilities in your security before attackers discover
them. Identify and proactively manage vulnerabilities, mitigate risk
and improve your overall security posture threat Assessment.
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 Identity Management Consulting Protecting identities and
effectively managing access has become increasingly challenging.
CSC identity specialists assess your current state of identity
management and evaluate the best paths forward to help meet your
goals.
 Incident Response As your adversaries become more sophisticated,
you need to be ready to rapidly plan, respond and remediate suspected
or known security incidents. Through our cyber security specialists
and forensic-data collectors investigate and remediate threats to your
organization

4.11.2 Managed Security Services


Application Security Services: The ability to quickly develop, test
and deploy applications is crucial to the success of today’s business
initiatives. Our Application Security Services help protect, monitor
and better manage business-developed, open source and commercial
applications by integrating robust security throughout the application
lifecycle.



Cloud Security Services: As organizations seek ways to harness the
agility and pay-per-usage benefits of private, public and hybrid cloud
environments, security continues to limit the scope of cloud
adoption. Our Cyber Cloud Security Services address the unique
challenges of securing virtual environments for cloud and
Infrastructure-as-a-Service, giving you full visibility across
traditional and next-generation platforms.



Endpoint Security Services: Organizations' desktops, laptops and
servers face constant attack by a wide range of targeted threats.
Monitoring and responding to this shifting threat environment across
a global inventory poses major challenges. Our Endpoint Security
Services address the core security functions required for a solid
foundation, providing the necessary controls to protect an
infrastructure of IT assets and secure data 24x7x365.



Identity and Access Management: As criminals continue to expand
their reach and regulators introduce mandates to increase the level of
trust for online identities, identity management solutions have kept
pace. Our global Identity Management portfolio provides the tools to
manage user identities and their entitlements, and control access to
information while meeting regulatory and security requirements.



Network Security Services: Organizations today face an
unprecedented number of security threats, and the sheer quantity of
risks only promises to grow as employees, customers and partners
embrace new trends and innovations.



Risk Management Centres: Our Risk Management Centres
combine the best security experts, processes and technologies to
assist clients as they govern, detect, assess and respond to today’s
changing threat landscape. Leveraging a set of integrated controls,
our centres empower organizations to embrace disruptive, nextgeneration technologies to help minimize risk, automate compliance,
optimize security and ultimately enable their business.
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4.12 Computer Network Security
Today, risks and threats to your proprietary information and IT
infrastructure come from everywhere, both inside and outside your
organization. The best response to these threats is a comprehensive
information security strategy.

A good strategy is much more than just technology solutions. It includes
such things as:
 Comprehensive management program
 Effective security policies and procedures
 Risk assessment and management
 Regulatory compliance
 Incident response
 Education and awareness

4.13 Security Solutions for Small Business
Cyber security is no joke. Whether you have a website, online accounts or
any type of Web-based infrastructure, you are at risk for a cyber-attack.
Although the public typically only hears about cyber-attacks against highprofile companies, banks and government websites, small businesses make
prime targets for cybercriminals, competitors and disgruntled parties. Yet,
due to their lack of resources, small businesses have the least-protected
websites, accounts and network systems — making cyber-attacks a
relatively easy job.
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To help you protect your business, here are 13 small-business-friendly
cyber security solutions to get you started.
1. Comodo
When it comes to low-cost security solutions, you usually get what you
pay for. Comodo is a global, award-winning security provider that
offers free and affordable security tools that don't compromise on
features and reliability. Solutions include: Comodo One, the company's
free IT management platform that features Remote Monitoring and
Management (RMM), Patch Management and Service Desk all in one
place; ComodoSecurebox to shield apps from malware-infected
devices; and Comodo Advanced Endpoint to automatically prevent
malware from entering networks. Small businesses can also enjoy free
antivirus, free and paid SSL certificates, free Internet security, mobile
device management, firewall protection, security for POS systems and
many other services.
2. ESET
Looking for a single solution to cover all your bases? ESET lets you
choose from a wide range of security bundles to protect your
computers, mobile devices, USB drives, networks and servers. For
instance, the ESET Small Business Security Pack guards Windows and
Mac computers, as well as iPhone and Android phones, file servers and
email accounts. The company also offers custom solutions that allow
you to build the perfect security tool for your business. You can choose
by product type, company size and industry. Choices include endpoint
security, mobile security, remote management, two-factor
authentication, encryption, file security, email security, virtualization
security and more.
3. CradlepointNetCloud Engine (Pertino)
Virtualization and cloud computing offer many gifts, including the
ability to access your desktop, files and other data anytime, anywhere
using any device. Security concerns, however, can complicate the
convenience. CradlepointNetCloud Engine, formerly Pertino, offers
one easy, affordable and super-secure way to virtualize your network
and your business. You'll enjoy a VPN decked with layers of security
protection, such as multifactor authentication — a combination of
users' ID, token (i.e., their device) and PKI-certificate — fully cloaked
private addresses, micro-segmentation, end-to-end encryption, access
policies, industry-leading cloud security, data centre protection and
more.
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4. Lookout Mobile Security
It's not just computers that are at risk for security breaches. Lookout
Mobile Security is all about protecting your business from cyberattacks on phones and tablets. It works by predicting, anticipating and
shielding businesses against all types of mobile threats, such as
malware, data leakages and the risks associated with side loaded apps
and jailbroken devices. Lookout also gives you complete visibility over
devices and offers advanced tools to manage risks, vet software and
app vendors, investigate incidences and ensure compliance with
security regulations and company policies.
5. Random.org
According to one of the tenets of cyber security, you should create
strong passwords for all your accounts and services. These days, even
passwords based on your pet's name or your spouse's name and
birthday come with risks. Random passwords are the way to go.
Randomg.org features a random password generator that automatically
creates strong, alphanumeric, case-sensitive passwords up to 24
characters long. Combine results or add your own touch for a supersecure password. You no longer have an excuse to use
"password,""fluffy123" or other ridiculously easy-to-guess passwords.
6. Stay Safe Online.org
As a small business, it always helps to know someone has your back.
StaySafeOnline.org, powered by National Cyber Security Alliance
(NCSA), is full of tools and resources to help small business owners
protect their businesses, employees and customers from cyber-attacks,
data loss and other online threats. Small business owners can learn how
to assess their risks, monitor threats, implement a cyber security plan
and train employees. They'll also learn what to do after an attack, and
how to report one to the proper authorities to recoup any losses and
bring attackers to justice.
7. FCC Small Biz Cyber Planner 2.0
Cybersecurity can be overwhelming for small business owners. Want
to cover all your bases, but don't know where to start? The Federal
Communication Commission's (FCC) Small Biz Cyber Planner can
guide you in the right direction. Just fill in your information, indicate
your areas of concern, and the planner will automatically generate a
custom cyber security plan with expert advice for your business. Areas
covered include privacy and data security, scams and fraud, network
security, website security, email, mobile devices, employees, and
more.
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8. Symantec for Small Businesses
Many cyber security solutions cater to enterprises and large companies,
often resulting in sticker shock for small businesses. By contrast,
Symantec offers comprehensive security packages built for the small
business budget. From protecting your equipment to ensuring the
privacy of your data, Symantec's small business protection suites
include antivirus/antispyware, firewall and privacy protection; dataloss prevention, automated backups and fast disaster recovery; email
scanning and filtering to prevent data leaks; virtualization support; and
more.
9. CloudFlare
Protecting your website doesn't have to cost a lot. The free Cloud Flare
tool essentially "sits in front" of a website and fights against malicious
attacks, such as SQL injections and denial of service (DoS) attacks that
can shut down your website. Cloud Flare automatically detects attacks,
blocks them and creates reports to keep you up to date. CloudFlare also
evaluates visitors, assessing things like their reputations, IP addresses
and other factors to determine legitimacy. Users can also block a range
of IP addresses, choose security levels, set up firewalls and enable SSL
security certificates for data encryption.
10. NSFOCUS
Large-scale distributed denial of service (DDoS) attacks has increased
exponentially in the past few years. In essence, DDoS attacks
overwhelm website resources, causing an outage that can last from
minutes to days, and result in substantial financial losses. DDoS
attacks are particularly disastrous for businesses that sell online.
Protect your website with NSFOCUS, a DDoS mitigation provider that
delivers an all-in-one cyber security solution for small businesses.
Services include attack detection, defence and monitoring management
to combat even the most sophisticated and high-volume attacks.
11. CSID
It's not just consumers who face the risk of identity theft. Businesses
can fall victim, too. To protect your company, check out business
identity protection services like CSID. This full-service solution offers
everything from threat intelligence to fraud detection, as well as user
and transaction monitoring, credit services, and data breach mitigation.
And for businesses dealing with super-sensitive data, CSID also offers
advanced authentication methods using global ID verification systems
and voice biometrics.
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12. HTTPS Everywhere
Make Web browsing more secure with HTTPS Everywhere, a browser
extension for Firefox, Chrome, Opera and Android Web browsers that
encrypts communication while you surf major websites. Many
websites use Hypertext Transfer Protocol Secure (HTTPS)
communication to protect data when users log into accounts, make
online purchases and complete other transactions. You can tell when a
website uses this protocol because "https://" appears in front of the
URL. Nevertheless, they are typically limited to select WebPages and
are often combined with non-HTTPS protected pages, compromising
your security. HTTPS Everywhere fills in the gaps and ensures the
security of your Web browsing at all times.
13. Social-Engineer.com
Cybersecurity starts from the inside. A business can implement all
sorts of cyber security measures, but if its employees don't get training
to avoid cyber traps, cyber attacks are just a few clicks away. Socialengineer.com helps organizations identify risk areas and how
malicious attackers can exploit vulnerabilities to gain unauthorized
access to infrastructures. Employees receive training using social
engineering risks-assessments and tests that simulate real-life events
and mimic attacks. Social-Engineer provides online and onsite training
and can customize programs based on individual needs and
requirements.

4.13.1 Benefits
 Secure all attack surfaces with TRITON AP-WEB, AP-EMAIL,
AP-DATA and AP-ENDPOINT defences
 Elevate your enterprise Cyber Security with lower IT and personnel
costs
 Protect against insider threats and prevent critical data from leaving
your system in the cloud, on-premise or on mobile devices
 Counter external attackers with defences that adapt quickly to the
changing threat landscape

4.13.2 Features

 Highly accurate, real-time identification and classification of threats
using TRITON ACE
 Real-time threat intelligence from the Force point Threat Seeker
Intelligence Cloud, which gives visibility into current global cyber
threat activity
 Unified management, reporting and dashboards
 Expansion and integration options with Threat Protection Cloud,
Threat Protection Appliance and Sure View Insider Threat
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4.14 Let us Sum Up
Today's increasingly pervasive computer assaults have been woefully
inadequate. Computer infractions continue to increase, even as new
software applications, web-services, e-commerce transactions, and
computer users become part of cyberspace. The failure to act
decisively is costing corporations, governments and their citizens
billions of dollars. The IT industry must be open to and actively search
for creative solutions that can effectively impede the myriad forms of
computer attacks and crime. The public policies of privacy and
security are widely misunderstood. A better grasp of these public
policy pressures could vastly improve the effectiveness of privacy and
security regulation while preserving the some of the interests in both
camps. Exposure to the conceptual principles of privacy and security
are the starting point for a wide array of policy makers, IT
professionals, academics, practitioners and designers of systems and
software.

4.15 Self Assessment Questions
1. What are different approaches to Cyber Security Solution?
......................................................................................................
......................................................................................................
......................................................................................................
......................................................................................................
......................................................................................................
2. Outline the Integrated Network Solutions to cyber Security.
......................................................................................................
......................................................................................................
......................................................................................................
......................................................................................................
......................................................................................................
3. State the Cyber Security Managed Services?
......................................................................................................
......................................................................................................
......................................................................................................
......................................................................................................
......................................................................................................
.....................................................................................................
4. Name the network security strategies for better network
security.
......................................................................................................
......................................................................................................
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......................................................................................................
......................................................................................................
......................................................................................................
......................................................................................................
5. Name some Cyber Security Solutions for Small Business.
......................................................................................................
......................................................................................................
......................................................................................................
......................................................................................................
......................................................................................................
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Answer To Self-Assessment Question (UNIT-1)
1. What are the benefits of ISO 27001 Information Security
Management?
ISO 27001 is the international standard for information security
management.
It offers the following benefits:
•

It Identifies risks and put controls in place to manage or eliminate
them.
• Offers flexibility to adapt controls to all or selected areas of your
business.
• It gain stakeholder and customer trust that their data is protected.
• It demonstrates compliance and gain status as preferred supplier.
• It meets more tender expectations by demonstrating compliance.
• Helps you protect your information so you can continue business
as usual and minimize disruptions
• Gives cost savings by minimizing incidents
• Ensures information is protected, available, and can be accessed.
2. How ISO 27001 works and what it delivers for you and your
Company?
The latest version of ISO 27001 was published in 2013 to help
maintain its relevance to the challenges of modern day business and
ensure it is aligned with the principles of risk management contained in
ISO 31000.
• It compels organizations to incorporate their Information
Security Management System (ISMS) into core business
processes, make efficiencies and get more involvement from
senior management
• ISO 27001 not only helps protect your business, but it also sends
a clear signal to customers, suppliers, and the market place that
your organization has the ability to handle information securely.
ISO 27001 is a robust framework that helps you protect
information such as financial data, intellectual property or
sensitive customer information.
• It helps you identify risks and puts in place security measures
that are right for your business, so that you can manage or reduce
risks to your information.
• It helps you to continually review and refine the way you do this,
not only for today, but also for the future. That’s how ISO 27001
protects your business, your reputation and adds value.
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3. What are the advantages of Cyber Laws?
The IT Act 2000 attempts to change outdated laws and provides
ways to deal with cyber-crimes. We need such laws so that
people can perform purchase transactions over the Net through
credit cards without fear of misuse. The Act offers the muchneeded legal framework so that information is not denied legal
effect, validity or enforceability, solely on the ground that it is in
the form of electronic records.
In view of the growth in transactions and communications
carried out through electronic records, the Act seeks to empower
government departments to accept filing, creating and retention
of official documents in the digital format. The Act has also
proposed a legal framework for the authentication and origin of
electronic records / communications through digital signature.
4. What are the crimes which can be committed against different groups
of the society?
The following are the crimes which can be committed against the
following groups.
(A) Against an Individual
• Harassment via Emails
• Cyber Stalking
• Dissemination of obscene material
• Defamation
• Hacking/Cracking
• Indecent Exposure
(B) Individual Property
• Computer Vandalism
• Transmitting a Virus
• Network Trespassing
• Unauthorized Control over Computer System
• Hacking/Cracking
(C) Against Organization
•

Hacking & Cracking
•
Possession of unauthorized Information
• Cyber- Terrorism against Government Organization
• Distribution of Pirated Software Etc
(D) Against Society at Large
• Pornography
• Polluting the youth through indecent exposure
• Trafficking
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Answer To Self-Assessment Question (UNIT-2)
1. What are the common criteria of Evaluation of IT Security?
Some of the concepts and terminology necessary to understand
regarding Common Criteria evaluations are as follows:
Target of Evaluation (TOE)
This represents product or system that is the subject of the evaluation.
The evaluation serves to validate claims made about the target. To be
of practical use, the evaluation verifies the target's security features.
This is done through the following:
• Protection Profile (PP)
• Security Target (ST)
• Security Functional Requirements (SFRs)
• Security Assurance Requirements (SARs)
• Evaluation Assurance Level (EAL)
2. Outline the requirements of PCI Data Security Standard?
The PCI Data Security Standard specifies twelve requirements for
compliance, organized into six logically related groups called "control
objectives". Each version of PCI DSS has divided these twelve
requirements into a number of sub-requirements differently.
PCI high level objectives and Control objectives are PCI DSS
requirements
(i) Build and maintain a secure network
 Install and maintain a firewall configuration to protect
cardholder data
 Do not use vendor-supplied defaults for system passwords and
other security parameters
(ii) Protect cardholder data
 Protect stored cardholder data
 Encrypt transmission of cardholder data across open, public
networks
(iii) Maintain a vulnerability management program



(iv)




Use and regularly update anti-virus software on all systems
commonly affected by malware
Develop and maintain secure systems and applications
Implement strong access control measures.

Restrict access to cardholder data by business need-to-know
Assign a unique ID to each person with computer access
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Restrict physical access to cardholder data

(v) Regularly monitor and test networks




Track and monitor all access to network resources and
cardholder data
Regularly test security systems and processes

(vi) Maintain an information security policy

 Maintain a policy that addresses information security
3. Write the best practices for implementing PCI DSS into
Business-as-Usual Processes.
To ensure security controls continue to be properly implemented,
PCI DSS should be implemented into business-as-usual (BAU)
activities as part of an entity’s overall security strategy. This enables
an entity to monitor the effectiveness of their security controls on an
ongoing basis, and maintain their PCI DSS compliant environment
in between PCI DSS assessments. Examples of how to incorporate
PCI DSS into BAU activitiesinclude but are not limited to:
i. Monitoring of security controls—such as firewalls, intrusiondetection systems/intrusion prevention systems (IDS/IPS),
file-integrity monitoring (FIM), anti-virus, access controls,
etc.—to ensure they are operating effectively and as intended.
ii. Ensuring that all failures in security controls are detected and
responded to in a timely manner.
iii. Reviewing changes to the environment (for example, addition
of new systems, changes in system or network configurations)
prior to completion of the change.
iv. Changes to organizational structure (for example, a company
merger or acquisition) resulting in formal review of the
impact to PCI DSS scope and requirements.
v. Performing periodic reviews and communications to confirm
that PCI DSS requirements continue to be in place and
personnel are following secure processes.
vi. Reviewing hardware and software technologies at least
annually to confirm that they continue to be supported by the
vendor and can meet the entity’s security requirements,
including PCI DSS.
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4. Write a brief notes on COBITS?
COBIT stands for Control Objectives for Information and Related
Technology. COBIT is a framework created by ISACA for Information
Technology (IT) management and IT governance. It is a supporting
toolset that allows managers to bridge the gap between control
requirements, technical issues and business risks.
The framework defines each process together with process inputs and
outputs, key process-activities, process objectives, performance
measures and an elementary maturity model.
The framework supports governance of IT by defining and aligning
business goals with IT goals and IT processes.

Fig: COBIT

5. Give a brief notes on Information Technology Infrastructure
Library.

IT Service Management is becoming a must have for any
organization that provides IT Services as its core business function.
Information Technology Infrastructure Library (ITIL) is a best
practices framework that helps businesses aligns their IT services
with their business objectives.
The ITIL V3 framework is the newest version of ITIL and was
released as a refresh to V2 in 2007.
The major difference with V3 is that it moves from a major
operational view of IT service management to a more business
lifecycle view of IT service management.
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ITIL describes processes, procedures, tasks, and checklists which are
not organization-specific, but can be applied by an organization for
establishing integration with the organization's strategy, delivering
value, and maintaining a minimum level of competency. It allows the
organization to establish a baselinefrom which it can plan, implement,
and measure. It is used to demonstrate compliance and to measure
improvement.

Answer To Self-Assessment Question (UNIT-3)
1. Define auditing.
An audit is a “systematic, independent and documented process for
obtaining audit evidence [records, statements of fact or other
information which are relevant and verifiable] and evaluating it
objectively to determine the extent to which the audit criteria [set of
policies, procedures or requirements] are fulfilled”.
2. List down type of auditing.
i.

ii.

iii.

First Party Audit or Internal Audit: A first-party audit is
performed within an organization to measure its controls
against its own procedures or methods and/or against standards
criteria adopted by or imposed on the organization.
Second Party Audit: A second-party audit is an external audit
performed on a supplier by a customer or by a contracted
organization on behalf of a customer.
Third Party Audit: A third-party audit is performed by an audit
organization independent of the customer-supplier relationship
and is free of any conflict of interest.

3. What are the areas which are key points in auditing logical
Security?
The following areas which are key points in auditing logical
security:
 Passwords: Every company should have written policies
regarding passwords, and employee’s use of them. Passwords
should not be shared and employees should have mandatory
scheduled changes. Employees should have user rights that are in
line with their job functions.
 Termination Procedures: Proper termination procedures should
be in place so that old employees can no longer access the
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network. This can be done by changing passwords and codes.
Also, all ID cards and badges that are in circulation should be
documented and accounted for.
 Special User Accounts: Special User Accounts and other
privileged accounts should be monitored and have proper
controls in place.
 Remote Access: Remote access is often a point where intruders
can enter a system. The logical security tools used for remote
access should be very strict. Remote access should be logged.
4. List the objectives of the auditor.
Following is a list of objectives the auditor should review:
 Personnel procedures and accountabilities including systems
and cross-functional training.
 Change management processes are in place and trailed by IT
and management personnel.
 Proper back up procedures are in place to decrease downtime
and prevent loss of essential data.
 The data center has suitable physical security controls to
prevent unofficial access to the data center.
 Adequate environmental controls are in place to guarantee
equipment is protected from fire and flooding.
5. How to make an effective Security Audit Reporting?
The audit report should be written in a clear and concise manner. The
findings should be presented with recommended remedies. Upon the
performance of the audit test, the Information Systems Auditor is
required to produce and appropriate report communicating the results
of the IS Audit. An IS Audit report should:
 Identify an organization, intended recipients and any restrictions
on circulation
 State the scope, objectives, period of coverage, nature, timing and
the extend of the audit work
 State findings, conclusions, recommendations and any
reservations, qualifications and limitations
 Provide audit evidence
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Answer To Self-Assessment Question (UNIT-4)
1. What are different approaches to Cyber Security Solution?
Some of the approaches to cyber security solutions are the
following.
a.
b.
c.
d.
e.
f.
g.

Vulnerability assessments
Penetration testing
Information assurance
Incident response
Certification and accreditation of cybersystems
Cyberpolicy development and implementation
Cyberthreat identification, analysis, and mitigation

2. Outline the Integrated Network Solutions to cyber security.
Some of the Network Solutions to cyber security are as follows.
a.
b.
c.
d.
e.
f.
g.

Network design, engineering, and development
Cloud computing
High-performance network implementation and operations
Data centre modernization and enterprise visualization
NOC/SOC operations and management
Network research and development
Advanced protocols and secure routing deployments

3. State the Cyber Security Managed Services?
Some important Cyber Security Managed Security Services are as
follows.



Application Security Services: Our Application Security
Services help protect, monitor and better manage businessdeveloped, open source and commercial applications by
integrating robust security throughout the application
lifecycle.



Cloud Security Services: Our Cyber Cloud Security Services
address the unique challenges of securing virtual
environments for cloud and Infrastructure-as-a-Service,
giving you full visibility across traditional and nextgeneration platforms.



Endpoint Security Services: Our Endpoint Security Services
address the core security functions required for a solid
foundation, providing the necessary controls to protect an
infrastructure of IT assets and secure data 24×7×365.



Identity and Access Management: Our global Identity
Management portfolio provides the tools to manage user
identities and their entitlements, and control access to
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information while
requirements.

meeting

regulatory

and

security



Network Security Services: Organizations today face an
unprecedented number of security threats, and the sheer
quantity of risks only promises to grow as employees,
customers and partners embrace new trends and innovations.



Risk Management Centres: Our Risk Management Centres
combine the best security experts, processes and
technologies to assist clients as they govern, detect, assess
and respond to today’s changing threat landscape.

4. Name the network security strategies for better network security.
A good strategy is much more than just technology solutions.
It includes the following strategies.
 Comprehensive management program
 Effective security policies and procedures
 Risk assessment and management
 Regulatory compliance
 Incident response
 Education and awareness
5. Name some Cyber Security Solutions for Small Business.
To help in protecting some one’s business there are 13 smallbusiness-friendly cyber security solutions namely the following.














Comodo,
ESET
CradlepointNetCloud Engine (Pertino)
Lookout Mobile Security
Random.org
Stay Safe Online.org
FCC Small Biz Cyber Planner 2.0
Symantec for Small Businesses
CloudFlare
NSFOCUS
CSID
HTTPS Everywhere
Social-Engineer.com
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