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5.0

LEARNING OBJECTIVES

After reading this chapter, students should be able to:
● Understand the different types of electronic payment systems
● Discuss the meaning of credit cards and problems associated with credit cards
● Understand the different types of smart cards and usage of electronic wallet
5.1

INTRODUCTION

The acceptance of electronic payment for online purchases is allowed by an ecommerce payment system. Also known as a subcomponent of electronic data
interchange (EDI). Due to the widespread usage of internet-based shopping and
banking, e-commerce payment systems have become increasingly common. An
electronic payment is a non-cash payment of any kind and does not require a paper
check. Credit cards, debit cards and the ACH (Automated Clearing House) network
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are among the types of electronic payments. Direct deposit, direct debit and electronic
checks are part of the ACH scheme (e-checks).
E-commerce platforms use electronic payment, where paperless monetary transactions
are referred to in electronic payment. It enables business organizations to extend their
market reach/expansion by being user-friendly and less time-consuming than manual
operation. Some of the methods of electronic payments listed below are:
● Credit Card
● Debit Card
● Smart Card
● E-Money
● Electronic Fund Transfer (EFT)
5.2

ELECTRONIC PAYMENT METHODS

An electronic payment is a non-cash payment of any kind and does not require a paper
check. Credit cards, debit cards and the ACH (Automated Clearing House) network
are among the types of electronic payments. Direct deposit, direct debit and electronic
checks are part of the ACH scheme (e-checks). Depending on the electronic mode of
payment, it is possible to separate e-payment systems into:
● Credit Payment System
○ Credit Card
○ E Wallet
○ Smart Card
● Cash Payment System
○ Direct Debit
○ E Check
○ E Cash
○ Stored Values Card
5.3

HOW DOES AN ELECTRONIC PAYMENT SYSTEM WORKS

The key components needed for an electronic payment transaction are summarized
here.
● The cardholder is known as the customer who online buys a product or service.
● The merchant is the person or organization that sells to the cardholder goods
and services.
● The issuer is the financial institution which supplies the payment card to the
cardholder i.e the cardholder's bank.
● The financial institution that maintains an account with the merchant is the
acquirer, or merchant account provider. The acquirer authorizes that the
account of the cardholder is valid.
● The official transaction between the cardholder and the dealer is done by the
payment processor.
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●

The payment gateway handles merchant payment messages and uses
authentication and encryption protocols to guarantee transaction security.

Electronic payment transactions are divided into two types: one-time vendor payments
and recurring customer vendor payments.
● On e-Commerce websites, one-time vendor fees are widely used. On a
checkout tab, a cardholder types in the card details and simply clicks to order.
● When the cardholder is consistently paying for a good or service, periodic
consumer vendor payments are used. Customers enter their data once and then
select a monthly billing method with a fixed payment date. Car insurance firms,
telecommunications companies, loan service companies, and other forms of
companies also use this.
5.4

ELECTRONIC PAYMENT CYCLE

● Customer action – The process starts with the first step of the customer visiting
the site of the retailer and adding goods or services to their cart, followed by filling
out the payment form with some details depending on the payment method chosen
by him. For example, the customer may simply enter the VPA if it is a UPI
transaction.
● Payment authentication & authorization by the operator – This stage the
provider of the payment gateway tests whether the entered payment information
is accurate and guarantees that funds are available for the payment in the customer
bank account and, accordingly, reports back the transaction status.
● Settlement of Payment in the seller’s account – If the transaction is successful,
the online payment service provider transfers the same account to the merchant’s
account, thereby completing the electronic payment cycle.
5.5

CREDIT CARD

A credit card is a small rectangular piece of
plastic or metal issued by a bank or financial
services firm that allows cardholders to borrow
funds from merchants that accept cards for
payment in order to pay for goods and services.
The credit card issuer bank pays on behalf of the
customer when a customer buys a product by
credit card, and the customer has a certain
period of time during which he/she will pay the credit card bill. Usually it is a monthly
payment period by credit card. The actors in the credit card scheme are next.
● The card holder − Customer
● The merchant − Seller of a product who can accept credit card payments.
● The card issuer bank − Card holder's bank
● The acquirer bank − The merchant's bank
● The card brand − for example, Visa or MasterCard.
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Credit Card Payment Process:
● Step 01: Bank issues and activates a credit card to the customer on his/her request.
● Step 02: The customer provides the merchant site or the merchant from whom
he/she wants to buy a product/service with the credit card details.
● Step 03: By seeking approval from the card brand firm, Merchant validates the
identity of the customer.
● Step 04: the Company’s card brand authenticates the credit card and pays the
credit for the purchase. The merchant retains the sales slip.
● Step 05: The sales slip is sent to the acquirer banks by the merchant and the service
charges are paid to him/her.
● Step 06: The card brand company is required by the acquirer bank to clear the
credit amount and receive the payment.
● Step 07: The card brand company now asks the issuer bank to clear the amount
and the amount is transferred to the card brand corporation.
Particulars Displayed on the Credit Card:
● Name of the Customer
● 16 Digit Card Number
● Date of Validity
● VISA Hologram and Logo
● Issuing Bank Name
● Magnetic Strip
● PIN
Factors to be considered while selecting the credit card:
● Credit Limit: One of the significant factors attracting consumers is the credit
limit. Some credit cards offer multiple reward packages. Therefore, when selecting
credit cards, the form of credit limit and reward package should be taken into
account.
● Interest Rate: The best interest rate or annual fee plan offered by the credit card
issuer should be considered. We should pick the card that offers the lowest interest
rate.
● Bonus on Card: On their cards, the firms give enormous incentives. We should
always choose a credit card that gives clients a valuable and available bonus.
● Annual Percentage Rate: We should always pick a credit card that offers the
lowest annual percentage rate (APR).
● Fees & Penalty Rates: The other charges added to the credit card should be duly
reviewed. These penalties include penalty rates and other fees, such as over-limit
fees and late payment fees.
● Free Credit Period: If dues are not settled in time, there are very high interest
rates on credit cards. It is necessary to properly verify the free credit period.
● Added Services: The card companies provide consumers with personal accident
insurance policies for different value-added services. Due weightage should be
assigned to the importance and scope of these value-added services.
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Advantages of Credit Cards:
● Interest free credit can be availed for a period of 30 to 50 days.
● In the scope of the transaction made, the cardholder need not have the amount
needed in his account.
● There is a predetermined limit up to which the card holder can spend.
● Cardholders typically have to pay a minimum amount of 5 to 10 percent of the bill
and the remainder can be charged in installments at the end of each billing period
for the next few months.
● A nominal rate is charged per month on outstanding balance
● Discounts on transactions include additional points received by cardholders by the
daily use of credit.
Disadvantages of Credit Cards:
● Risk of overspending: The pattern of overspreading is promoted by credit cards.
It is an opportunity for those people who want to purchase goods and services but
lack the amount of cash available at the same time as shopping.
● Financial indiscipline: The credit card surplus generates the question of financial
indiscipline. It can lead to significant financial issues because, if not properly
handled, clients can easily be drawn into the debt trap.
● High Interest Rate: Banks charge a high interest rate for providing credit card
facilities to those consumers who do not repay the amount within a given time
span. In the end, it improves the liability of card holders.
● Risk of Fraud: There are now chances that the credit card could be misused by
unscrupulous individuals who collect credit card numbers either by copying the
data during an actual transaction or by collecting information from a database.
5.6

DEBIT CARD

Like a credit card, a debit card is a small plastic
card with a specific number that is linked with
a bank account number. Before having a debit
card from the bank, it is important to have a
bank account. The key difference between a
debit card and a credit card is that the sum is
automatically deducted from the bank account
of the card in the case of payment by debit card,
and there should be ample balance in the bank
account to complete the transaction; while in
the case of a credit card transaction, there is no such compulsion.
Debit cards allow the client to bring cash and cheques free of charge. A debit card is
readily accepted even by merchants. The customer will keep a check on his/her
expenses by getting a cap on the sum that can be withdrawn in a day using a debit
card.
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Functioning of Debit Cards
● Debit cards can be used only at Point of Sale (POS) terminals and at ATMs where
the date is read from the magnetic strip mounted on the back of the card.
● Like credit cards, there's no individual card limit. All the cumulative balance that
the cardholder holds is available for use.
● The debit card holder who controls the card is assigned a Personal Identification
Number (PIN).
Advantages of Debit Cards
● Debit cards are provided to account holders at their discretion by the bank at no
discount.
● The individual should plan his buying budget within his savings instead of going
for credit from the bank.
● ATM cum debit card holders are able to compare their own cash 24 hours a day.
● Debit cards can be used at ATMs as well as at retail stores.
● Some banks can provide cardholders with free personal accident insurance cover.
● Free cash withdrawal facilities for issuing banks.
Particulars displayed on Debit Card
● Front side of a Debit Card
○ Logo of Issuing Bank
○ EVM Chip
○ Hologram
○ Card Number
○ Card Brand Logo
○ Expiration Date
○ Name of the Card Holder
● Backside of a Debit Card
○ Magnetic Strip
○ Signature Strip
○ Card Security Code
Difference between Debit Card and Credit Card
DEBIT CARD

CREDIT CARD

Debit card is used to withdraw cash Credit card is used by the holder to borrow
from the deposit account of a customer. funds from the bank up to the limit available
to customers.
Debit Card means ‘Pay Now ’. The Credit card means ‘Pay Later’. The credit
card holder makes the payment at the card holder makes the cash payment not at
time of making the purchase.
the time of purchase of goods or services but
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at the end of month.
Debit Card does not create debt.

Credit card creates debt. It is an overdraft
facility.

Debit cards are issued to customers on
opening a bank account without
assessing the credit worthiness of the
holder.

Credit card is a document of credit
worthiness of the holder. It is issued to
clients after a proper assessment of their
credit standing.

There is no risk of overspending as the The credit card holder tends to overspend
customer can spend what he/she has.
because they spend money which is not in
their account at that moment.
A debit card holder does not pay any The credit card holders have to pay interest
interest or fees to use the card.
on credit enjoyed, annual fees, service
charges etc.

5.7

SMART CARD

A physical card that has an embedded integrated chip that serves as a security token is
a smart card. Generally, smart cards are the same size as a driver's license or credit
card and can be made of metal or plastic but it has a small microprocessor chip installed
in it. It has the ability to store work-related and/or personal information about a client.
Smart cards are often used to store money, and after each transaction, the balance is
deducted.
Smart cards can only be accessed using a PIN issued to every customer. Smart cards
are safer because they store data in an encrypted format and are less costly/faster to
process. Examples of smart cards include Mondex and Visa Cash Cards.
Advantages of Smart Card:
● More Secure
● Safe to Transfer
● Prevents Fraud
Types of Smart Card:
● Magnetic stripe cards. A magnetic stripe card has a strip of material connected
to its surface with magnetic tape. This is the normal bank card technology and
can only store data that cannot be changed.
● Optical cards. Optical cards use some form of laser to read and write to the
card.
● Memory cards. Memory cards can store a variety of information, including
financial, personal and specialized information, but are unable to process
information.
7

●

Microprocessor Cards. Microprocessor smart cards look like ordinary plastic
cards, but fitted with an Integrated Circuit (IC) chip. It can store data, perform
local processing on the stored information, and perform complicated
calculations. These cards may be either "contact" or "contactless" cards.

Application of Smart Card:
● Payphone
● Mobile Communication
● Banking & Retail
● Electronic Purse
● Health Care
● ID Verification and Access Control
5.8

ELECTRONIC WALLET

An e-wallet is a digital system which stores payment information for an individual. It
is an online, secure wallet. For 'electronic wallet,' the word is short,' i.e. the' e 'of ewallet stands for' electronic.' We call it a digital wallet, too. A digital wallet is a
software-based framework for various payment methods and websites that securely
stores payment information and passwords for users. Users can complete transactions
easily and rapidly using near-field communications technology by using a digital
wallet. Digital wallets may be used in combination with mobile payment systems that
enable consumers to use their smartphones to pay for transactions. In order to store
loyalty card information and digital coupons, a digital wallet can also be used.
Functions of Digital Wallet
● Store Credit & Debit Card Information: All digital wallets can store data from
credit and debit cards. Some will permit payment directly from the card, such as
Apple Pay, Google Pay, and Samsung Pay. Others draw funds from a deposited
credit or debit card, such as PayPal, but pay via the service itself.
●

Pay at Store: Many digital wallets would allow a user to pay at brick-and-mortar
locations for transactions made. When an NFC credit/debit card terminal is
available, Apple Pay and Google Pay permit this form of payment.

●

Peer-To-Peer (P2P) Payments: The majority of digital wallets allow users to
pass funds to each other. These payments are usually small sums used to divide a
lunch bill, pay a babysitter, or even pay a percentage of the rent. Users can move
money this way via Cash App, Venmo, Zelle, Apple Pay and Google Pay.

●

Online Payments: To pay for online or in-app transactions, digital wallets can be
used. A merchant who takes digital wallet payments will display the appropriate
button for the wallet at checkout. PayPal is the most common wallet with this form
of payment button, but similar buttons are available for Apple Pay and Google
Pay.
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●

Hold Funds: In the same way that a gift card can carry money, a digital wallet
can store cash. The funds are kept in a cash account, and to cover shortages, a user
can connect a bank account or a credit card to this cash account. Examples of
digital wallets that carry funds are Square's Cash App and PayPal's Venmo. They
also offer physical prepaid cards (Visa for Square and Mastercard for Venmo) to
customers, so that cash can be used in brick and mortar shops.

●

Hold Coupons & Loyalty Cards: Many digital wallets may carry coupons or
loyalty cards, so the required credit or discount can be given to a user for using a
specific card or shopping at a particular store. Apple Pay, Google Pay, and
Samsung Pay all carry loyalty cards and coupons.

●

Store ID: Users may be able to store IDs in certain digital wallets. Apple Pay, for
example, allows a college student to save a student ID and use it to enter different
buildings or even pay from a student account.

●

Store Transit Tickets: Many digital wallets allow transit tickets to be stored by
users. In a growing number of cities in the US and abroad, users can tap the phone
(or a wearable connected to the phone) on a reader to reach subway or bus stations.

●

Security: Both digital wallets have security features for hardware and software
that keep the information stored secure.

The advantages of digital wallets are:
(i)

Lower Costs: The use of digital wallets eliminates the need, in a number of
ways, for intermediaries. In-store transactions can no longer need a cashier as
a tap or scan of a mobile device becomes as easy as the buying process.
Applications such as Square can substitute costly POS (point of sale) systems
that reduce the company's transaction costs.

(ii)

Competitive Advantage: Digital wallet applications provide customers with a
more convenient transaction processing method, giving a competitive edge in
the market to companies that use this technology. It redefines the user
experience of paying and combines each purchase with a novelty element.

(iii) Modern: Debit and credit cards will also be accepted by conventional cashonly firms, such as art fairs and flea markets. In wide markets, this opens up a
whole new aspect of payment systems, introducing many business possibilities
and higher future sales.
(iv) Convenience: Users are able to get through a purchase with a quick tap or scan
of their mobile device in just seconds. The experience of buying goods becomes
faster and clearer - contributing to a greater sense of satisfaction. In addition,
checkout lines inside stores become much shorter with quicker transactions.
9

Top 10 Digital Wallets in India
In simple terms, a mobile wallet or digital wallet is a mobile-based virtual wallet where
we can store cash for mobile, online or offline payments. Depending on the mode of
use and payments that can be made, there are different types of mobile wallets in India,
such as open, semi-open, semi-closed and closed.
●

Google Pay: Google Pay is an online payment system and digital wallet platform
built by Google to power in-app transactions and tap-to-pay on mobile devices,
allowing users to make payments with Android phones, tablets or watches. Users
may also use an iOS device in the United States and India, but with restricted
features.

●

PhonePe : It is based in Bangalore, India, is an Indian digital wallet platform
and online payment company. In December 2015, Sameer Nigam, Rahul Chari
and Burzin Engineer formed PhonePe. In August 2016, the PhonePe framework,
based on the Unified Payments Interface, went live.

●

PayTM: PayTM is an Indian e-commerce payment system and financial
technology company, based in Noida, Uttar Pradesh, India.

●

BHIM Axis Pay: The BHIM Axis Pay UPI (Unified Payment Interface) app is
an easy-to-use app that allows you to connect any bank account to your UPI ID
and automatically and securely send or receive payments.

●

Yono by SBI : YONO is an integrated digital banking platform provided by the
State Bank of India to provide users with access to a range of financial and other
services, such as booking flights, trains, buses and taxis, online shopping or
payment of medical bills. YONO is available for both Android and iOS as a
mobile app.

●

Amazon Pay: Amazon Pay is a processing facility for online purchases operated
by Amazon. Amazon Pay, introduced in 2007, uses Amazon.com's customer
base and focuses on offering customers the opportunity to pay on external
merchant websites through their Amazon accounts.

●

PayZapp: The PayZapp Card on your smartphone is a portable wallet/app. It
helps you to make digital purchases without having to use your credit card or
banking accounts for a range of online and offline services.

5.9

ELECTRONIC CHECK PAYMENT

An electronic check is a mode of payment where the funds of a client are transferred
through the ACH (Automated Clearing House) network into a merchant's account. A
trader needs e-Check processing to process such payments, from which payments
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made through e-Checks can be withdrawn directly from the bank account of the
customer.
How Does Electronic Check Processing Work?
The processing of electronic checks is very similar to the processing of paper checks.
Today's technology allows the transaction to take place online instead of a customer
physically filling out a paper check and submitting it to the company they need to pay,
saving both time and paper waste.
Four main steps to processing an electronic check:
● Request Authorization: To make the transaction, the company needs to
receive permission from the client. This can be accomplished through an online
payment form, a signed order form, or a conversation by telephone.
● Payment Set Up: The organization enters the payment information into the
online payment processing program after authorization is complete. If it is a
recurring charge, this data also contains the recurring schedule information.
● Finalize and Submit: Once payment information is properly entered into the
software, the business clicks ―Save or ―Submit and starts the ACH
transaction process.
● Payment Confirmation and Funds Deposited: The payment is immediately
deducted from the bank account of the client, the online program sends a receipt
of payment to the client, and the payment itself is deposited into the bank
account of the company. Three to five business days after the ACH transaction
is initiated, funds are usually deposited into the merchant's bank account.
Features of e-checks:
● Containing the same information as that found in paper checks
● They are based on the same rich legal system as paper controls.
● Can be connected to and directly shared between parties with unlimited data
● Can be used in any and all remote transactions that are used today for paper checks
● Improve the functions and functionality offered by bank account checking
● Expand the utility of paper checks by supplying value-added data

5.10

CHEQUE TRUNCATION SYSTEM

The Cheque Truncation System (CTS) is a cheque clearing scheme introduced for
faster cheque clearance by the Reserve Bank of India (RBI). Truncation, as the term
implies, is the course of discontinuing the physical Cheque’s flow in its clearing mode.
Instead, an electronic version of the cheque with the critical essential data is
transferred. The Cheque Truncation Method adds elegance to the entire cheque
processing & clearing procedure and provides banks with various advantages, such as
time and expense savings, cost efficiency, including rationalization of human
resources, re-engineering of business processes and improved customer service.
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CTS is going to be a positive step towards Digital India. The game changers for the
banking sector were IMPS, RTGS and NEFT. Cheques are still one of India's most
popular payment methods, and the rapid cheque clearance period through CTS would
certainly lead to better customer experience. It will also make the process more
efficient, cost-effective and secure for banks.
Why CTS?
In India, in the form of RTGS and NEFT, the RBI has made inter-bank and customer
payments available online in almost real time. However, in the region, cheques still
remain a prominent mode of payment. Physical cheques also make up 75% to 80% of
all transactions. The RBI has therefore agreed to concentrate on enhancing the
effectiveness of the cheque clearing period. In banking activities, CTS also decreases
operational risks as clearing is a highly fraud-prone process.
Parties Involved
To understand how the CTS functions, we must know about the parties involved in it.
There are majorly following three parties involved in the cheque truncation system:
● Presenting Bank: The bank which represents the payee is known as the presenting
bank in the whole CTS process. Typically, the bank where the payee keeps an
account is the presenting bank. We may also assume that the service bank in the
CTSS also represents the payee.
● Drawee Bank: The drawee is the person who is obligated to pay, so the drawee
bank is the bank that represents the payer and is obligated to pay on his/her behalf.
● Clearing House: In order to ensure easy negotiation of cheque transactions, the
Clearing House acts as a link between the above two parties, i.e. the submitting
and drawee banks.
Process of Cheque Truncation System:
● Processing of the customer's cheque by the branch bank
● Sending the cheque package to the service bank
● Storage by the service bank of the scanned picture of the cheque and other related
details.
● The service bank sends the data through the clearing house interface to the clearing
house.
● The clearinghouse analyses the details and decides the duration of the settlement.
● The clearing house further transmits the details to the service bank.
● These data are approved by the drawee bank via (Clearing House Interface) CHI.
Benefits of Cheque Truncation System
● Time, resources and labor spent on the physical transfer of bank checks to the
clearing house are removed.
● Frauds associated with clearing become less possible.
● The risk of misplaced cheques in transit is reduced.
● CTS is more sophisticated and more stable.
● This offers faster clearing of cheques
● Reduces operational risk and risk associated with the clearing of paper
12

●

There are no additional charges imposed on a bank situated within the grid for the
processing of cheques, and there are no geographical constraints.

5.11

DIGITAL TOKEN BASED PAYMENT

A modern type of electronic payment system, which is based on electronic tokens
rather than e-cheque or e-cash, is the digital token based payment system. The bank or
other financial institutions produce the electronic tokens. Therefore, we can assume
that the electronic tokens are identical to the bank's cash.
Categories of Electronic Tokens:
● Cash or Real Time: In this mode, the transaction of electronic tokens takes place
via the exchange of electronic currency (e-cash).
● Debit or Prepaid: The prepaid facilities are offered via this electronic payment
system. This implies that users pay in advance for data transfers. In smart cards,
electronic purses, etc, this technology is used.
● Credit or Postpaid: These types of electronic tokens are focused on the
identification, authentication and verification by a third party of customers who
issue a card. The server authenticates the clients in this scheme and then verifies
their identity via the bank. The transaction takes place after all this processing.
The Digital Token based system have following issues for which they are
established:
● Nature of transaction for which instrument is designed: The design
problems of tokens take place in this category. It may be planned for micro
payments to be treated. For traditional goods, it may be built. Some tokens are
explicitly designed, and others generally. The design problem includes the
presence of individuals, contact with transactions and average quantity.
● Means of Settlement: Digital Tokens are used when cash, credit, electronic
bill payments etc. have to be in their format. Many types of transaction
settlement use credit cards, while some use value proxies.
● Approach to Security, Anonymity and Authentication: Since the electronic
tokens vary when the business transaction takes place, from system to system.
So, intruders and hackers need to protect it. For this reason, electronic tokens,
such as the encryption process, are provided with different security features.
For verification and authentication, the encryption process uses the clients'
digital signatures.
● Risk Factors: The electronic tokens could be useless and if the consumer has
token money, no one can accept it. If the transaction has a long period between
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delivery of goods and payments to retailers, the risk is revealed by the retailer.
Analysis of risk factors in electronic payment systems is therefore significant.
5.12

SWIFT PAYMENT

At the international level, interbank transfers can be facilitated by the Society for
Worldwide Interbank Financial Telecommunications (SWIFT). 239 banks from 15m
countries founded SWIFT in 1973 (SWIFT 2001a). It provides the communications
network and associated services for global (as well as domestic) funds transfers.
SWIFT now supports over 7,000 financial institutions in 192 countries, which includes
banks, brokers, clearing organizations and stock exchanges. In 2001 the SWIFT
network handled over 1.5 billion messages, while the average daily value of payment
messages is estimated at 6 trillion USD (SWIFT 2002). SWIFT also specializes in
specifying the standards by which the transactions and the information contained
within should be presented so that the data are completely machine readable and can
be integrated with the internal systems of financial institutions (SWIFT 2001b).

● The Worldwide Interbank Financial Telecommunications Society (SWIFT) is
a member-owned cooperative that offers its members stable and safe financial
transactions.
● Particularly if the customer or retailer uses a different bank than the payee, this
payment network allows individuals and companies to accept electronic or card
payments.
● SWIFT works by assigning a unique ID code to each member institution that
identifies not only the name of the bank, but also the country, city and branch.
Fees for SWIFT payments
● To make a SWIFT move to Transfer Wise, the bank will possibly charge a fee.
● Furthermore, the correspondent banks in between may also subtract their
handling fees while the money is in transit.
● There is nothing special you need to do if money is sent directly to your multicurrency balance - we will deposit whatever we receive into your balance.
● Make sure your bank covers any costs associated with the transfer when you
send via SWIFT.
Transfer times for SWIFT payments
SWIFT payments usually take 2 to 5 working days to reach their destination, but due
to time differences between the sending and receiving country, or multiple
intermediary banks involved in distributing your money to us, it is likely that they will
take longer.
How does swift payment work?
An US customer, Bank of America, gives instructions to pay $15,000 to your DBS
Hong Kong bank account. The payment will be handled using a SWIFT post, since
both banks are members of the SWIFT network.
14

Which banks use SWIFT?
More than 10,000 financial institutions are members of the SWIFT network in more
than 200 countries, making it the largest international payment network in the world.
Here below the SWIFT codes of the main commercial banks in Hong Kong:
●
●
●
●
●
●
●
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DBS – DHBKHKHH
HSBC – HSBCHKHHHKH
Hang Seng Bank – HASEHKHH
Standard Chartered – SCBLHKHH
Bank of China – BKCHHKHH
ICBC – UBHKHKHH
Bank of East Asia – BEASHKHH
ELECTRONIC FUND TRANSFER

Transferring money from one bank account to another bank account is a very common
electronic payment process. There may be deposits in the same bank or in separate
banks. It is possible to move funds using an ATM (Automated Teller Machine) or using
a tablet.
Today, the Internet-based EFT is becoming increasingly popular. In this case, a
customer uses the bank's website, signs in to the website of the bank and registers
another bank account. He/she then makes a request for a certain amount to be credited
to that account. If it is in the same bank, the customer's bank transfers the amount to
another account, otherwise the transfer request is transferred to ACH (Automated
Clearing House) to transfer the amount to another account and the amount is deducted
from the account of the customer. When the sum has been moved to another account,
the customer is informed by the bank of the transfer of funds.
EFTs include, but are not limited to
● Transfers by automated teller machine (ATM);
● Payment of direct deposits or deductions from funds initiated by the payer;
● Direct debit payments for which a company debits products or services
from the consumer's bank accounts for payment;
● Telephone-initiated transfers;
● Transfers arising from transactions with a credit or debit card, whether
initiated by a payment terminal or not.
● Move by wire to an international banking network such as SWIFT;
● Payment of electronic bills in online banking, which may be given by EFT
or paper check;
● Stored value of electronic money transactions, probably in private
currency;
● Immediate Payment.
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5.14

AUTOMATED CLEARING HOUSE

An electronic funds-transfer system that enables payments in the U.S. is the automated
clearing house (ACH). The ACH is run by the Electronic Clearing House Association
of the National (NACHA). Recent changes to the law allow most ACH credit and debit
transactions to clear on the same business day.
Automated
The ACH system consists of computers working together to automatically process
payments. There's no need (on your part or the biller's) to manually manage payments.
ACH is a method of "batch" distribution that manages millions of end-of-day
payments.
Clearing House
Two central "clearing houses" are used by the network. All requests run either via The
Federal Reserve or The Clearing House. This enables various financial institutions to
match and process efficiently.
ACH Payments:
An ACH payment is a form of bank-to-bank electronic payment in the US. Instead of
going via card networks like Visa or Mastercard, it's made through the ACH network.
There is also a common reference to an ACH payment as an ACH transfer or ACH
transaction.
There are two main categories of ACH payments:
● Direct Deposits
● Direct Payments
Direct Deposit: All sorts of deposit transfers by corporations or the government to a
customer are protected by Direct Deposit. This entails payroll, reimbursement of
employee costs, government benefits, tax and other refunds, and payment of annuities
and interest.
Direct Payment covers the use of money, either by individuals or Organizations, for
making payments. The primary focus of this guide is this type of ACH transaction every reference in this guide to ACH payment, ACH transfer, or ACH transaction
refers to Direct Transfers, unless stated otherwise.
Benefits of ACH:
Using the US bank-to-bank infrastructure to process payments brings significant
benefits for companies and organizations needing to take payments on an ongoing
basis. Notably:
● Low cost - Since an ACH payment is not routed through the comparatively
costly card networks, it appears to be a cheaper way to pass funds
electronically.
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●

High retention - The expiry of credit and debit cards leads to involuntary
churn. A bank account is the source of funds for an ACH payment and therefore
the chance of involuntary churn is greatly reduced.
● Open to anyone - Via the ACH scheme, anybody with a US bank account is
able to pay. This affects both corporations and customers.
Wire transfer vs ACH transfer
● Speed Comparison: In real time, the wire network handles transactions, so
wire transfers are typically delivered rapidly - within minutes or hours. On the
other hand, an ACH payment can take several days to settle.
● Cost Comparison: It is costly to send a wire transfer, costing the payer an
average of $25 per transaction (and fees can be even higher for international
transfers). On top of that, certain financial institutions can also charge a fee to
receive the funds from the recipient.

5.15

AUTOMATIC TELLER MACHINE (ATM)

ATM is an electronic system where the client himself operates it with a plastic card in
order to allow withdrawals, deposits and other financial transactions. The ATM is
situated in the bank building or in busy areas to provide customers with 24-hour
banking facilities. In India, almost all banks offer their customers ATM facilities.
Definition of ATM: “An ATM is defined as a computerized telecommunications
device that provides the customers of a financial institution with access to financial
transactions in a public space without the need of a human clerk or bank teller.”
Working of ATM
● Balance Enquiry
● Mini Statement
● Cash Withdrawal
Advantages of ATM
● It provides clients with fast services round the clock.
● It is possible to provide fast and rapid customer service through ATM
● Protected from mistakes by humans.
● The customer can run the ATM by himself and does not need to wait for anyone
else's operation.
● In areas where they have no branches, banks can have banking facilities.
● The client account is automatically updated directly after the translation is over,
● The ATM guarantees the safety of self-service operations
● It draws more clients,
● ATM maintenance costs are comparatively lower.
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5.16

ELECTRONIC PAYMENT SECURITY

Protection is an important part of every transaction over the internet that takes place.
If its protection is breached, the customer may lose his/her confidence in e-business.
The basic criteria for secure e-payments/transactions are below.
● Confidential - For unauthorized persons, details should not be available.
During transmission, it should not be intercepted.
● Integrity − Information should not be altered during its transmission over the
network.
● Availability − Information should be available wherever required and when
specifications are defined within the time period.
● Authenticity − Before granting access to the needed information, there should
be a mechanism to authenticate a user.
● Non-Repudiability − It is a protection against order refusal or denial of
payment. If a message is received by a sender, the sender should not be allowed
to refuse to deliver the message. Likewise, it should not be necessary for the
recipient of the message to refuse receipt.
● Encryption − Information should be encrypted and decrypted only by
authorized users.
● Auditability − Data should be registered in such a way that standards can be
audited for it.
Measures to ensure security:
● Encryption − It is a very reliable and realistic way of securing the information
being transmitted over the network. Senders of information use a secret code
to encrypt the data, and the specified recipient can only decrypt the data using
the same or different secret code.
● Digital Signature − The digital signature guarantees the data's validity. An esignature, authenticated by encryption and password, is a digital signature.
● Security Certificates − A unique digital ID used to verify the identity of an
individual website or user is a security certificate.
5.17

ELECTRONIC PAYMENT AND BUSINESS GROWTH

Revenue Opportunities
E-Payment Systems provide consumers with a range of payment options by opening
up more revenue capture opportunities. The simpler and more diverse options available
for buying, the more likely your sales flow would increase.
Automated Processes
There is no room for a mistake by a human employee when electronic payment
processing occurs automatically. It saves a plenty of time and effort and also
encourages recurring payments.
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Greater Flexibility
According to the new marketing insights, we can easily deliver exclusive deals,
discounts, or make a fast price change and guarantee that we can get as many sales as
we can.
Improved Security
The use of an electronic payment system in e-commerce tends to be a security weak
point at first glance, but we will also have access to the latest technologies to secure
our transactions as much as possible. E-commerce fraud identification and prevention
requirements in these frameworks are also very high. It could serve as a cost-saver by
detecting fraudulent transactions with the correct approach..
Engaging a New Audience
By accepting payments from around the globe or including certain payment methods
that are common in the target regions, we will make our company open to a new
audience.
5.18

ADVANTAGES & DISADVANTAGES OF E - PAYMENT SYSTEM

Advantages:
●

●
●
●
●

Low labour costs: Since online payments are mostly automated, labor costs
are lower than manual methods of payment, such as cheques, money orders,
cash and EFTPOS.
Convenience for online sales: Online methods of payment allow for easy
online purchases of products and services.
Automatic: Online payments can be automatic, which can be convenient for
you and your customers.
Fast transaction speed: Online transactions quickly provide feedback to you
and your customers.
Low risk of theft: Online payments usually go straight into the bank account
after processing, so they have a low chance of fraud.

Disadvantages:
●
●
●
●
●

Service fees: Payment gateways and third-party payment processors charge
service fees.
Inconvenient for offline sales: Online payment methods are inconvenient for
offline sales.
Vulnerability to Cybercriminals: Cybercriminals can disable online payment
methods to steal money or information from people.
Reliance on telecommunication infrastructure: Internet and server problems
can disable online payment methods.
Technical problems: Online payment methods can go down due to technical
problems.
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5.19

LET US SUM UP

The advent of e-commerce has generated new financial needs which, in many cases,
conventional payment systems do not effectively satisfy. In order to facilitate the
completion of business transactions over the Internet, the advent of electronic
commerce has prompted the invention of many payment instruments. It is possible to
classify large electronic payment systems into four categories: Online Credit Card
Payment System, Online Electronic Cash System, Electronic Cheque System, and
Electronic Payment System based on Smart Cards. For clients and merchants, every
payment system has its advantages and disadvantages. There are a range of
specifications for these payment systems: e.g. security, acceptability, convenience,
cost, confidentiality, control and traceability.
5.20
●
●
●

●
●

KEY WORDS
Credit Card: Credit card is a small plastic card with a unique number attached to
an account.
Debit Card: A small plastic card with a unique number mapped to the bank
account number is a debit card, like a credit card.
Smart Card: In size and form, a smart card resembles a credit card, but it is
entirely different inside. Usually, a smart card includes an embedded
microprocessor.
Digital Wallet: Sometimes called an e-wallet is a transformation in the way
customers pay for things.
Electronic Token: The bank, or other financial institutions, produce electronic
tokens. Therefore, we can assume that the electronic tokens are identical to the
bank's cash.

5.21
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5.22

MODEL QUESTIONS

Q 1:

What is a credit card? How are the credit card transactions carried out? Explain.
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Q 2:
Q 3:
Q 4:
Q 5:
Q 6:

How electronic checks are advantageous over the traditional checks?
Write the difference between a Debit Card and a Credit Card.
What are the essential requirements for safe e-payments/transactions?
How does Electronic Check Processing Work?
Write short notes on the following:
● Smart Card
● ATM
● EFT
● Digital Wallet
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6.0

LEARNING OBJECTIVES

After reading this chapter, you should be able to know:
● The meaning of electronic payment systems
● The payment processing network and its mechanism
● The Benefits of Payment Gateways
6.1

INTRODUCTION

The challenge of making payments safely and securely is a major concern as we carry
out more and more online transactions and as more of those transactions take place
using mobile devices. Although payment cards are still the default choice for many,
their online use is surrounded by security concerns. Individuals and companies alike
are increasingly shifting to the use of virtual wallets and e-payment systems that allow
them to make payments without explicitly revealing their card information to the
retailer.
The e-payment system is a means of making purchases or paying for goods and
services without the use of checks or cash using an electronic medium. It's sometimes
called an online payment system or electronic payment system. Due to the widespread
spread of internet-based banking and shopping, the electronic payment system has
steadily expanded over the last few decades. Many electronic payment systems and
payment processing devices have been developed to increase, expand and provide safe
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e-payment transactions as the world progresses further in technological growth, thus
reducing the percentage of check and cash transactions.
Where electronic payment applies to paperless monetary transactions, e-Commerce or
electronics trading sites use electronic payment. By reducing paper work, transaction
costs and labor costs, electronic payment has revolutionized business processing. It
enables business organizations to extend their market penetration / growth by being
customer friendly and less time consuming than manual sorting.
6.2

THE PAYMENT NETWORK

The Electronic Payments Network is a financial clearinghouse which handles private
sector electronic transfers of funds. The network facilitates transactions involving bulk
credit and debit, such as payroll deposits and loan payments. It is used to handle
repeated payments and one-time debit transactions.
● The Electronic Payments Network is a financial clearinghouse that manages
private-sector electronic funds transactions.
● Bulk credit and debit transactions, such as payroll deposits and loan payments,
are made possible by the network.
● It can handle both monthly payments and one-time debit transactions.
Parties involved in processing a Payment:
● The individual who places an order on your website and pays with a debit or
credit card is referred to as a customer.
● Merchant - the company (you) that sells the product or service and wishes to
accept the customer's debit or credit card payment.
● The payment gateway is the safe link that connects your website's shopping
cart and the payment processor.
● The payment processor, also known as the payment service provider (PSP),
verifies the transaction with the issuing bank to ensure that funds are available
in the customer's account before confirming or rejecting it. Your bank can, but
is not required to, act as your payment processor.
● The bank from which the customer's funds will be transferred is known as the
issuing (customer) bank.
● The bank where you, as a merchant, can obtain funds in return for selling your
goods or services is known as the acquiring (merchant) bank.
It might seem fast and easy to purchase online, but most customers give little thought
to the process that seems to work instantaneously. Merchants have to connect to a
network of banks, processors and other players in order for it to function correctly. The
payment processing network's players are:

23

● The ACH network is used to initiate a direct deposit or direct payment by an
originator, which may be a person, a company, or another entity. Instead of
using checks,
● ACH entries are entered and transmitted electronically.
● At the request of the originator, the originating depository financial institution
(ODFI) joins the ACH entry.
● The ODFI collects payments from consumers and sends them to an ACH
Operator in batches at fixed intervals.
● The ODFI sends batches of ACH entries to ACH operators, such as the Federal
Reserve or the EPN.
● The operator sorts all ACH transactions and makes them available to the
receiving depository financial institution (RDFI).
● Depending on the form of ACH entry, the RDFI debits or credits the receiver's
account. A receiver, like an originator, may be a person, a company, or another
entity.
● Every ACH credit transaction takes one to two business days to complete. Each
debit transaction takes one business day to complete.
6.3

HOW DOES A PAYMENT PROCESSING WORKS

A consumer purchases goods or services from your website and completes the
checkout process.
During the checkout point, they fill out their payment information and choose their
preferred payment method, which may be a credit or debit card, a bank transfer, or
another choice, depending on your payment gateway's capabilities. When a customer
submits an order, the payment information is encrypted by the payment gateway and
forwarded to the payment processor to protect the customer's data and details. The
information is then relayed to the customer's card issuer by the payment processing
provider (i.e. issuing bank). This is required to ensure the accuracy of the payment
information and to decide if the consumer has the financial resources to make the
payment. The bank then responds to the payment processor, either accepting or
denying the payment. If the payment is verified, the payment processor sends this
information back to your merchant account. The funds are transferred from the issuing
bank to the purchasing bank and then to your merchant account.
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6.4

PAYMENT PROCESSING SETTLEMENT

Customers become an integral part of the payment processing system by accepting
credit cards in the shop, which is why it is important for customers to have a clear
understanding of the card transaction process: what it is, how it operates and who
participates in it. This basic knowledge can help consumers understand the major
components of payment processing and how they impact the way customers do
business..
When the transaction information is sent to the processing bank, credit card payments
are not completed. Transactions are typically submitted electronically and all point-ofsale (POS) and virtual payment processing systems are configured to do so
automatically, usually at the end of the business day, at predefined intervals. There are
exceptions for merchants who are unable to link to the processor at the time of the
transaction, such as taxis and limousine services, street fairs, etc. Merchants should
apply their transactions on paper in such cases.
● The transaction receipt is deposited with the merchant bank.
● The merchant bank debits the merchant's account and submits the transaction
for settlement to the credit card network.
● Settlement is handled by the credit card network, which pays the merchant bank
and debits the card issuer account.
● The card issuer posts the transaction to the cardholder's account and gives the
cardholder a monthly statement.
● The settlement document is mailed to cardholders.
6.5

SECURITY PROTOCOLS

As correspondence can be easily intercepted, messages can be inserted, and the
absolute identity of the participating parties can be unclear, security in E - Commerce
is a very important component. A coherent and coherent collection of protocols to
cover the needs of merchants and customers is missing. For secure electronic
commerce networks, however, the influence of security failures on cyberspace should
be minimized..
Security tries to accomplish the following tasks:
(i) Authentication that recognizes the customer and also guarantees that the entity
is who he or she claims to be. The tools used are digital signatures, fingerprints,
passwords, smart cards, etc.
(ii) Integrity of data, which implies that there must be a way to verify that
information is not altered during transactions.
(iii) It must be kept secret, so knowledge about the transaction is important to know
the basis..
(iv) Non repudiation, which means that the person who did the payments is not able
afterwards deny doing so.
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Among other considerations, it needs to consider the following important issues:
(i)

Electronic Identification Strategy: To ensure transaction authentication, it
requires cryptographic security techniques and to choose between secret key
cryptography (SKC) MACing (Message Authentication Code) or digital
signatures of public key cryptography (PKC).

(ii)

Level of Security: The determination of the level of protection would have
an effect on the form of means of electronic identification provided to
customers. If a security device is inserted in the picture, the choice is
between logical security in software-based authentication or physical
security.

(iii)

Client Authentication Strategy: This problem is rooted in the PKI
protection model with PKC digital signatures and the position of
certification authorities (CA). The main choices with SKC are the manual
distribution of cryptographic keys or the implied security model suggests
customer enrollment.

(iv)

Confidentiality Requirements: Even if transaction authentication is the
main aspect of e-commerce security, confidentiality requirements are a
major design issue. This problem of confidentiality criteria is separate from
the option of a security model. Obviously, the option of SKC or PKC does
matter when considering the confidentiality mechanisms.

The prospective customer fills in the payment (credit card) information when buying
a product online, and sends the information over the internet to the merchant. At the
place of a merchant.
6.5.1 Secure Sockets Layer (SSL)
In 1994, Netscape created the first Stable Socket Layer (SSL) specification for the
implementation of a secure Internet information sharing environment and made it
public for implementation in the fall of 1994. SSL is a security protocol that protects
communications on a network that uses TCP/IP, Gopher, FTP, Telnet, etc. between
any SSL-enabled client and server applications. The SSL solution is to add a layer
above the current protocol for network transport and below the program..
This approach was introduced by introducing an intermediate phase to the
establishment of a network link, involving negotiation of stable transmission options.
Until it can be used by the receiving device, data flowing between the client and the
server on that link is encrypted before transmission and decrypted. Only the server is
authenticated using a digital certificate during the SSL connection setup
(authentication of the customers usually occurs through customer name and password
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after the SSL connection has been established). SSL also provides an option for digital
certificate-based client authentication..
Advantages of SSL
(i)

Transparency - As SSL offers protection at the session layer, either the
merchants' web shop program or the customer is absolutely invisible to its
presence. This is particularly important for merchants because there is no cost
other than the cost of installing the certificate to incorporate SSL with their
current systems..

(ii)

Ease of use for customers -SSL is already integrated into commonly-used
Web browsers and no new software needs to be installed.

(iii) Low complexity - The system is not complicated, resulting in limited
transaction speed effects.
Disadvantage of SSL: When it comes to addressing the security demands of today's
financial market, SSL has some serious problems.
(i)

The dealer is not able to recognize the cardholder accurately. Using client
certificates, SSL offers the possibility of client authentication; such certificates
are not necessary and are seldom used. In addition, even though the client has
a credential, it is not inherently related to his credit card..

(ii)

Only the contact connection between the client and the merchant is secured by
SSL. The merchant is permitted to see the details for payment. SSL does not
guarantee that this information is not misused by the merchant, nor can it shield
it from intrusion when it is stored on the merchant's server..

(iii) Without a third-party server, SSL cannot provide assurance of non-repudiation.
(iv) SSL encrypts all communication data indiscriminately using the same key
power, which is wasteful since not all data demands the same degree of
security. For example, a credit card number requires stronger encryption than
a list of products for an order. The use of the same key strength for both
produces excessive overhead computation.
6.5.2 Secure Electronic Transactions (SET)
It is an industry-wide standardized protocol specification designed to protect payment
transactions and to authenticate the parties involved in the transaction on every form
of network, including the Internet. With cooperation from leading tech companies such
as Microsoft, Netscape, RSA, VeriSign, and others, VISA and MasterCard developed
the SET standard. SET was developed to provide customers with the trust they need.
The protocol uses encryption and digital certificates to ensure information security,
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payment integrity and authenticate traders, banks and cardholders during SET
transactions.
SET Specifications
● In order to encrypt and decrypt transaction packets along with the use of digital
certificates and digital signatures for authentication and validation of all parties
to the transaction, SET uses RSA Data Protection Public Key Cryptography.
● By using digital certificates to verify that customers and merchants are both
allowed to use and accept Visa cards, SET makes online transactions even safer.
It is the electronic equivalent of a customer searching for a Visa decal in the shop
window of a retailer, and on the back of a Visa slip, a merchant checking the
signature of the consumer. SET is currently being adopted by merchants
worldwide.
● To protect the privacy of personal and financial details, SET combines the use
of public key cryptography. As a consequence, with SET, payment card
information from customers is secured all the way to the financial institution. In
a payment transaction, the merchant cannot read this detail.
● With SET, via the digital certificate of the merchant, cardholders can verify that
the internet merchant is legitimate. SET program automatically tests that
merchants have a valid certificate reflecting their financial institution
relationship. This gives customers the assurance that their payments will be
processed with the same Visa guarantee they trust today.
Advantages of SET Protocol
(i)

A broad array of safety evidence based on structured methods has confirmed
confidentiality, authentication and data integrity.
(ii) SET prevents retailers from seeing customer payment information in the
standard version of the protocol, since this data is encrypted using the public
key of the payment gateway.
(iii) SET prohibits the payment gateway from seeing the order data to ensure
merchant privacy.
Disadvantages of SET
(i)

The customer must install additional software, which can handle SET
transactions.
(ii) The customer must have a valid digital certificate.
(iii) Implementing SET is more costly than SSL for merchants as well.
(iv) Adapting their systems to work with SET is more complicated than adapting
them to work with SSL
(v) Business banks must hire companies to manage their payment gateways, or
install payment gateways by themselves.
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(vi) SET still has some security problems, despite being designed with security in
mind. The merchant is allowed to see customer payment details in a variant of
the SET protocol, just as with SSL,
(vii) SET uses complex cryptographic mechanisms that can influence the speed of
transactions.
6.6

SOLUTION OF ELECTRONIC PAYMENT SYSTEM PROBLEM

● Encryption: Online shopping is very sensitive, particularly when it comes to
online payments, to the notion that e-commerce is unreliable. To add protection
to the transmission of personal and payment data, most online payment services
use an encryption method. Various encryption schemes are used to deter online
payment fraud.
● Digital Signatures: Transactions by individuals participating in online
purchases can use digital signatures in order to ensure that transactions are
authenticated..
● Check: If the country is a "high risk" Country For orders that are shipped to a
foreign address, often require closer inspection. If the card or the shipping
address is in an environment vulnerable to credit card fraud, pay more attention.
The top 12 foreign sources of online fraud are Ukraine, Indonesia, Yugoslavia,
Lithuania, Egypt, Romania, Bulgaria, Turkey, Russia, Pakistan, Malaysia, and
Israel, according to a Direct Commerce survey. The same survey also reported
that Austria, New Zealand, Taiwan, Norway, Spain, Japan, Switzerland, South
Africa, Hong Kong, the UK, France, and Australia are the 12 countries with the
lowest fraud rates. For companies that need more detail, the IP Geolocation
service may define the country of origin. It is helpful in preserving online
payment authentication.
● Firewalls: A firewall is an automated series of security measures designed to
prevent unauthorized electronic access to a networked computer system to
protect private networks and devices from the dangers of the Internet. A firewall,
based on a predefined set of rules called firewall policies, may be used to filter
incoming or outgoing traffic. There are 3 policy actions of firewalls:
○ Accepted: Permitted through the firewall.
○ Dropped: Not allowed through with no indication of failure.
○ Rejected: There are two fundamental methods to build firewall policies
to effectively reduce vulnerability to the outside world while retaining
the desired functionality for the machines on the trusted or individual
computer. There are two simple methods to create firewall policies to
effectively minimize vulnerability to the outside world while
maintaining the desired functionality for the machines on the trusted or
individual computer. These are:
(a) Blacklist Approach
30

(b) White list Approach
Compare the country of the credit card issuing bank with the country of the billing
address. Another main factor to bear in mind is to check the issuing country and the
address of the billing address. Ensure that the issuing country and the country of the
billing address are similar. This is particularly important because there may not be
robust identification protocols for small banks.
6.7

PAYMENT GATEWAY

A payment gateway is a merchant service that allows ecommerce sites and
conventional brick and mortar stores to accept credit card payments.
For online and conventional brick and mortar stores, a payment gateway is an ecommerce facility that handles credit card payments. These transactions are facilitated
by payment gateways by exchanging key information between payment portals such
as mobile devices/websites allowed by the web and the front end processor/bank.
Payment gateways play a critical role in the process of e-commerce transactions,
authorizing merchant-customer payments. PayPal/Braintree, Stripe, and Square are
common payment gateways. A payment processor analyzes transaction data and
transmits it. Payment gateways allow funds between buyers and sellers to be
transferred.
How payment gateways work Payment Gateways are software and servers that relay
transaction information and answers from issuing banks to acquiring banks (such as
whether a transaction is approved or declined). Payment Gateways basically promote
contact within banks. Safety is an important component of all payment gateways, since
it is necessary to secure confidential data from malicious parties, such as credit card
numbers. A collection of rules and security requirements have been established by card
associations that must be followed by those with access to card details, including
gateways. The Payment Card Industry Data Protection Standard is the name of this set
of guidelines and security requirements. (PCI - DSS or PCI).
Usually, sending an order is done using the HTTPS protocol, which communicates
personal information safely via the parties involved in the transaction. Many payment
providers, such as 2Checkout, allow merchants when a cardholder buys a service or
product, with added options. These providers can help to convert currencies between
two parties in various countries, as well as bridge language and payment methods,
apart from providing the capacity for real-time transactions. Typically, payment
gateways charge those who use them a fee per transaction..
The Payment Gateway is the service between the shopper and the retailer that
automates the payment transaction. It is generally a third-party service that is actually
a system of computer processes that, on behalf of the merchant, process, verify, and
accept or reject credit card transactions through secure internet connections. The
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payment gateway is the infrastructure that enables credit cards and other types of
electronic payment to be accepted by a trader. It can also be named an IP payment
gateway when referring to payment gateways used for Internet transactions.
The payment gateway conducts several tasks to finalize the transaction when a client
places an order from an online store:
(i)

Encryption: The web browser encrypts the information that is to be sent
between it and the web server of the vendor. The gateway then transfers the
transaction details to the payment processor used by the purchasing bank of the
supplier..

(ii)

Authorization Request: The payment processor sends to a card association the
transaction details. The issuing bank of the credit card views and accepts or
rejects the authorization request.

(iii) Filling the Order: The processor then forwards to the payment gateway an
authorization relating to the retailer and customer. Once this response is received
by the gateway, it transmits it to the website/interface to process the payment.
Here, it is interpreted and a suitable answer is made. Usually, this apparently
complex and lengthy procedure takes just a few seconds at most. The merchant
completes the order at this point.
● Clearing Transactions: The measures outlined above are repeated in an
attempt to clear up the authorization via the completion of the transaction. The
clearing is, however, only activated after the dealer has already completed the
transaction (shipping the order). The issuing bank changes the auth-hold to a
debit, permitting a settlement with the acquiring bank of the vendor. At the end
of the day, the processor is then relied on to settle all authorised authorizations
of the vendor with the acquiring bank..
● Other Payment Gateway Functions Payment gateways with a myriad of
supportive resources even screen orders. This method of screening filters out
as much fraud as possible. Examples of gateway fraud detection tools include:
verification of delivery address AVS tests Machine fingerprinting technology,
review of speed pattern Identity morphing detection Geolocation Payment
gateways also measure tax amounts to approve requests sent to the processor.
6.8

PAYMENT GATEWAYS TYPES

Hosted Payment Gateway: Customers are directed away from your site's checkout
page through hosted payment gateways. The customer is redirected to the Payment
Service Provider (PSP) page after clicking the gateway connection. The customer
enters his or her payment information here, and then is routed back to your website to
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finish the checkout process. PayPal is the most well-known example of a hosted
payment gateway.
Pros:
● Secure – transactions are PCI compliant and typically offer the customer fraud
protection
● Simple – most users are familiar with this type of payment gateway, and they’re
easy to set up
● Customizable
Cons:
● Because the gateway is external, the merchant can’t control the whole user
experience
Self-Hosted Payment Gateway: Payment information is obtained from customers on
the merchant's website using this sort of gateway. The collected data is sent to the
payment gateway's URL after the details are requested. Some payment gateways
demand payment data in a specific format, while others demand a hash key or hidden
key. Self-hosted payment gateways include QuickBooks Commerce's B2B Payments
and Shopify Payments, all of which are operated by Stripe.
Pros:
● Good customer experience – the entire transaction is completed in one place
● Customizable flow – the merchant has control over the payment journey
Cons:
Self-hosted gateways usually lack a technical support team on which you can
rely in the event that the device fails. You'd either have to find out how to fix the issue
on your own or pay a specialist, which might be expensive. However, QuickBooks
Commerce's B2B Payments includes professional support, so you can be assured that
you'll still have someone to help you.
API Hosted Payment Gateways: Customers enter their credit or debit card details
directly on the merchant's checkout page via API hosted payment gateways, and
payments are processed using an API (Application Programming Interface) or HTTPS
queries.
Pros:
● Customizable – offers full control over the customer experience and UI of the
payment journey
● Capable of integration – can be used with mobile devices, tablets, etc.
Cons:
● Security – merchants are responsible for PCI DSS compliance and purchasing SSL
certification
Local Bank Integration: Customers are redirected to the payment gateway's website
(the bank's website) through local bank integration gateways, where they enter their
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payment and contact information. The customer is routed back to the merchant website
after making the payment, and payment notification data is sent with the redirection.
Pros:
● Quick and easy set up – good for small businesses who need a simple one-time
payment structure
Cons:
● Basic features only – usually doesn’t enable returns or recurring payments, so not
ideal for wholesalers
In all market categories, a payment gateway authorizes payments to distributors. They
ensure that, through the use of encryption, confidential information such as credit card
numbers inserted into a virtual terminal or on an e-commerce website is safely
transmitted from the customer to the merchant and from the merchant to the payment
processor. Merchant account suppliers (payment processors) and payment gateways
have historically worked independently, although many processors have come to
provide all-in-one solutions in recent years, such as merchant processing services and
gateway services.
Benefits of a Payment Gateway: Due to the many advantages for merchants,
including but not limited to, the trend towards merchant account providers teaming up
with payment gateway services and providing full merchant account and payment
processing packages has increased.
● Easy Check Out: From the customer's perspective, a quick and smooth
checkout experience is important. These features are enabled by a payment
gateway, which allows online shopping as simply as possible.
● Impulse Purchase: More than 40% of customers abandon their order if the
checkout/payment process is time-consuming or complicated. However, a
study found that impulse purchases account for 40% of all online purchases, so
having a quick payment option would likely boost sales.
● Security: Payment gateways are often compatible with security requirements
such as PCI DSS and others, ensuring safe transactions.
● Other Benefits :
○ Integrates with shopping cart
○ Provides faster payment processing
○ Accepts multiple payment options
○ Provides chargeback prevention
○ Provides fraud management
○ Provides recurring billing
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6.9

TOP PAYMENT GATEWAYS IN INDIA

● Cash Free: Cash Free is one of India's top payment gateways, which helps
companies receive and distribute payments. It analyzes the website or application
classification and provides iframe, pop-up, smart analytics, and various other
characteristics. It also supports many e Commerce CMS systems and has Shopify
India, Woo Commerce India, and Magneto integrations ready to be used.. Top
brands that use Cashfree: Zomato, Dunzo, Xiaomi, Zoomcar.
● RAZORPAY: Razorpay is the only payment gateway in India that, with its
product suite, offers companies to accept, process and disburse payments
seamlessly. It is specifically designed to suit Indian users and supports full online
onboarding to allow you to live quickly. Top brands that use Razorpay: Goibibo,
IRCTC, Grofers, Zoho.

● CCAVENUE: CCAvenue is one of India's largest payment gateways that accepts
payments in 27 foreign currencies, including the Euro, American Dollar, Sterling
Pound, and Dirham UAE. If you are looking to service clients outside of India in
major global markets, CC Avenue may just be the payment gateway you are
looking for. Myntra, Lakme India, Airtel, Bookmyshow: Top brands that use
CCAvenue.

● INSTAMOJO: With Instamojo, you can establish a merchant bank account even
without a website, unlike other top payment gateways in India. As the payment
process is fast and has bank-level protection, it is regarded as one of the best
payment gateways for the purchase of digital files, music, videos, etc. It supports
all the key CMS systems for eCommerce, including Magneto and OpenCart. Top
brands using Instamojo: UrbanClap, Dunzo, Adani Realty, Alt News.

● EBS EBS is the one for you if you are looking for top payment gateways in India
that are approved by the ISO 27001-2013 standard for protection and process
obedience. For your clients, it also has a 'auto retry' function that redirects them to
an intermediary page to pick another payment option when the original payment
option fails. This increases the success rate of your payment. Snapdeal, FirstCry,
Sikkim tourism, J&K tourism growth company: Top brands using EBS.

● PAYKUN: In order to provide seamless business payment processing services to
Indian business entities, PayKun Payment Solutions has been created. It has been
included amongst India's top best payment gateways. For all major networks, it
offers free integration assistance with a website or app or the merchant can receive
payments with his payment links. It accepts both domestic and international
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payments and offers calls, emails, live chat, and Whatsapp support. Top brands
that use Paykun: Airgun Bazaar, Fayonkids, Cantech, IELTSguru, homeekart.
6.10

LET US SUM UP

In all market categories, a payment gateway authorizes payments to distributors. They
ensure that, through the use of encryption, confidential information such as credit card
numbers inserted into a virtual terminal or on an e-commerce website is safely
transmitted from the customer to the merchant and from the merchant to the payment
processor. Merchant account suppliers (payment processors) and payment gateways
have historically worked independently, but many processors have come to provide
all-in-one solutions for merchant processing services and gateway services in recent
years. A processor is a device that ties the bank of the cardholder with the bank of the
dealer, and the brands of cards (e.g. Visa, Mastercard, Discover, etc.), and ensures that
all the money ends up in the right place. The processors, in other words, take the money
from the bank account of the cardholder and send it to the bank account of the
merchant.
6.11

KEY WORDS

● Secure Socket Layer (SSL) : Safe Sockets Layer (SSL) is a common security
technology for creating an encrypted connection between a web server (website)
and a browser, or a mail server and a mail client between a server and a client
(e.g., Outlook)
● Payment Protocol: Any mechanism used to resolve financial transactions by the
transfer of monetary value is a payment system. This involves the organizations,
tools, individuals, laws, processes, standards and technologies that make it
possible to share them.
● Secure Electronic Transaction (SET): An early communications protocol used
by e-commerce websites to secure electronic debit and credit card payments.
Secure electronic transaction was used to facilitate the secure transmission of
consumer card information via electronic portals on the Internet
● Protocol Authorization: An authentication protocol is a type of computer
communications protocol or cryptographic protocol specifically designed for
transfer of authentication data.
● Acquiring Bank Merchant: Financial institutions processing debit and credit
card transactions on behalf of a merchant or business. The acquiring bank enters
into a contract with the merchant to process their credit and debit card transactions.
6.12

FURTHER READINGS

● Hota P.K., and Das S.K. Financial Literacy and Banking, Kalyani Publishers
Suggested Readings
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● Dr. P. Periasamy: Principles and Practice of Insurance, Himalaya Publishing
House, Delhi.
● Shekar. K.C : Banking Theory Law and Practice.
● Panandikar Miami': Banking in India.
● Radhaswamy Vasudevan: Text Book of Banking.
● Varshney: Banking Law and Practice.
● G. Krishnaswamy : Principles & Practice of Life Insurance
● Kothari & Bahl : Principles and Practices of Insurance.
6.13

MODEL QUESTIONS

Q1:

Write down all the participants involved in the processing of payments made
on the internet.
Write short notes on different types of Payment Gateways.
What is Payment Gateway? What is its role in electronic payment services?
What is SET protocol? Enumerate the main features of SET protocol.
Explain the working of payment processing in brief.

Q2:
Q3:
Q4:
Q5:
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