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Digitization Part – II

I. Objectives
•
•
•
•

To know different types of digitization equipments
To know different software used in digitization process
To learn digitization process for audio-video contents
To learn digitization process for images

II. Learning Outcomes
After going through this lesson, learners would attain knowledge about different types
of scanners and scanning software as important components of the scanning system.
Learners would gain knowledge of the process of digitization of audio and video
content as well as the process of organizing digital objects.

III. Structure
1. Introduction
2. Equipment for digitization and Implementation
2.1 Scanners
2.1.1 How Scanner Works?
2.1.1.1 Flatbed Scanners
2.1.1.2 Sheet feed Scanners
2.1.1.3 Drum Scanners
2.1.1.4 Digital Cameras
2.1.1.5 Slide Scanner
2.1.1.6 Microfilm Scanner
2.1.1.7 Video Frame Grabber or VideoDigitizer
2.1.1.8 Hand-held Scanners
2.2 Scanning Software
2.3 Image Editing Applications
3. Digitization of Audio and Video
4. Organizing Digital Images
4.1 Organize
4.2 Name
4.3 Describe
5. Planning Digitizations
6. Summary
7. References

1. Introduction
In previous session i.e. Digitization Part I you have learnt about digitization basics
and concepts along with the steps required in the process of digitization, with a
glimpse on technology of digitization, various content compression tools techniques,
OCR as well as organizing and integrating digital images with digital content.
As Digitization is the process of converting the content into digital format. In most
library applications, digitization normally results in a document that are accessible
through network preferably Internet, Hence, the process of actual digitization play a
pivotal role that chiefly includes different types of scanners, and other digitization
equipments for capturing,encoding and transcoding the audio and video contents
along with softwares and tools to achieve full functionalities of equipments used for
digitization (i.e. scanners,converters). Lets have a look at equipments, tools and
software used for digitization process.
2. Equipment for digitization and Implementation
2.1 Scanners
Digital scanners are used to capture a digital image from an analogue media such as
printed page or a microfiche / microfilm at a predefined resolution and dynamic range
(bit range). There are two types of image scanners: vector scanner and raster
scanners. The vector scanners scan an image as a complex set of x,y coordinates.
Vector images are generally used in geographical information systems (GIS). The
display software for the vector image interprets the image as function of coordinates
and other included information to produce an electronic replica of the original
drawing or photograph. Vector images can be zoomed in portion to display minute
details of a drawing or a map. Maps, engineering drawings, and architectural
blueprints are often scanned as vector images. Raster images are captured by raster
scanners by passing lights (laser in some cases) down the page and digitally encoding
it row by row. Multiple passes of lights may be required to capture basic (as a set of
bits known as bit map) colours in a coloured image. Raster scanners are used in
libraries to convert printed publications into electronic forms. The Majority of
electronic imaging system generate raster images. The scanners used for digitizing
analogue images into digital images come in a variety of shapes and sizes.
2.1.1 How Scanner Works?
Scanners are equipped with a lamp that moves with the scanner head to light-up the
object being scanned. Most scanners use a cold cathode fluorescent lamp or a xenon
lamp. The scan head is made up of the mirrors, lens, filter, and charge-coupled
devices (CCD) array. A belt that is connected to the stepper motor makes the scan
head move. A stabilizing bar prevents wobbling during the pass. The mirrors reflect
what is being scanned into the lens and the image is then focused through a filter on
the CCD array. Three smaller images of the original are made by the lens. These
images then go through a color filter and onto a section of the CCD array. The data is
then combined into a single image.

While selecting a scanner, one should consider resolution, sharpness, and rate of
image transfer. The resolution is measured in dots per inch (dpi). The average
scanner has at least 300x300 dpi. The number or sensors in a row of the CCD array
determines a scanners dpi. Sharpness depends on how bright the lamp is and the
quality of the lens. Image transfer depends on the connection used to connect the
scanner to the computer. The slowest is the parallel port. Universal Serial Bus or
USB scanners are affordable, easy to use, and have decent speed.
The hardware required for a scanner is a connector such as a USB. The software
required is a driver. The driver is needed to communicate with the scanner. TWAIN
is the language spoken by scanners. Any program that supports TWAIN can acquire
a scanned image.
There are following types of Scanners:
2.1.1.1 Flatbed Scanners – right angle, prism and overhead flatbed
2.1.1.2 Sheet-Feed Scanners
2.1.1.3 Drum Scanners
2.1.1.4 Digital Cameras
2.1.1.5 Slide Scanners
2.1.1.6 Microfilm Scanner
2.1.1.7 Video Frame Grabber
2.1.1.8 Hand-held scanners
The type of scanner selected for an imaging project would be influenced by the type,
size and source of documents to be scanned. Many scanners can handle only
transparent material, whereas others can handle only reflective materials.
2.1.1.1 Flatbed Scanners
Flatbed scanners are most common, and widely used scanners that look like a
photocopier and are used in much the same way. Source material in a flatbed scanner
is placed face down for scanning. The light source and charge-coupled devices
(CCDs) move beneath the platen, while the document remains stationary as in the
case of photocopying machine. Flatbed scanner comes in various models like rightangle, prism and planetary/overhead to handle bound volumes and books. Flatbed
scanner can scan a document at 600 dpi. Many flatbed scanners offer higher
resolution.

Fig. 1: Flatbed Scanner

2.1.1.2 Sheet feed Scanners
In a sheet-feed scanner, as is indicated in the name, the document is fed over a
stationary CCD and light source via roller, belt, drum, or vacuum transport. In
contrast to a flat-bed scanner, sheet-feed scanner have an optional attachment to auto
feed uniform-sized stacks of documents to be scanned.

Fig.2: Sheet feed Scanners

2.1.1.3 Drum Scanners
Source material in a drum scanner is wrapped on a drum, which is then rotated past a
high-intensity light source to capture the image. Drum scanners offer superior image
quality, but require flexible source material of limited sized that can be wrapped
around the photosensitive drum. Drum scanners are specially targeted for graphic art
market. Drum scanners offer the highest resolution for grey scale and colour scanning.
Drum Scanner use Photo-Multiplier (Vacuum) Tubes (PMTs) instead of CCDs, which
offer a greater bit depth (12 to 16 bits).

Fig.3: Drum Scanners

2.1.1.4 Digital Cameras
Digital cameras mounted on copy cradle resemble microfilming stand. Source
material is placed on the stand and the camera is cranked up or down in order to focus
the material within the field of view. Digital cameras are most promising scanner
development for library and archival applications.

Fig.4: Digital Camera

2.1.1.5 Slide Scanner
Slide scanners have a slot in the side to accommodate a 35mm slide. Inside the box,
the light passes through the slide to hit a CCD array behind the slide. Slide scanners
can generally scan only 35mm transparent source materials.

Fig.5: Drum Scanner
2.1.1.6 Microfilm Scanner
Specially targeted to library/archival application, microfilm scanners have adapters to
convert roll film, fiche, and aperture cards in the same model.

Fig. 6: Microfilm Scanner
2.1.1.7 Video Frame Grabber or VideoDigitizer
Video digitizers are circuit boards placed inside a computer and attached to a standard
video camera. Anything that is filmed by the video camera is digitized by the video
digitizer.

Fig. 7: Video Graber

2.1.1.8 Hand-held Scanners
Hand-held scanners are used for scanning selective sections of data. It may require
multiple pass to capture large area. Moreover, a user should have a steady hand while
moving the scanner over the document to be scanned.

2.2 Scanning Software
The scanning software is used for scanning the image and capturing it in the
computer. This software is provided by the manufacturer of the product to the buyers.
These drivers translate the instructions into commands, which the scanner
understands.

2.3 Image Editing Applications
Image editing applications are used once the process of scanning the image is over
and the image is available in the computer for further manipulation. Most image
editing software offer features like image editing, sharpening, filter, cropping, colour
adjustments, forms conversion, resizing, etc. Most image editing software can also be
used for capturing the images.
3. Digitization of Audio and Video
The song or speeches that we generally listen from tape recorder or radio are in an
analogue form. The analogue sound tracks can be digitized by attaching an audio
player to a system through an audio capture card so as to record the sound to the
system. The audio files can be saved as .wav, mp3, midi, etc. MP3 format is highly
compact and the sound quality is better in comparison to other formats. Audio files
can be further processed using noise reduction software.
Like audio, video capture also requires a video capture card with input from video
cassette player (VCP / VCR), TV antenna, cable or movie camera. The digitised files
can be saved as .mov, .avi, .mpg file formats.
4. Organizing Digital Images
A disc full of digital images without any organization, browse and search options
may have no meaning except for one who created it. Scanned images need to be
organized in order to be useful. Moreover, images need to be linked to the associated
metadata to facilitate their browsing and searching. The following three steps describe
the process of organizing the digital images:
4.1 Organize
Organize the scanned image files into disc hierarchy that logically maps the physical
organization of the document. For example, in a project on scanning of journals,
create a folder for each journal, which, in turn, may have folder for each volume
scanned. Each volume, in turn, may have a subfolder for each issue. The folder for
each issue, in turn, may contain scanned articles that appeared in the issue along with
a content page, composed in HTML providing links to articles in that issue.
4.2 Name
Name the scanned image files in a strictly controlled manner that reflects their logical
relationship. For example, each article may be named after the surname of the first
author followed by a volume number and an issue number. For example, file name
“smithrkv5n1.pdf” conveys that the article is by “R.K. Smith” that appeared in
volume 5 and issue no.1. The file name for each article would, therefore, convey a
logical and hierarchical organization of the journal.

4.3 Describe
Describe the scanned images file internally using image header and externally using
linked descriptive metadata files. The following three types of metadata are
associated with the digital objects:
•

Descriptive Metadata: Include content or bibliographic description
consisting of keywords and subject descriptors.

•

Administrative or technical Metadata: Incorporates details on original
source, date of creation, version of digital object, file format used,
compression technology used, object relationship, etc. Administrative data
may reside within or outside the digital object and is required for long-term
collection management to ensure longevity of the digital collection.

•

Structural Metadata: Elements within digital objects facilitates navigation,
e.g. table of contents, index at issue level or volume level, page turning in an
electronic book, etc.

The simplest and least effective method for providing access is through a table of
content and links each item to its respective object / image. Content pages of issues of
journals done in HTML would offer browsing facility. Full-text search to HTML
pages or OCRed pages can be achieved by installing one of the free Internet search
engines Google (http://www.google.com).
Large scanning projects would, however, require a back-end database storing images
or links to the images and metadata (descriptive / administrative). Back-end database
used by most document management system holds the functionality required by most
web applications. Important management systems like File Net have now integrated
their database with HTML conversion tools. Further, some of the document
management system has also signed up with Adobe to incorporate Acrobat and
Acrobat capture into their web-based document management system.These databases
entertain queries from users through “HTML forms” and generate search results on
the fly. Several digital library packages are now available as “open source” or “freeware” that can be used not only for organizing the digital objects but also for their
search and retrieval.
5. Planning Digitizations
Digitization is the first step towards building a digital library. It is highly specialized
and cost-intensive activity that requires inputs from diverse branches of knowledge. It
is important that objectives, needs and purpose of digitization is established clearly
and its objectives are established beyond doubts. The digitization proposal should
define its goals, scopes, benefits,costs, time required in developmental phase,
feasibility, implementation issues, deliverables and target users. It may be desirable to
continue with traditional libraries with i) acquiring of collections in digital media; ii)
buying access to electronic resources; and iii) developing subject gateways or library
portals, instead of undertaking digitization project. This may be studied in more detail
through module named “Digital Library Planning and Implementation”.

6. Summary
Digitization is the process of converting the content of physical media (e.g., periodical
articles, books, manuscripts, cards, photographs, vinyl disks, etc.) into digital format.
In most library applications, digitization normally results in a document that are
accessible from the web site of a library, and thus are available on the Internet.
Optical scanners and digital cameras are used to digitize images by translating them
into bit maps. It is also possible to digitize sound, video, graphics, animations, etc.
An image scanning system may consists of a stand-alone workstation where most or
all the work is done on the same workstation or as a part of a network of workstation
with imaging work being distributed and shared amongst various workstations. The
requirement usually includes a scanning station, a server and one or more editing and
retrieval stations.
This module describes scanners and scanning software as the important components
of the scanning system.
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MODULE-12
DIGITAL LIBRARY AND SEMANTIC WEB

Digital Library and Semantic Web
I. Objectives
Semantic Digital Libraries facilitate the usefulness of the traditional digital libraries by exposing
the content of the digital library through a structure and inter-related web so that it can be easily
used by both the machines and the users. This module discusses:
•
•
•

The core services that can be enabled using a semantic digital library;
The architecture of semantic digital library from various perspectives; and
Example of some semantic digital library initiatives.

II. Learning Outcomes
After going through this lesson, learners would attain knowledge on augmenting usefulness and
services of traditional digital library to semantic digital library using architecture and services
that characterize semantic digital library. Learners would also gain knowledge about ongoing
semantic digital library initiatives.
III. Structure
1
2
2.1
2.2
2.3
2.4
2.5
2.6
2.7
3
3.1
3.2
3.3
3.3.1
3.3.2
3.3.3
3.3.4
3.3.5
3.3.6

Introduction
Semantic Digital Library Services
Search, Browsing, and Recommendation Services
Services for Augmenting Resources
Dissemination and Notification Services
Services Providing Interoperability
Preservation Services
Quality Assurance Services
Integrated Documentation
Architecture of Semantic Digital Libraries
Metadata Perspective
User Perspective
Layered Architecture
Client Layer
Data Presentation
Data Preparation
Data Manipulation
Data Abstraction Layer
Data Source Layer

3.4
3.5
3.5.1
3.5.2
3.5.3
4
4.1
4.2
4.3
4.4
5

Vertical Architecture of Business Logic Services
Stack of Core Technologies Architecture
Service Oriented Architecture
Peer-to-Peer
Grid
Semantic Library Projects
JeromeDL Project (http://sourceforge.net/projects/jeromedl/)
BRICKS Digital Library Infrastructure (http://www.brickscommunity.org/)
MarcOnt Initiative
Semantic Interoperability of Metadata and Information in unLike Environments
(SIMILE) Project (http://simile.mit.edu/)
Summary

1. Introduction
Most of the digital libraries facilitate the searching through the RDBMS which stores the
metadata information of the digital library content or using a full-text index to allow searching of
the contents of the digital library. These methods are helpful in browsing the digital library or
retrieving the results by making a query based on the terms that are indexed from the digital
objects. But for retrieving results for queries where the query term is not included in the indexed
terms or the metadata of the digital objects. For example, an user is looking for a book on
"orchids" authored by "Rolfe" in the digital library having a book on "Vanilla" authored by
"Rolfe" will not get the desired result. Whereas semantic digital library will also give this record
in the search results.
This is where the addition of semantics to a library can be useful. Semantic information,
represented by metadata attached to each object and by one or more ontologies to provide
semantic context for searches, can be used to resolve just such queries. The additional flexibility
and search capability represented by such a technique to make a semantic digital library much
more valuable than a traditional DL for an average user.
Sebastian Ryszard Kruk pointed out three problems faced by the Digital library users as follows:
•
•
•

Missinga librarian- problems with information discovery and understanding complex
metadata
Missing peers- cannot share experience with other users visiting the library
Missingconnection with other sources- library resources cannot become a part of the
information processing workflow

The semantic digital library provides the options to make the digital libraries more useful in
today's interlinked web by making the unstructured data machine readable.
2.

Semantic Digital Library Services

The major goals of semantic digital library is to integrate information related to digital library
objects available from various sources like bibliographic descriptions, user profiles, bookmarks,
controlled vocabulary etc. This can be achieved with using semantics providing meaningfully
connected information. It should also enable interoperability with other systems including digital
libraries and other services. Kruk and McDaniel lists the important services that can be enabled
using Semantic digital libraries as follows:
2.1. Search, Browsing, and Recommendation Services
The major objective of a semantic digital library is to provide information discovery that is
superior to the services available in current digital libraries. It should facilitate the users to find
out interconnected information about resources available in the digital library while browsing,
filtering, or finding similar information objects. Query refinement engines should use complex

semantic relations between results to provide search results matching users profiles. Semantic
digital library should also provide recommendation services, e.g., based on the context and
resource(s) annotations or based on collaborative filtering. The search engine should allow for
exploiting information about different media types, complex objects, streaming and spaciotemporal resources. In the case of resources with complex annotations it is important to support
content-based search together with similarity search algorithms. In the case of heterogeneous,
competitive networks of content providers, the semantic digital library should implement query
trading algorithms to support the users in their searching.
2.2. Services for Augmenting Resources
Semantic digital libraries can augment the stored digital objects by providing additional
annotations along with the basic metadata provided during the upload process. This can be
achieved by both automated and user-based annotations. The user-based annotations can be
achieved by utilizing the power of social networking sites where community annotations,
tagging, and ranking etc. are done by the users. The annotation services should be flexible
enough to adapt to various user groups and content being augmented, e.g., time-tagging stream
media or annotating regions-of-interest (ROI) in images and geo-spatial resource. User-based
annotations are the key technology to actively engage users in the process of sharing knowledge.
Semantic digital library services should ensure that users, providing annotations benefit from
better recommendations and search results.
2.3. Dissemination and Notification Services
Semantic digital libraries should enable the users to access the metadata in any format and
through any services. The users should be able to access the content’s metadata by constructing
mash-ups of services and content. These metadata should be provided through APIs, as a
customizable RSS and ATOM feeds, SIOC (Semantically-Interlinked Online Communities)
descriptions, RDF graphs, and in JSON format. To enhance the user experience, extensible and
customizable notification services can be provided as a part of the information retrieval process.
2.4. Security and Policy Assurance Services
The Semantic Digital library should adapt to various policy enforcements and provide flexible
authentication and access control mechanisms for tconvenience of the users.
2.5.Services Providing Interoperability
The semantic digital library should provide interoperability standards for content, metadata,
services, and protocol standards with both backward and forward compatibility. It should
provide services compatible with both legacy standards, e.g., Dienst, Z39.50, and OAI-PMH,
and modern protocols, e.g., SPARQL, or OAI-ORE.

2.6. Preservation Services
The Semantic Digital library should ensure versioning, archiving (backup and recovery) as well
as, provenance tracking (especially in the context of an open world approach of semantic and
social technologies), and keeping track of history of events related to information objects.
2.7. Quality Assurance Services
Semantic digital library have to ensure efficiency, security and semantics of maintained
metadata.
2.8. Integrated Documentation
Semantic digital libraries and the related services are mostly complex in nature. It is a vital
requirement from the perspective of the library usability to deliver documentation integrated
within the digital library system.
3.

Architecture of Semantic Digital Libraries

Kruk et.al, has provided a three perspective for architecture for the semantic digital library: topdown layered architecture, vertical architecture of core services and stack of enabling
infrastructures. This proposed architecture is based on the metadata perspective and user
perspective as discussed:
3.1.Metadata Perspective
The Semantic digital libraries should make the metadata more open, unstructured, and highly
interlinked to assist users in information discovery in the interconnected information space. The
semantic digital library architecture should include annotations contributed by the users in
addition to the metadata descriptions provided in a traditional digital library. Ontologies are one
of the key technologies to semantic digital libraries that enable reasoning over interconnected
concepts, provide the meaning to the information objects and to the relations between them. As
such the metadata become a network of meaningful, interlinked concepts which can be used by
the digital library management services to leverage the usefulness of the content from the
perspective of the end users.
3.2.User Perspective
The introduction of highly interconnected, open, and pretty unstructured metadata to semantic
digital libraries posed requirements for new information discovery and management
technologies and provided features like highly extensible faceted navigation, natural languagebased interaction, or community-driven collaborative filtering etc. The contemporary user
interaction models, e.g., Web 2.0 or instant messaging, has to be included for the users. Benefits
that users can derive from Semantic Digital Libraries have to be delivered as enriched services
of what users already have in contemporary solutions.

In the semantic digital library the variety of content views and user perspectives should be
reflected in the metadata layer in the library. User profiles can be captured with a special
ontology that describes characteristics, groups they belong to, and relationships with other users.
Semantic DLMS can select only the desired part information and process it to deliver a given
functionality for a specific user; it became especially feasible with the underlying unstructured
metadata and ontologies.
3.3.Layered Architecture
Kruk has given a layered architecture for Digital Library Management System which is
composed of six layers. The layered architecture is presented in figure given below.

Figure 1: Layered Architecture for Semantic Digital Library proposed by Kruk etal.

The lower layers in the figure are more data-oriented and the upper layers provided the
requirements of the end-users and external services. The service oriented architecture is
proposed to specify, organize and execute services delivered by each abstraction layer.
3.3.1. Client Layer
The client layer represents applications used to access the digital library content which includes
the graphical user interface available through web browsers or mobile browsers, programmes
that process the content for their own purpose or mash-ups that consume the content and provide
through an integrated portal/service.
3.3.2.

Data Presentation

The data presentation layer represents the endpoints which deliver the raw content to the client
layer application and services. The data in this layer is expressed in different level based on the
standard of encoding like some formats require more information and processing, while other
can be directly sent over from the underlying the RDF storage. This layer shows the benefit of
using RDF object model and ontologies to define meaning of concepts and relations. In most
cases we do not need to know the particular schema in advance; if necessary the specification
required for transformation can be derived from these ontologies. In some cases it is just a matter
of 'reformatting' the information to other standards like JSON. This layer assures that
information modeled using concepts of one ontology can be translated and tailored to fit
understanding of other users and client services.
3.3.3.

Data Preparation

This layer is quite different from the previous layer and acts as a check point for the delivered
content. It does not directly manipulate the data, but represent the data based on various policies
based on the user requirement or ensure the consistency of the data and augment with additional
information from this library or other services.
3.3.4.

Data Manipulation

The data manipulation level is the most developed layer of the semantic digital library model. It
retains the core mechanisms responsible for delivering particular library functionality to the end
user. The layers above process the data to fit the appropriate client needs, while the layers below
provide means to perform operations needed to fulfill a given service goal.
3.3.5.

Data Abstraction Layer

The data abstraction layer provides atomic data operations for the data manipulation layer. This
is the last level before accessing the actual databases and responsible for data consistency, its
proper preservation, and access. It delivers an abstract object model, which allows to seamlessly
access and manage various data models, e.g., RDF, full-text index, distributed index.

3.3.6.

Data Source Layer

The data source layer represent the data repositories used for the semantic digital library which
include RDF storage for metadata storage and conventional storages for binary form of the
resources. It also includes full-text index storage, and separate services required for managing
distributed and local data.

3.4.Vertical Architecture of Business Logic Services
The data manipulation services layers of a semantic digital library are presented in four vertical
layers as given in the figure 1. These four layers are based on the role they play in interaction
with the end-users in the semantic digital library:
3.4.1. Information discovery (access, search, browsing) services are the services the end-users
interacts with most often. The services implemented in this column range from enhanced search
and browsing, natural language interfaces, faceted navigation to community services, such as
annotations, ranking, collaborative filtering and collaborative search. Additional services support
context based operations, user profiling, and overall quality of service. End-users can also
interact with the DLMS to compose workflows to support their business needs.
3.4.2. Advanced management services are mostly accessible by the librarians and library
administrators. They deliver service, user, collection, and streaming media management.
Librarians can also manage the set of ontologies deployed in the semantic digital library; they
can also invoke ontology learning processes on the corpus of recently added resources.
3.4.3. Basic services support core operations of the semantic digital library, such as content and
metadata management, ensuring access and policy management. A set of basic services support
librarians in the classification process by indexing, feature extraction and recognition operations.
3.4.4. Interoperability services are furthest from the end-user, but close to the external
services. To support interoperability, semantic digital libraries can offer different solutions; they
range from simple exposing metadata and SPARQL endpoints to metadata harvesting solutions
(e.g., OAI-PMH) to service and metadata mediation services.

3.5.Stack of Core Technologies Architecture
While the previous sections provide the architecture of semantic digital library from the
perspective of metadata, users, and services, this section provide the architecture from the
technology perspective in which all the above operate.

3.5.1. Service Oriented Architecture
The service oriented architecture suggests for providing the services of semantic digital libraries
using web services which facilitates effortless integration of digital library services in outer
online services or mash-ups. This includes both the REST and SOAP services.
3.5.2. Peer-to-Peer
The Peer-to-peer network infrastructure is used for data processing distribution. It’s commonly
used to create a distributed index for data stored on different machines.
3.5.3. Grid
The Grid networks are mostly used for heavy-weight data processing tasks. The grid
infrastructure can support digital library in execution of the most heavy-weight operations like
query processing which is to be executed at the runtime, converting resources, processing
annotations, and indexing, that can be executed behind the scene. The semantic digital library
should not deliver new features at the cost of lowered system efficiency; therefore, grid networks
can support processing annotations and Semantic Web languages query processing to maintain
overall system performance.
4.

Semantic Library Projects

Several digital library prototypes or tools has been developed in different part of the World. A
few are listed as follows:
4.1.JeromeDL Project (http://sourceforge.net/projects/jeromedl/)
JeromeDL, a digital library that deploys Semantic Web technology for user management and
search with an aim to provide personalized services to the users based on user’s profiles.. The
FOAF vocabulary is used to gather information about user profile management, and semantic
descriptions are utilized in the search procedure. JeromeDL is implemented in Java and available
under an open-source license. The main components of the JeromeDL system consist of:
• Resourcemanagement: Each resource is described by the semantic descriptions according
to the JeromeDL core ontology. Additionally a fulltext index of the resource’s content and
MARC21, and BibTEX bibliographic descriptions are provided. Each user is able to add
resources via a web interface. To satisfy the quality of delivered content, each resource
uploaded through the web interface has to be approved for publication. The administrative
interface for librarians (JeromeAdmin) allows to manage resources and associated metadata
(MARC21, BibTEX and semantic annotations) as well as to approve user submissions.
• Retrievalfeatures: JeromeDL provides searching and browsing features based on Semantic
Web data through a three step search algorithm.
• Userprofile management: In order to provide an additional semantical description of
resources, scalable user management based on FOAF is utilized.

• Communicationlink: Communication with an outside world is enabled by searching in a
network of digital libraries. The content of the JeromeDL database can be searched not only
through the web pages of the digital library but also from the other digital libraries and other
web applications. A special web services interface based on the Extensible Library Protocol
(ELP) has been developed for this purpose.
4.2.BRICKS Digital Library Infrastructure (http://www.brickscommunity.org/)
BRICKS (Building Resources for Integrated Cultural Knowledge Services) is an European
Project which aims at enabling integrated access to distributed resources in the Cultural Heritage
domain. The target audience for BRICKS is broad and heterogeneous in nature and involves
cultural heritage and educational institutions, the research community, industry, and the general
public. The architecture of BRICKS digital library systems is distributed nature and rather than
managing contents and metadata in a centralized system, institutions have the possibility to
install a BNode for bringing in their contents and metadata into the BRICKS network. Each
BNode instance, provides a set of services which cover the major functionalities (e.g. DRM,
User Management) required by each institution.
4.3.MarcOnt Initiative
MarcOnt Initiative is an initiative to create a new bibliographic description standard in form of
an ontology and related tools utilizing semantic technologies. The goal of the MarcOnt Initiative
is to create an ontology which would have potential to become a standard for describing data in
semantically-enabled digital library systems. It was created to address the following
requirements:
•

The ontologyshould be compatible with at least MARC21 Concise Format For
Bibliographic Data,
• MarcOnt ontology should be written using OWL DL (Web Ontology Language Description Logics),
• Semanticdescriptions should be easily translated to MARC21 or Dublin Core formats
(and possibly others),
• Itshould be possible to merge MarcOnt ontology with other (bibliographic) ontologies.
paper we present the first version of MarcOnt ontology is one of the on-going projects aiming at
creating a new bibliographic description standard (MarcOnt) and mediation services to support
different legacy bibliographic formats. But the outcome of the project proposal has yet to come.
4.4.Semantic Interoperability of Metadata and Information in unLike Environments
(SIMILE) Project (http://simile.mit.edu/)
The Semantic Interoperability of Metadata and Information in unLike Environments (SIMILE)
Project was jointly conducted by the MIT Libraries and MIT CSAIL (founding partners also
included HP Laboratories and the World Wide Web Consortium) with support from the Andrew

W. Mellon Foundation. SIMILE sought to enhance interoperability among digital assets,
schemata/vocabularies/ontologies, metadata, and services. A key challenge it solved was to
make collections interoperable, which are distributed across individual, community, and
institutional stores -- by drawing on the assets, schemata/vocabularies/ontologies, and metadata
held in such stores.
5.

Summary

Semantic digital libraries are the next step in the evolution of current digital library management
systems. They offer services which exploit the notion of semantics and cater to online
communities of library users to keep up with growing demand on the quality of provided
services.
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MODULE-13
OPEN ACCESS AND DIGITAL LIBRARY

Open Access and Digital Library
I. Objectives
The objectives of this module are to discuss and impart knowledge on the following aspects of
open access and digital library:
•
•
•
•
•
•
•
•

Introduce and define the concept of digital library and open access publishing;
Introduces the philosophy of open access and its association with digital library;
Defines characteristics of open access;
Methods of publishing open access research;
Catalyst to the open access movement and major open access declarations;
Describes world-wide open access digital library initiatives;
Open access and copyright
Discusses recent developments in digital library technologies

II. Learning Outcomes
After completion of this module, the students will have the knowledge on various aspects of
open access and its movement. Further, they will get to know about the worldwide development
and initiatives working towards open access.
III.

Structure

1. Introduction
2. Digital Library
3. Open Access
4. Open Access and Digital Libraries
5. Characteristics of Open Access
6. Major Open Access Declarations
7. Major Open Access Initiatives
7.1 Open Access Journals
7.2 Institutional Repositories
7.3 Electronic Books
7.4 Open Courseware
7.5 Metadata Harvesting Services
8. Copyright and Open Access
9. Cloud Computing and Open Access Digital Libraries
10. Summary

1. Introduction
Open access has emerged as an alternative model of scholarly publishing essentially in response
to the phenomenon called “serials crisis” that refers to exponential and continuing increase in
cost of subscription of scholarly journals as well as to the advent of the Internet and proliferation
of the resources, new e-publishing models and development of open standards and protocols.
The open access movement, primarily launched to break the monopoly of Science, Technology,
Engineering and Medical (STEM) publishers, turn out as an inventive mode of scholarly
communication. Continuing growth and development in open access publishing is a big
contributor to digital library collections as well as digital library technology. With several
commercial publishers committing to open access to a large number of their journals and a large
number of open access publishing initiatives, presence of open access publications are expanding
leading to realization of the idea of a digital library using different channels of open access
publishing (Tsakonas 2007). Open access provides universal access to public funded research
publications, scholarly works, traditional knowledge and documentary heritage collections
through institutional repositories and open access journals. Institutional repositories and open
access journals are two primary routes to provide open access to scholarly literature. While the
institutional repositories are generally set up by research institutions, universities and other
organizations where in institution’s publications, including pre-prints and post-prints of journal
articles, research reports, conference papers, theses, dissertations, seminar presentations, annual
reports and other publications are deposited by researchers and staff members of the institute.
These publications, are made available in open access to the academic community world-wide.
The open access journals make their articles freely accessible to the user without any
subscription fee. However, the charges for publishing an article are generally charged from the
authors, their institutions or sponsoring organizations. The ontent available in open access
journals and institutional repositories can generally be used freely for a production and
distribution. There are no legal or technical barriers for further distribution of the content.
This module briefly introduces the philosophy of open access and its association with the digital
library. It also describes world-wide digital library initiatives to provide open access to scholarly
research. The module discusses recent developments in technologies that can help to build digital
libraries which facilitate better access to and dissemination of knowledge.
2. Digital Library
Digital library is one of the most complex and advanced form of information systems that can
serve as a rich resource to its user community. It collects, manages and preserves rich digital
content, and provides its access to user communities. Clifford Lynch (1995), a well-know expert
on digital libraries and new technologies, defined digital library as “digital library is a system
providing a community of users with coherent access to a large, organized repository of digital
information and knowledge. The digital library is not just one entity, but multiple sources
seamlessly integrated.”

Digital libraries are organizations that provide the resources, including the specialized staff, to
select, structure, offer intellectual access to, interpret, distribute, preserve the integrity of, and
ensure the persistence over time of collections of digital works so that they are readily and
economically available for use by a defined community or set of communities [DLFS99].
The learners are advised to see the Module-1 on introduction to digital library for further
information.
3. Open Access
Open access is a new and evolving scholarly publication model that provides unrestricted, free,
immediate and online access to peer-reviewed scholarly research along with the rights to use it.
Users are free to read, download, copy, distribute, print, search, or link to the full-texts of
scholarly literature available through open access platform. The only role of copyright is to
control over the integrity of author’s work.
According to Peter Suber (2004), the Budapest (February 2002), Bethesda (June 2003) and the
Berlin (October 2003) (collectively referred to as “BBB”) definition of open access are most
central and influential for the OA movement.” He defines open access literature simply as
“digital, online, free of charge, and free of most copyright and licensing restrictions.”
The American Research Libraries Association (ARL) Task Force defines open access as “a cost
effective way to disseminate and use information. It is an alternative to the traditional
subscription-based publishing model made possible by new digital technologies and networked
communication”.
4. Open access and Digital Libraries
Open access publishing is considered as a part of the universal digital library system consisting
of open access journals and institutional repositories distributed across research institutions and
universities all over the world. Metadata (bibliographic details) of each of these distributed IRs
as well as OA journals is harvested by the indexing services (called service providers or
specialized search engines like ARC, OAISTER, Google Scholar, etc.) so as to provide unified
and organized access to digital content distributed across OA journals and IRs the world over.
With interoperability built into the OAI-compliant IR software and open access journal
publishing system (such as OJS), individual institutions can participate in the process of building
a distributed global digital library through their repositories and OA journals. IRs are also linked
to the notion of a digital library, since IRs have the same functions and services that a digital
library offers, i.e. collecting, storing, classifying, cataloguing, preserving and providing access to
digital content.

5. Characteristics of Open Access
The characteristics associated with open access are as follows:
• Pay to publish, not to access. Cost of publication and distribution of the articles is borne by
from the producers of scholarship (authors or institutions), or funding organizations, rather
than by users / readers;
• Access to publication in open access is more democratic. Web-based open access repositories
are accessible to all users without any restrictions;
• The author rather than the publisher owns copyright in the open access model. Users are
granted permission for unrestricted reading, downloading, copying, sharing, etc. Authors may
choose to block commercial re-use of the contents;
• Open access journals, like traditional journals, conduct peer review of submitted articles; and
• Most of the publishers of open access journal are non-profit (e.g. Public Library of Science or
PLoS) while a few are for-profit (e.g. BioMed Central or BMC).
6. Major Open Access Declarations
Three major international statements made on open access are: i) The Budapest Open Access
Initiative Statement in the Meeting of the Open Society in 2002, ii) The Bethesda Statement on
Open Access Publishing in 2003, and iii) The Berlin Declaration on Open Access to Knowledge
in the Sciences and Humanities in October 2003. Other major statements, declaration or
commitment of open access made by several societies, national and international institutions,
universities, library associations and other organizations are as follows:
• ACRL Principles and Strategies for the Reform of Scholarly Communication, August 2003
• Australian Group of Eight Statement on open access to scholarly information, May 2004
• OECD Declaration on Access to Research Data from Public Funding, January 2004; (Signed
by more than thirty nations)
• UN World Summit on the Information Society Declaration of Principles and Plan of Action,
December 2003
• The Washington DC Principles for Free Access to Science, March 2004

• Wellcome Trust Position Statement on Open Access, October 2003.
• Alhambra Declaration on OA. Policies for the development of OA in South European
countries, May 2010
• IFLA Statement on open access – clarifying IFLA’s position and strategy, April 2011. IFLA
Statement on Open Access, December 2003
• Ghent Declaration, February 2011
• LERU Roadmap towards OA. Advice Paper, June 2011
• SPARC Europe Statement on Open Access for EC Public Hearing on Access to and
Preservation of Scientific Information, Luxembourg, May 2011
• The Joint Declaration on Open Science for the 21st Century from ALLEA, April 2012
• The Paris OER (Open Educational Resources) Declaration from UNESCO World OER
Congress, June 2012.
• ERCIM Statement on Open Access (European Research Consortium for Informatics and
Mathematics)
• NKC Statements on Open Access (National Knowledge Commission, India)

7. Major Open Access Initiatives
Major open access initiatives taken world over are as follows.
7.1 Open Access Journals
Open-access journals are considered as golden route for providing access to peer-reviewed
literature in electronic format free of charge without any restrictions of access over the Web.
Major open journals initiatives are as follows:
Sl
No
1
2

Initiatives
BioMed Central
PubMed Central

URL
http://www.biomedcentral.com/
http://www.ncbi.nlm.nih.gov/pubmed

No. of
Journals
258
1445+

3
PLoS
4
Bioline International
Indian Initiatives
5
Indian Academy of Science
6
Indian
National
Science
Academy
7
The National Academy of
Science, India
8
MedIND
9
NISCAIR Research Journals

http://www.plos.org/
http://www.bioline.org.br/

7
36

http://www.ias.ac.in/
http://www.insa.ac.in/

11
4

http://medind.nic.in/
http://www.niscair.res.in/sciencecommuni
cation/researchjournals/rejour/rejour1.htm

66
17

10

Indianjournals.com

http://www.indianjournals.com/ijor.aspx?t
arget=open_access_publications_list

10

11
12

Medknow Publications
Kamla-Raj Enterprises

41
21

13

OJAS@INFLIBNET Centre

http://www.medknow.com/
http://www.krepublishers.com/KREInf/index.html
http://www.inflibnet.ac.in/ojs/

http://www.nasi.org.in/abst.htm

3

14

Directories of Open Access Journals
Sl
No
1

Initiatives

Directory
Journals

of

Open

URL

No. of
Journa
ls
9744

Access http://www.doaj.org/

7.2 Institutional Repositories (IR)
Institutional repositories are a web-based archive of scholarly material designed to organize and
provide seamless access to scholarly publications produced by faculty or researchers of an
institution in all subject disciplines. It is also define as institution-based digital-asset
management system. Institutional Repository is a cost-effective and immediate route to provide
access to scholarly literature such as research papers and electronic versions of documents,
theses and dissertations as well as digital assets generated by an institution such as annual
reports, course notes, or learning objects, etc. There are total 3594 world-wide repositories
indexed by Registry of Open Access Repositories (ROAR) which includes 99 repositories in
India. Directory of Open Access Repositories has indexed total 2500 world-wide repositories,
including 62 Indian repositories. Top ten world-wide and repositories in India, indexed in
webometrics, are as follow.
Sl

Institutional Repositories-World

URL

No.
1
2
3
4
5
6

Arxiv.org e-Print Archive
Social Science Research Network
Smithsonian/NASA Astrophysics Data System
Europe PubMed Central
Research Papers in Economics
CiteSeerX
HAL Institute National de Recherche en Informatique
7
et en Automatique Archive Ouverte
8
University of California eScholarship Repository
9
CERN Document Server
Virginia Tech University Digital Library and
10 Archives
Indian Initiatives
Open Access Repository Publications of Fellows of
11 the Indian Academy of Sciences
Indian Institute of Science Bangalore Institutional
12 Repository
Central Marine Fisheries Research Institute
13 Institutional Repository
National Institute of Oceanography India Digital
14 Repository
Information and Library Network Centre Institutional
15 Repository
16 National Institute of Technology Rourkela eThesis
17 OpenMed National Informatics Centre India
International Crops Research Institute for the Semi18 Arid Tropics Open Access Repository
Indian Institute of Astrophysics Institutional
19 Repository
National Aerospace Laboratories Institutional
20 Repository
Source: http://repositories.webometrics.info/

http://arxiv.org/
http://ssrn.com/en/
http://adsabs.harvard.edu/
http://europepmc.org/
http://repec.org/
http://citeseerx.ist.psu.edu/index
http://hal.inria.fr/
http://escholarship.org/
http://cds.cern.ch/
http://scholar.lib.vt.edu/

http://repository.ias.ac.in/
http://eprints.iisc.ernet.in/
http://eprints.cmfri.org.in/
http://drs.nio.org/drs/index.jsp
http://ir.inflibnet.ac.in/
http://ethesis.nitrkl.ac.in/
http://openmed.nic.in/
http://oar.icrisat.org/
http://prints.iiap.res.in/
http://nal-ir.nal.res.in/

7.3 Electronic Books
An Ebook is an electronic version of a printed book which can be read on a computer or a
specifically designed handheld device. Major open access electronic books initiatives are as
follows:
Sl
Name of Resources
No.
1 Project Gutenberg
2 HathiTrust Digital Library

URL
http://www.gutenberg.org/
http://www.hathitrust.org/

No. of
E-books
42000
5712433

3 OAPEN
Indian Initiatives
4 Digital Library of India

http://www.oapen.org

2045

http://www.dli.ernet.in/

480335

Directory of Ebooks
Sl
Name of Resources
No.
1 Directory of Open Access Books
7.4 Open Courseware

URL

No. of Ebooks

http://www.doabooks.org/

1806

Open Courseware is the name given to open educational resources that are presented in course
format, often including course planning materials, such as syllabi and course calendars, along
with content, such as textbooks, lectures, presentations, notes and simulations. Open Educational
Resources are materials developed by experienced educators that are available for use,
repurposing, and modification, in whole or in part, by everyone, everywhere in the world. Major
open courseware initiatives are as follows:
Sl
No.
Open Courseware Initiatives
1 Open Yale Courseware
2 MIT Open Courseware
3 U-Now
4 Open Courseware Consortium
5 Coursera
6 Udacity
Indian Initiatives
1 ePG Pathshala
2 NPTEL
3 e-Gyankosh
4 Learning Object Repository CEC

URL
http://oyc.yale.edu/
http://ocw.mit.edu/about/
http://unow.nottingham.ac.uk/
http://www.ocwconsortium.org/
https://www.coursera.org/
https://www.udacity.com/
http://epgp.inflibnet.ac.in/
www.nptel.iitm.ac.in
www.egyankosh.ac.in
www.cec-lor.edu.in

7.5 Metadata Harvesting Services
Harvesting refers to the activity of searching and collecting metadata from Open Archives
Initiative (OAI) Institutional Repositories and OAI journals whose content is indexed and posted
for open use from a World Wide Web server. A metadata harvesting service harvests or indexes
metadata from open access initiative (OAI) compliant archives or repositories or journals
through harvesting software that supports a protocol known as the Open Access Initiative
Protocol for Metadata Harvesting (OAI-PMH). Major metadata harvesting service providers are
as follows:

The learners are advised to see the Module -23 on digital library protocol and standards for
further information on metadata harvesting standard OAI-PMH.
Major metadata harvesting service providers are as follows:
Sl No.
1
2

Name
Google Scholar
OaISTER

3
OARiNZ
4
NCSTRL
Indian Initiatives
Search Digital
5
Libraries
6
7

MetaMED
Open Index Initiative

URL
http://scholar.google.co.in/
http://www.oclc.org/oaister
http://akoaotearoa.ac.nz/mi/project/te-panetakiao/resources/pages/open-access-repositories-nzoarinz
http://www.ncstrl.org/

http://drtc.isibang.ac.in/sdl
http://indmeddb.nic.in/metamed.html
http://oii.igidr.ac.in

8. Copyright and Open Access
Copyright has been called the "single most vexing barrier to digital library development"
(Chepesuik, 1997). It is the principle issue faced by authors, publishers and readers of open
access publications. The work published in open access journal can be made available to the
public under Creative Commons Attribution License. CCAL gives right to authors to retain their
ownership of the copyright for their article. Users are allowed to download, reuse, reprint,
modify, distribute, and copy the article as long as the original authors and source are credited.
Readers are also free to make commercial use of works on the condition that the user gives credit
to the original author. This broad license was developed to facilitate free use of original works.
9. Cloud Computing and Open Access Digital Libraries
Cloud Computing refers to both the applications delivered as services over the Internet and the
hardware and systems software in the datacenters that provide those services. (Armbrust et al
2009). It creates, manage and use information without requiring individual users or institutions to
invest in a massive ICT infrastructure. Digital libraries based on cloud computing architecture
can facilitate shared use of computing and networking resources. There is no need for individual
institutions to make large investments for setting up the ICT infrastructure to set up the
repositories. Cloud-based service of open access repositories, linking with other specific cloud
research and content services, provides better access to research and scholarly literature.
Moreover, Cost of OA digital library services can be reduced by amortizing the overall cost of

building the data centres for institutional repositories. Cloud computing technologies can
significantly improve the economic and environmental sustainability of open access resources
and institutional repositories.
10.

Summary

The module introduces the philosophy of open access and its association with the digital library.
The module elaborates on characteristics of open access, publishing open access research:
methods, major open access declarations, open archive initiatives. It also describes world-wide
digital library initiatives to provide open access to scholarly research that can be grouped into
three distinct categories, namely: i) Open access Journals, ii) Institutional Repositories, iii)
Ebooks, iv) Open Courseware and v) Metadata Harvesting Services.. The module then discusses
issues on copyright and open access. Lastly, the module discusses recent developments in
technologies that can help to build digital libraries which facilitate better access to and
dissemination of knowledge.
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MODULE-14
DRM/ACCESS MANAGEMENT PART-1

Digital Rights Management (Access Management Part - I)
Objectives
Objectives of the module is to impart knowledge on i) basics of DRM; ii) functional
architecture of DRM; and iii) legal aspects and IPR issues in DRM.
Learning Outcomes
After going through this lesson, learners would attain knowledge on basics of Digital Rights
Management (DRM) and their usefulness in digital libraries. They would learn functional and
information architecture of DRM and legal aspects associated with it.
Structure
1. Introduction
2. Digital Rights Management (DRM)
3. Functional Architecture of DRM
4. Information Architecture of DRM
4.1. Modelling the entities
4.2. Identifying and Describing the Entities
4.3. Expressing Rights Statements
5. DRM and Legal Aspects
6. Summary
1. Introduction
Advances in information and communication technologies including computing,
communication, consumer electronics and their convergence has significantly contributed to
efficient and effective management of a large volume of digital content as well as the way it
is generated, stored, disseminated and accessed.
The term “digital content” may include information that can be distributed over electronic
media such as PCs, laptops, tablets, smartphones and other similar devices. The digital
content can be in any format such as text, images, video, audio, animation or combination of
any of these types. The exponential increase in generation and consumption of digital content
has raised several questions about the rights of the content creator,producer and distributor as
well as the rights and responsibilities of consumers. The current set of rules governing the
appropriate use of content is also under question.

2. Digital Rights Management (DRM)
Digital rights management, is a general term used to describe a set of technologies which
intends to simplify the practiceof preventing inappropriate use of digital content. These sets
of technologies are being used by publishers, copyright holders, individuals and hardware
manufactures with an intention to control the use of digital content and devices to protect it
from in-intended use.
The intention of the first-generation DRM software is to control copying, the second
generation DRM schemes extends previous one to control viewing, copying printing and
altering (copy protection, prevention and control).

Digital Rights Management (DRM) encompasses the description, layering, analysis,
valuation, trading and monitoring of the rights over an individual or organization's assets;
both in physical and digital form; and of tangible and intangible value. DRM covers the
digital management of rights - being them rights in a physical manifestation of a work (e.g. a
book), or being them rights in a digital manifestation of a work (e.g. an e-book). Current
methods of managing, trading and protecting such assets are inefficient, proprietary, or else
often require the information to be wrapped or embedded in a physical format.
Use of digital rights management is not universally accepted. Some content providers claim
that DRM is necessary to fight copyright infringement online and that it can help the
copyright holder maintain artistic control or ensure continued revenue streams for content
creator or copyright holder. The supporters of DRM argue that digital locks should be
considered necessary to prevent "intellectual property" from being copied freely, just as
physical locks are needed to prevent personal property from being stolen. Those opposed to
DRM contend that there is no evidence that DRM helps prevent copyright infringement,
instead, it is argued that it serves only to inconvenience legitimate customers, and that DRM
helps big business stifle innovation and competition. Furthermore, works can become
permanently inaccessible if the DRM scheme changes or if the service is discontinued.

3. Functional Architecture of DRM
The overall DRM framework which can be used for implementing digital rightsenabled
system can be modelled in three areas:
•

Intellectual Property (IP) Asset Creation and Capture: The management of
content creation so that it can be easily dealt. This includes an assertion of rights when
content is first created (or reused and extended with appropriate privileges to do so)
by various content creators/providers.

•

Intellectual Property (IP) Asset Management: The management of facilitating the
trade of content. This includes acquisition of content from creators into an asset
management system. The trading systems need to manage the descriptive metadata
and rights metadata (e.g., parties, usages, payments, etc.).

•

Intellectual Property (IP) Asset Usage: The management of usage content once it
has been traded. This includes supporting constraints over traded content in specific
access devices /software.

While the above models comprise the broad areas required for DRM, the models need to be
complemented by the Functional Architecture that provides the framework for the modules to
implement DRM functionality as shown in following figure.

Figure 1: Functional Architecture of DRM
As shown in figure 1above the functional architecture specifies the roles and characteristics
of a number of supporting and interconnected modules under the three broad areas of
Intellectual Property: Asset Creation, Management, and Usage.
The IP Asset Creation and Capture module provides functionalities for:
•

Rights Validation –for assurance of the fact that content being created from existing
content includes the rights to do so.

•

Rights Creation - to allow rights to be assigned to new content, such as specification of
the rights owners and applicable usage permissions.

•

Rights Workflow - to allow for content to be processed through a series of workflow
steps for review and/or approval of rights (and content).

The IP Asset Management module provides functionalities for:
•

•

Repository functions - to enable the access or retrieval of content in potentially
distributed databases and the access/retrieval of metadata. The metadata covers Parties,
Rights and descriptions of the Works as described in Information architecture of DRM.
Trading functions - to enable the allocation of licenses to parties who have traded
agreements for rights over content, including payments from licensees to rights holders
(e.g., royalty payments). In some cases, the content may need to go through

fulfilmentoperations to satisfy the license agreement. For example, the content may be
encrypted/protected or packaged for a particular type of usage environment.
The IP Asset Usage module provide functionalities for:
•

Permissions Management - to enable the usage environment to comply the rights
associated with the content. For example, if the user only has the right to view the
document, then printing will not be allowed.

•

Tracking Management - to enable the monitoring of the usage of content where such
tracking is part of the agreed to license conditions (e.g., the user has a license to view a
content only 5 times). This module may also need to interoperate with the trading system
to track usage or to record transactions if there is payment due for each usage.

These three modules in combinationprovides the core functionality for DRM systems. The
functionalities of these modules have been described only at broader level, however for
practical implementation the modules needs to be operated with integration with each other.
In addition these modules should also support interoperability, standard formats and
protocols, openness and trust and other such related principles.
These modules are supposed to be the part of components to enable systems to be built in a
modular manner, for modular approach there needs to be a set of common and standard
interfaces/protocols between the modules that does not yet exist in a manner that is
acceptable by everyone.
The Functional Architecture is only part of the solution to the challenges of DRM and just
provides a framework. The actual Rights Management is more complex. For simpler
implementations DRM systems must support the most flexible information model possible to
provide for these complex and layered relationships. The Information Architecture provides
this.
4. Information Architecture of DRM
The Information Architecture deals with how the entities are modelled in the overall DRM
framework and their relationships. The main issues that require addressing in the
development of a DRM Information model include:
• Modelling the entities
• Identifying and describing the entities, and
• Expressing the rights statements

4.1. Modelling the entities
It is important to adopt a clear and extensible model for the DRM entities and their
relationship with other entities. IFLA has done some work in this area, In present context
IFLA model will be taken as an example for modelling entities. The basic principle of the
model is to clearly separate and identify the three core entities: Users, Content, and Rights as
shown in following figure.

Figure 2:Core Entities Model
Users can be any type of user, from a rights holder to an end-consumer. Content is any type
of content at any level of aggregation. The Rights entity is an expression of the permissions,
constraints, and obligations between the Users and the Content. The primary reason for this
model is to provide greater flexibility when assigning rights to any combination or layering of
Users and Content. The Core Entities Model also does not constrain Content from being used
in new and evolving business, models it also implies that any metadata about the three
entities needs to include a mechanism to relate the entities to each other.
The Content itself also needs to be modelled. The key principle in the modelling of Content is
its multiple "layers" containing its evolution and development from various intellectual
stages. Such a model will enable explicit attribution of rights information. The IFLA model
allows Content to be identified at the Work, Expression, Manifestation, and Item layers. At
each of these layers, different rights and rights holders may need to be supported as shown in
figure (3).

Figure 3:Content Model
The layers of the Content defined as Work (a distinct intellectual creation) and Expression
(the intellectual realization of a work) reflect scholarly or creative content. On the other hand,
the other layers of Content, defined as Manifestation (the digital embodiment of an
expression of a work) and Item (a single exemplar instantiation of a manifestation), reflect
physical or digital form.
As an example, consider "The story of My Experiments with Truth".is the autobiography
of Mohandas K. Gandhi, covering his life from early childhood through to 1921 It was
written in weekly instalments and published in his journal Navjivan from 1925 to 1929. Its
English translation also appeared in instalments in his other journal Young India.

The Expressions of the Work could then include:
•
•
•
•

The original text by Mohandas K Gandhi
Original Text in Gujarati
The English translation of the original text
Translator : Mahadev Desai

The Manifestations of the "English translation" Expression could include:
• The hard cover book published by Navajivan Publishing House (Ahmedabad), 1948
• The paper back published byBeacon Press, 1993

The Items of the "book" Manifestations could include:
• A physical hardcover book purchased from Books India retail store
• A digital book(kindle version) purchased from Amazon Inc online store

By using this style of content modelling,different associated rights holders can be recognized,
at any point. Another aspect that may affect rights is when Content is made of many parts.
Some of these parts may have different rights associated with them that need to be recognized
in the aggregated content.
4.2. Identifying and Describing the Entities
All entities need to be both identified and described. Identification should be accomplished
via open and standard mechanisms for each entity in the model. Both the entities and
associated metadata records about the entities must be identifiable. Open standards such as
Uniform Resource Identifiers(URI), Digital Object Identifiers (DOI) and the emerging ISO
International Standard Textual Work Code (ISTC) are typical schemes useful for Rights
identification.
Content should be described using the most appropriate metadata standard for that genre. It is
also critical that such metadata standards do not themselves try to include metadata elements
that attempt to address rights management information, as this will lead to confusion
regarding where to describe such rights expressions. To describe Users, vCard is the most
well-known metadata standard for describing people and (to some extent) organizations. An
additional and important part of the Rights model is to articulate the role that the User has
undertaken with respect to Content. A comprehensive list of roles can be found in the MARC
Relators code list.
4.3. Expressing Rights Statements
The Rights entity allows expressions to be made, permission that are allowed, constraints,
obligations, and any other rights-related information about Users and Content. Hence, the
Rights entity is critical because it represents the expressiveness of the language that will be
used to inform the rights metadata.
Rights expressions can become complex quite quickly. Because of that, they are also
modelled to understand the relationships within the rights expressions.

As shown in following figure, Rights expressions should consist of:
•
•
•
•

Permissions (i.e., usages) - what you are allowed to do
Constraints - restrictions on the permissions
Obligations - what you have to do/provide/accept
Rights Holders - who is entitled to what

Figure 4:Rights Expression Model
For example, a Rights expression may say that a particular e-resource can be viewed (i.e., a
usage permission) for a maximum of 5 times (i.e., a count constraint) within a period of one
month (i.e., a time constraint) for a ₹ 50.00 fee (i.e., an obligation to pay). Each time the
content is accessed, Jagdish, Ashok, Abhishek and Kannan (the rights holders) receive a
percentage of the fee. Usually, if a right is not explicit in an expression, it means that the right
has not been granted. This is a critical assumption made by implementing mechanism (Rights
Language) and should be made clear to all Users.
For an example of a rights language, see the Open Digital Rights Language. ODRL lists
many potential terms for permissions, constraints, and obligations as well as the rights holder
agreements. As such terms may vary across sectors, rights languages should be modelled to
allow the terms to be managed via a Data Dictionary and expressed via the language.
5. DRM and Legal Aspects
Since pertinent laws and law making vary from country to country, it's not possible to give
insight to each and every legal aspect of DRM.
DRM systems have received some international legal backing by implementation of the
1996 WIPO Copyright Treaty (WCT). Article 11 of the Treaty requires nations party to the
treaties to enact laws against DRM circumvention.

The WCT has been implemented in most member states of the World Intellectual Property
organization. The American implementation is the Digital Millennium Copyright
Act (DMCA), while in Europe the treaty has been implemented by the 2001 European
directive on copyright, which requires member states of the European Union to implement
legal protections for technological prevention measures. In 2006, the lower house of the
French parliament adopted such legislation as part of the controversial DADVSI law, but
added that protected DRM techniques should be made interoperable, a move which caused
widespread controversy in the United States.
In India, The Indian Copyright Act, 1957 has been designed from the perspective of a
developing country. It has always attempted a balance between various kinds of interests. It
has always sought to ensure that the rights of author’s of creative works is carefully promoted
alongside the public interest served by wide availability and usability of that material. For
instance, our Copyright Act has provisions for:
•

Compulsoryand statutory licensing: recognizing its importance in making works
available, especially making them available at an affordable rate.

•

Cover versions: recognizing that more players lead to a more vibrant music industry.

•

Widely-worded right of fair dealing for private use: recognizing that individual use and
large-scale commercial misuse are different.

This act was amended by The Copyright (Amendment) Act 2012, passed by the Lok Sabha
(lower house of Parliament) on 22 May 2012withthe provisions that relate to the protection of
digital rights management (DRM) techniques. This made the Indian Copyright Act compliant
with the WCT and the WPPT.
6. Summary
Digital technology has not only created new risks from right holders but also created
opportunities for widespread cost effective distribution, as well as a new tool for controlling
content. Number of approaches are being deployed to make digital works difficult to copy,
distribute and access without necessary permission. This module elaborates onmodelling
framework and architecture of these technologies popularly known as Digital Rights
Management (DRM).
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MODULE-15
DRM/ACCESS MANAGEMENT PART-2

Digital Rights Management (Access Management Part - II)
I. Objectives
The Objectives of this e-module is to impart knowledge on i) need for access management; ii)
tools and techniques deployed for authentication and authorization of users; iii) technologies
that are in vogue for controlling access to e-resources and tracking its misuse; and iv)
technologies and protocols that are used for secure digital communication.
II. Learning Outcomes
After going through this module, learners would attain knowledge about technologies that
can be deployed for authenticating users in a digital library. They would learn types and
levels of authorization that can be assigned to the users of a digital library. Learners would
gain knowledge about technologies that are in used for controlling access to e-resources and
tracking its misuse as well as technologies and protocols that are used for secure digital
communication.
III. Structure
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Introduction
Need for Access Management and Security
User Authentication
Log-in ID and Password-based Access
Challenge-Response Authentication
IP Filtering
Web Cookies
Web Proxy
OpenAthens (http://www.openathens.net/)
Shibboleth (http://www.shibboleth.net/)
Referring URL
Kerberos (http://web.mit.edu/kerberos/www/)
User Authorization
Mandatory Access Control (MAC)
Discretionary Access Control (DAC)
Role Based Access Control (RBAC)
Content Dependent Access Control (CDAC)
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Digital Watermarking
Fractional or Partial Access
Control of the Interface
Flickering
Digital Object Identifier (DOI)
Authentication of Digital Content
Digital Signature
Digital Watermarking

7.
7.1
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Technology for Secured Digital Communication
Cryptography and Encryption
Digital Certificates
Summary

1. Introduction
In previous module we have seen that Digital Rights Management incorporates an access
control model aiming to deal with complex and evolving security associations between users
and digital content. As it happens, it may be better described as an access control mechanism,
since it is deployed for facilitating access to copyright protected content to users. The DRM
technology was created for the content creators as a means to stop illegal reproduction and
distribution of their products. In the online environment, the scope of DRM can be leveraged
to control access to and usage of digital objects and to impose restrictions on their misuse.
The digital rights management in a digital library consists of the following four components:
i)
ii)
iii)
iv)

License agreements and policies;
User authentication and authorization;
Accuracy and integrity of digital content; and
Accessibility including permissions to operate on digital objects or its metadata.

License agreements and policies for providing access to digital libraries are negotiated
between the publishers and librarians or information managers. Users are authenticated and
authorized to access content of a digital library as per the terms and conditions of the license
agreement. While users duly authenticated are allowed access to information according to
their nature of clearances and authority, unauthorized users are blocked from accessing
information. Confidentiality or trusted relationship is of paramount importance in digital
libraries containing highly proprietary information. Accuracy or integrity means the
continuing integrity of information stored in digital object servers. Digital library must not
allow accidental or intentional corruption of information stored in it by unauthorized users or
programs. Accessibility means that a secure computer system must keep information
available to its users. The hardware and software of a computer system should keep working
efficiently and the system should be able to recover quickly in case of disaster. Moreover,
users are given access to digital contents with permissions to download (in case of users) and
to add, edit, delete or amend in case of editors.
It is not only essential to ensure security of data on servers, but also during communication
between clients and servers and vice versa to ensure authenticity and integrity of data. It is
possible for a hacker to eavesdrop on communication between a user's browser and a Web
server and hack sensitive information, such as a credit card number, login ID and passwords,
etc. Techniques of data encryption are used for communicating sensitive information such as
User’s password and PIN codes. Encryption renders data unintelligible and unusable even if
accessed by an unauthorized person. Digital certificates are deployed to establish secure
communication between clients and servers.

2. Need for Access Management and Security
Access management and computer security are two very important issues in all commercial
web applications including digital libraries. Given the fact that electronic content can be
copied much more easily, content owners have a greater need for imposing measures to

control misuse of their content in digital format. IP authentication and password access, two
most commonly used authentication methods, are not able to protect the content from being
duplicated or shared, thus creating a need for greater rights management controls. At the
same time, digital media distribution can bring a variety of new business opportunities for
owners or generators of content who incorporate the right technologies to control access to
their digital content.
Access management is necessary for commercial digital collections because their access is
restricted to its subscribers or licensed users. Even when access to digital collections is
provided openly, access control is required for assigning responsibilities for operations such
as additions, updation, edition and deletion of full-text content as well as metadata.
Moreover, a well-managed digital library requires tracking of all changes made so that the
collections can be restored if mistakes are made or computer files are corrupted.
3. User Authentication
User authentication is the first level of security mechanism to protect a computer system
hosting digital libraries from unauthorized users. Authentication basically means ascertaining
credentials of a user that allow him or her to establish the right to use a network identity.
Login and passwords and IP filtering are two methods that are commonly deployed for
authenticating users, although there are a number of other mechanisms in vogue to
authenticate a user before s/he is provided access to a digital library. User authentication
mechanisms can be incorporated into the firewall, a particular application, a document, or a
network operating system such as Linux, Unix or Windows. Some of the important
authentication mechanisms are given below:
3.1 Log-in ID and Password-based Access
The most common means of access control requiring the matching of a username with its
associated password. Log-in ID and password allow publishers or producers of information to
control access to their electronic resources. Two types of passwords are:
i) Fixed Passwords
User authentication is most often performed with fixed passwords. However, the fixed
passwords remain vulnerable to guessing. Despite their inherent weaknesses, fixed passwords
are used widely because of ease to use and implementation. However, because of their
transparent mobility, passwords can be misused to access digital contents as it can be passed
around by the users in subscribing institutions.
ii) Dynamic Passwords
It is also possible to generate a chain of dependent or independent one-time passwords to the
user. However, since it is very difficult to remember several passwords, users will be forced
to keep this list somewhere either on paper, or in a file on their computers. Software solutions
are now available to manage login IDs and passwords.
3.2 Challenge-Response Authentication
The challenge / response scheme is used to prove identity of a user to the server by
demonstrating knowledge of a secret that is known to the user and the server. Once a user
sends proper response to challenge, s/he may again be prompted to answer another challenge

concerned with the identity of the user. These challenge / response schemes are often
implemented with hardware tokens. The HTTP/1.1 Digest Authentication standard (which is
implemented in all popular browsers) is an example of a software-based challenge/response
scheme. Challenge / response authentication mechanisms are designed to resist replay
attacks, i.e., an adversary should not be able to re-use a particular response to authenticate in
another session with another challenge.
Challenge-response protocols are also used to assert things other than knowledge of a secret
value. CAPTCHAs, for example, are meant to determine whether a viewer of a Web
application is a real person or a computer program. The challenge sent to the viewer is a
distorted image of some text, and the viewer responds by typing in that text (used in Yahoo!,
Google, etc.). The distortion is designed to make automated optical character recognition
(OCR) difficult and preventing a computer program from passing as a human. Cryptographicbased challenge-response authentication involves using the password as the encryption key to
transmit randomly-generated information as a challenge, whereupon the other end must
return as its response in a similarly-encrypted value.
3.3 IP Filtering
The Internet Protocol (IP) address is a numeric address assigned to every device (i.e. server,
client, routers, firewall, bridges, printers, Internet fax machines, etc.) connected to the
Internet in order to identify and communicate with each other. An IP V4 address consists of 4
parts separated by dots, e.g. 202.141.130.75 where as IP V6 is having eight groups of
four hexadecimal digits
separated
by
colons,
such
as 2001:0db8:85a3:0000:0000:8a2e:0370:7334. Every machine that is on the Internet has a
unique IP address, if a machine does not have an IP address, it can not be connected to the
Internet. In other words, the IP address acts as a locator for one IP device to find another and
interact with it. IP addresses can also be assigned dynamically by a service provider.
IP filtering is very easy to implement for a subscribing institution who is required to provide
IP addresses or its ranges to the publisher. The publisher, in turn, is required to maintain a
database of IP ranges that are enabled to access its electronic resources and check all
incoming requests for digital material against its IP database. Most publishers prefer
providing IP-based access to their resources. IP-based access poses problems for those who
are not on campus or are traveling.
3.4 Web Cookies
HTTP cookies or web cookies or cookies, are parcels of text sent by a server to a web
browser and then sent back unchanged by the browser each time it accesses that server.
HTTP cookies are used for authenticating, tracking, and maintaining specific information
about users, such as site preferences and the contents of their electronic shopping carts.
Authentication information are stored in cookies on a user’s browser, so that the user is not
required to provide repeated authentication information when navigating from resource to
resource.

Most browsers allow users to decide whether to accept cookies, but rejection makes some
websites unusable. Cookies are generally used for authentication in combination with other
authentication mechanism such as Log-in ID / password and IP filtering.
3.5 Web Proxy
In context of user authentication, proxy server is a combination of software and hardware that
acts as an intermediary between users and the Internet and enables authorized user of an
institution to access licensed electronic resources, when connecting to the Internet from
outside the premises of their institution.
EZproxy (http://www.oclc.org/us/en/ezproxy/) is one of the popular proxy server program
that is easy to setup and easy to maintain for providing users with remote access to web-based
licensed databases. It operates as an intermediate server between users and subscribed eresources. Users connect to EZproxy, which, in turn, connects on their behalf to subscribed eresources and obtain requested web pages and send them back to the users. Since EZproxy
runs on a machine on the network of subscribing institution, e-resource publisher sees the
requests as coming from an authorized IP address and permits access.
EZproxy works by dynamically altering the URLs within the web pages provided by the
publishers of e-resources. The server names within the URLs of these web pages are changed
to reflect the EZproxy server instead, causing users to return to the EZproxy server as they
access links on these web pages. The result is a seamless access environment for the users
without the need for automatic proxy configuration files.
3.6 OpenAthens (http://www.openathens.net/)
OpenAthens is an access and identity management service by Eduserv Technologies Ltd. to
provide secure single sign-on facility to multiple subscription-based web resources combined
with user management capability. Athens replaces the multiple usernames and passwords
necessary to access subscription based content with a single username and password that can
be entered once per session. It operates independently of a user’s location or IP address.
Organizations adopting the OpenAthens service can choose between the OpenAthens
Managed Directory service, where usernames are held by Eduserv Technologies,
OpenAthens Local Authentication, where usernames are held locally and security tokens are
exchanged via a range of protocols: SAML, Shibboleth or Athens Devolved Authentication
(AthensDA). Over 4.5 million users worldwide are using Athens to gain access to over 400
protected online resources via the Athens service.
3.7 Shibboleth (http://www.shibboleth.net/)
Shibboleth is an open source middleware software which allows sites to make informed
authorization decisions for individuals and provide access to subscription-based electronic
resources. Shibboleth leverages campus identity and access management infrastructures to
authenticate individuals and then sends information about them to the resource site, enabling
the resource provider to make an informed authorization decision about the authenticity and
authorization of a user. Using Shibboleth-enabled access simplifies management of identity

and access permissions for both Identity and Service Providers. It allows for cross-domain
single sign-on and removes the need for content providers to maintain usernames and
passwords. Unlike “OpenAthens MD” where user names are held by Eduserv Technologies
(developers of OpenAthens), user names in case of Shibboleth are held by individual
institutions. Once a user visits “Shibboleth-enabled e-resource”, he / she is redirected to his /
her Identity Provider Service (IDP) so as to complete the process of authentication and
authorization.
Shibboleth is developed in an open and participatory environment, is freely available, and is
released under the Apache Software License. Security Assertion Markup Language (SAML),
an XML standard, are used in Shibboleth for exchanging authentication and authorization
data between an identity provider (subscribing institution) and a service provider (publisher
of an e-resource).
3.8 Referring URL
Referring URL (Teets and Murray, 2006) is a method for enabling authentication based on
the URL. Users generally visit various digital libraries through their Library’s web sites.
When a user clicks on a link given in a web page, the user’s browser sends a request to the
clicked URL along the URL of “referring site”. This “sent along” URL is called a referring
URL. The referring URL can be used for authenticating a user. Ezproxy, a proxy server
program that is used for allowing off-campus access to e-resources, can be configured to
check the referring URLs and automatically authenticate users. From the users' perspective,
simply clicking links on a specified web site leads to access to subscribed e-resources.
Referring URL provides seamless and transparent authentication to the user for accessing
subscribed e-resources (Referring URL Authentication, 2014).
3.9 Kerberos (http://web.mit.edu/kerberos/www/)
Kerberos is an IETF-defined network authentication protocol, which allows individuals
communicating over an insecure network to prove their identity to one another in a secure
manner utilizing a trusted third party, called Key Distribution Center (KDC). It is also a suite
of free software published by the Massachusetts Institute of Technology (MIT) which
implements this protocol. Its designers aimed primarily at a client-server model, and it
provides mutual authentication, i.e. both the user and the server verify each other's identity.
Kerberos protocol messages are protected against eavesdropping and replay attacks as it uses
symmetric key cryptography that requires a trusted third party. Extensions to Kerberos can
also provide for the use of public key cryptography during authentication.
Kerberos protocol are used in web server programs like Apache, routers and switches
Internetwork Operating System (IOS), e-mail clients (Eudora and Mulberry), Operating
System (Mac OS, Microsoft Windows, Linux), LDAP, FTP and Telnet kerberos-enabled
clients.
4. User Authorization

The process of authentication ascertains the identity of a user, while authorization defines his
or her permissions in terms of access to e-resources and extent of its usage. Authorization is
granted to the successfully authenticate users according to his / her rights information
available in the Access Management System (AMS). A user duly authenticated by one of the
authentication mechanism described above may actually be entitled to access only a portion
of digital collection subscribed by his / her institution. For example, an authenticated user
may be authorized to access electronic journals from a publisher’s site, but not electronic
books, reference sources or other resources depending on what his institution has subscribed
to. Typically all users in an institution are authorized to access all the subscribed e-resources.
However, it is possible to define different levels of authorization for different categories of
personnel in an institution. Besides, authorizing users of a digital collection, authorization
also addresses the issue of responsibilities assigned to different personnel invloved in the
development of a digital library and their respective authorities in terms of addition, deletion,
editing and uploading of records into a digital library. Personnel involved in the development
of a digital library may be assigned different levels of authority. Authorization is more
challenging than authentication, especially for widely distributed digital libraries. Access
control is one method for enforcing authorization. Typically, it assumes that the user or entity
has already been authenticated. Access control policies that are in vogue are as follows:
4.1 Mandatory Access Control (MAC)
Mandatory Access Control (MAC) is generally more suited for high security authorizations.
It is based on classification of objects and users according to security levels, where access is
granted only if the security levels of objects and users match or the user’s level is higher.
4.2 Discretionary Access Control (DAC)
Discretionary Access Control (DAC) is based on users identities and authorizations. For
example, if a user provides evidence (e.g., attribute certificate) that s/he has a capability to
execute certain operations on an object, then the evidence is checked and access is granted.
4.3 Role Based Access Control (RBAC)
RBAC is based on assigning roles to users. A user may have multiple roles. Users gain access
authority based on the role they are playing at the time of the request. This is similar to the
implementation of access control mechanism available in all popular operating systems
(windows, linux), where users gain authorizations depending on his / her roles, like
administrator, power users, back-up operators, which have necessary authority to perform the
required activities. Different types of access controls or combination of these are suitable for
different applications and security requirements.
4.4 Content Dependent Access Control (CDAC)
While most of the digital libraries provide access to its content based on qualifications and
characteristics of users, rather than their identity, digital libraries may also be designed to
provide content-dependent authroization to its collection. For example, a user would be given
access to “A rated video” only if s/he is older than 18 years.

5. Technologies for Access Control and Access Tracking
A number of copy-protection and access control technologies have been devised that would
either restrict or completely stop unauthorized use of copyrighted digital material. These
technologies are described briefly here:
5.1 Digital Watermarking
Digital watermarking is a technique which allows embedding of a visible or invisible
copyright notice or other verification messages in digital documents, audio, video or image
signals. Such a message is a group of bits describing information pertaining to the image or
its author or a unique ID. The technique takes its name from watermarking of paper or money
as a security measure. Digital watermarking can be a form of steganography, in which data is
hidden in the message without the end user's knowledge. This system does not prevent
copying, but ensures that any copies made of the media will be traceable to a particular copy
and perhaps to a particular user.
Visible watermark is a secondary translucent image overlaid into the primary digital image. A
simple example of a visible digital watermark is a visible logo or insignia placed over a
digital material to identify the copyright. However, the watermark might contain additional
information including the identity of the purchaser of a particular copy of the material.
Invisible watermarks do not change the signal to a perceptually great extent, i.e., there are
only minor variations in the output signal. An example of an invisible watermark is when
some bits are added to an image modifying only its least significant bits. Invisible
watermarks that are unknown to the end user are steganographic. While the addition of the
hidden message to the signal does not restrict that signal's use, it provides a mechanism to
track the signal to the original owner.
5.2 Fractional or Partial Access
Digital libraries are often designed to allow users to access individual records or articles, but
not copy complete collections so as to prevent massive abuse of copyrighted material. Most
of the online journals hosting sites discourage robotic or systematic downloading of articles.
Scitation, the online journal hosting platform for AIP, ASP, ASME, ASCE and several other
societies, for example, monitor systematic and excessive download of journal articles from its
site and cut-off users doing such activities. Ebrary, for example, allows only chapters of
books for downloading.
5.3 Control of the Interface
Producers of databases and other materials on CD ROM relied on proprietary software to
access and display digital contents of CD ROM. The formats of contents as well as interface
designed to access it was proprietary. It was, therefore, hard to arrange to access the material
on CD ROM unless accompanied with the proprietary interface. Now that most of the digital
contents are web-based and web browser is the defacto interface to access the web, this

method has limited applications. SciFinder Scholar, for example, had a Z39.50 Window
client that was used for interacting with the Chemical Abstracts database. The SciFinder
Scholar (Window client) required extensive configuration before it could be used for
searching Chemical Abstracts Online.
5.4 Flickering
Flickering is method used for allowing users to read information on the screen but not capture
it by screen dumping. The method takes advantage of the ability of human eye to capture
rapidly changing images. Movies and television work because human eyes, when presented
with images, changing 24 or 30 times per second tries to average the result, rather than
perceive the changing images. Computer screen dump, however, will capture the
instantaneous appearance and, therefore, would capture the background bits in the process of
flickering and resulting screen image would be useless.
5.5 Digital Object Identifier (DOI)
A digital object identifier (DOI) is a character string (a "digital identifier") used to uniquely
identify an object such as an electronic document. Organizations that meet the contractual
obligations of the DOI system and are willing to pay to become a member of the system can
assign DOIs.The DOI system is implemented through a federation of registration agencies
coordinated by the International DOI Foundation, which developed and controls the system.
The DOI system uses, but is not formally part of, the Handle System by the Corporation of
National Research Initiatives (CNRI) for the Association of American Publishers. The Digital
Object Identifier (DOI) is a mechanism for marking digital objects so as to identify them and
enable copyright management and access in a digital environment. A typical use of a DOI is
to give a scientific paper or article a unique identifying number that can be used by anyone to
locate details of the paper, and possibly an electronic copy. The DOI does not change over
time, even if the article is relocated, however, the DOI resolution system is required to be
updated when the change of location is made. The main impetus of the DOI system is to
provide publishers with a method by which the intellectual property right issues associated
with their materials can be managed.
6. Authentication of Digital Content
Authentication of digital content refers to continuing integrity and accuracy of information
stored in digital object servers. Digital libraries must not allow accidental or intentional
corruption of information stored in it by unauthorized users or programs. Techniques of
digital signature and digital watermarking described below are used for authentication of
digital objects.
6.1 Digital Signature
A digital signature is an electronic rather than a written signature that can be used to
authenticate the identity of the sender of a message or of the signer of a document. It can also
be used to authenticate that the original content of the message or document that has been
conveyed is unchanged. Digital signatures are based on the concept of a hash function. A
hash is a mathematical function that can be applied to the bytes of a computer file to generate

a fixed-length number. One commonly used hash function is called MD5. The MD5 function
can be applied to a computer file of any length. If two files differ by as little as one bit, their
MD5 hashes will be completely different. To check whether a file has been tempered or not,
MD5 hash value is calculated at the time of its creation and recalculated later to compare it
with the original. If the two are the same then the files are almost certainly the same.
Digital signatures can be applied to guarantee the authenticity of a digital object. When the
hash value is calculated, it is encrypted using the private key of the owner of the material.
This together with the public key and the certificate authority creates a digital signature.
Before checking the hash value the digital signature is decrypted using the public key. If the
hash results match, then the material is unaltered and it is known that the digital signature
was generated using the corresponding private key. For further details on the application of
digital signature see section 8.2 on “Digital Certificates”.
6.2 Digital Watermarking
Digital watermarking places a hidden data, such as a unique disc. The technique allows
embedding of a visible or invisible copyright notice or other verification messages in digital
documents, audio, video or image signals. Such a message is a group of bits describing
information pertaining to the image or its author or a unique ID. The technique takes its name
from watermarking of paper or money as a security measure. Digital watermarking can be a
form of steganography, in which data is hidden in the message without the end user's
knowledge. This system does not prevent copying, but ensures that any copies made of the
media will be traceable to a particular copy and perhaps to a particular user.

7. Technology for Secured Digital Communication
It is not only essential to ensure security of data on digital object servers, but also during
communication between server and client and vice versa to ensure authenticity and integrity
of data. It is possible for a hacker to eavesdrop on communication between a user's browser
and a Web server, to hack sensitive information, such as a credit card number, login ID and
passwords or any other confidential data. Technologies of data encryption and digital
certificates deployed to establish secure communication between clients and server are
described below:
7.1 Cryptography and Encryption
In cryptography, encryption is the process of converting information (plain text or numbers)
from its normal, comprehensible form into an incomprehensible encrypted format, rendering
it unreadable except for those who possess special knowledge, usually referred to as a key.
Encryption is used in digital rights management to restrict the use of copyrighted material and
in software copy protection to protect against reverse engineering and software piracy.
Standards and cryptographic software and hardware to perform encryption are widely
available. Software used for encryption can also be used to perform decryption, i.e. to make
the encrypted information readable again. Encryption has its application in digital certificates
described below.

7.2 Digital Certificates
Digital certificates are electronic files that are used to authenticate web resources, users and
organizations over the Internet to ensure integrity of content. Digital certificates are part of a
technology called Public Key Infrastructure (PKI) that includes organizations called
Certification Authorities (CAs) (such as Entrust, VeriSign and Baltimore) that issue, manage,
and revoke digital certificates, organizations called relying parties who use the certificates as
indicators of authentication, and clients who request, manage, and use certificates. A
Certification Authority (CA) might create a separate Registration Authority (RA) to handle
the task of identifying individuals who apply for certificates. Organizations that use digital
certificates to authenticate their users, maintain a database or directory, using a directory
access protocol called LDAP that stores information about certificate holders and their
certificates.
Digital certificates are based on public-key cryptography, which uses a pair of keys (private
and public key) for encryption and decryption. It contains, amongst other things, the name, a
serial number, expiration dates, a copy of the certificate holder’s public key and the digital
signature of the certificate-issuing authority (CA), so that a recipient can verify that the
certificate is genuine. These electronic credentials assure that the keys actually belong to the
person or organization specified. Messages can be encrypted with either the public or the
private key and then decrypted with the other key.
The recipient of an encrypted message uses the CA's public key to decode the digital
certificate attached to the message, and then obtains the sender's public key and identification
information held within the certificate. With this information, the recipient can send an
encrypted reply. Digital certificates form the basis for secure communication and client and
server authentication on the Web. Certificates can be used to do the followings:
•
•
•
•
•
•

Verify the identity of clients and servers on the Web.
Encrypt channels to provide secure communication between clients and servers.
Encrypt messages for secure Internet e-mail communication.
Verify the sender's identity for Internet e-mail messages.
Put your digital signature on executable code that users can download from the Web.
Verify the source and integrity of signed executable code that users can download
from the Web.

The following illustration shows the basic process of using public and private keys to encrypt
and decrypt a message sent over the Internet.

Figure 1: Use of Cryptography for Secure Information Communication
Most web browsers have several digital certificates preinstalled on them. Web browsers use
digital certificates to secure access to web sites, without the knowledge of users. Digital
certificates not only substantiate the authenticity of a message and its sender but also alert the
recipient if the message was altered while in transit. A user can view and manage certificates
within Internet Explorer / Windows by selecting “Internet Options” from the “Tools” menu
and then choosing “Content”. Then, by selecting Certificates, you can manage your Trusted
Root Certificates as well as your personal certificates.
Types of Digital Certificates
There are different types of digital certificates, each with different functions.
certificates can be grouped into the following four major categories:

Digital

i) Root or Authority Certificates: These are certificates that create the base (or root) of a
certification authority hierarchy. These certificates are not signed by another CA—they are
self signed by the CA that created them.
ii) Institutional Authority Certificates: These certificates are also called campus
certificates. These certificates are signed by a third party verifying the authenticity of a
campus certification authority. Campuses then use their “authority” to issue client certificates
for faculty, staff and students.
iii) Client Certificates: These are also known as end-entity certificates, identity certificates,
or personal certificates. Client certificates are generally issued by campus CA.
iv) Web Server Certificates: These certificates are used to secure communications to and
from web servers. The subject name in a server certificate is the DNS name of the server.
Organizations may also run their own certificate authority, particularly if they are responsible
for setting up browsers to access their own sites (for example, sites on a company intranet), as
they can trivially add their own signing certificate to those shipped with the browser.

8. Summary
Access management variably called, access control, terms and conditions, licensing
conditions and Digital Rights Management (DRM) refers to control of access to digital
libraries. Digital Rights Management (DRM) is a system of solutions created or designed as a
means to prevent unauthorized access, duplication and illegal distribution of copyrighted
digital media. The DRM technology was created for the publishers as a means to stop illegal
reproduction and distribution of their products. In the online environment, the scope of DRM
can be leveraged to control access to and usage of digital objects and to impose restrictions
on their misuse.
Four distinct aspects of access management are: i.e. i) license agreements and policies; ii)
user authentication and authorization); iii) accuracy and integrity of digital content; and iv)
accessibility including permissions to operate on digital objects or its metadata. License
agreements and policies for providing access to digital libraries are negotiated between the
publishers and librarians or information managers. Users are authenticated and authorized to
access content of a digital library as per the terms and conditions of license agreement.
While users duly authenticated are allowed access to information according to their nature of
clearances and authority, unauthorized users are blocked from accessing information.
Confidentiality is of paramount importance in digital libraries containing national defence
information or highly proprietary information. Accuracy or integrity means the continuing
integrity of information stored in digital object servers. Digital libraries must not allow
accidental or intentional corruption of information stored in it by unauthorized users or
programs. Accessibility means that a secure computer system must keep information
available to its users. The hardware and software of a computer system should keep working
efficiently and the system should be able to recover quickly in case of disaster. Moreover,
users are given access to digital contents with permissions to download (in case of users) and
to add, edit, delete or amend in case of editors.
It is not only essential to ensure security of data on servers and clients but also during
communication between clients and servers and vice versa to ensure authenticity and integrity
of data. It is possible for a hacker to eavesdrop on communication between a user's browser
and a Web server and hack sensitive information, such as a credit card number, login ID and
passwords or any other confidential data. A hacker could try to impersonate authorized users
in order to get information which is normally not disclosed without authorization. Incidences
of hackers getting access to important Web sites and defacing them are not uncommon.
Techniques of data encryption are used for communicating sensitive information such as
User’s password and PIN codes. Encryption renders data unintelligible and unusable even if
accessed by an unauthorized person. Digital certificates are deployed to establish secure
communication between clients and servers.
The module describes different authentication mechanisms deployed by the publishers before
allowing access the digital content hosted in digital libraries. A user duly authenticated to use
a digital collection is given “authorization” to access content hosted in a digital library.
Authorization determines a user's entitlements for accessing digital material available in a
digital library. The chapter briefly describes levels of authorization. The process of access

control which includes a number of copy-protection and access control technologies that
would either restrict or completely stop unauthorized use of copyrighted digital material are
briefly enunciated. Digital signature and digital watermarking, as technologies used for
authenticating the integrity of digital documents are described briefly. Technology of
cryptography, digital encryption and digital certificates used for secure transmission of digital
information over a network is described briefly. Standards, protocols and rights markup
languages used for secure communication and digital rights management are described
briefly. Firewalls, proxy servers and intrusion detection system used for security of server
and digital content are elaborated. Lastly, the chapter describes viruses and anti-virus
software available in the market place.
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MODULE-16
DIGITAL LIBRARY SERVICES

Digital Library Services
I. Objectives
The objective of this module is to discuss, deliberate and impart knowledge on digital
library services that are offered by a digital library with or without human
intervention.
II. Learning Outcomes
After going through this lesson, learners would attain knowledge about different types
of services that are being offered by digital libraries with or without human
intervention.
III. Structure
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.

Introduction
E-mail Alerts
Digital Reference Service
Real time Digital Reference Service: Library Chat Rooms
Web Feeds: RSS Feeds or Atom
Web-based Reference Aggregations
Web-based User Education
Personalization: Selective Dissemination of Information (SDI) in Digital Library
Electronic Document Delivery Services
Ask-An-Expert
Summary

1. Introduction
Over the last few decades, there have been significant efforts to provide digital library
services. These efforts, however, largely focused on the building digital collection and
technical infrastructure, including intuitive interfaces to support search and browsing,
networks and telecommunication, computing infrastructure, digital rights
management,standards and protocols, metadata schema, etc. that enabled digital
libraries to function effectively and efficiently. The digital resources and associated
technical infrastructure is only a means to generate services keeping its potential users
in mind. Like printed resources are used in traditional libraries to generate services by
the library staff, the digital resources are used to generate services using software
driven web-based interfaces.
The library research and development in digital libraries, in the beginning, was
focused mainly towards providing search and browsing interface to its collection.
However, providing access to its resources is only one of the several services offered
by a traditional library to its users. Other services offered by a traditional library to its
users include reference services, acquisition, cataloging and classification, circulation
of physical documents, document delivery services, inter-library loan, Current
Awareness Service (CAS), Selective Dissemination of Information (SDI),

bibliographic services and reprography services. Reference services, for example,
provide personalized services to a user with a human touch. The importance of
reference service has increased many-fold with the introduction of new information
technologies in libraries. Users, who are not well versed with the use of web and
Internet technology, find it difficult to retrieve information from plethora of resources
accessible to them from various digital repositories. Sloan (1998) emphasized that
technology and information sources, on its own, cannot make up an effective digital
library. Helping users in finding resources, either in physical or electronic
environment, is the foremost task of a librarian.
Web-based digital resources can potentially support a range of traditional and nontraditional library services. Computer programs substitute for the intellectually
demanding tasks that are traditionally carried out by skilled professionals. Computer
programs through web-based interface, with or without human interventions, perform
activities that require considerable mental activities, like reference service,
cataloguing and indexing, etc..
While it is recognized that librarians may not be responsible for the design and
implementation of digital library infrastructure, they, as managers of digital libraries,
are responsible for generating and creating awareness about digital library-based
services. Most of the library services generated using digital resources resemble
closely to those generated manually with improvements and modifications to suit the
requirements of automated services. However, digital resources have also been used
to generate innovative services that did not have a counterpart in manual parlances.
This module deals with different types of services that are being offered by or using
digital libraries. Such services include e-mail alerts, digital reference service, realtime digital reference service, RSS feeds or atom, Web-based reference
aggregation,Web-based user education, personalization, electronic document delivery
services andAsk-An-Expert.
2. E-mail Alerts
The service, variably called as E-mail Alert, Table of Contents Alert, News Alert,
etc., offer the ability to set up an e-mail alerts for the table of contents from a specific
journal or group of journals by the end user. A user can subscribe to e-mail alerts to
get periodic emails with links to new content automatically that are added to the
publisher's web site. The service, offered by most of the digital libraries and
databases, can broadly be equated to Current Awareness Services (CAS) offered by
traditional libraries.
The first time when a user requests an e-mail alert or table of contents alert, he or she
is required to create a personal user profile / user login. A user is prompted to provide
details such as name, email address, postal address, field of interest, user name,
password, etc. Once these details are filled-in and a login ID and password is assigned
to the user, he / she is required to login on to the publisher's web site and then from
there he / she can start creating his / her user profile. A user may select journal titles
or subject areas that he / she would like to receive regular email alerts for. All ejournal publishers that provide an email alerting services provide some kind of on-line
help and /or FAQs.

The publishers offer a variety of email alerts. Major types of e-mail alerts offered by
the publishers are given below.
2.1. Types of E-mail Alerts
Different publishers provide different types of e-mail alerts. Types of e-mail alerts
offered by different publishers are mentioned below:
• Table of Contents (ToC) Alerts:Most publishers offer Table of Content (ToC) email alerts. The ToC Alerts are sent to subscribing user as soon as a new issue of a
journal is published online.
• Enhanced Alerts: Enhanced Alerts allow a user to design his / her alerts on
selected subject categories or keywords. A user is alerted as soon as article(s)
matching his / her criteria are published.
• New Issue Alerts:A user gets e-mail alerts with link to new issues of chosen
journals as soon as it is published.
• Citation Alerts:A user receives emails when selected article(s) are cited by new
article(s). Such alerts include full citation details (title, author, journal, volume,
issue, page number) of the citing article.
• Publication Alerts:A user gets mail when there are new publications in selected
subject areas.
• eBook Series Alerts:A user gets mail when new eBooks in selected series is
published.
• iFirst Alerts: A user gets mail when new iFirst articles (articles that are accepted
for publication) are available.
• Database Alerts:A user gets e-mail alert as and when the selected database is
updated with new records.
• Reference Work Alerts:A user gets mail as and when the selected Reference
Works is updated.
• Search Alerts:A user gets e-mail alert when new content matching his / her saved
search expression are added to the publisher’s site.
3. Digital Reference Service
The term reference services or sometimes referred to as reference and information
services in a traditional library can be defined as personal assistance provided by
trained personnel to library users seeking information. The terms digital reference
services, web-based reference services, electronic reference services, electronicallymediated reference serviceor “Ask-A-Librarian” are used interchangeably. A digital

reference occurs when a question is received electronically and responded to
electronically (Bertot, McClure and Ryan, 2000).The technology now allows
reference librarians to reach out to the users using the network instead of waiting at
the reference desk for users to come by. Besides, imparting instructions on
mechanisms of using a library, a reference librarian is also involved in delivering
reference service that requires deep intellectual understanding of the subject.
Although automated libraries are not yet sufficiently advanced to offer interactive
reference services, electronically-mediated reference services are increasingly
available through libraries and information centres.
Digitalreference services are Internet-based question and answer service wherein
libraries or a voluntary organization offer reference services to the users typically
through e-mail or via web. It is generally considered as an extension of library’s
existing reference service to their users who are not able to visit the library in person.
The service connects users with individuals who possess specialized subject
knowledge and skills in conducting precision searches (Davis, 2000).
Digital reference services are generally operated through a network of experts and
intermediaries distributed in different institutions. In case of voluntary organizations
offering digital reference services, people who serve as digital reference experts are
called volunteers or mentors who are most of the time information specialists,
affiliated to various libraries.
Most digital reference services have a web-based question submission form or an email address or both. Users may submit questions by using either form. Once a
question is read by a service, it is assigned to an individual expert for answering. An
expert responds to the question with factual information and or a list of information
resources. The response is either sent to the user's e-mail account or is posted on the
web so that the user can access it after a certain period of time. Many services have
informative web sites that include archives of questions and answers and a set of
FAQs. Users are usually encouraged to browse archives and FAQs before submitting
a question in case sufficient information already exists.
The QuestionPoint service (www.QuestionPoint.org), is a subscription base service
that provides libraries with access to a growing collaborative network of reference
librarians in the United States and around the world. Library patrons can submit their
questions at any time of the day or night through their library's Web site. The
questions will be answered online by qualified library staff from the patron's own
library or may be forwarded to a participating library around the world.
4. Real time Digital Reference Service: Library Chat Rooms
Many libraries are experimenting with Internet chat technology as an
innovativemethod for offering real time digital reference service, using chat software,
live interactive communication software, call counter management software, web
contact software, interactive customer assistance system, such as LivePerson, AOL
Instant Messenger, Conference Room and Google Talk, etc. While digital reference
service is asynchronous method of information delivery, the Internet chat providing
the benefit of synchronous communication between a user and a reference librarian
(or mentor). Interactive reference services facilitate a user to talk to a real, live

reference librarian at any time of day or night from anywhere in the world. Unlike
with email reference, the librarian can perform a reference interview of a sort by
seeking clarifications from the user. The librarian can conduct Internet searches and
push websites onto the patron's browser, and can receive immediate feedback from
the patron as to whether his or her question has been answered to his satisfaction.
Several institutions in US including Cornell University, Internet Public Library,
Michigan State University, North Carolina University are offering Internet chat-based
service.
LiveRef
(sm)
(http://www.public.iastate.edu/~CYBERSTACKS/LiveRef.htm)
maintains an online registry of real- time digital reference services.
5. Web Feeds: RSS Feeds or Atom
Web feeds are data formats used for providing users with frequently updated content.
The two main web feed formats are RSS and Atom. RSS stands for Real Simple
Syndication or Rich Site Summary and Atom format was developed as an alternative
to RSS. The technology, on one hand allows a web site to list the newest published
updates (like table of contents of journals, new articles) through a technology called
XML; on the other hand, it facilitates a web users to keep track new updates on
chosen website(s). Like a personal search assistant, RSS feed readers visit predefined web sites, look for updated information and fetch it automatically on to the
user's desktop. In order to use RSS Feed, users are required to download RSS feed
reader or RSS feed aggregator, which can be web-based, desktop-based, or mobiledevice-based and then "subscribe" to the RSS feeds by copying a link from the web
site of a digital repository into their feed reader. The reader can then check the
subscribed feeds to see if any of those feeds have new content since the last time it
was checked, and if so, retrieve that content and present it to the user. Both RSS and
Atom are supported by most of the feed readers.
Digital libraries of most of the publishers provide RSS Feed for delivering the
contents of their journals to their users. RSS feeds on web pages are typically
represented by a rectangle with theletters XML or RSS. Users generally have a choice
to get all the contents of issues of a journal or get contents on a given topic or subject.
6. Web-based Reference Aggregations
An aggregated collection of reference works from different publishers put together
with a common search and browse interface has the great advantage that the whole
collections of material can be searched at once. There are several reference sources
from a given publishers or aggregators of publishers that are now available through a
single interface for searching and browsing. The Gale Group and H W Wilson were
early pioneers in providing web-based reference aggregation. Oxford University Press
has
recently
launched
“Oxford
Reference
Online”.Xrefer
(http://www.xrefer.com/),provides access to 2,887,964 entries from 256 titles from 55
publishers. Referex (www.engineeringvillage2.org) on the other hand, is a collection
of 156 handbooks in engineering available from the EI village platform. Similarly,
McGraw Hill's Digital Engineering Library (DEL) provides online access to a
selection of more than 4,000 engineering articles from McGraw-Hill's 150+ reference
classics.

7. Web-based User Education
The WWW provides a dynamic environment for distributing information over a large
network and web-based instructions is a suitable tool to do so. Web-based guides and
teaching tools can be easily updated, accessed, and printed on demand. They may
include colour graphics, and screenshots. The web-based user education provides a
high degree of interactivity and flexibility to the users offering them the benefit of
self-pace, graduated to teach from basic to highly advanced levels and designed in a
wide range of formats that accommodate diverse learning styles. Moreover, the web
technology provides for incorporating both synchronous and asynchronous
interactivity in the web-based user education.The proliferation of digital resources
will generate greater demands on reference and instructional services. With
availability of digital resources that can be used anywhere at any time, requirement
for instructional and reference services would also grow. Failure to develop both the
technological aspects and required service components would lead to under utilization
of digital resources. The library web sites can use web-based user education for
imparting training to users in the following area:
•
•
•
•

Basic library skills along with glossary of library terms;
Using Library OPAC / webOPAC, locating books, magazines and other library
materials;
Instructions on subject searching training, using Boolean operators and searching
Internet resources through search engines.
Instructions for searching CD ROM and web-based databases and other electronic
resources.

8. Personalization: Selective Dissemination of Information (SDI) in Digital
Library
The personalization in digital library facilitates filtering of information with an aim to
provide personalized and enriched experience to user. It plays an important role in
tapering the information gap between huge amount of information available in a
digital library and task-specific tailored information for individuals and communities.
Personalization is defined, as “the ways in which information and services can be
tailored to match the unique and specific needs of an individual or a community”.
This goal is achieved by adapting presentation, content, and/or services based on a
person’s task, background, history, device, information needs, location, etc.,
essentially the user’s context (Callen, et al, 2003).
User-centric models of personalization that are being used to support portals and
personalization include: recommender system, collaborative filtering, roles-based
personalization and middleware to support portals and personalization.
Recommender systems(RS) are a type of implementation of personalization that are
designed to learn about an individual’srequirements and then proactively identify and
recommend information that meets those requirements. Amazon, for example, has
implemented a recommender system for their clients that suggest books that he / she
may purchase based on books that are purchased by other clients with same or similar

subject interest.
Collaborative filtering (CF) is a method of making automatic predictions (filtering)
about the interests of a user by collecting preferences or taste information from many
users (collaborating). The underlying assumption of the collaborative filtering
approach is that if a person A has the same opinion as a person B on an issue, A is
more likely to have B's opinion on a different issue x than to have the opinion on x of
a person chosen randomly. For example, a collaborative filtering recommendation
system for television tastes could make predictions about which television show a
user should like given a partial list of that user's tastes (likes or dislikes).(Wikipedia,
2014).
Middlewareare computer programs that connectssoftware components or
applications on clients and servers.Middleware ensure that the client and server can
communicate with each other irrespective of different hardware and software
involved. This is made possible by use of standardized sequence of messeges called
protocols. The Application Programming Interface (API) is the middleware
component that facilitates the transferring of messages between clients and server
based on protocol. Middleware can be used effectively by libraries to interface and
integrate between monolithic digital library, institutional repositories, internal
resources, open access resources, etc. to deliver personalized information to its users.
A middleware integrator is a thin-layer database that enables the library to describe
content once and to act as an interface within the library portal or to be selected by
users as part of their Personalized Information Environment (PIE) (Deegan, 2002).
Extent of interoperability and availability of appropriate descriptive metadata are
limiting factors in effective implementation of middleware integrators.
Role-based personalization involves categorization and classification of users into
different groups of interest based on their i) user profile and ii) role in the application
domain. However, role-based personalization is insufficient to reflect users actual
requirements using advanced user profile techniques. As such, it requires additional
inputs from the users, their information seeking-bahariour and history and situationbased adaptation in context of information retrieval and access. It should, however, be
noted that personalized information retrieval and access should be a process of
adaptation, where applications providing personalized information based on
dynamically and automatically detecting an information seeker’s behaviour and
situation.
Two elements that determine functionalities of the desired personalization system are
i) User’s profile, including navigational history and user preferences; and ii)
information collected from the navigational behavior of the digital library users. User
profile should include all the information relevant to user including personal
information, which can be publicly made available by each user in order to facilitate
the discovery of similar interests; and navigational history and behavior records,
which will be used with the personal information by the personalization system to
build the set of recommendations that will help each user in browsing and searching
the digital library. (Ferran, 2005)
Most publishers of full-text e-resources and bibliographic databases offer the
personalization features including ability to customize delivery of setup an email

alerts for the table of contents from a specific journal or group of journals. Different
terminologies such as Personal Profile, My Profile, User Profile, My Settings, etc. are
used by various digital resources. Science Direct, for example uses "My Setting". A
user is generally required to create a personal profile or personal login where he /she
may specify journal(s), subject area, frequency of email alerts, etc.
9. Electronic Document Delivery Services
Abstracting and indexing services have proved themselves, as most effective means
of finding recent and retrospective published research work. The effectiveness of
these secondary services are further enhanced with availability of these secondary
services on CD ROM with efficient search interfaces and other features that are
possible only in electronic media.
Once a researcher gets bibliographic references relevant to his research work, the
more arduous task of locating the full-text of research article begins. While the parent
library may cater only to 10 - 20 % of his references, remaining articles may have to
be arranged through Inter Library Loan (ILL)or through Document Delivery Services
(DDS) which can be very time consuming. Most Library use commercial (Informatics
India) and non-commercial (BLLD,NISCAIR and DELNET) document delivery
services to ensure quick and efficient access to primary information for the library
users. Most online search services like DIALOG, ESA /IRS and STN have been
offering manual document supply services since their inception. The process is laborintensive and time consuming.
The term "electronic document delivery systems" implies delivery of electronic
version of a document that might involve reproduction of an electronic copy of a
document if it is not already available in electronic format. The libraries had been
using fax machines for immediate delivering photocopies of articles via telephone
lines. The first use of electronic document delivery was based on scanning
technology. With maturity of scanning equipment and technology, document supply
services started scanning the documents as bitmap page images. Applications are built
in such a way so as to automatically produce a hard copy together with a header page
containing the address of the applicant which can again be sending by snail mail or
facsimile. A software package known as "Ariel" is used in several libraries in
developed countries for delivery of scanned articles via the Internet. The Ariel
software is loaded on an Internet-enabled computer can receive and send electronic
information to other libraries which have installed Ariel. The ADONIS system
developed in the late 1980s is a document delivery system based on bit-mapped page
images.
Availability of most of the peer reviewed research journals in electronic format,
inexpensive technology to scan articles and improved electronic delivery mechanisms
are some of the enabling factors that have contributed to well-established electronic
document delivery system now available commercially. Most of the secondary
services that were available on CD ROM or through online search services are now
available on the Internet where the journals are linked to the publisher's site. The
technology has now been perfected and there are several electronic document delivery
services that allow a user to download an article in full-text from their site or deliver
them electronically as an attachment to e-mails. Most electronic publishers and

aggregators like Elsevier, Springer, Wiley, Taylor and Francis, EBSCO, etc. are
offering full-text of articles at a cost ranging fromUS $ 30 -45 through their web sites.
Different vendors have various payment options; some charge each time the journal is
used, whereas others provide access for a set annual fee. A user who wishes to have
the item delivered can enter a credit card number and specify a delivery method
(postal, UPS, fax, e mail, etc.) and indicate whether it is a rush item (with a rush order
fee attached.)
Some of the publisher’s based Electronic Document Delivery Services include:
AIP
CAS Full-text
ScienceDirect
Wiley InterScience

http://scitation.aip.org/
http://www.cas.org/fulltext/cas-full-text-options
http://www.sciencedirect.com/
http://www.wileyintersceince.com/

10. Ask-An-Expert
"Ask-An-Expert" is a service offered by several digital libraries and databases. It is an
Internet-based question and answer service that connects users with experts who
possess specialized subject knowledge and skill in a given domain. Digital libraries
and database provides this service as platform to connect users with experts who can
answer specific question and instruct users on developing certain skills. This service
is often restricted to a given user community and subscribers of a database or full-text
resource.
A number of fee or fee-based question answering and other reference and information
services are now available through the Web and several of them are being offered by
non-library organization. The some of the web-based reference services are
mentioned here:
•
•
•
•
•
•
•
•

Askjeeves (http://www.askjeeves.com)
Infoplease (http://www.infoplease.com)
Internet Public Library (IPL) (http://www.ipl.org)
AllExperts (http://www.allexperts.com)
Xrefer (http://www.askrefer.com)
Ask-a-librarian (http://www.ask-a-librarian.org.uk/)
AskDr.Internet (http://www.nwfusion.com/columnists/blass.html)
Yahoo Directory-Ask-an-Expert (http://dir.yahoo.com/reference/ask_an_expert/)

11.

Summary

This module deals with different types of services that are being offered by or using
digital libraries. Such services include e-mail alerts, digital reference service, realtime digital reference service, RSS feeds or atom,Web-based reference
aggregation,Web-based user education, personalization, electronic document delivery
services andAsk-An-Expert.
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MODULE-17
DIGITAL PRESERVATION PART-1

Digital Preservation Part I
I. Objectives
The objective of this module is to impart knowledge on the following aspects of digital
preservation:
•
•
•
•
•

Need, relevance, problems and challenges of digital preservation;
Principles that guide, digital preservation actions;
Factors that are involved in long-term digital preservation;
Digital preservation strategies; and
Impact of intellectual property rights and digital rights management on digital preservation.

II. Learning Outcome
After going through this lesson, learners will attain knowledge on needs, problems and
challenges of digital preservation. They would learn about the nature of digital contents and
problems and challenges faced in accessing them. They would learn important digital
preservation strategies, factors and technical standards used in the process of digitization.
III. Structure
1.
2.
3.
4.
5.
6.
7.
8.
9.

Introduction
Definitions
Needs of Digital Preservation
Problems and Challenges of Digital Preservation
Principles of Preservation as Applied to Digital Preservation
Factors of Digital Preservation
Digital Preservation Strategies
Digital Rights Management (DRM) and Digital Preservation
Summary

1. Introduction
The widespread transition of knowledge from print to electronic format began in 1980s with
appearance of 5¼ inch and 3½ inch floppy discs accompanied with documents acquired by
libraries. These floppy discs and floppy drives required to read them have disappeared
completely. However, information recorded on them is still relevant to libraries and its users.
Likewise, CD ROM, DVD ROM and magnetic tape cartridges that are used as low-cost storage
media in libraries may also move towards extinction as storage technology evolves. Acquisition
of electronic content in libraries are increasing everyday with addition of new resources that are
“born digital” through different channels of communication like e-journals, e-books and online
bibliographic databases subscribed by libraries from publishers, vendors and aggregators.
Furthermore, individual institutions themselves are producing their research output and other
knowledge resources in electronic format. Libraries, with their mandate to provide long-term
access to resources available with them are concerned that if the media and the technology used

for preserving digital content become obsolete, libraries may fail to provide access to its digital
data that are preserved for posterity. As such, the issues of preservation of digital contents are a
matter of concern with technologies, standards and formats in continuous flux of change. In the
past few years, significant developments have been made in digital preservation with several
new projects and programmes involving national and international institutions of high repute.
Libraries, archives, and other cultural institutions are eagerly looking forward to adapt and
adopt tenets of digital preservation with an aim to avoid the risk of loss of digital contents due
to rapid changes in technology. Preservation of digital data requires substantial new
investments and commitments by organizations, institutions and agencies to adopt its economic
and administrative policies for funding and managing the digital preservation practice.
2. Definitions
Digital preservation deals with the management of digital information over long period of time.
Digital preservation is a set of processes and activities that ensure continued long-term access
to information from all kinds of records, both scientific and cultural heritage that exists in
digital form. According to Trusted Digital Repositories (TDR, 2002) “digital preservation
encompasses a broad range of activities designed to extend the usable life of machine readable
computer files and protect them from media failure, physical loss and old fashioned”. Kelly
(1999) defines digital preservation as “storage, maintenance, and accessibility of digital object
(include any digital material such as a text document, an image file, a multimedia CD-ROM or
a database) over long-term, usually as a consequence of applying one or more digital
preservation strategies”. Digital preservation is the active management of digital content over
time to ensure ongoing access.
Kirchhoff (2008) defines digital preservation as “series of management policies and activities
necessary to ensure the enduring usability, authenticity, discoverability, and accessibility of
content over the very long-term”. Digital preservation refers to a series of managed activities
designed to ensure continuing access to all kinds of records in digital formats for as long as
necessary and to protect them from media failure, physical loss and obsolescence (Cornell
University Library, 2005).
The Wikipedia (2014) defines “digital preservation” as "the series of managed activities
necessary to ensure continued access to digital information for as long as necessary". Digital
preservation involves the planning, resource allocation, and application of preservation
methods and technologies to ensure that digital information of continuing value remains
accessible and usable. It combines policies, strategies and actions to ensure access to
reformatted and born digital content regardless of the challenges of media failure and
technological change.
3. Needs of Digital Preservation
Libraries should have a clear understanding about its purpose for digitizing and preserving
digital material. Fundamental needs for digital preservation include:
• Exponential growth in digital information available in libraries and its ephemeral nature;

• Increased complexity of digital objects (incorporating text, images, audio, video, GIS,
formats, etc.) and their increasing dependency on the software required to read and use
them;
• Rapid flux of technology, standards and formats;
• Multiplicity of standards and formats;
• Absence of widely-accepted standards that will assure access overtime;
• Need to ensure usability, durability and intellectual integrity of the digital information; and
• Rapid changes and obsolescence of storage media (e.g., Limited life span of storage media).
4. Problems and Challenges of Digital Preservation
The challenges in maintaining access to digital resources over time are related to notable
differences between digital and paper-based material. The initial problem with digital
preservation is the contents itself (Chen, 2001). Digital contents are complex and dynamic in
nature. It requires specific software and up-to-date technologies to access these contents
frequently. The economic challenges of digital preservation are also enormous. Preservation
programmes require significant upfront investment to create, along with ongoing costs for data
ingest, data management, data storage, and staffing. Graham (1998) grouped problems and
challenges of digital preservation into three distinct categories, namely: i) Longevity of
Physical Storage Media; ii) Technology-related Issues including Technological Obsolescence,
Hardware and Software Dependence and Multitude of Formats; and iii) Intellectual
Preservation Issues including integrity and authenticity of information. Specific challenges that
need to be addressed while preserving digital contents are as follows:
4.1 Dynamic Nature of Digital Contents
Preservation in an analogue world involves static objects like printed documents, manuscripts
and other artifacts. Collecting and storing these items in some form is simple and
straightforward process. While preserving digital contents requires reconsideration in terms of
meaning and purpose of preservation. Digital information exists in several forms and type.
There are several digital documents that are true replicas of their print counterpart, such as
books, reports, correspondences, etc. However, there are other types of digital material that
vary greatly from their tradition forms. For example: interactive Web pages, geographic
information systems and virtual reality models. Web sites are often dynamically changing sites.
As the object grows and changes over time, new questions emerge about what it means to
preserve a digital object. Internet users are all familiar with the link failure syndrome that
plagues the Web.
4.2 Machine Dependency
Digital contents are machine-dependent. It may not be possible to access the information unless
there is appropriate hardware, and associated software. Access to digital contents may require
specific hardware and software that were used for creating them. Since computers and storage
technologies are in a continuous flux of change, the timeframe available for migrating digital
contents to new software / hardware is generally very short, typically 3 to 5 years, as opposed
to decades or even centuries that may be available for preserving traditional materials. Techno-

obsolescence is considered as the greatest technical threat to ensuring continued access to
digital contents.
4.3 Fragility of the Media
The storage media used for storing digital contents are inherently unstable and highly fragile
because of problems inherent to magnetic and optical media that deteriorate rapidly and can fail
suddenly because of exposure to heat, humidity, airborne contaminants, or faulty reading and
writing devices (Hedstrom and Montgomery, 1998). Magnetic storage media is highly sensitive
to dust, heat, humidity and other climatic conditions. Most storage devices, without suitable
storage conditions and proper management, may deteriorate very quickly without displaying
any physical characteristics of external damage. Deterioration of storage media may lead to
corrupted digital files in such a fashion that it may not be easy to identify the corrupted portion
of digital contents.
4.4 Technological Obsolescence
Technological obsolescence can affect hardware, software and file format. Not only computers
are continuingly superseded with their faster and more powerful versions, the media used to
store digital contents also become obsolete in two to three years before they are replaced by
newer and denser versions of that medium, or by new types of media that is smaller, denser,
faster, and easier to read. The digital materials stored on older media could be lost because the
hardware or software to read them may become obsolete. Although the media may physically
survive for years, the technology to read and interpret it may exist for only a brief period of
time. As a result, even if the storage media is retained in the best condition, it may still not be
possible to access the information it contains. Obsolescence also affects software that is used to
create, manage, or access digital contents since the software are being superseded by newer
versions or newer generations with more capabilities. There is a constant threat of backward
compatibility for digital contents that were created using older versions of software. Similarly,
the file formats are being superseded with newer versions, and the newer versions of software
may not read files in older formats. Although some file formats are largely independent of
specific software (for example ASCII and Unicode), most are tied to individual or related
groups of software. Proprietary software with associated file formats represents some of the
most enduring and successful software in use. Commercial software developers regularly
release new versions of their software and associated file formats with added features and
functionality in order to entice users to upgrade.
4.5 Shorter Life Span of Digital Media
One of the important concerns of digital preservation is relatively short life span of digital
media and higher rate of obsolescence of the hardware and software used for accessing the
digital records. Rapid change in the IT industry and the move from science-based development
to commercial development of software and hardware systems has resulted into media
becoming inaccessible at a faster pace.
4.6 Formats and Styles

Information contents that were earlier confined to traditional formats like books, maps,
photographs, and sound recordings are getting increasingly available in diversity of digital
formats. New formats have emerged, such as hypertext, multimedia, dynamic pages,
geographic information systems and interactive video. Each format or style poses distinct
challenges relating to its encoding and compression for digital preservation.
4.7 Copyright and Intellectual Property Rights (IPR) Issues
Legal issues, in particular the process of obtaining copyright clearance for preservation and
access of archived material, can contribute significantly to the cost and complexity of digital
preservation. It is an area where the wider preservation community often needs to make its case
with government and other legislators.
Andrew Charlesworth (2012) emphasized that while a number of legal issues colour
contemporary approaches to, and practices of, digital preservation, it is arguable that
intellectual property law, represented principally by copyright and its related rights, has been
by far the most dominant, and often intractable, influence. It is essential for those engaging in
digital preservation to understand the letter of the law and to be able to identify and implement
practical and pragmatic strategies for handling legal risks in the pursuit of preservation
objectives. Moreover, those engaging in digital preservation need to advance a coherent and
cogent message to rights holders, policymakers and the public with regard to the relationship
between intellectual property law and digital preservation. It is in the long-term interests of all
stakeholders that modern intellectual property law permits both the implementation of effective
and efficient mechanisms of digital preservation.
5. Principles of Preservation as Applied to Digital Preservation
The basic principles of preservation that are being practiced for preservation of analogue media
are also applicable to preservation in the digital world. In essence, digital preservation defines
priorities for extending the life of digital information resources. Convey (Convey, 1996)
identified five principles, i.e. longevity, choice, quality, integrity, and accessibility that are
being practiced for preservation of analogue media and can be extended to digital preservation.
The following principles guide, digital preservation actions:
5.1 Longevity: Density of media to record information has increased exponentially over time
while its longevity to store the information has decreased proportionately. The graph given
below (Convey, 1996) plots ten “writing” media on “X” axis in chronological order with
their corresponding capacity to write information on “Y” axis on a logarithmic scale. It can
be observed that the capacity to write information increases at each level by a factor of ten.
The longevity of digital contents dependents on the life expectancy of the access system,
including hardware and software. Storage media is likely to have longer life span in
comparison to computer systems that is used to retrieve and interpret the data stored on
them. The libraries must always be prepared to migrate valuable digital contents, indexes,
and software to future generations of the computer and storage devices. Migration of

digital contents would remain a continuing activity to ensuring perpetual availability of
digital information. The libraries must ensure continuing institutional commitment to
support long-term migration strategies.

Fig.: Information Density V/s Life Expectancy of Storage Media
5.2 Accessibility: Digital preservation activities must be performed with collaborative
understanding that long-term access is the primary goal. Access to digital collections
should be supported to the best of ability of available technology and resources.
Acquisition of non-proprietary hardware and software components can ensure perpetual
access to digital resources.
5.3 Selection: Selection of digital material for preservation is an ongoing process intimately
connected to the active use of the digital files. The process of selection and value judgment
is involved every time a decision is to be made to convert documents from paper or digital
image and migrate it from one storage access system to another so as to continue
preserving the information. Rare collection of digital files can only justify media and the
cost of a comprehensive migration strategy. (Conway, 1996).
A Selection of digital contents for preservation should reflect the broader institutional
mission. Moreover, as with analogue documents, the main criteria in the selection of digital
contents for preservation should be their authenticity, significance and lasting cultural
value in reflecting subject matter.
5.4 Quality: Quality in the digital world is concerned with the usefulness and usability of
digital contents, and is essentially governed by the limitations of capture and display
technology. Imaging technology, for example, facilitates scanning at resolution of 3000
dpi, however, the printing and display technology has its limitation. The Quality of the
digital object, including the richness of both the image and the associated indexes, is the
heart and soul of preservation in the digital world. This means maximizing the amount of
data captured in the digital scanning process, documenting image enhancement techniques,
and specifying file compression routines that do not result in the loss of data during
telecommunication. (Convey, 1996)

5.5 Integrity and Authenticity: Digital preservation is concerned with physical as well as
intellectual integrity of digital contents. In terms of digital preservation, the physical
integrity of a digital image file is determined in terms of loss of information that occurs
when a file is created in the process of scanning, and compressed mathematically for
storage or transmission across the networks. The metadata (descriptive or structural) that
describes intellectual contents of an image file or its organization is an integral part of the
digital file, which must be preserved along with the digital image files themselves. The
preservation of intellectual integrity also involves authentication procedures to make sure
files are not altered intentionally or accidentally (Lynch, 1994).
5.6 Discoverability: Digital content must have associated bibliographic metadata so that the
content can be found by end-users through time.
5.7 Usability: The intellectual content of the item should remain usable via the delivery
mechanism of current technology.
5.8 Sustainability: Digital preservation activities must be planned and implemented in ways
that resource can be managed and sustained into the future. Future access to digital
resources cannot be assured without institutional commitment to the necessary resources
that are required for digital preservation.
6. Factors of Digital Preservation
There are many issues involved in long-term digital preservation. These factors can be grouped
into the following six categories, each one of them tends to affect one another:
6.1 Cultural Factors: There is a lack of awareness amongst large groups of people within
society, including planners and decision makers about the historical value and significance
of their digital documentary heritage. This, in turn, leads to obliviousness to perform
adequate and proper keeping of those documents with a consequent loss of heritage.
Although digital information production is considered valuable, there is not enough
awareness about its preservation. In 2003, a US survey carried out by the Cornell
University Library found that the main menace to digital materials was the lack of policies
and plans inside their institutions to carry out this task. In developing countries, the
situation could be worse.
6.2 Technological Factors: Technological factors are mainly related to obsolescence of
computers, storage devices and media, changes in operating systems, formats, programs,
interfaces, reading and reproducing devices, emerging standards, lack of interoperability
among computing devices. Moreover, issues related to information security must also be
addressed. This has to do with the relationship among threats, risks, vulnerabilities,
impacts, and control measures on digital objects. Libraries, with limited technologies and
technological dependence factors, should gear up to cope with these obsolescence and
security problems.

6.3 Legal Factors: Preservation of digital contents is not an easy task for libraries. It is
strongly associated with legal factors such as copyrights and IPR. Some of the questions
that need to be answered include: Who is legally responsible for keeping every document
collection or archive for the future? Who has the legally eligible or competence to perform
that task? Will it be possible to make these documents accessible in future? National
libraries and archives are currently trying to balance their responsibilities of receiving,
keeping and providing access to documents and the growing restrictions on distributing
them, mostly in electronic formats.
6.4 Methodological Factors: These factors are associated with the tools and standards that are
used for appraisal among the different materials, selection and disposal, logical storing and
future retrieval of documents. The digital document with a simple set of descriptive
metadata like author, title and keywords are not enough for proper future retrieval of
digital documents. A new set of metadata that allow hyperlinks and contextualize
description of the document in relation with other documents, enhancing its reuse, search,
linking, weighting, integration, data mining and interoperability with other programs that
might be used in future. If these factors are not taken into consideration then the
technological preservation effort will be of limited use inspite of complexity involved and
cost.
6.5 Economic Factors: Preservation is an on-going process. Therefore, current, short, and
long term costs and funding are important issues to deal with before and during a
preservation project, in order to maintain their feasibility in the long term. These includes:
cost of digitizing (cost of scanning and/or producing a digital original), cost of editing (to
prepare, assemble, alter, adapt, refine or bring about conformity to a standard certain
digital document), cost of register (to add set of metadata pertinent to the digital object),
cost of storing (cost to maintain in storage devices in or off-line a digital object for a given
time) and cost of updating (cost to copy, update, refresh, convert, and reshape digital
documents to fulfill new requirements).
6.6 Social Factors: These factors are associated with usability, accessibility and security
aspect of digital preservation. The future generations should have effective and efficient
access to the information that are preserved. There is no use in preserving digital
documents if no one or just a few users will have access to preserved documents.
Assuming copyrights, privacy rights, and other legal issues are observed, the future
challenge will be how to make this information available to as many people as possible
through several generations. The social issues should be addressed and taken into
consideration while defining digital preservation policy.

Figure 2: Factors of Digital Preservation
7. Digital Preservation Strategies
The goal of digital preservation strategies is to achieve consistency in the management of
digital records. The purpose is to ensure that access to digital archives can be maintained
indefinitely. The preserved digital objects should be identical in all essential respects to the
original digital objects. It is important to understand what is 'essential' in order to protect those
aspects of a digital record and to measure the success of preservation interventions. UNESCO’s
Guidelines for the Preservation of Digital Heritage (2003) group these strategies under the
following four categories:
7.1

Short-term Strategies

Short-term digital preservation strategies are likely to work for a short period of time only.
These strategies include:

Figure 3: Short-term Strategies
7.1.1

Bit-stream Copying

Bit stream copying is referred as “backing up data”, or “mirror image backup”, which involves
the backup of all areas of a computer hard disk drive or another type of storage media making
an exact duplicate of a digital object. Bit stream copying is not a long-term maintenance

technique, since it deals only with the question of data loss due to hardware and media failure,
whether resulting from normal malfunction and decay, malicious destruction or natural disaster.
It should be considered the minimum maintenance strategy for even the most lightly valued,
short-lived data.
7.1.2

Refreshing

Refreshing is the transfer of data between two types of the same storage medium, with no
change, whatsoever, in the bit-stream. For example, transferring census data from an old
preserved CD to a new one. This strategy may need to be combined with migration when
the software or hardware required to read the data is no longer available or is unable to
understand the format of the data. Refreshing is a necessary component of any successful
digital preservation project. It potentially addresses both decay and obsolescence issues related
to the storage media.
7.1.3 Replication
Replication is a method of creating duplicate copies of data on one or more systems. The Data
that exists as a single copy in only one location is highly at risk to software or hardware failure,
intentional or accidental alteration, and environmental disaster like fire, flooding, etc. Digital
data is more likely to survive if it is replicated in several locations. Thus, the intention of
replication is to enhance the longevity of digital documents while maintaining their authenticity
and integrity through copying and the use of multiple storage locations.
Bit-stream copying is a form of replication. LOCKSS (Lots of Copies Keeps Stuff Safe) is a
consortial form of replication, while peer-to-peer data trading is an open, free-market form of
replication. CLOCKSS supports the traditional model of preservation whereby individual
libraries build and maintain local collections of journals.
7.1.4 Technology Preservation or Computer Museum
Technology preservation is the maintenance of the hardware and software platforms, which
support a digital resource, if adopted as a preservation strategy. It needs regular cycle of media
refreshing. Maintaining obsolete technology in usable form requires a considerable investment
in equipment and personnel. It is also called the “computer museum” solution.
7.2

Medium- to Long-term Strategies

Figure 4: Medium to long term Strategies
7.2.1

Migration

Migration is the process of transferring digital information from one hardware and software
setting to another or from one computer generation to subsequent generations, without change
in their intellectual content. The purpose of migration is to preserve the integrity of digital
objects and to retain the ability for clients to retrieve, display, and use them in the face of
constantly changing technology. For example, moving files from an HP-based system to a
SUN-based system involves accommodating the difference in the two operating environments.
Migration can also be a format-based, to move image files from an obsolete file format or to
increase their functionality.
7.2.2

Canonicalization

Canonicalization can be defined as a canonical form for a class of digital objects that, to some
extent, captures the essential characteristics of that type of object in a highly determined
fashion, when it is converted from one format to another. This form could be used to
algorithmically verify that a converted file has not lost any of its essence. In particular, it
provides a language or framework for understanding the effects of file translation. Unlike text,
there are many ways in which an image can be stored: by rows or by columns; in planes;
compressed or uncompressed. Different formats in use today make different choices. All of
them can be mapped to the relevant canonical format. As long as the canonical form is used,
integrity and authenticity can be managed independently of the peculiarity of specific
representations and their choices about how to store the image. Clifford Lynch (1999) is
recognized as the first person to introduce the idea of canonicalization.
7.2.3

Emulation

Emulation is a method of preservation that can preserve the functionality and the 'look and feel'
of digital objects that migration may not be able to achieve. This method attempts to simplify
digital preservation by eliminating the need to keep old hardware working. Emulation

combines software and hardware to reproduce in all essential characteristics the performance of
another computer of a different design, allowing programs or media designed for a particular
environment to operate in a different, usually newer environment. Emulation requires creation
of emulator programs that translate code and instructions from one computing environment so
it can be properly executed in another. It is cost effective solution in certain circumstances for
the reason that producing one emulator could be much cheaper than migrating every digital
object in an archive.
Intellectual Property Rights (IPR) issues are also involved in emulating either operating
systems or applications. There is a need of trusted organization that can undertake the work and
make this available for others to use for effective emulation.

Figure 5: Issues in Emulation
7.3

Investment Strategies

Investment preservation strategies involve investment of efforts at the time of archiving digital
materials. Such strategies include:

7.3.1

Figure 6: Investment Strategies
Restricting Range of Formats and Standards

Preservation programmes may decide to only store data in a limited range of formats and
standards. This can be achieved either by only accepting material in specified formats or by
converting material from other formats before storage. All digital objects within an archival
repository of a particular type (e.g., colour images, structured text) can be converted into a
single chosen file format that is thought to embody the best overall compromise amongst
characteristics such as functionality, longevity, and preservability. For, example most of the
textual and graphical information can be converted into PDF format. The UK Archaeology
Data Service (ADS), for example, specifies a preferred (but not exclusive) range of formats for
deposit and provides guidelines for depositors on creating or preparing materials for
submission.
The strategy does not necessarily solve the access problem unless the obsolescence of formats
and standards used are handled effective through some other strategy. This strategy imposes
serious restrictions on the range of materials that a preservation programme can accept.
Moreover, the process of conversion from original format may cause some loss of essential
elements.
7.3.2

Reliance on Standards

Reliance on Standards seeks a way to "harden" the encoding and formatting of digital objects
by adhering to well-recognized standards and favouring such standards over more impenetrable
and less well-supported ones. It is to software what durable media is to hardware. This
preservation strategy involves use of open, widely available and supported standards and file
formats that are likely to stable for a longer period of time discarding proprietary or lesssupported standards. For example, if JPEG2000 becomes a widely adopted standard, the sheer
volume of users will guarantee that software to encode, decode, and render JPEG2000 images
will be upgraded to meet the demands of new operating systems, CPUs, etc. similarly, majority
of digitization programmes choose TIFF (Tagged Image File Format) as an open, stable and
widely supported standard for creation of preservation master images and also most publisher
use PDF as de facto standard for electronic distribution of their research articles, due to the
availability of PDF readers for all platforms. Like many of the strategies described here,
reliance on standards may lessen the immediate threat to a digital document from obsolescence.
7.3.3

Data Abstraction and Structuring

Data abstraction involves analysing, and tagging data so that the functions, relationships and
structure of specific elements can be described. Using data abstraction, the representation of
content can be liberated from specific software applications and be achieved using different
applications as technology changes. The technique requires extensive development of tools and
methods for analysis and processing in order to correctly represent and tag each type of data,
thus making a document application-independence and simplifies the transport of data between
platforms and over generations of technology.
7.3.4

Encapsulation

Encapsulation involves retaining a digital object in its original form as a bit stream, and
encapsulating it along with instructions and whatever else might be necessary to maintain
access to it in the future. Encapsulation is considered a key element of emulation. First, the
information that has to be encapsulated comprises the document and its software environment.
Central to the encapsulations is the digital document itself, consisting of one or more files
representing the original bit stream of the document as it was stored and accessed by its original
software. In addition, the encapsulation contains the original software for the document, itself
stored as one or more files representing the original executable bit stream of the application
program that created or displayed the document. A third set of files represents the bit streams of
the operating system and any other software or data files comprising the software environment
in which the document’s original application software ran. Rothenberg (1995) provides a
diagram which shows how much needs to be encapsulated:

Figure 7: Encapsulation
Open Archival Information System (OAIS) Model represents a form of encapsulation, in which
the digital object is packaged together with the Representation Information needed to interpret
the bits appropriately for access; and Preservation Description Information, which includes
information on provenance, context, reference and fixity.

Figure 8: Open Archival Information System (OAIS) Model
7.3.5

Software Re-engineering

The function of application software associated with Digital preservation process gets most
affected by changes in technology during regular migration. However, software reengineering
may offer a number of strategies for transforming software and data formats. Some possibilities
include: Adjustment and re-compiling of source code for a new platform: it requires
considerable time and effort by the compilers or interpreters to adjust the existing code or recoding in another programming language or reverse-engineering of compiled code into higher
level code and porting that to the new platform or translation of compiled binary instructions
for one platform directly into binary instructions for another platform.
7.3.6

Universal Virtual Computer

A Universal Virtual Computer (UVC) is a virtual machine (VM) specially designed for
preservation of digital objects, based on emulation. This method allows digital objects to be
reconstructed in its original appearance anytime in the future and is completely independent of
the architecture of the computer on which it runs. Users could create and save digital files using
the application software of their choice, but all files would also be backed up in a way that
could be read by the universal computer. The central idea of the UVC-based preservation
method is based on the following four different components:
i) Universal Virtual Computer;
ii) UVC program (format decoder);
iii) Logical Data Schema (LDS) with information type description; and
iv) Logical Data Viewer.
A UVC program decodes the ﬁle format of a digital object. This format decoder program runs
on the UVC, which is the platform-independent layer, independent of future hardware and
software changes. Executing the format decoder delivers element tags, which hold speciﬁc
information about the content of the data in a technology-independent manner. These elements
build the Logical Data View (LDV) of the data, which is quite similar to XML. The LDV is a
visible representation of the LDS, describing the structure and meaning of the tags as parts of a
speciﬁc information type.
All these components are controlled by a Logical Data Viewer simply called viewer (Figure 9).
For reconstruction, the viewer starts the UVC and feeds it with the data of the digital object to a
format decoder running on top of the UVC. In return, it retrieves an LDV and reconstructs a
speciﬁc representation of the original object’s meaning.

Figure 9: UVC-based preservation method
7.4

Alternative strategies

Alternative strategies to digital preservation include taking analogue backup of document (print
or microfilm) or recovering data from obsolete digital media.

Figure 10: Alternative Strategies
7.4.1 Analogue Backups
Analogue backups are a method of conversion of digital objects into analogue form e.g., taking
high-quality printouts or the creation of silver halide microfilm from digital images. An
analogue copy of a digital object can, in some respects, preserve its content and protect it from
obsolescence, without sacrificing any digital qualities. Text and monochromatic still images are
the most amenable to this kind of transfer.
The limitations of analogue backups and their relevance to only certain classes of documents
are highly expensive, the technique only makes sense for documents whose contents merit the
highest level of redundancy and protection from loss.
7.4.2 Digital Archaeology or Data Recovery

Digital archaeology involves retrieving data from obsolete software or hardware environments,
or the wealth of other removable media, which have been used since the earliest days of
computing. There are a growing number of specialist third party services offering to carry out
digital archaeology, and it has been shown to be technically possible to recover bit streams
from damaged and obsolete media. Only trained specialists will be able to extract data in this
way, using special hardware and software; for instance, in order to extract data from relatively
recent, damaged, media, the British Library makes use of 'forensic' hardware, designed for use
by law enforcement, intelligence, corporate and military agents who need to recover digital
evidence from hardware in a way which ensures its authenticity.
Digital archaeology is an emergency recovery strategy, not a pro-active and preventative
approach to long-term preservation, because:
• It is much more costly than the other major preservation strategies and is unlikely to be
more cost-effective for any other than the most highly valued digital resources;
• Relying on digital archaeology means that the digital material that is not necessarily
highly valued (yet might still be useful to some researchers or have important evidential
value) might not be rescued;
• If there is no accompanying metadata or documentation, it may be impossible to assess
the value or usefulness of obsolete digital resources until after rescue has taken place,
which may turn out to be a waste of resources;
• Digital archaeology techniques are unlikely to be successful in all cases; and
• It requires a certain amount of technology preservation (see above).
7.5 Combinations
Even with good planning, a single preservation strategy may fail, leaving the programme with
no means of access. Several digital preservation projects may be used to cover the range of
objects and characteristics to be preserved.
For example:
• Standards such as TIFF for image collections are often chosen in preparation for eventual
migration to other standard formats over the long-term;
• The VERS strategy couples the use of standards (PDF, XML) to the future use of viewers
and the likely migration of XML encoded metadata in the future;
• Persistent archives (Moore, 2000) use data abstraction with the view to eventual migration –
migration of the data, the mark up system and the supporting software, and upgrading of
hardware;

• The Universal Virtual Computer (UVC) approach combines data abstraction with rules for
migration of data objects at the point of access, and an emulation approach for software
objects. The “durable encoding” approach adds the use of fundamental standards for
encoding data, including encoding that could be understood by the UVC.
8. Digital Rights Management (DRM) and Digital Preservation
8.1 Copyright and Other Intellectual Property Rights (IPR)
Content owners have copyright on the content that has substantial impact on digital
preservation. The IPR issues for digital materials are more complex and significant than for
traditional media. If these issues are not addressed, it can hinder or even prevent preservation
activities. Simply copying (refreshing) digital materials onto another medium, encapsulating
content and software for emulation, or migrating content to new hardware and software,
involve activities that can result in infringement of IPR unless statutory exemptions exist or
specific permissions have been obtained from rights holders. As both migration and emulation
will involve manipulation and changing presentation and functionality to some degree, it is
important to establish a dialogue with rights holders so that they are fully aware of these issues
and the actions and rights required to ensure the preservation of selected items are obtained
from the copyright holders.
8.2 Access and Security
Some of the additional complexity in IPR issues relates to the fact that electronic materials are
also easily copied and re-distributed. Rights holders are, therefore, particularly concerned with
controlling access and potential infringements of copyright. Technology developed to address
these concerns and provide copyright measures can also inhibit or prevent actions needed for
preservation. These concerns over access and infringement and preservation need to be
understood by organizations preserving digital materials and addressed by both parties in
negotiating rights and procedures for preservation.
8.3 Stakeholders, Contract & Grant Conditions, and Moral Rights
Resources in electronic formats are the result of substantial investment by funding agencies,
publishers, individual scholars and authors. Each of these stakeholders may have an interest in
preservation. Archiving organization are required to seek permissions from them to safeguard
and maximize the financial investment, intellectual and cultural value of the work for future
generations. Such interests may be manifested through contract, license, and grant conditions or
through statutory provision such as "moral rights" for the authors.
8.4 Privacy and Confidentiality
Digital objects are subject to confidentiality agreements like Data Protection Act or similar
privacy legislation that protects information held on individual. Privacy and confidentiality
concerns may impact on how digital materials can be managed within the repository or by third
parties, and made accessible for use.

8.5 Business Models and Licensing
Business models for dissemination of electronic materials and the range of stakeholders who
own the IPR has an impact on digital preservation. In most cases, subscribers to electronic
resources, particularly electronic journals, do not have its physical possession. Subscribers are,
therefore, concerned that publishers consider the archiving and preservation of these works and
include archiving and perpetual access to back issues in licensing of these works.

8.6 Legal Deposit
Legal deposit libraries are obviously own major responsibility for digital preservation for
documents deposited with them. In UK, the Legal Deposit Libraries Act 2003 (United
Kingdom, 2003) is enabling legislation, which will be implemented over time by a series of
further Regulations. UK legal deposit law should, over time, be extended to cover digital
publications as well as their preservations. Unusually, this law also includes provisions to allow
legal deposit libraries to carry out activities necessary to acquire, preserve and make accessible
digital publications. Other countries are increasingly extending their legislation. Initially, new
laws tended to cover only tangible digital publications (for example, magnetic tape, diskettes
and optical discs) or so-called "static" online publications.

Figure 11: Rights Management
9. Summary
The module introduces the challenges and problems of digital preservation with technologies,
standards and formats in continuous flux of change. The module defines digital preservation,
its scope, need and processes involved that ensure long-term accessibility and usability of
digital information. The module elaborates on problems and challenges of digital preservation
that can be grouped into three distinct categories, namely: i) Longevity of Physical Storage
Media; ii) Technology-related Issues including Technological Obsolescence, Hardware and
Software Dependence and Multitude of Formats; and iii) Intellectual Preservation Issues

including integrity and authenticity of information. Principles that guide, digital preservation
actions with the ultimate goal of providing long-term access to digital content are described
briefly in this module. Module elaborates on factors that are involved in long-term digital
preservation. These factors can be grouped into six categories, namely i) Cultural factor, ii)
Technological factor; iii) Legal Factor; iv) Methodological Factors; v) Economic Factors; and
vi) Social Factors.
The goal of digital preservation strategy is to achieve consistency in the management of digital
records so as to ensure long-term access to digital archives. These strategies can be grouped
under four categories, namely i) Short-term strategies; ii) Medium to long-term strategies; iii)
investment strategies; and iv) Alternative strategies. The module also discusses about use of
combinations of digital preservation strategies so as to cover a range of objects and
characteristics to be preserved. Lastly, the module discusses impact of intellectual property
rights and digital rights management on digital preservation.
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MODULE-18
DIGITAL PRESERVATION PART-2

Digital Preservation.
Part II
I. Objectives
The objectives of this module are to discuss on the following aspects of digital preservation:
• Digital preservation metadata, models and standards
• Major functions of a preservation programmes
• Storage management of digital preservation
• Microfilming: a hybrid solution for digital Preservation Process
• Major Digital Preservation Programmes initiatives in India and world-wide
II. Learning Outcome
After going through this lesson, learners will attain knowledge on digital preservation metadata
and OAIS, PREMIS and METS as models for digital preservation metadata. They would learn
about microfilming as a hybrid solution in the digital preservation process. Finally, learners
would attain knowledge about major digital preservation programmes in India as well as world
wide.
III.

Structure

1.

Introduction

2.

Digital Preservation Metadata

3.

Major Functions of Preservation Programmes

4.

Storage Management for Digital Preservation

5.

Microfilming and Digital Preservation: A Hybrid Solution

6.

Major Digital Preservation Programmes

7.

Digital Preservation Initiatives in India

8.

Summary

1. Introduction
This is the second of a two-part module on digital preservation. Some key points discussed in
the first part of the module are as follow:
• Need, relevance, problems and challenges of digital preservation;
• Principles that guide digital preservation actions;
• Factors that are involved in long-term digital preservation;
• Digital preservation strategies; and
• Impact of intellectual property rights and digital rights management on digital preservation.
Preservation metadata is one of the vital building blocks in the digital preservation programmes.
Without preservation metadata, digital material will be lost. Preservation metadata provides the
vital information which will make “digital objects self-documenting across time. This part of the
module provides an overview of preservation metadata, metadata models, standards and
functions of digital preservation programmes. This module also discusses patterns of storage
management and microfilming as a hybrid model being practised for long term preservation. The
module outline selected world-wide and Indian initiatives towards a digital preservation
programme.
2. Digital Preservation Metadata
Digital preservation metadata provides structured ways to describe and record information
needed to manage the preservation of digital resources. It is one of the vital building blocks in
the digital preservation programmes and essential in order to establish and document the
authenticity, integrity, provenance and trustworthiness of digital objects. Effective digital
preservation depends on a set of preservation services such as conserving materials, digitizing
collections, preserving library content in digital formats, and providing robust education and
outreach programs, that needs digital preservation metadata to work together to ensure that
digital objects are preserved for long-term. Three types of preservation metadata are described
below:
2.1

Open Archival Information System (OAIS)

The OAIS Reference Model was developed by the NASA’s Consultative Committee for Space
Data Systems (CCSDS) as a conceptual framework describing the archival systems for the longterm preservation of digital data (Lee, 2010). OAIS has now been adopted as an ISO standard
(ISO 14721:2003). The model establishes terminology and concepts relevant to digital archiving,
and proposes an information model consists of the following three components for digital objects
and their associated metadata:
i) Submission Information Package (SIP): SIP is the content and associated metadata
“ingested” into the repository at the time of deposit;
ii) Archival Information Package (AIP): AIP is the content and associated metadata actually
stored and managed by the repository over the long-term; and

iii) Dissemination Information Package (DIP): DIP is the content and associated metadata
provided by the repository in response to access requests by users.
The thematic diagram of OAIS Reference Model, along with the three variations of information
packages, is shown in Figure 1.

Figure 1: OAIS Functional Entities
The metadata in OAIS Model plays an essential role in preserving digital content and supporting
its use over the long-term. The OAIS information model implicitly establishes the link between
metadata and digital preservation – i.e., preservation metadata. The OAIS reference model
provides a high-level overview of the types of information needed to support digital preservation
that can broadly be grouped under two major umbrella terms called i) Preservation Description
Information (PDI); and ii) Representation and Descriptive Information.
2.1.1

Preservation Description Information

The preservation description information consists of the following four major types of metadata
elements:
i) Reference Information: Reference information is used for identification or description and
includes global identifiers, identifiers local to the archive and some method of pointing to an
existing descriptive metadata record for the resource such that it can be referred to
unambiguously, both internally and externally to the archive (e.g., ISBN, URN).
ii) Provenance Information: Documents the history of the content information (e.g., its
origins, chain of custody, preservation actions, effects and rights management) and helps to
support claims of authenticity and integrity.
iii) Context Information: Documents the relationship of the content information to its
environment, how it is related to other object, how it is related to other manifestations of the
same object and how it is intellectually related to other objects. (e.g., why it was created,
relationships to other content information).

iv) Fixity Information: Documents authentication mechanisms used to ensure that the content
information has not been altered in an undocumented or unauthorized manner (e.g.,
checksum, digital signature).
2.1.2

Representation and Descriptive Information

Representation information facilitates proper rendering, understanding, and interpretation of a
digital object's content. At the most fundamental level, representation information imparts
meaning to an object’s bit-stream. For example, it may indicate that a sequence of bits represents
text encoded as ASCII characters and furthermore, that the text is in French. The depth of the
representation information required depends on the designated community for whom the content
is intended. Descriptive Information metadata contains more ephemeral metadata, the
information used to aid searching, ordering, and retrieval of the objects.
2.2

PREMIS (PREservation Metadata: Implementation Strategies)

In 2003 OCLC and RLG established Preservation Metadata: Implementation Strategies
(PREMIS), an international working group. Composed of more than thirty international experts
in preservation metadata, PREMIS sought to: i) define a core set of implementable, broadly
applicable preservation metadata elements, supported by a data dictionary; and ii) identify and
evaluate alternative strategies for encoding, storing, managing, and exchanging preservation
metadata in digital archiving systems. In September 2004, PREMIS released a survey report
describing current practice and emerging trends associated with the management and use of
preservation metadata to support repository functions and policies. The final report of the
PREMIS Working Group was released in May 2005. The PREMIS Data Dictionary is a
comprehensive, practical resource for implementing preservation metadata in digital archiving
systems. It defines implementable, core preservation metadata, along with guidelines and
recommendations for management and use. PREMIS also developed a set of XML schema to
support use of the Data Dictionary by institutions managing and exchanging PREMIS
conformant preservation metadata.
Figure 2 provides the PREMIS data model consisting of five entities associated with the digital
preservation process: Intellectual Entity (a coherent set of content that is described as a unit: e.g.,
a book); Object (a discrete unit of information in digital form, e.g., a PDF file); Event (a
preservation action, e.g., ingest of the PDF file into the repository); Agent (person, organization,
or software program associated with an Event, e.g., the publisher of the PDF file who deposits it
in the repository); and Rights (one or more permissions pertaining to an Object, e.g., permission
to make copies of the PDF file for preservation purposes). Each entity is described by a set of
properties called semantic units. Each semantic unit represents a discrete piece of information to
be recorded as part of the metadata supporting the digital preservation process. In short, a
PREMIS semantic unit can be recorded in any way a repository finds convenient, given the
processes and architecture of its repository system, as well as its metadata management
procedures. A semantic unit can be recorded as a single metadata element, or broken up over
multiple metadata elements if the repository prefers.

Figure 2: PREMIS Data Model
2.3

METS: A Standard for Packaging Metadata and Content together in Digital
Repository System

METS (Metadata Encoding and Transmission Standard) is designed to organize and link
different types of metadata to its associated content in the OAIS Reference Model. METS is an
XML schema designed specifically as an overall framework within which all the metadata
associated with a digital object can be stored. A METS file comprises of the following four
major constituent sections:
i) A file inventory for all the files associated with the digital object including still image files,
text, video or audio files;
ii) A section for administrative metadata;
iii) A section for descriptive metadata; and
iv) A structural map, which indicates in a hierarchical manner how the various components of
the item relate to each other, so allowing its constituent elements to be navigated by the user.
These four sections are linked to each other by means of identifiers. The practical
implementation of METS can be very flexible as well. Any system capable of handling XML
documents can be used to create, store and deliver METS-based metadata (Lavoie, 2005). METS
provides the ability to associate a digital object with behaviors or services.
3. Major Functions of Preservation Programmes
The UNESCO’s Guidelines for the Preservation of Digital Heritage (2003), describes the
following functions that a full-fledged digital preservation programmes should perform:
3.1 Creation of a Safe Place
Preservation programmes must identify or create a safe place for storing and managing digital
materials. Organizations may either set-up its own infrastructure or outsource its digital

preservation activity to a reliable third party. However, it is the responsibility of the concern
organization to ensure long-term availability of their digital contents.
3.2 Ingest
The process of loading a digital file into a digital repository along with its descriptive metadata
for subsequent retrieval is referred to as ingest. The steps involved in ingest include:
• Applying collection policies and selection criteria to ascertain whether material can be
accepted on submission or not;
• Checking the quality of the material submitted, including its completeness, authenticity and
ascertain that the material has duly been scanned for viruses;
• Assigning unique identifiers to digital objects;
• Assigning and managing copyright of digital material;
• Assessing the elements that must be maintained, and assigning preservation objectives;
• Setting retention and review periods for the digital material as deemed appropriate;
• Checking and upgrading the documentation that describes the material, including the
technical and preservation metadata;
• Checking the file format(s) and converting them into another format if so desired to comply
with the policy of digital preservation programme;
• Saving digital objects and associated metadata after verification to the archival storage system
3.3 Archival Storage
A digital preservation programme should provide archival storage that maintains, protects and
verifies the integrity of the stored digital objects and associated metadata, whether stored as a
single data stream or as separate but linked data streams.
The archival storage system must include practices to ensure the protection of data stream from
unintended change, damage or loss which can be achieved by regular copying of the data stream
to fresh media, or to new media types, when necessary. Storage practices should also includes
regular checks such as: checking of data stream against corruption, system security; backup
regimes that place copies at remote sites and disaster recovery plans that address contingencies
such as complete loss of the system’s operating infrastructure.
3.4 Preservation Planning
The basic function of preservation planning is to monitor threats to accessibility to digital
material and to specify the action required to counter such threats. While archival storage offers
data protection, its continuing access has to be ensured. The technology changes that affect
accessibility should be monitored. The remedial action may involve migrating or upgrading of
the digital object into different format or encoding or changing the metadata that describes the
means of access and links to current access tools.
3.5 Implementing Preservation Strategy

Preservation strategies discussed above differ substantially in their method of preserving digital
records. However, the process of implementation is quite similar. Steps involved in
implementing preservation strategies adopted by the National Archives of Australia (2007) are
given below:

i)

Identify Materials Requiring Preservation: Identify and select digital materials that
require preservation treatments.

ii)

Research Appropriate Preservation Strategy: Investigate the hardware and software
technologies required to successfully implement the preferred preservation approach.
Different preservation strategies may have different pre-requisites. For example, in the case
of emulation, it may involve the development of specialised software capable of re-creating
the source records within a new computer environment. In the case of migration, this may
involve identifying suitable migration paths (i.e. software applications with sufficient
backward compatibility to transfer source records from an outmoded data format to a
current data format). In the case of encapsulation, this may involve software with the
ability to embed metadata or ‘package’ it with the record.

iii)

Test Proposed Solution: Before a preservation approach is fully implemented,
comprehensive testing of the technical processes must be conducted. Testing should be
performed on duplicates of source records.

iv)

Back up Records Identified for Preservation: Prior to implementation, all digital records
identified for preservation treatment should be backed up with its integrity duly verified.
These duplicate source records should not be subjected to a preservation process and will
serve as master copies should the selected preservation treatment be unsuccessful.

v)

Apply the Preservation Treatment: After successful testing, the treatment should be
applied to all digital records identified for preservation treatment. This treatment would
vary from one preservation strategy to another, For example, for migration and
encapsulation techniques, it would entail applying preservation treatments to the source
records, thereby altering their format. For an emulation-based technique, the records
identified for preservation would be transferred to the new environment – without altering
the records themselves.

vi)

Audit the Integrity of Preserved Records: The preserved records should be subjected to
rigorous testing to ensure that there is no loss of content and change in its structure or
format. The integrity of all relevant metadata associated with the preserved records should
be verified. Metadata should also be updated to record the preservation treatment.

vii) Destroy Source Records where Appropriate: Once the preservation process has been
completed and the integrity of the preserved records has been verified, duplicate source
records may be destroyed.
viii) Establish Monitoring Regimes: The integrity of the preserved records, their functionality,
structure, content and context, and associated metadata, should be monitored periodically
following preservation to ensure the stability of the preserved records and to identify when
subsequent preservation treatments are required.
3.6 Data Management
Managing digital materials in the archive generates its own data about what material is stored,
what can be accessed, and about the management of the archive. This data must be managed to
support use of the archive, and to support its effective administration.
3.7 Access
This function provides a user interface to the archive, allowing users to browse, search and
discover its holdings, to request for material and receive its copies. Access to archives may either
be restricted or it may be made available to all potential users. The access function may well
require mechanisms to control access.
3.8 Liaison and Advocacy
The preservation programme and libraries must advocate good practices among producers of
digital contents with an aim to facilitate long-term availability of the material for which the
programme will be responsible. There is also a need to understand who would be the likely users
of the material, so that preservation and access arrangements can be tailored to their needs and
expectations.
3.9 Management, Administration and Support Functions
A digital preservation programme must be managed professionally. It involves development of
policy frameworks and standards covering all areas of operations, the ongoing supply of
appropriate resources and infrastructure including suitable technical systems, and in part
management processes such as monitoring and reporting on the programme’s operations. The
OAIS Reference Model is a high level conceptual framework that can be used as a reference
point for those designing, using and evaluating real implementations.
4.

Storage Management for Digital Preservation

One of the crucial threats to digital preservation is short life of storage media, obsolete hardware
and software, and slower read times of old media. The selection and installation of software
components are crucial while building digital preservation programme. The basic tenets of
digital preservation extend much beyond storage media life. Devices used for reading storage
media rapidly become obsolete, various formats (and their changing versions) of digital

documents and images introduce additional complications. The storage operation in digital
archives primarily address to the media level formatting of information objects. Primary
considerations for storage of digital materials include levels of hierarchy and redundancy. A
digital archive may have multiple levels of storage depending upon the levels of expected use
and expected retrieval performance. Digital repositories that are too large to store on a single
disk can use hierarchical storage mechanism (HSM). In an HSM, the most frequently used data
is kept on fast disks while less frequently used data is kept in near-line such as an automated
(robotic) tape library. An HSM can automatically migrate data from tape to disk and vice-versa
as required. Digital material in a distributed network may be stored online in multiple locations.
Besides offline and online storage, near-line storage may be adopted wherein information objects
may be stored on optical or tape media and loaded in a jukebox. Retrieval time in near-line
storage systems is higher in comparison to online storage, but is considerably more responsive to
user demand than off-line storage. A digital archive may use any or all of these methods. The
most sophisticated systems combine the resources so that objects in use or recent use are stored
online and, as they age from the time of most recent use, they move to near-line storage and then
eventually to off-line storage.
Redundancy is another important storage consideration. Effective storage management thus
means providing for redundant copies of the archived objects to ensure availability of documents
in case of loss. A number of RAID (Redundant Array of Inexpensive Disks) models are now
available for greater security and performance. The RAID technology distributes the data across
a number of disks in a way that even if one or more disks fail, the system would still function
while the failed component is replaced. Digital archives may also choose to make backup copies
on their own or to make arrangements for other sites to serve as backup.
Although hard disc (fixed and removable) solutions are increasingly available at an affordable
cost, optical storage devices including WORM, CD-R, CD ROM, DVD ROM or opto-magnetic
devices in standalone or networked mode, are attractive alternatives for long-term storage of
digital information. Optical drives record information by writing data onto the disc with a laser
beam. The media offer enormous storage capabilities. Some of the important features of storage
infrastructure for satisfying requirements of digital preservation are as follows:
• Increased scalability: The storage media should be scalable depending on the requirement of
a digital archive.
• Availability of storage devices to multiple servers: The storage system should be a sharable
device that can be accessible from multiple servers. Increased availability and sharing among
storage devices allows for effective load balancing and redundancy. Intelligent storage
networks and Network Attached Storage (NAS) are now available in which the physical
storage devices are intelligently controlled and made available to a number of servers.
• High-speed throughput: The storage device should utilize Fiber Channel, for carrying traffic
between devices at high speed.

Separation from the LAN: The storage system attached to a digital repository should only be
accessible via devices physically connected to it so that the storage system remains unaffected by
traffic on the user LAN and vice versa.
5. Microfilming and Digital Preservation: A Hybrid Solution
Microfilming is a tried and tested technology for preservation of documents with proven
longitivity. The life expectancy of microfilm is in the 500+ year range. In 1992, renowned
microfilm expert Don Willis drew upon developments in the infant technology of mass digital
storage to suggest the possibility that microfilm and digital technologies could be combined to
meet the needs of both archival storage and digital access. The proposed hybrid solution suggests
microfilming of document as first step and then digitized from the film master. It is argued that
for a computer image to match the resolution of high-resolution microfilm, the item would need
to be scanned at over 600 dots per inch, which is practically impossible with prevailing scanning
technology as it would require incredible scanning time and storage space. Moreover, neither the
scanners are designed to scan at such a high resolution nor the documents scanned at such a high
resolution can be displayed using present day display technology. The hybrid solution provides
the best of both worlds. The high-resolution microfilm masters can be safely archived, and
retrieved when needed to generate new high-use, highly accessible digital version. The process
also serves to circumvent the problems with digital technology, i.e. constant migration. The life
expectancy of microfilm is in the 500+ year range (Jones 1993). The microfilm master, if
properly stored, is quite simply the most stable reformatting method available today. Yale’s
Open Book Project (1991-96) suggest that in preservation microfilm that produces better quality
digital image products but that the costs incurred in creating such film will not be recouped
through reduced digital conversion costs.
6. Major Digital Preservation Programmes
6.1.

Portico’s Digital Preservation Service

Portico is the largest community-supported digital archives in the world, committed to the
preservation of digital publications such as e-journals, e-books, and other digital content. Portico
is collaboratively working with libraries, publishers, and funders, to ensure researchers and
students will have access to it in the future. Portico offers the easiest way to ensure that the
digital content is kept safe. The various approaches of Portico are:
• Preserves the largest and broadest collection of e-books and e-journals of any third-party
preservation archive.
• Maintains legal agreements with publishers to guarantee long-term preservation.
• Monitors and communicates information about the abandonment of e-journal and e-book
titles.
• Helps set industry standards and utilizes best practices for e-content validation and
authentication, metadata management, and distributed replication.
Portico preserves content through a format-based migration strategy. The key points of this
strategy are (i) Identifying key preservation metadata at the initial point of preservation, (ii)

Practical preservation of content, such that content is only migrated at the point where it becomes
necessary.
To meet the goals of digital preservation (usability, authenticity, discoverability and
accessibility), portico follows exact standards and processes for content management and
maintenance and replication of the archive; conduct self-checks and third-party archive
certifications to ensure quality and security; and maintain a delivery system and services to
provide access to users in ways that are as easy and integrated with other online resources as
users expect.( http://www.portico.org/digital-preservation/)
6.2

The LOCKSS (Lots of Copies Keep Stuff Safe) Programme

LOCKSS Programme, based at Stanford University Libraries, provides libraries and publishers
with award-winning, low-cost, open source digital preservation tools to preserve and provide
access to persistent and authoritative digital content. The only approach that mitigates against the
broad set of technical, economic and social threats to the security and long-term preservation of
digital content. LOCKSS’s award winning open-source technology is built on a peer-to-peer
software infrastructure that preserves trustworthy, authoritative and original scholarly content for
long-term access. It is a cooperative, affordable and decentralized preservation system over a
shared library network that relies on lots of copies to keep stuff safe. (http://www.lockss.org/)
LOCKSS technology preserves the publisher’s original content as of the date of web publication.
The “look and feel” of the content, along with the publisher’s branding, is preserved, resulting in
an authentic representation of the authoritative source file. The LOCKSS programme also
preserves the links going into and out of digital content – links that reference other digital objects
and provide valuable context to the original work. The LOCKSS approach takes steps to ensure
libraries are responsible not only for short-term access, but involved at many stages in the
emerging model of journal archiving.
6.3

The CLOCKSS (Controlled LOCKSS) Programme

CLOCKSS (Controlled LOCKSS) is a not-for-profit joint venture between the world’s leading
academic publishers and research libraries whose mission is to build a sustainable,
geographically distributed dark archive with which to ensure the long-term survival of Webbased scholarly publications for the benefit of the greater global research community. Built on
low-cost, open-source, award-winning LOCKSS technology, the CLOCKSS archive comprises a
network of redundant nodes located at 12 major research libraries, into which e-content is
ingested, copied, and preserved. CLOCKSS's decentralized, geographically disparate
preservation model ensures that the digital assets of the community will survive intact. (
http://www.clockss.org/)
CLOCKSS is committed to provide very long term preservation solution. It aims become a safe
haven for scholarly content from all corners of the world, including underserved scholarly
communities and those who cannot afford to archive their materials on their own.
Other selected digital preservation programmes are:

Sl.
No
1

2

Project

URLs

ADAPT:
An http://www.umiacs.u
approach
to md.edu/
digital archiving
and preservation
technology:
DCC : Digital www.dcc.ac.uk
Curation Centre

3

DELOS Digital www.dpc.delos.info
Preservation
Cluster

4

Digital
Object www.bl.uk
Management
(DOM)
Digital
www.dpconline.org
preservation
coalition

5

6

7

DORIA: digital www.lib.helsinki.fi
object
management
system
The
ECHO www.ndiipp.uiuc.edu
DEPository
project, 2004-7

8

ERPANET:
www.erpanet.og
Electronic
Resources
Preservation and
Access Network

9

espida:
an www.gla.ac.uk
effective strategic

Description
The main aim is developing technologies
for building a scalable and reliable
infrastructure for the long-term access and
preservation of digital assets.
It was established to help solve the
extensive challenges of digital preservation
and to provide research, advice and support
services to UK Institutions
The main focus [is] on those [tasks]
designed to initiate collaborative interaction
between institutions and individuals, focus
and enable digital preservation and deliver
tangible research by bringing together the
fragmented research results in different
laboratories
the mission is to enable the United
Kingdom to preserve and use its digital
output forever
It was established to foster joint action to
address the urgent challenges of securing
the preservation of digital resources in the
UK and to work with others internationally
to secure our global digital memory and
knowledge base
A project that aims to create a platform for
preservation, cataloguing and distribution of
digital collections
Its activities include the development of
new tools for selecting and capturing
materials published on the web, the
evaluation of existing tools for storing and
accessing digital objects, and research into
the challenges of maintaining archived
digital resources into the future
The objective is to establish an expandable
European consortium which will make
viable and visible information. Best practice
and skills development in the area of digital
preservationo of cultural heritage and
scientific objects
Its focus is on the creation of a model of the
relationships roles and responsibilities,

10

11

12

13

14

15

16

17

18

model for the
preservation and
disposal
of
institutional
assets
GPO
LOCKSS www.access.gpo.gov
Pilot Project

costs, benefits and risks inherent
institutional digital preservation

in

A pilot scheme to make federal government
e-journals available to select pilot libraries
that are operating LOCKSS boxes
Internet Archive
www.archive.org
The internet archive is building a digital
library of internet sites and other cultural
artifacts in digital forum
InterPARES 2
www.interpares.org
In addition to dealing with issues of
authenticity it delves into the issues of
reliability and accuracy from the
perspective of the entire life-cycle of
records from creation to permanent
preservation.
kopal:
www.kopal.langzeitar The principal goal is to develop a
Cooperative
chivierung.de
technological and organizational solutions
development of a
to ensure the long-term availability of
long-term digital
electronic publications
LIFE: Life Cycle www.ucl.ac.uk/Is/life LIFE ‘will examine the life cycles of key
Information for project/
digital collections at UCL and the British
E-Literature.
Library and establish the individual stages
in the cycle. This stage will then be costed
to show the full financial commitment of
collecting digital materials over the long
term’
Mandate:
www.jwheatley.ac.uk The aim is to develop a toolkit to support
Managing Digital /mandate/
the creation and implementation of digital
Assets in tertiary
asset management and preservation in the
Education
further education setting and demonstrate its
applicable.
MetaArchive
www.metaarchive.or A process to ‘develop a cooperative for the
g/
preservation of at-risk digital content with a
particular content focus: the culture and
history of the American South’ and testing
LOCKSS as the technology infrastructure.
National Archive www.nationalarchive The Digital Preservation department is
s.gov.uk/preservation ‘Playing an active role in storing and
/digital.htm
preserving digital material’ for government
departments and the public sector.
New
Zealand www.natlib,govt.nz/b To establish ‘a trusted digital repository for
Trusted
Digital in/media/pr?item=10 the long-term preservation and maintenance
Repository
85885702
of digital materials aimed at providing New
Zealand access to their digital heritage’.

19

20

North
Carolina
Geospatial Data
Archiving Project
(NCGDAP)
OCLC
Digital
Archive

www.lib.ncsu.edu/nc
gdap/

www.oclc.org/digital
archive/default.htm

21

Our Digital Island http://odi.statelibrary.
tas.gov.au

22

PRESERV:
Preservation
Eprint SERVices

23

Preserving Digital www.ptvdigitalarchiv
Public Television e.org/

24

PrestoSpace:
www.prestospace.org
Preservation
/
towards Storage
and
Access:
Standardised
Practices
for
Audiovisual
Contents
in
Europe
reUSE
www.uibk.ac.at/reuse
/

25

26

27

28

http://preserve.eprints
.org/

The focus is ‘on collection and preservation
of digital geospatial data resources from
state and local government agencies in
North Carolina;.
A system that ‘offers real-world solutions
for the challenges of archiving and
preservation in the virtual world’.
It ‘provides access to Tasmanian web sites
that have been preserved for posterity by the
State Library of Tasmania’.
PRESERV is a ‘project investing and
developing
infrastructural
digital
preservation services for institutional
repositories’.
The principal aim is to design a
‘preservation repository that the [American]
public television system can afford to
maintain and use’.
The ‘objective is to provide technical
solutions and integrated systems for digital
preservation of all types of audiovisual
collections. The project intends to provide
tangible results in the domain of
preservation restoration storage and archive
management, content description, delivery
and access’.

The scheme will ‘focus on the publications
of public sector institutions. Together with
the printed material the digital originals will
be collected, preserved and made available’.
SHERPA
DP: http://ahds.ac.uk/abou The objective is to ‘create a collaborative,
Creating
a t/projects/sherpa-dp/
shared preservation environment for the
Persistent
SHERPA project framed around the OAIS
Preservation
reference model’.
Environment for
Institutional
Repositories
Sound Directions: www.dlip.indiana.ed An archiving project to ‘create best
Digital
u/projects/sounddirec practices and test emerging standards for
Preservation and tions/
digital preservation of archival audio’.
Access for Global
Audio Heritage
Sun Centre of www.lianza.org.nz/ne The aim is to ‘develop an advanced
Excellence
for ws/newsroom/news1 information lifecycle management system,
Digital Futures in 131595738.html
which will serve as an international model

Libraries
29

Tufts and Yale: http://dca.tufts.edu/fe
Fedora and the atures/nhprc/index.ht
preservation
of ml
university
Records

30

Virtual Archives www.archives.gov/er
Laboratory
a/research/virtual(VAL)
archives-lab.html

31

The Web at Risk: www.cdlib.org/inside
A
Distributed /projects/preservation
Approach
to /webatrisk/
Preserving
Our
National’s
Political Cultural
Heritage

7.

for digital repositories and preservation
management’.
‘To
synthesize
electronic
records
preservation research with digital library
repository research in an effort to develop
systems capable of preserving university
electronic records at both institutions, this
project will test the potential of fedora (the
Flexible Extensible Digital Object and
Repository Architecture) to serve as the
architecture for such an electronic records
preservation system’.
The objective is ‘to design and test a model
for a Federated Persistent Archives that will
examine and address requirements for largescale long-term preservation of electronic
records’
The aim is to ‘develop web archiving tools
that will be used by libraries to capture,
curate, and preserve collections of webbased
government
and
political
information’.

Digital Preservation Initiatives in India

Centre of Excellence for Digital Preservation is the project under the National Digital
Preservation Programme of Department of Electronics & Information Technology (DeitY),
Government of India. This project is designed and maintained, C-DAC Pune, India. The
Objectives of this project are as under:
• Conduct research and development in digital preservation to produce the required tools,
technologies, guidelines and best practices.
• Develop the pilot digital preservation repositories and provide help in nurturing the network
of Trustworthy Digital Repositories (national digital preservation infrastructure) as a longterm goal.
• Define the digital preservation standards by involving the experts from stakeholder
organizations, consolidate and disseminate the digital preservation best practices generated
through various projects under National Digital Preservation Programme, being the nodal
point for pan-India digital preservation initiatives.

• Provide inputs to Department of Electronics & Information Technology in the formation of
national digital preservation policy and strategy by identifying and selecting the activities for
the National Digital Preservation Programme.
• Spread awareness about the potential threats and risks due to digital obsolescence and the
digital preservation best practices.
8.

Summary

The module discusses various metadata specifications like PREMIS or METS, have the status of
de facto standards with well-defined community processes for maintaining and updating digital
assets for long-term preservation. While the Open Archival Information System (OAIS)
reference model defines a framework with a common vocabulary and provides a functional and
an information model for the preservation community. The METS schema provides a flexible
mechanism for encoding descriptive, administrative, and structural metadata for a digital library
object, and for expressing the complex links between these various forms of metadata. The major
functions of a Preservation Programmes, govern by UNESCO’s Guidelines for the Preservation
of Digital Heritage (2003), and how effective storage management is possible through media
level formatting of information objects are well discussed in the module. Other selected Digital
Preservation Programmes in India and world-wide are discussed at the end of the module.
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MODULE-19
DIGITAL LIBRARIES MARKETING AND PROMOTIONS

Digital Libraries Marketing and Promotions
I. Objectives
• To make aware of the meaning of marketing concept in general and in its applicability
libraries
• To make familiar with the functions of marketing vis-à-vis philosophy and functions of
libraries and information centres.
• To discuss about the marketing functions in digital library context.
• To enlist strategies for marketing digital libraries.
II. Learning Outcomes
After going through this lesson, learners would attain knowledge on basic concepts of
marketing and its applicability in the library environment in general and in digital libraries in
particular. They would learn that web-based marketing strategies offers ample opportunities to
connect with the users and serve them in an effective way to build up long-term relationships.
III.
1.
2.
3.
4.
5.
6.
6.1
6.2
6.3
6.4
7.
7.1
7.2
7.3
7.4
7.5
8.

Structure
Introduction
Defining marketing
Integrating library philosophy with marketing
Functions of marketing
Marketing functions in digital library context
DL marketing imperatives
Marketing is intrinsic for DLs
Role of marketing expands with technologies
Marketing to become people centred
People behaviour is changing
DL marketing strategy
Situation analysis
Segment analysis
Marketing mix strategy
Web marketing strategy
Monitoring/ control / evaluation
Summary

1. Introduction
We all know that marketing originated in commercial world to increase sale, increase profit, or
to increase market share. But, when Kotler propagated the idea of not-for- profit marketing, the

interest of other institutions which were not involved in making profits started taking interest in
marketing. Such organizations include: hospitals, charitable trusts, educational institutions,
museums and libraries. Later marketing theories, such as service marketing, social marketing
and internet marketing, digital marketing expanded the application of marketing in libraries.
Scope of marketing is much wider than envisaged by ancestors. Marketing signifies that
marketing is essential for organizations of all sectors to the extent that it is equally applicable to
the social enterprises, governmental agencies and every other organizations which concerns
making customers feel happy and satisfied.
To understand the scope of marketing more precisely, we must understand the scope of
marketing by way of its function which is universal in nature. The common functions of
marketing include: buying, selling, transporting, storing, standardization and grading, financing,
risk taking and market information functions. Let’s understand the meaning of marketing,
philosophical propositions of librarianship and its closeness and integration with the marketing
concept. It will also discuss the marketing functions and strategies of digital libraries.
2. Defining Marketing
Marketing has been defined and explained in many ways by different marketing authors. The
National Association of Marketing Teachers, a predecessor of the AMA, adopted what seems to
be the first official definition of marketing in 1935:
“Marketing is the performance of business activities that direct the flow of goods and services
from producer to consumers.”
In 1985, AMA defined marketing as: “Marketing consists of individual and organizational
activities that facilitate and expedite exchange relationships in a dynamic environment through
the creation, servicing, distribution, promotion and pricing of goods, services, and ideas.”
Again in 2004, the AMA the definition was revised to read: “Marketing is an organizational
function and a set of processes for creating, communicating and delivering value to customers
and for managing customer relationships in ways that benefit the organization and its
stakeholders.”
CIM proposes to redefine marketing in 2007 as the strategic business function that creates value
by stimulating, facilitating, and fulfilling customer demand. It does this by building brands,
nurturing innovation, developing relationships, creating good customer service and
communicating benefits. By operating customer centrically, marketing brings positive return on
investment, satisfies shareholders and stake-holders from business and the community, and
contributes to positive behavioural change and a sustainable business future.

What is important to remember is the notion of managing the exchange process between an
organization and its publics with a view to developing relationships between both the parties is
at the heart of marketing. It involves philosophical thinking, strategic outlook, and operational
tactics for all libraries including digital libraries. Digital library marketing is not about
technologies rather about people they serve.
3. Integrating Library Philosophy with Marketing
Although at first sight it may appear that ‘marketing’ and ‘libraries’ belong to different world.
Let’s observe Ranganathan’s Five Laws may also be library activities integrated with marketing
as extended in the following table:
Five Laws

Main focus of the Marketing Activities and Decisions
work

Books are for Optimum use of Acquiring appropriate information material and
use
resources, facilities ensuring sufficient resources and services are
and services.
available for the use of users. Convenient location,
effective signage, and longer opening hours;
helping hands for using resources and services.

Every reader Meeting users need Collecting
and
interpreting
information,
his/ her book
satisfactorily
understanding the needs of users and matching with
the organizational resources.

Every book its Reaching out to users
reader

Save the time User benefits
of user
preferences

Publicizing value and benefits, promotional
campaign, advocacy, public relations, personal
communication, etc.

and Repackaging information into appropriate form,
availability of information when they need.
Ensuring quality of services and offerings.

Library is
growing
organism

a Adapting to
user needs

future Mobilizing resources, Dealing with uncertainty
about future user needs, new services, new
customer groups, etc.

Much of the debate surrounds just how marketing fits into library and information services.
Such views infer that marketing is not a natural activity for library and information
professionals. If marketing is not seen as a natural consequence of what we do every day, every
time, then marketing is misunderstood and misplaced. Most of the time we take decisions about
the location of the library, opening hours, acquisition of books, archiving or storing or
digitizing library material, planning a new facility or service, offering services according to
users/ user groups, making free or priced services, and so on. May not be necessary that while
taking each of such decisions marketing theory is applied or considered, but while looking at
these decisions from marketing point of view, we can easily find that most of the acts can be
well covered in the scope of marketing library services.
Let’s also consider integration of digital/ media technologies with the traditional approach to
librarianship. As the “collection in the [Digital] library should have copies of all the documents
[Media] created. It should be able to give any information or knowledge sought. Its
organization should be perfect [Like semantic web]. It’s potency for service should be supreme.
It should be easy to select whatever is of the highest value [through Media Integration]. The
instance a reader calls, all that can satisfy his specific want should be given to him
expeditiously and in plenty…..Dr. S.R. Ranganathan”. Thus, it is clear that the integration of
technology and marketing with the philosophy is easier and suitable.
4. Functions of Marketing
Marketing is considered as an exchange process, usually involves buying and selling. The
buying function means looking for and evaluating goods and services to be bought or acquired.
The selling function involves motivating the buyer to buy the product or promoting the
product. It may include the use of personal selling, advertising, and other direct and massselling methods. The transporting function means the movement of goods from one place to
another by some means of transport. The storing function involves stocking and holding goods
until customers need them. Standardization and grading involve sorting products according
to size and quality or any other suitable parameter. Financing provides the necessary cash and
credit to produce, transport, store, promote, sell, and buy products/service. Risk taking
involves bearing the uncertainties that are part of the marketing process. An organization can
never be sure that customers will want to buy its products. Products can also be damaged,
stolen, or outdated. The market information function involves the collection, analysis, and
distribution of all the information needed to plan, carry out, and control marketing activities.

5. Marketing Functions in Digital Library Context
With the rising use of internet and mobile in commerce and business the scope of marketing has
become wider and new marketing avenues are tied up with the use of these technologies. In the
recent past, most libraries have implemented some aspect of new technologies, e.g. online
catalogues, online database searching, CD-ROMs, automated circulation system, etc. The
technology gives us opportunities to have (1) new customers (2) new information products (3)
new roles for professionals, and (4) new strategies. Presently, technology has changed the very
concept of library; there are numerous interpretations to libraries: library without walls,
automated library, electronic library, digital library, virtual library, hybrid library and so forth.
All such concepts have come with the emergence and applicability of technology in libraries.
Technologies are of use when it is beneficial to the users, institution and to the society. Such
thinking is based on marketing propositions of a library. Let’s match marketing functions with
the library functions:
Table-1: Marketing function vis-a-vis library function
Marketing
Function
Buying

Library
Function
Acquisition

Selling

Dissemination/
Circulation

Transporting

Access

Storing

Archiving

Standardisation
and Grading

Organising

Extension of the Library
Marketing Functions
Selection,
ordering,
procurement, accessioning,

Library
Digital
Context
Digital-resources (born
digital or otherwise):
Digitizing,
Buying
access,
Linking,
Embedding,
Digital
publishing
Issue return, reservations, Push services, like
services, compilation and alerts,
RSS
feed,
production of information Tagging etc
outputs
Providing access of the users Browsing,
Searching
to the collection by mobile and Access (Digital
vans, branch libraries, online, Access) from anywhere
on mobile, or participation in
the consortia, etc.
Preservation and conservation, Digital
Archiving,
digitisation, etc.
Digital Curation
Classifying and Cataloguing, Digital
Standards/
labelling,
stacking, Protocols
consolidation
and

Financing
Risk taking

Market
Information
Function

repackaging, etc.
Financing
Budgeting,
accounting,
controlling finances, etc.
Uncertainties
Concentrating future user
needs, anticipating future
demands..
Statistics, user Collecting
information
studies
regarding
all
activities
mentioned above

Project Funding
Use/
Sustainability

unused,

Analytics

We see here each of the marketing function in relation with digital library functions and most of
the marketing functions are performed by a digital library without noticing it. We will not go in
the sequence of the marketing functions as mentioned above, but above table brings together
the wholesome of marketing functions into digital library operations.
Our analysis of library’s function in relation with the functions of marketing will enhance our
understanding of marketing and its scope. Libraries are charged with four basic functions,
namely acquisition, organization, dissemination and use of information. Archival function has
been important in the past for keeping library material preserved for the future generation of
users. Digitization is considered as an important function for storage and transportation of
information resources in the present times. Digitization must also be considered as part of
marketing process in libraries, as storage and transportation are two important marketing
functions and digitization offers ample storage opportunity with wider access with the
communication connectivity. We have wikis, blogs, discussion list, RSR Feed; to market our
technology supported services to the larger community are big marketing tools of modern
times. As such some more recent functions of marketing and libraries, both may include:
sharing and publishing
Let’s take up some definitions of digital libraries and observe marketing insights into these
definitions based on the above analysis of marketing functions in digital libraries
Terence R. Smith (1997), defined digital libraries as “controlled collections of information
bearing objects (IBOs) that are in digital form and that may be organized, accessed, evaluated
and used by means of heterogeneous and extensible set of distributed services that are
supported by digital technology”.
Clifford Lynch (1995), a well-know expert on digital libraries and new technologies, defined
digital library as “a system providing a community of users with coherent access to a large,
organized repository of digital information and knowledge. The digital library is not just one
entity, but multiple sources seamlessly integrated.”

Michael Lesk, who predicts that half of the materials accessed in major libraries will be digital
by the early 21st century (Lesk, 1997), defines digital libraries as “organized collections of
digital information that combine the structuring and gathering of information, which libraries
and archives have always done, with the digital representation that computers have made
possible. Digital information can be accessed rapidly around the world, copies for preservation
without error, stored compactly, and searched very quickly. A true digital library also provides
the principles governing what is included and how the collection is organized”
Arms (2000) defines digital libraries as “managed collection of information, with associated
services, where the information is stored in digital formats and accessible over a network”.
The functions of digital libraries in the above definitions of digital libraries can be covered in
marketing, namely: to select, organize, evaluate, interpret, access, preserve and use.... Let us
understand why marketing becomes imperatives for digital libraries.
6. DL Marketing Imperatives
Management therefore needs to understand the alignment of technology and library work
processes and see this from an IT strategic viewpoint as well. In essence, the careful integration
of web technologies, library processes and current marketing tools and channels could lead to:
satisfying patron needs, creating a strategic edge when delivering a piece of information or
service, ensuring resources are utilised shrewdly to maximize library operations and services,
identifying further favourable marketing opportunities, and, engaging the community to share
in the knowledge repository flow.
The process is guided by the philosophy that how information technology can be leveraged to
assist in increasing revenues and share in the market as well as lowering the costs. Need is to
apply digital resources and information technologies both effectively and efficiently.

6.1 Marketing is intrinsic for DLs
Technology and marketing are inextricably intertwined. Marketing is the centre of every
decision we take in building of digital libraries. The marketing decisions could be good or bad;
thoughtful or unthoughtful. While developing/managing digital libraries many of the following
decision are taken:
• For whom digital library is building up?
• Which are the key users groups?
• Whether / who are using any other digital library?
• How many users are going to be benefitted with the proposed digital library?
• What digital infrastructure will be required and how it will be upgraded?
• What type and how much material is readily available in digital media?

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Which of the material will be uploaded on the DL platform?
What sort of material will be digitized?
Will there be a cross search facility to the users?
Will it be participating in any joint facilities?
Will there be any kind of restrictions for access and use?
What cost both fixed and recurring will be incurred?
Whether any price tag will be put for users/ services/ resources?
Is the project scalable?
How should be information structured on the website?
How can be the website optimized for the search engines?
How can I use technology to manage my customers?
What channels can you use to get your message out there and raise your profile online?
Is the website easy to use?
Are email or mobile campaigns well received?
What is the number of visitors to our website per month?
What is the average length of time visitors spend on our site?
What are the most popular pages and products? What are the least popular?

6.2 Role of marketing expands with technologies
We know that the technology changes with the time and new technology replaces old one. The
benefit of the newer technologies must reach the communities in the minimum possible time.
Technology expands the role of marketing. Technology and marketing are inextricably
intertwined. For service providers: marketing, not the technology is challenging. Technology
comes first and marketing follows. Technology embodies adaptability, programmability,
customization and marketing delivers on those qualities. DL technologies require marketing to
expose its highest potentials.
Historically, libraries were early adaptors of technologies. But over the years technological
advancement and ease of technological uses and for common man’s benefit there is a great
competition on use of technologies. Banks, airlines, railways are now front runner in use of
technologies for the ease of communities. Rightly points out that ‘New technology emerges and
is initially the preserve of technologists and early adopters. The technology gains a firmer
foothold in the market and starts to become more popular, putting it on the marketing radar.
Innovative marketers jump in to explore ways they can harness the power of this emerging
technology to connect with their target audience. The technology migrates to the mainstream
and is adopted into standard marketing practice. The printing press, radio, television and now
the internet are all examples of major breakthroughs in technology that ultimately altered the
relationships between marketers and consumers for ever, and did so on a global scale. But, of

course, marketing isn’t about technology; it’s about people: technology is only interesting, from
a marketing perspective, when it connects people with other people more effectively’.
6.3 Marketing to become people centred
In developing digital libraries, most of the time, we discuss about DL technologies and less
about people. It is also a common perception that marketing is about selling, promotion of
goods and products. As a result, most of the digital libraries remain invisible and less used. It is
time to consider libraries they need people rather than considering people need libraries. In such
situation, is it really not necessary to employ marketing digital libraries? The digital marketing
isn’t actually about technology at all; it’s all about people. In that sense it’s similar to traditional
marketing: it’s about people (marketers) connecting with other people (consumers) to build
relationships and ultimately drive use. Technology merely affords you, the marketer, new and
exciting platforms that allow you to connect with people in increasingly diverse and relevant
ways. Digital marketing is not about understanding the underlying technology, but rather about
understanding people, how they’re using that technology, and how you can leverage that to
engage with them more effectively. Yes, you have to learn to use the tools at your disposal –
but understanding people is the real key to unlocking the potential of digital marketing.’
6.4 People behaviour is changing
User is the central to the entire system, he has wishes, desires to be met out with the choices,
offers and values available to him. He expects responsiveness, individuality, and relationship.
Every technology, process and support system must support this proposition. But, with the
technological supports, user has much more options to fulfil wishes, choices, desires which
remain constantly changing. Ryan and Johns mentioned that the analysts at Jupiter Research
identified seven key ways in which the increasingly widespread adoption of technology is
influencing consumer behaviour:
Interconnectivity: Networked digital technology is enabling consumers to connect with each
other more readily, be it through e-mail, instant messaging (IM), mobile messaging, or webbased social networking platforms such as Facebook, MySpace and LinkedIn – or more likely a
combination of all of these platforms. Consumers are interacting with like-minded people
around the world, paying scant regard to trifling concerns like time zones or geography. Peerto-peer interaction is reinforcing social networks and building new virtual communities.
Technology is levelling the information playing field: With digital technology content can be
created, published, accessed and consumed quickly and easily. As a result the scope of news,
opinion and information available to consumers is broader and deeper than ever. Consumers
can conduct their own unbiased research, comparing and contrasting products and services

before they buy. Knowledge is power, and digital technology is shifting the balance of power in
favour of the consumer.
Relevance filtering is increasing: With such a glut of information available to them, digital
consumers are, through necessity, learning to filter out items relevant to them and to ignore
anything they perceive as irrelevant. Increasingly digital consumers look to have their
information aggregated, categorized and delivered (whether through e-mail or RSS feeds). They
use personalization features to block out irrelevant content and increasingly employ software
solutions to exclude unsolicited commercial messages.
Niche aggregation is growing: The abundance and diversity of online content allow consumers
to participate in and indulge their specialist interests and hobbies. Aggregations of like-minded
individuals congregate online; the homogeneous mass consumer population is fragmenting into
ever-smaller niche groups, with increasingly individual requirements.
Micropublishing of personal content is blossoming: Digital media’s interactive and
interconnected nature allows consumers to express themselves online. Publishing your own
content costs little more than a bit of time and imagination, whether through discussion forums,
message boards, feedback forms, voting platforms, personal photo galleries, or blogs. Users are
posting their opinions online for all to see and are consulting the opinion of their online peers
before making purchasing decisions. How often do you check an online review before booking
a table at an unknown restaurant or a weekend break at a hotel, or even buying a new car?
Rise of the ‘prosumer’: Online consumers are getting increasingly involved in the creation of
the products and services they purchase, shifting the balance of power from producer to
consumer. They are letting producers know what they want in no uncertain terms: the level of
interaction between producer and consumer is unprecedented. Individuals are more involved in
specifying, creating and customizing products to suit their requirements, and are able to shape
and mould the experiences and communications they receive from producers. Traditional massproduction and mass-marketing concepts are rapidly becoming a thing of the past.
On demand; any time, any place, anywhere: As digital technology becomes more ubiquitous in
people’s lives, the corresponding acceleration of business processes means that consumers can
satisfy their needs more quickly, more easily and with fewer barriers. In the digital economy,
trifling concerns like time, geography, location and physical store space are becoming
irrelevant. It’s a world of almost instant gratification, and the more consumers get of it the more
they want it – now, now, now!
7. DL Marketing Strategy

Every library whether traditional or digital needs sound marketing strategy to maximise the
benefits of the opportunities available, to make qualitative and to ensure that the efforts are
focused and relevant to the library. It’s very important to understand the evolving market
opportunities and match with the resources and services of the library with the customers and
their requirements. It’s very important to employ web-based marketing strategies to understand,
offer, and evaluate the services and products on offer. There is a need for sound strategy for
engagement and retention of users through new media.
7.1 Situation Analysis
Ryan and Johns considers that these are the components that will form the foundation of your
digital marketing strategy:
Know your business: Is your business ready to embrace digital marketing? Are your products
or services suited to online promotion? Do you have the right technology, skills and
infrastructure in place? How will digital marketing fit into your existing business processes, do
those processes need to change, and are you and your staff ready to accommodate those
changes?
Know the competition: Who are your main competitors in the digital marketplace? Are they the
same as your offline competitors? What are they doing right (emulate them), what are they
doing wrong (learn from them), what aren’t they doing at all (is there an opportunity there for
you?) and how can you differentiate your online offering from theirs? Remember, competition
in the digital world can come from just around the corner or from right around the globe. The
same technologies that allow you to reach out to a broader geographical market also allow
others to reach into your local market. When you venture online you’re entering a global game,
so don’t limit your analysis to local competition.
Know your customers: Who are your customers and what do they want from you? Are you
going to be servicing the same customer base online, or are you fishing for business from a
completely new demographic? How do the customers you’re targeting use digital technology,
and how can you harness that knowledge to engage in a productive and ongoing relationship
with them?
Know what you want to achieve: If you don’t know where are you going, there’s a pretty fair
chance you’ll never reach there. What do you want to get out of digital marketing? Setting
clear, measurable and achievable goals is a key part of your digital marketing strategy. Are you
looking to generate online sales, create a source of targeted sales leads, improve your brand
awareness among online communities, all of the above or perhaps something completely
different? Your goals are the yardsticks against which you can measure the progress of your
digital marketing campaigns.

Know how you’re doing: The beauty of digital marketing is that, compared to many forms of
advertising, results are so much more measurable. You can track everything that happens online
and compare your progress against predefined goals and key performance indicators (KPIs).
How is your digital campaign progressing? Are certain digital channels delivering more traffic
than others? Why is that? What about conversion rates? How much of that increased traffic
results in tangible value to your business? Measure, tweak, refine, re-measure. Digital
marketing is an ongoing and iterative process.
7.2 Segment Analysis
Issue analysis/ web marketing strategic planning involve demand and supply analysis is
conducted to identify various segments in online markets and evaluate the potential
profitability and sustainability of various segments. Segment analysis would include variables
like demographic characteristics, geographic location, and some selected psychographic
characteristics like attitude toward technology & wireless device ownership and past behaviour
toward the product such as purchasing patterns online and offline. Target can be serving current
markets online or identifying new markets eg. How the needs of the library customers using
internet/ website are different from other customers. Tasks involved are as follows: determine
the fit between the organization and its changing market opportunities; perform marketing
opportunity analysis, demand and supply analyses, and segment analyses; and Strategies at this
stage include decisions regarding segmentation, targeting, differentiation and positioning.
7.3 Marketing Mix Strategy
The Digital libraries marketing mix are no different from any online company. But, online
companies adopt aggressive marketing and most of the time digital libraries remain
unconscious of the need for marketing. The digital library developers concentrate more on
technological aspects leaving marketing aside. As a result digital libraries remain unknown or
invisible to the users. If the existence of marketing is not understood, it may obstacle the
consistency of the marketing efforts over a long run. Even the basic premises of marketing
remain same and are applicable for developing an effective digital library marketing strategy.
Let’s understand how marketing mix works in digital libraries.
Product: Libraries deal in offering products and services to the users. Technologies offer vide
options to customise the products and services. For a digital library user a product can be
anything that is offered to him- it is the unique value proposition to the customers. The
product line could be as big as we think, from metadata to the document. A good product, of
course, is the cornerstone of all successful marketing. Customers seek benefits in terms of
effective web navigation, quick search download speed, clear site organization, attractive and
useful site design, secure transactions, free information and services and user – friendly Web
browsing.

Place: Now libraries are not only preserving print documents but efforts are made to digitize
and archived old and new materials based on the assumption that future generations will make
use of those resources whenever they are in need. Recent vast digitization efforts offer longer
life to the information and wider access opportunities to the user community through the
participation in consortia, network, and other such arrangements opens up doors for across the
place marketing.
In today’s world libraries are not only seen as a physical place, but the services have expanded
beyond the library walls and it has resulted into the creation of e-libraries or digital libraries
with enhanced electronic collections, virtual reference and collaboration with services offered
by other information providers. Libraries are now defined in terms of space and now the
question is how to attract users to this form as designing an appropriate distribution strategy.
Pricing: Online pricing is critical. Pricing has to be competitive and transparent. Charge or not
to charge; to offer discount or not; effect of pricing on sales; methods of pricing; differential
pricing for different segments/ users; sustainability/ self-financing/ revenue generation; income
generation with contributors. Pricing options: other sources of funds for libraries should also be
taken into consideration. Pricing of services in library and information centers is a strategic
decisions based on issues like – costs involved in generation of services and whether services
should be provided free or charged and if services are to be charged then what should be the
criteria: price vs cost; price vs customer benefits; price vs competitor’s price; foreign currency
issues; foreign vs local currency pricing; devaluation problems, convertibility
Promotion: All methods of communicating with users one-way and two-ways, both are
included in the promotion. For Libraries the aim of promotion is to build an awareness of what
the library offers and to reduce the perceived and actual barriers to use the library. To achieve
the objective combination of various communication channels can be used to reach the
maximum number of target users. The web 2.0 technologies can be used to promote
information, attract users towards services and maintain a close relationship with them.

7.4 Web Marketing Strategy
A digital library must have user-centered web site. But creating and maintaining the library
web site is not enough. Efforts should be put on attracting more and more people towards it to
use, access, and share for information. Ralph F. Wilson, an E-commerce Consultant has
devised a checklist of 37 items one need to consider getting more visitors to a website for
online business. These could be related to search engines, linking strategies, social media
strategies, traditional media strategies, e-mail strategies, paid advertisement strategies and
miscellaneous strategies.
(a) Search Engine Strategies
• Writing a Keyword-Rich Page Title
• Writing a Description META Tag

•
•
•
•
•
•
•
•
•
•

Including Keywords in Headers (H1, H2, H3)
Positioning Keywords in the First Paragraph of Your Body Text
Including Descriptive Keywords in the ALT Attribute of Image Tags.
Using Keywords in Hyperlinks
Making Navigation System Search Engine Friendly
Creating a Site Map
Developing Webpages Focused on Each Your Target Keywords
Fine-tuning with Careful Search Engine Optimization
Promoting Local Business on the Internet
Promoting Video, Images, and Audio Content

(b) Linking Strategies
•
•
•
•
•

Submitting the Site to Key Directories
Submitting the Site to Trade Organization Sites and Specialized Directories
Requesting Reciprocal Links
Writing Articles for Others to Use in Websites and Newsletters
Issuing News Releases

(c) Social Media Strategies
•
•
•
•

Beginning a Business Blog
Becoming Part of a Social Media Community
Promoting Your Site in Online Forums and Discussion Lists
Asking Visitors to Bookmark Your Site

(d) Traditional Media Strategies
•
•
•

Including Your URL on Stationery, Cards, and Literature
Promoting using traditional media
Developing a Free Service

(e) e-mail Strategies
•
•
•
•
•
•

Installing a "Signature" in your E-Mail Program
Publishing an E-Mail Newsletter
Aggressively Asking for E-Mail Sign-ups
Sending Transactional and Reminder E-Mails
Sending Offers to Your Visitors and Customers
Exchanging E-Mail Mentions with Complementary Businesses

(f) Paid Advertisement Strategies
•
•
•
•
•

Adverting in an E-Mail Newsletter
Beginning an Affiliate Program
Purchasing Pay Per Click (PPC) ad
Listing the Products with Shopping Comparison Bots and Auction Sites
Renting targeted, commercial e-mail lists

(g) Miscellaneous Strategies
• Announcing a Contest
• Devising Viral Marketing Promotion Techniques
In present day time web analytics is considered as an important issue for getting useful
information for the own website and also from the competitors which can be used as strategic
information for the further positioning in the market.
7.5 Monitoring/ Control / Evaluation:
The focus here is on identifying and understanding the benefits being derived from information
activities as perceived by different clients and other stakeholders and on exploiting this
knowledge to maximum advantage. It is done by measuring the inputs and outputs of
information activities. It is basically the feedback (how to get information, how to process the
information received from various sources). The steps involved would be: determining the
object of assessment, i.e. product or service; specific measures of inputs (resources utilized)
outputs (in terms of products and services), usage (use or non- use), the outcome in terms of
consequence of use or non-use and the environment within which product or service operates;
measures or indicators: performance, cost effectiveness, cost- benefit and return – on –
investment.
The analysis of qualitative and quantitative data from the web pages is necessary:
• To drive continual improvement of the online experience that your customers and potential
customers have,
• Which translates into your desired outcomes (online and offline)
• Web and offline surveys
• Focus groups
• Email delivery metrics
• Social media interactions/fans (Facebook Insights, for example)
8. Summary

A relationship between marketing functions and library operations has been established. We
find that the scope of marketing is greater than we envisage and most of the library functions
can be covered in marketing gamut. Looking at library functions from marketing angle offers a
clear picture of the scope of library/ digital library marketing. Librarians, like all other business
people, are into marketing, consciously or not. When it is done- the focus of the work, the
outlook, and service mindedness are derived to manage in an entrepreneurial way. The webbased marketing strategies offers ample opportunities to connect with the users and serve them
in an effective way to build up long-term relationships.
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MODULE-20
EVOLUTION OF DIGITAL LIBRARY

MODULE 20: Evaluation of Digital Library

I. Objectives:
The objectives of this module is to impart knowledge on various aspects of evaluation of digital
library includes:
• Basic concept behind evaluation of digital library
• Need and purpose of digital library evaluation
• Different approach to digital library evaluation
• Process and steps involved in digital library evaluation
• Criteria for evaluation digital library and how to evaluate
• Different stages of evaluation
• Models of digital library evaluation

II. Learning Outcomes
After going through this lesson, the learner would attain knowledge on need, purpose, different
approaches, the process and steps involved in evaluation of digital libraries. Users would learn
about parameters, criteria and models used for evaluation of digital library and various stages for
carrying out the digital library evaluation.

III. Structure
1. Introduction
2. Need for Digital Library Evaluation
3. Different Approaches to Digital Library Evaluation
4. How to evaluate DL: Process and Various Steps
5. Criteria for Evaluation of Digital Library
6. What to Evaluate?
7. Evaluation of the Digital Library during Various Stages
8. Evaluation of Digital Libraries: Different Perspectives
9. Models for Evaluation of Digital Library
10. Summary
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1. Introduction
The world is changing very fast with increased application of information and
telecommunication technology. With the advent of information and communication technology,
the concept of the library has gone under complete metamorphosis. Digital libraries extend and
integrate approaches adopted in traditional libraries, as well as in distributed information
systems, to concede high-end information systems, services, and institutions. Continuing
research and innovations in various fields of studies led to an information explosion. In the last
couple of years, the library and information centres have changed dramatically in terms of its
collection, organization and services. Information and communication technology have changed
the concept of the library as never before. Nowadays, libraries and information centers across the
world are rapidly moving towards the digital format and collection as digital library has the
potentials to reach out to its users without any geographical restrictions. However, it requires
sufficient fund to built-up a digital collection using known digital library management system.
Development of digital libraries requires immense investment in terms of trained manpower,
latest technology and sufficient funds. As such, it is essential to carry out timely evaluation for
the digital library. Evaluation is a general term that includes several aspects of performance
measurement and assessment and the activities that include experiments, surveys, time series
analysis, online monitoring of user-system, observation of use, and other forms of data collection
for the ultimate purpose of evaluation. Evaluation has many intentions ranging from highly
focused and well-defined product testing to the highest form of cognitive reflection. The
evaluation of the digital library helps in finding its integrity, usability and relevancy. The process
allow managers to judge whether a digital library meets the objectives for which was developed.
Therefore, evaluation of a digital library is done for the decision maker to take necessary policy
decision on the development, continuation and evaluation of digital library. Evaluation should be
carried out on a regular interval to meet to keep the digital library up-to-date and relevant.
2. Need for Digital Library Evaluation
The first and foremost step in any evaluation process is to establish a strong and a clear cut
rationale for evaluation. In simple words, one should begin any evaluation by answering the
question: “Why evaluation is necessary?”
Evaluation is carried out for many reasons. Often, evaluation is conducted to comply with some
sort of requirement laid down by a funding agency. It may also be done for political reasons, or
simply because the people involved in an enterprise may try to find out whether vigorous
exercise that is being done is on the right track or not. Various types of professionals
organizations carry out evaluation process to help in taking decisions. For example, a doctor
inquires about medical histories, conducts examinations, and may perform various medical tests
before diagnosis and treatment. Likewise, those who are involved in making decisions about
digital libraries, have to perform various tests called evaluations. There are certain advanced
areas in digital libraries whose evaluation may require the help of experts. Evaluation of the
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digital library is a fact-finding process on the basis of collected evidences. It also includes value
measuring which are integrated in the management process of digital libraries. It is an
assessment of the performances, services, systems, products etc. Evaluation of digital library is
often treated as a simple task and many times it is overlooked but, actually it is complex,
scientific, necessary for long-term survival and to check the relevancy of a digital library.
Because of the complexity and multi dimensionality of the digital library, it becomes quite
technical to evaluate it.
3. Different Approaches to Digital Library Evaluation
In the evaluation of digital libraries, as in the evaluation of any other system or process, a
difficult question arises that clearly affects the results: Where does a digital library under
evaluation begin to be evaluated? Where does it end? What are the boundaries? What to include?
What to exclude? According to Saracevic (2000) evaluation means an appraisal of the
performance or functioning of a system, or part thereof, in relation to some objective. The
performance can be evaluated as:
a) Effectiveness: How well does a system (or any of its parts) perform for which it was
designed?
b) Efficiency: At what cost (costs could be financial or involve time or effort)?
c) A combination of these two (i.e., cost-effectiveness).
According to Chawdhury & Chowdhury (2002) digital libraries are judged by their effectiveness
in terms of cost and use. Marchionini (2000) has pointed out that evaluation is a research process
that aims to understand the meaning of a specific phenomenon situated in the context.
The evaluation process for digital library needs to be carried out by the experts in the field, who
can evaluate using various approaches. Digital libraries are different than traditional libraries in
terms of its collection, execution and support and no evaluation can possibly address all of the
aspects altogether. Three important approaches used in evaluation of digital libraries are as
follows.
3.1 User and Content Centric Approach: The user centric approach involves assessment of
features used by end users which are integrated in the digital library portal. This approach is a
bridge between human and system. This approach is used before developing a digital library.
3.2 System Centric Approach: The system centric approach involves the study of software and
its performances. It also assesses effectiveness of the system design and technological
component. This approach is mostly used at the time of the system design and deployment.
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3.3 Economic Approach: Economic approach is basically the study of cost, it measures cost
effectiveness of the digital library. This approach will help policy makers to take decision about
the worthiness of digital libraries.

4. How to evaluate DL: Process and Various Steps
Several complex evaluation models are proposed in scholarly papers, and evaluation specialists
often have high qualifications in specific areas. However, the simple evaluation process may
have following steps:
• Identify the activities involved in the digital library;
• Identify the questions that are to be addressed to inform the decision makers;
• Identify the evaluation methods, models and tools, which will be used for data collection
related to the questions;
• Bifurcate evaluation in a phased manner so that it becomes effective and efficient; and
• Write up the finding of the evaluations in accurately so that it can provide meaningful data
to make the best possible decisions.
Different form of the evaluation process for traditional library that was established much before
the invention of information and communication technology. The evaluation procedure for
digital library is quite different.
The evaluation process for digital library is carried out in a sequential manner starting from
planning to evaluation. The evaluation process involves following steps:
•

Surveys and questionnaires
Surveys are used to collect data from a sample on a range of issues. One can use surveys
to find out what people think about a particular system or service, including proposed
changes, and how services can be improved. A questionnaire-based survey can be used in
a variety of formats i.e by post, online, face-to-face and telephone interviews.

•

Observations
A method for data collection in which the area of interest is observed and the relevant
facts, actions and behaviors are recorded.

•

Transactional log analysis
Transaction log is a source of user's information and user's information behavior. The
transaction log system records users interactions for a particular digital library. Traced
data in transaction logs are records of interaction which have been used to locate and
navigate digital library.

•

Experimentation
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Experiments are studies involving intervention by a researcher beyond that required for
measurement. The usual intervention is to manipulate some variable in a setting and
observe how it effects the subject being studied.
•

Record analysis
Record analysis is the process of systematically applying statistical and/or logical
techniques to describe, illustrate, condense and recap, and evaluate collected records.

•

Usage analysis (COUNTER)
Usage analysis is a technique for understanding usage statistics. COUNTER stands for
Counting Online Usage of Networked Electronic Resources. Basically, it is used to
measure online usage of networked resource.

Fig. 1: Evaluation process of Digital Library
The evaluation process starts with "to-do list" of various activities to be performed at the time of
evaluation. Once the activities are planned, methodology is selected based on data to be
collected and analyzed by various analytical systems. The analyzed data is used for taking policy
decision, and the decision makers set various criteria on the basis of results for funding the
project. Finally, it is decided whether digital library achieves the objectives for which it was
developed.
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5. Criteria for Evaluation of Digital Library
Evaluation is a combination between the selected elements to be evaluated and selected elements
of its performance. This leads to selection of stages and levels of evaluation. Digital libraries,
like other systems, can be viewed, and evaluated, from a number of slants or levels. Each of
these slants can be translated into a criteria for evaluation. An evaluation focuses on decisions
about the types of services that the digital library should alter. Some of the questions that might
be answered are:
•
•
•
•

Which types of services are offered by digital libraries?
Which services the patrons have requested?
For which services patrons are willing to pay?
What services would require external funding?

Following are some of the important criteria that need to be used for the evaluation of digital
library:
5.1
Usability
Usability is one of the important criterion for evaluation of digital library, especially with respect
to interface design and operability. This criterion evaluates navigation efficiency, search retrieval
efficiency and informative entropy as well.
5.2
Quality of the Collection
One of the important constituent of a digital library is collection/content it holds. The uploaded
content should be evaluated on regular interval as there are many innovations that are taking
place in a given area of knowledge. The relevancy of the content should be maintained for which
a digital library is developed.
5.3
Service Quality
One of the major criticism for digital libraries is lack of a community service, which is one of the
important functions for traditional libraries. Community services refer to services that are
provided to members of digital library community, such as allowing members to exchange ideas,
make announcements, etc.
5.4
Performance of the System
System performance is related to the relevance of retrieval of results and efficiency of the
retrieval process. One of the major identified problem regarding system performance is how to
increase precision ratio. In general, users care more about precision than recall since they only
need enough information to solve their problems. In addition, precision affects the time a user
needs to spend, to find relevant information, to solve his/her problems from a digital library.
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6. What to Evaluate?
According to Chawdhury & Chowdhury (2002), a digital library may be evaluated from a
number of perspectives, such as system, access and usability, user interface, information
retrieval, content, services, cost as well as overall benefits and impact.
Saracevic (2000) provided a list of elements to be evaluated at the time of evaluation of digital
libraries, wherein he has clearly indicated what to include and what to exclude. He suggested that
the following elements may be considered for evaluation:
•
•
•
•
•
•
•

Digital collection and digital resources
Organizational structure and storage
Metadata and access management
Physical network and distribution
Security, privacy and legal aspects
Licenses and cost
User interface and retrieval, etc.

7. Evaluation of the Digital Library during Various Stages
The digital library can be evaluated at the following three stages.
7.1 Evaluation during System Design:
In general, system for digital library is designed after consultation with users. The need to
evaluate latest technology that is used for its development is one of the criterion for evaluation.
The system needs to be designed on the basis of user’s requirements. At the time of designing
system for digital library one has to conduct interviews, observations on user’s need and
accordingly the system can be designed.
7.2 Evaluation during System Development
The second stage of evaluation is carried out during the development of digital library. This
includes logical work-flow, user friendly interface and necessary guidelines for the operation of
the digital library. Since the development is being done by the technical professional, it needs to
be evaluated at the time of development to make it fruitful.
7.3 Evaluation during System Deployment
Deployment includes system execution, its use and maintenance. Technical professional first
release the beta version of the developed system that is tested on the basis of requirements.
System deployment means that the software is ready for deployment.
8
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8.1

User
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How well does a digital library support the needs and demands of the user community? This can
be very hard to evaluate because of different objectives of the user community. Many complex
issues are involved. It should support information needs, tasks and activities of the individual
users. The user also expects various facilities such as fast navigation, prompt retrieval, browsing
and interaction. Therefore, evaluation needs to be carried to assess users perspectives.
8.2

System

System is one of the complex aspects of the digital library. One has to evaluate hardware,
software and network technology used in developing an infrastructure. During evaluation of
system it is also expected to judge about the procedures, techniques, algorithms and operations
performed by the digital library.
9. Models for Evaluation of Digital Library
To evaluate digital library applications, following two models are popular and are used most
often.
9.1 DigiQUAL
DigiQUAL is a model developed to measure service quality of digital library by the Association
of Research Libraries with funding from the National Science Foundation. The DigiQUAL
project is a new version of the existing LibQUAL+ protocol which was used to assess the
services provided to the user communities of the National Science Digital Library (NSDL)
program in US.
9.2 E-metrics
The e‐metrics is a tool for library professionals to evaluate the use of digital library resources and
services which are to be measured for its worthiness. E-metrics is a set of standardized tools and
shared understandings about the value of the metrics for making data‐driven, managerial
decisions in libraries. E‐metrics are applied to a number of library resources and service
domains. It also provides statistics of usage of networked electronic resources collected by
external vendors conforming to standards, such as COUNTER (Counting Online Usage of
Networked Electronic Resources) and SUSHI (Standardized Usage Statistics Harvesting
Initiative).
9.3 PEAK
PEAK is an evaluation model developed by researchers of the University of Michigan in
collaboration with University of Michigan Library. It is developed to measure usage and value of
the digital content (electronic journals) subscribed the library. PEAK model provides valuable
inputs for taking administrative decision about the digital library.
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11. Summary
Digital libraries are now at the mature stage and well developed in terms of technology, but it is
quite necessary to evaluate various strategies used at the time of its development. Service is one
of the major parts of the digital library in view of users and therefore, it seems essential to
evaluate digital libraries. Thus, it should become an imperative that efforts in the formal
evaluation of digital libraries be enlarged and become an integral part of all research and
practice.
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