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Study various methods for@pinginto the wire.

Study the steps for installingireshark, the packesniffing tool for performing
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Study of working with captured packets.
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Study ofsecuritypacket analysis
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EXPERIMENT -1

Aim:ToSt udy var i ouAPINGENTOGHEWIREOr [T 550U

1.0Learning Objective

[ -

R Al L LA
DS STITY DAY IATIRSTY, SRR

At the end of the session you will be able to

1 Become familiar with hovand wherto capture the data packet appropriately

1 The aimis to help you develop drunderstanding of packsniffer placement

1 You will come to know the differentuidelines for Packet Sniffing metworking and inter
networkingenvironment

1.1 Introduction to Tapping into the Wire.

A key decision for effective packet analysisvere to pogsion a packet sniffer to apppoately
capture the data. This is most ofteferred to by packet analysts as sniffing the wappingthe
network, or tapping into the wire. Simply ptitjs is the process of placing a packet emifin a
netvork in the correct physical location.

Unfortunately, sniffing packets is not as simple as plugging a laptop into a network port and
capturing traffc . I n fact, it is sometimes more diffic
cabling system than it is to actually analyze the packets.

The challenge with sniffer placement is that a large variety of networking hardwaredisous
connect devicedrigurel illustrates a typical situation. Because the three main devices on a
modern network (hubs, switches, and routers) each handles traffic differentijugble very
aware of the physal setup of the network

you are analyzing. S

The goal of this maml is to help you ‘
develop an understanding of packaeiffer

placement in a variety of different networ
topol ogies. But fir

f)
3
Pacet Sniffer W W e 6 r ¢

Figure-1: Placing your sniffer on the network is sometimes the biggest challenge you
will face.
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actually able to see all the packets that <cro

1.1.1Living Promiscuously

For the purposes of this manughu musthave a NIC and an operating ®® that support the

use of promiscuous mode. The only time you do not need to sniff in promiscuous mode is when
you want to see only the traffic sent directly to the MAC addretiseahterface from which you

are sniffing.

Before you can sniff packets on a network, you need a network interface card (NIC) that supports

a promiscuous mode driver. Promiscuous mode is what allows a NIC to view all packets crossing
the wireWecanensek we capture all of the traffic by u
operating in promiscuous mode, the NIC passe
regardless of addressing. Once the packet makes it to the CPU, it can then be gralpetdty a

sniffing application for analysisviost modern NICs support promiscuous mode, and Wireshark
includes the libpcap/WinPcap driver, which allows it to switch your NIC directly into promiscuous
mode from the Wireshark GUI.

NOTE: Most operating systenfscluding Windows) will not let you use a NIC in promiscuous
mode unless you have elevated user privileges. If you cannot legally obtain these privileges on a
system, chances are that you should not be performing any type of packet sniffing on thieupartic
network.

1.1.2Sniffing in a Switched Environment

Switches are the most common type of connection device used in modern network environments.
They provide an efficient way to transport data via broadcast, unicast, and multicast traffic. As a
bonus, witches allow fultduplex

communication, meaning that machines ¢ Compior D

send and receive data simultaneous @

Unfortunately for packet analysts, swiésh Computer A

add a whole new level of cqtexity. When T &

you connect a sniffer to a port on a switch, y @H_ Window
can see onlyroadcast traffic and the traffic | sniffer e
transmitted and received by your machine,

shown in Figure2.

Computer E Computer F

There are four primary ways to capture trafi Computer B Computer C
from a target device on a switched netwol Figure-2: The visibility window on a switched network is limited
port mirroring, hubbing out, using a tap, ar.’ e pertyev are plugged into.

ARP cache poisoning.

1.1.3 Port Mirroring

. __________________________________________________________________________________________|
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Port mirroring, or port spanning, is perhaps t-~ Computer D

easiest way to capture the traffic from a targ @
device on a switched network. In this type of sett Computer A '

you must have access to the commbne or web @ /%
management interface of the switch which the ““iredi ™" . ®
target computer is located. Also, the switch mi_ ™™ S5~

support port mirroring and have an empty port ir SQ? 2 compuer® - Compaert
which you can plug your sniffer. Vil ool oo

To enable port mirroring, you issue a command t figure-3: Port mirroring allows you fo expand your visibilty window on o

forces the switch to copy all traffic on one port c" """

anotter port. For instance, to capture the traffic from a device on port 3 of a switch, you could
simply plug your analyzer into port 4 and mirror port 3 to port 4, allowing you to see all traffic

transmitted and received lyour target device. Figw&illustrates port mirroring.

The way that you set up port mirroring depends on the manufacturer of your switch. For most
switches, vy ondod@lcdmmand leneintdrce ant enigr the port mirroring command.
Youdl |l find a trhirosng coranmands io Wabké.n  p o r

NOTE Some switches provide wbhsed GUIs that offer port mirroring as an option, but these
arendt as common and arenf6t standardi zed. How
configure port mirroring through a GUI, by all raes use it.

Tablel: Commands Used to Enable Port Mirroring

Manufacturer  Command

Cisco set span <source port> <destination ports
Enterasys set port mirroring create <source port» <destination port:
Nortel port-mirroring mode mirror-port <source port> monitor-port

<destination ports

When port mirroring, be aware of the throughput of the ports you are mirroring. Some switch
manufacturers allow you to mirror multiple ports to one individual port, which may be \aftyf us

when analyzing the commuation between two or more devices on a single switch. However,

|l etds consider what will hap ppmnswickancygunirmme b a s
23 full-duplex 100Mbps ports to one port, you could potentially #a680Mbps flowing to that

port. This is well beyond the physical threshold of a single port, so it could cause packet loss or
network slowdowns if the traffic reached a certain level. In these situations, switches have been
known to completely drop excepsac ket s or even fipauseo their
communication altogether. Be sure that this 1t
perform your capture.

1.1.4 Hubbing Out

Another way to capture the traffic throughaagetdevice on a switched neork is by hubbing
out. This is a technique by which you segment the target device and your analyzer system on the
I ——
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same network segment by plugging them directly into a hub. Many people think of hubbing out as
c heat i ngllyalparféct soldti@nsn situgions wieer y o u

canodt
still have physical access to the switch the target device is pluggedanbab out, all you need

pigbdt or m p c

is a hub and a few network cables. Once you have your hardware, comsdallbws:

1. Go to the switch the target device resides on and unplug the target from the network.
2 net wor k
3. Plug in another cable that connects your analyzer to the hub.
4. Plug in a network cable from your hub to thetwork switch to connect the hub to the

. Pl the targetos

ug

network.

Now you have basically put the target devi
and your analyzer in the same broadc
domain, and all traffic from your target devic
will be broadcast so that the analyzer c

capture those pacte as ilustrated in Figurd. Visibily|

Window

In most situations, hubbing out will reduce tt|

duplex of the target device from full to hal
Whil e this method i

S Computer B

into the wire, it os
when a switch does not support port mirrgrin

Computer A

&

cabl e

Computer D@

Computer E

Computer C

i nt

Computer F

Figure-4: Hubbing out isolates your target device and analyzer.

0]

ay
y

your

to t
opti

But keep in mind that your hub will also require a power connection, which can be difficult to find

in some instances.

1.1.5Using a Tap

A network tap is a hardware device that you can place between two points on your cabling system
in order to capturéhe packets between those two points. As with hubbing out, you place a piece
of hardware on the network that allows you to capture the packets you need. The difference is that

rather than using a hub, you use a specializest€hardware designe:

for network analysis.

There are two primary types of network taps: aggregated and
aggregated. Both types of taps sit in between two dewviagsder to sniff
the communicions. The primary difference between an aggregated
and a noraggregated tap isdhthe noraggregated tap hasuioports, as
shown in Figureb, andthe aggregated tap only has three pdiaps also

Figure-5: A Barracuda
nonaggregated tap

typically require a power connection, although some include batteries for brief stints of packet

sniffing without the need to plug intop@wer receptacle.

1.1.5.1 Aggregated Taps
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The aggregated tap is the simplest to use. It has only one physical monitor port for sniffing
bidirectional traffic.To capture all traffic to and from a single computer plugged into a switch

using an aggregatedp, follow these steps: Aggregated Tap

1. Unplug the computer from the switch.

2. Plug one end of a network cable into the compu Conporr Switch

and plug the other end Monitor )s fAino
3. Plug one end of anothe e i nto
Aout 6 port, and he netgorkt i nto
switch.
4. Plug one end of a fina Sniffer he tap

port, and plug the other end into the computer the Figure-s: Using on;ggiegofffed tap to intercept
nerwork rrairic
acting as your sniffer.

The aggregated tap should be connected as shown in feigAtehis point, your sniffer should
becpt uring all traffic in and out of the compu

1.1.5.2 Noraggregated Taps

The noraggregated tap is slightly more complex than the aggregated type, but it allows a bit more
flexibility when capturing traffic. Instead of a gile monitor port that can be used to listen to
bidirectional communication, the n@ggregated type has two monitor ports. One monitor port is
used for sniffing traffic in one direction (from the computer connected to the tap), and the other
monitor port § used for sniffing traffic in the other direction (to the computer connected to the
tap).To capture all traffic to and from a single computer plugged into a switch, follow these steps:

1. Unplug the computer from the switch. S ompmidlin

2. Plug one end of a network calitgo the computer, e %
and plug the other enge swich S AiI Nno

3. Plug one end of anot he . , e Iinto
Aouto port, and plug o alllk o nto th
switch.

4. Plug one end of a thii e into
Amoni tor Alog the other end iatom ah
NIC on the computer that is acting as your sniffe _ Sitles R

5. Pl ug one end of a fine A .~ " he ta p
Bo port, and plug the other end into a sec

sniffer. The noraggregated taphsuld beconnected as shown in Figtire
1.1.6 ARP Cache Poisoning

One of goodechniques for tapping into the wire is ARP cache poisoiRf? cache poisoning,
sometimes called ARP spoofing, is the process of sending ARP messages to an Ethernet switch or
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router with fake MAC (layer 2) addresses in order to intercept the t@famother computer.
Figure8 illustrates this setup.

ARP CaChQJOISonIng IS an advanCEd forr‘ Normal Traffic Pattern Poisoned ARP Cache
of tapping into the wire on a switche temgst Target

Computer Switch Router Computer Switch Router

network. It is commonly used by attacke @ N

to send falsely addressed packets to cli — ‘ — @ § \\ F’//@

systems in order to intercept certain trafi
or cause deniabdf-service (DoS) attacks or
a target. lwever, it can also be : Sniffer Sniffor
legitimate way to capture the packets ol figure-s: ArP cache poisoning allows you fo infercept the Iraffic of your farget compuer.
target machine on a switched network.

1.1.7 Sniffing in a Routed Environment

The only major consideration when dealing with routed environments is the importance of sniffer
placement wheryou are troubleshooting a problem that spans multiple network segrents.
youbdbve | earned, a deviceds broadcast domain e
traffic is handed off to the next upstream router. In situations where datarawessé multiple

routers, it is important to analyze the traffic on all sides of the rdaberexample, consider the
communications problem you might encounter in a network with several network segments
connected via a variety of routers. In this netwekch segment communicates with an upstream
segment in order to store andriete data. Basedon Figuee t he probl em wedr e

is that a downstream subnet, network D, cannot communicate with any devices on network A.

If you sniff the traffc of a device on network D that is having trouble communicating with devices

on other networks, you may clearly see data being transmitted to another segment, but you may
not see data comirlgack. If you rethink the positioning of you Network A

sniffer and beginrsffing the traffic in the next upstream networ
segment (network B), you will have a clearer picture of wha
happening. At this point, you may find that traffic is dropped
routed incorrectly by the router of network B. Eventually, tl
leads you t@a router configuration problem that, when correct:
solves your larger dilemma. Although this scenario is a bit br¢
the moral of the story is that when dealing with multiple rout I@ g @
and network segments, you may need to move your sniffer ar

a bit © get the entire picture.

Network C

This is a prime example of why it is often necessary to sniff
tr_afflc_ of multiple devices on multiple segments in order .., . A computeron nenwork b con’
plnpOInt a pr0b|em . communicate with one on nefwork A.
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1.1.8 Sniffer Placement in Practice

We have looked at four different waysdapture network traffic in a switched environment. We
can add one more if we consider simply installing a paskifing application on a single device
from which we want to capture traffic (the direct install method). Given these five methods, it can
bea bit confusing to determine which one is the most appropriate.-Zgbstevides some general
guidelines for each method.

Table-2 Guidelines for Packet Sniffing in a Switched Environment

Technique Guidelines

Port mirroring  * Usuu”y preferred because it leaves no network FDDTF:-FI'FIT and no additional
pucl:e’rs are genercl‘red as a result of it.
* Canbe cr.:nnfigured without h:lking the client offline, which is convenient
when mirmoring roufer or server poris.

Hul:nl:ning ouf * |deal when you arg not concerned about h:lking the host ’rempururih-'
offline.
¢ Ineffective when you must capiure traffic from rnu|ii|:||e hosts, as collisions
and drnpped puckeis will be imminent.
* Canresult in lost packets on modem 100/ 1000Mbps hosts because most
true hubs are only 10Mbps.
Using o fap * |deal when you are not concerned about h:lking the host 1ernp|::ruri|}-'
offline.
s The 1:rn|}rI option when yau need to sniff traffic from o fiber—c:p-ﬁn:
connection.
* Since fops are made for the task ot hand and are up to par with modern
network sp-eeds, this method is superior ta hu|::-|::-|'ng out,
* May be cost |::-r|::|'|i|:|i’r|'v& when budg&ts are 1ig|1i.
ARP cache + Considered VETY a||::|::-py, as it involves injecting puckeis onto the network
paisoning in order to reroute traffic Ehn::uugh your sniffer.
* Can be effective when you need to gmb a quick capfure of raffic from a
device without T{:kl'rrg it offline and where port mirroring is nob an opfion.
Direct install . Usuu”y not recommended because if there is an issue with a host, that

issue could cause puckeh io be 4:|r|::|::-|::-ed or munipuhted in such a WY
that Tl‘IE}' are not represenfed uccurutehr.

+ The NIC of the host does not need to be in promiscucus mode.

* Best for test environments, exuminingfbusehm‘ng pEI'FDrrI'ICII'IDE, and
examining capfure files created elsewhere.
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EXPERIMENT -2

Aim: To Studythe steps for installingVireshark, the packesniffing tool
for performing Networkpacketanalysis.

2.0Learning Objective

At the end of the session you will be able to

SO STITY OO IESTY A

1 Use one of the best packet sniffing toolfiewi r eshar k 0.
1 Control upon ports, protocols and data packets.

1 Quick protocol identification.

1 Start capturing and analysing packets.

/1

2.1 A Brief History of Wireshark WIRESHARK
Wireshark has a very rich history. Ger&ldmbs, a computer science gratiiof the University
of Missour.i at Kansas City, originally develo

application, called Etherealas released in 1998 under the GNU Public License (GHght

years after releasing Ethereal, Combs left his job to pursue other career opportunities.
Unfortunately, his employer at that time had full rights to the Ethereal trademarks, and Combs was
unab e to reach an agreement that would all ow hi
and the rest of the development team rebranded the project as WiresharkkbOgtidereafter it

continuing

2.2 The Benefits of Wireshark

Wireshark offers seval benefits that make it appealing for everyday use. It is aimed at both the
journeyman and the expert packet analyst, and
examine Wireshark according teet criteria definedor selecting a packeniffing tool.

Supported protocols Wireshark excels in the numbef protocols that it supportaore than 850
as of this writing. These range from cenon ones like IP and DHCP to more advanced
proprietary protocols like AppleTalk argit Torrent And becaus&Vireshark is developed under
an open source model, new protocol support is added with each update.

Userfriendliness: The Wireshark interface is one of the easiest to understand of any-packet
sniffing application. It is GUbased, with very clearly writtesontext menus and a straightforward

. __________________________________________________________________________________________|
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layout. It also provides several features designed to enhance usability, such as-pestedaolor

coding and detailed graphical representations of raw data. Unlike some of the more complicated
commanedline-driven aternatives, like tcpdump, the Wireshark GUI is great for those who are just
entering the world of packet analysis.

Cost Since it is open source, Wisharkis leleasdd@asfrepr i ci
software under the GPL. You can download ase Wireshark for any purpose, whether personal
or commercial.

Program support: A sof t ware packageds | evel of support
with freely distributed software such as Wireshark, there may not be any formal support, which is

why the open source comunity often relies on its user base to provide support. Luckily for us,

the Wireshark community is one of the most active of any open source project.

Operating system support:Wireshark supports all major modern operating systemsjdimg
Windows, Mac OS X, and Linukased platforms. You can view a complete list of supported
operating systems on the Wisbark home page.

2.3 Installing Wireshark

The Wireshark installation process is surprisingly simple. However, before you instadinafik,
make sure that your system meets the following requirements:

1 More thard00 MHz processor or faster

More than 512ViB RAM

At least 75VIB of available storage space

NIC that supports promiscuous mode

WinPcap capture driver

The WinPcap capture drives the Windows implementation of the pgagrketcapturing
application programming interface (API). Simply put, this driver interacts with your
operating system to capture raw packet data, apply filters, and switch the NIC in and out
of promiscuous mode.

= =4 -4 A

Although you can download Win&g separately (from http://wwwinpcap.org/), it is typically
better to install WinPcap from the Wireshark installation package, because the included version of
WinPcap has been tested to work with Wireshark.

2.4 Installing onMicrosoft Windows Systems

The first step when installing Wireshark under Windows is to obtain the latest installation build

from the official Wireshark wb page, http://wwwireshark.org/. Navigate to the Downloads

section on the website and choosma r r or . Once youbdbve downl oaded
steps:

1. Doubleclick the .exe file to begin installation, and then click Next in the introductory
window.

2. Read the licensing agreement, and then click | Agree if you agree.
I ——
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p —
] Wireshark 1.3.3 (64-bit) Setup =

Choose Components
Choose which features of Wireshark 1.3.3 (64-bit) you want to install. i

The following components are available for installation.

Select components to install: m

.-[¥] TShark
&)-[] Plugins / Extensions
#-[¥] Tools

i..[¥] User's Guide

Description
Space requ‘red: 72.9MB Position your mouse over a component to see its
description

Nullsoft Install System v2.46

| <Back || mext> | [ cancel |

- 7

Figure-1: Choosing the Wireshark components you wish to install

3. Select the components Wfireshark you wisha install, as shown in Figw® For our
purposes, you can accept the defaults by clicking Next.

4. Click Next in the Additional Tasks window.

5. Select the location where you wish to install Wireshark, and then click Next.

6. When the dialogsks whether you want to install WinPcap, make sure the Install WinPcap
box is checked, as shown in Figt2eand then click Install. The installation process should
begin.

7. About halfway through the Wireshark ta#lation, the WinPcap instatian should srt.

When it does, click Next in the introductory window, read the licensing agreement, and
then click | Agree.

8. WinPcap should install on your computAfter this installation is colete, click Finish.

9. Wireshark shoul d c¢ompsfmished, dlickBexti nst al |l ati on

10.In the installation confirmation window, click Finish.

. __________________________________________________________________________________________|
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' 0
Wireshark 1.3.3 (64-bit) Setup =)

Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ﬁ

Currently installed WinPcap version

WinPcap is currently not installed

Install

(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

| whatis WinPap? |

Nullsoft Install System v2.46 -

[ < Back ][ Install ][ Cancel ]

Figure-2: Selecting the option to install the WinPcap driver

2.5 Wireshark Fundamentals

Once youbve successfully installed Wireshark
yourself with it. Now you finallyget toopen your fully functiomg packet sniffer and see . . .
absolutely nothing!

Okay, so Wireshark isndot very interesting whe
exciting, you need to get some data.

2.6 Your First Packet Capture

Togetpackt data into Wireshark, youoll perform yc
AHow am | going to capture packets when not hi
First, there is always something wrongandn t he

send an email to all of your network users and let them know that everything is working perfectly.

Secondly, there doesndét need to be something
In fact, most packt analysts spend more time analyzingbtemfree traffic than traffic that they
I ——
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are troubleshooting. You need a baseline to compare to in order to beo abitectively
troubleshoot netork traffic. For example, if you ever hope to solve a problem with DHCP by
analyzing its traffic, you mustnderstand what the flow of working DHCP traffic looks like.

More broadly, in order to find anomalies in daily network activity, you must know what normal
daily network activity looks like. When your network is running smoothly, you can set your
baselines o t hat youodl | know what its traffic | ooks

So, |l etdbs capture some packet s!

1. Open Wireshark.

2. From the main droplown menu, select Capture and then Interfaces. You should see a
dialog listing the various interfaces that can be usedpture packets, along with their IP
addresses.

3. Choose the interface you wish to use, as shioviFigure3, and click Start, or simply click
the interface under the Interface List section of the welcome page. Data should begin filling
the window.

4. Wait abou a minute or so, and when you are ready to stop the capture and view your data,
click the Stop button from the Capture ctd@wvn menu.

'ﬁ Wireshark: Capture Interfaces ESEEER>)
Description 1P Packets Packets/s | Stop |
Er] Intel(R) 82567LM Gigzbit Network Connection 17216.0.8 a1 2 |start| | Options || Details |
B Microsoft 1721616128 0 0 |start| | Options || Details |
8 \Mware Virtual Ethernet Adapter FeDndi0b:cl d22025:1F71 10 2 |start| | options || Details |
B8 Vhiware Virtual Ethernet Adapter feBDncddT:14c95225:671e 10 2 |stant| | options || Details |
]

. J

Figure-3: Selecting an interface on which fo perform your packet capture

Once you have completed these steps and finished the capture ptheegsreshark main
window should be alive withada. As a matter of fact, you might be overwhelmed by the amount
of data that appears, but it will all start to make sense very quickly as we break down the main
window of Wireshark one piece at a time.

2.7 Wiresharkodés Main Wi ndow

Youol I S p e n timemmadhe Wireshark ipam window. This is where all of the packets
you capture are displayed and broken down into a more understandable format. Using the packet
capture you just made, | nevindow/, ag shdweinBiguk o ok at W

. __________________________________________________________________________________________|
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ﬁ lotsofweb.pcap - Wireshark

File

Ma.

Eeoes BEEARE S

Filter: |

Edit Wiew Go  Capture  Anelyze  Statistics  Telephony  Tools  Help

QaesaFLIEE QB FBW %

|' Expreszion..  Clear Apply

Time Seurze Destinztion Protocol  Info 2
101.773112 172.16.16.128 205,203.140. 65 TCP 2905 > B0 [ACK] Seq-630660464 Ack=1625218514 win=16560 Len=
20 1.774533 205.203.140.65 172.16.16.128 TCP [TCP segment of a reassembled PCUJ
21 1,774564 205,203,140, 65 172.16.16.128 TCP [TCP segmert of a reassembled POUJ
22 1.774595 172.16.16.128 205.203.140. 65 TCP 2905 > 80 [ACK] 5eq=635660464 Ack=1625219974 Win=165360 Len=
23 1.776427 205. 203,140, 65 172.16.16.128 TCP [TCP segment of & reassembled PDUJ
24 1. 776997 205.203.140. 65 172.16.16.128 TCP [TcP segment of a reassembled PDU]
25 1. 777000 205,203,140, 65 172.165.16.128 HTTF HTTP/1.1 200 ok (Text/huml)
26 1.777047 172.16.16.128 205.203.140. 65 TCP 2905 > BO [ACK] 5eq-635660464 Ack-1625221991 Win-16560 Len—
27 1.B07280 172.16.16.128 172,16.16. 255 MEME Name guery ME ISATAP<OO-
28 2.557340 172.16.16.128 172.16.16. 255 NENS hame guery NE ISATAP<OD-
29 3, 009402 172.16.16.128 4.2.2.1 DNS standard query PTR 128.16,16.172,in-addr.arpa
30 3.050866 4.2.2.1 172.16.16.128 DNS Standard query response, No such name
31 3.180870 172.16.16.128 157.166. 226. 25 TCP 2918 > B0 [SYN] SeEq=2024803014 win=8192 Len=0 mMsS5=1460 ws=2
32 3.241650 P k L- 157.166.226.25 172.16.16.128 TCP BO > 2018 [S¥N, ACK] Seq=1516154510 Ack=2094805015 win=5840
33 3.241744 acket List .25 TP 291% > B0 [ACK] Secq-2004805015 Ack-1516154520 Win-4218 Len—

34 3.241956

172.16.16.12E 157.166. 226
172.16.16.128 203, 225,148 2867 > B0 [R5T, ACK] S5eq=2003725885 Ack=—4041447217 Win-0 Lelid
m ] b

@ Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)

M Ethernet II, Src: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a), Dst: Ff:FFfFfF.FFiff (FFFF.F0 65 7F:FF)
M Internet Protocol, Src: 172.16.16.128 (172.16.16.128), Dst: 172.16.16,255 (172.16.16.255)

@ User Datagram Frotocol, 5rc Port: 137 (137), pst Port: 137 (137)

@ NetBIOS Name Service

Packet Details

©f Tf ©f fT ©Tf Tf 00 21 ©a 5b 7d 4a 08 00 45 QO
00 de Oc @0 0O 00 80 11 b4 &F ac 10 10 80 ac 10
10 f 00 89 00 &9 00 3a bc 45 81 Ob 01 10 0D 01 I

00 00 OO 00 00 00 20 45 d4a 46 44 45 42 46 45 45 ...... E JFDEBFEE
42 46 241 43 41 43 241 43 41 43 41 43 41 43 41 43 BEFACACAL ACACACAC
41 43 41 43 41 41 41 00 00 Z0 00 O1 ACACAAA. . ..

Packet Bytes

Ol File: "C\Users\esandersiDocuments\Writing,., | Packets: 12809 Dizplayed: 12899 Marked: 0 Time: D2:00:00,282 | Profile: Default

Figure4: The Wireshark main window uses a thpa@e design.

The three panes in the main window depend on one another. In order to view the details of an
individual packet in the Packet Details pane, you must first select that packet by clickitigeit in
Packet List
certain portion of the packet in the Packet Bytes pane when you click that portion of the packet in
the Packet Details pane.

Hereds what

pane. Once youbve selected your p

ecach pane contains

Packet List: The top pane displays a table containing all packets in the current capture file. It has
columns containing the packet number, the relative time the packet was captured, the source and
destination

of t he pacrkegéneral informatigndoankl ie thépsckgl.r ot o

Packet Details The middle pane contains a hierarchical display of information about a single
packet. This display can be collapsed and expanded to show all of the information collected about
an individual packet

Packet BytesThe lower pane perhaps the most confudisglays a packet in its raw, unprocessed
form; that is, it shows what the packet looks like as it travels across the wiseisTraw
information with noting warm or fuzzy to make it easierftlow.

2.8 Wireshark Preferences

Wireshark has several preferences that can be customized to meet your needs. To access

Wi

reshar kos

preferencesdowvwr |lnmnenu Eadnd cfliriocnk tFhree

see the Preferences dialog, which corg@everal customizabtgtions, as shown in Figute
I ——
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i Wireshark: Preferences - Profile: Default

Layout
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Colors
Capture
Printing
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Packest ist selection mads:
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Save window pasition:
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Wrap to end/beginning of file during a find:
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Mever |T|
@ Remember last directory () Ahways start in:
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al
al
Lo | aml [ Cncd

Figure-5: You can customize Wireshark using the Preferences dialog options.

Wi

reshar kos

preferences

are divided

nt o

Si X

1. User Interface These preferences determine how Wireshark presents data. You can
change most options here according to your personarprefes, including whether or not
to save window positions, the layout of the three main panes, the placement of the scroll
bar, the placement of the Packet List pane columns, the fonts used to display the captured
data, and the background and foregrounldrs.

2. Capture These preferences allow you to specify options related to the way packets are
captured, including your default capture interface, whether to use promiscuous mode by
default, and whether to update the Packet List pane in real time.

3. Printing The preferences in this section allow you to specify various options related to the
way Wireshark prints your data.

4. Name ResolutionThrough these preferences, you can activate features of Wireshark that

allow it to resolve addresses into more recognizadheas (including MAC, network, and

transport name resolution) and specify the maximum number of concurrent name

resolution requests.

5. StatisticsT hi s

features.

secti

on

provides a

few

conf

gur a

6. Protocols The preferencem this section allow you to manipulate options related to the
capture and display of the various packets Wireshark is capable of decoding. Not every
protocol has configurable preferences, but some have several options that can be changed.
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These options arbest left at their defaults unless you have a specific reason to change
them.

2.9 Packet Color Coding

If you are anything like me, you may enjoy shiny objects and pretty colors. If that is the case, you
probably got excited when you saw all those diffiéreolors in the Packet List par&s in the
example in Figuré (well, the figire is in black and white, but you get the idea). It may seem as
if these colors are randomly assigned to each individual packet, but this is not the case.

Each packetisditpayed as a certain color for a reason.
For example, all DNS traffic is blue, and all HTTP traffic is green. The color coding allows you to
guickly differentiate bet ween readtheiprotocsl fie@inot oc o
the Packet List pane for each individual packet. You will find that this greatly speeds up the time

it takes to browse through large capture files.

Wireshark makes it easy to see which colors are assigned to each protocdi theoGgloring
Rules window, shown in Figufé. To open this widow, select View from the main drajpwn
menu and clickColoring Rules.

. __________________________________________________________________________________________|
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