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SECURITY ANALYSIS AND REPORTING  

LABORATORY  

LIST OF EXPERIMENT  

Serial No. Experiment 

1 Study various methods for Taping into the wire. 

2 
Study the steps for installing Wireshark, the packet-sniffing tool for performing 

Network analysis. 

3 Study of working with captured packets. 

4 Study of advanced Wireshark features. 

5 Study of security packet analysis. 

6 Study of Operating System Fingerprinting. 
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 EXPERIMENT -1 

 

Aim : To Study various methods for ñTAPING INTO THE WIREò. 

1.0 Learning Objective 

At the end of the session you will be able to 

¶ Become familiar with how and when to capture the data packet appropriately. 

¶ The aim is to help you develop and understanding of packet-sniffer placement. 

¶ You will come to know the different guidelines for Packet Sniffing in networking and inter-

networking environment. 

1.1 Introduction to Tapping into the Wire. 

A key decision for effective packet analysis is where to position a packet sniffer to appropriately 

capture the data. This is most often referred to by packet analysts as sniffing the wire, tapping the 

network, or tapping into the wire. Simply put, this is the process of placing a packet sniffer on a 

network in the correct physical location. 

Unfortunately, sniffing packets is not as simple as plugging a laptop into a network port and 

capturing traffic. In fact, it is sometimes more difficult to place a packet sniffer on a networkôs 

cabling system than it is to actually analyze the packets. 

The challenge with sniffer placement is that a large variety of networking hardware is used to 

connect devices. Figure-1 illustrates a typical situation. Because the three main devices on a 

modern network (hubs, switches, and routers) each handles traffic differently, you must be very 

aware of the physical setup of the network 

you are analyzing. 

The goal of this manual is to help you 

develop an understanding of packet-sniffer 

placement in a variety of different network 

topologies. But first, letôs look at how weôre 
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actually able to see all the packets that cross the wire weôre tapping into. 

1.1.1 Living Promiscuously 

For the purposes of this manual, you must have a NIC and an operating system that support the 

use of promiscuous mode. The only time you do not need to sniff in promiscuous mode is when 

you want to see only the traffic sent directly to the MAC address of the interface from which you 

are sniffing. 

Before you can sniff packets on a network, you need a network interface card (NIC) that supports 

a promiscuous mode driver. Promiscuous mode is what allows a NIC to view all packets crossing 

the wire. We can ensure we capture all of the traffic by using the NICôs promiscuous mode. When 

operating in promiscuous mode, the NIC passes every packet it sees to the hostôs processor, 

regardless of addressing. Once the packet makes it to the CPU, it can then be grabbed by a packet-

sniffing application for analysis. Most modern NICs support promiscuous mode, and Wireshark 

includes the libpcap/WinPcap driver, which allows it to switch your NIC directly into promiscuous 

mode from the Wireshark GUI. 

NOTE: Most operating systems (including Windows) will not let you use a NIC in promiscuous 

mode unless you have elevated user privileges. If you cannot legally obtain these privileges on a 

system, chances are that you should not be performing any type of packet sniffing on that particular 

network. 

1.1.2 Sniffing in a Switched Environment 

Switches are the most common type of connection device used in modern network environments. 

They provide an efficient way to transport data via broadcast, unicast, and multicast traffic. As a 

bonus, switches allow full-duplex 

communication, meaning that machines can 

send and receive data simultaneously. 

Unfortunately for packet analysts, switches 

add a whole new level of complexity. When 

you connect a sniffer to a port on a switch, you 

can see only broadcast traffic and the traffic 

transmitted and received by your machine, as 

shown in Figure-2. 

There are four primary ways to capture traffic 

from a target device on a switched network: 

port mirroring, hubbing out, using a tap, and 

ARP cache poisoning. 

1.1.3 Port Mirroring  
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Port mirroring, or port spanning, is perhaps the 

easiest way to capture the traffic from a target 

device on a switched network. In this type of setup, 

you must have access to the command-line or web-

management interface of the switch on which the 

target computer is located. Also, the switch must 

support port mirroring and have an empty port into 

which you can plug your sniffer. 

To enable port mirroring, you issue a command that 

forces the switch to copy all traffic on one port to 

another port. For instance, to capture the traffic from a device on port 3 of a switch, you could 

simply plug your analyzer into port 4 and mirror port 3 to port 4, allowing you to see all traffic 

transmitted and received by your target device. Figure-3 illustrates port mirroring. 

The way that you set up port mirroring depends on the manufacturer of your switch. For most 

switches, youôll need to log in to a command line interface and enter the port mirroring command. 

Youôll find a list of common port-mirroring commands in Table-1. 

NOTE Some switches provide web-based GUIs that offer port mirroring as an option, but these 

arenôt as common and arenôt standardized. However, if your switch provides an effective way to 

configure port mirroring through a GUI, by all means use it. 

Table-1: Commands Used to Enable Port Mirroring 

 

 

 

 

When port mirroring, be aware of the throughput of the ports you are mirroring. Some switch 

manufacturers allow you to mirror multiple ports to one individual port, which may be very useful 

when analyzing the communication between two or more devices on a single switch. However, 

letôs consider what will happen using some basic math. If you have a 24-port switch and you mirror 

23 full-duplex 100Mbps ports to one port, you could potentially have 4,600Mbps flowing to that 

port. This is well beyond the physical threshold of a single port, so it could cause packet loss or 

network slowdowns if the traffic reached a certain level. In these situations, switches have been 

known to completely drop excess packets or even ñpauseò their internal circuitry, preventing 

communication altogether. Be sure that this type of situation doesnôt occur when you are trying to 

perform your capture. 

1.1.4 Hubbing Out 

Another way to capture the traffic through a target device on a switched network is by hubbing 

out. This is a technique by which you segment the target device and your analyzer system on the 
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same network segment by plugging them directly into a hub. Many people think of hubbing out as 

cheating, but itôs really a perfect solution in situations where you canôt perform port mirroring but 

still have physical access to the switch the target device is plugged into. To hub out, all you need 

is a hub and a few network cables. Once you have your hardware, connect it as follows: 

1. Go to the switch the target device resides on and unplug the target from the network. 

2. Plug the targetôs network cable into your hub. 

3. Plug in another cable that connects your analyzer to the hub. 

4. Plug in a network cable from your hub to the network switch to connect the hub to the 

network. 

Now you have basically put the target device 

and your analyzer in the same broadcast 

domain, and all traffic from your target device 

will be broadcast so that the analyzer can 

capture those packets, as illustrated in Figure-4. 

In most situations, hubbing out will reduce the 

duplex of the target device from full to half. 

While this method isnôt the cleanest way to tap 

into the wire, itôs sometimes your only option 

when a switch does not support port mirroring. 

But keep in mind that your hub will also require a power connection, which can be difficult to find 

in some instances. 

1.1.5 Using a Tap 

A network tap is a hardware device that you can place between two points on your cabling system 

in order to capture the packets between those two points. As with hubbing out, you place a piece 

of hardware on the network that allows you to capture the packets you need. The difference is that 

rather than using a hub, you use a specialized piece of hardware designed 

for network analysis. 

There are two primary types of network taps: aggregated and non-

aggregated. Both types of taps sit in between two devices in order to sniff 

the communications. The primary difference between an aggregated tap 

and a non-aggregated tap is that the non-aggregated tap has four ports, as 

shown in Figure-5, and the aggregated tap only has three ports. Taps also 

typically require a power connection, although some include batteries for brief stints of packet 

sniffing without the need to plug into a power receptacle. 

1.1.5.1 Aggregated Taps 
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The aggregated tap is the simplest to use. It has only one physical monitor port for sniffing 

bidirectional traffic. To capture all traffic to and from a single computer plugged into a switch 

using an aggregated tap, follow these steps:  

1. Unplug the computer from the switch. 

2. Plug one end of a network cable into the computer, 

and plug the other end into the tapôs ñinò port. 

3. Plug one end of another network cable into the tapôs 

ñoutò port, and plug the other end into the network 

switch. 

4. Plug one end of a final cable into the tapôs ñmonitorò 

port, and plug the other end into the computer that is 

acting as your sniffer. 

 

The aggregated tap should be connected as shown in Figure-6. At this point, your sniffer should 

be capturing all traffic in and out of the computer youôve plugged into the tap. 

1.1.5.2 Non-aggregated Taps 

The non-aggregated tap is slightly more complex than the aggregated type, but it allows a bit more 

flexibility when capturing traffic. Instead of a single monitor port that can be used to listen to 

bidirectional communication, the non-aggregated type has two monitor ports. One monitor port is 

used for sniffing traffic in one direction (from the computer connected to the tap), and the other 

monitor port is used for sniffing traffic in the other direction (to the computer connected to the 

tap). To capture all traffic to and from a single computer plugged into a switch, follow these steps: 

1. Unplug the computer from the switch. 

2. Plug one end of a network cable into the computer, 

and plug the other end into the tapôs ñinò port. 

3. Plug one end of another network cable into the tapôs 

ñoutò port, and plug the other end into the network 

switch. 

4. Plug one end of a third network cable into the tapôs 

ñmonitor Aò port, and plug the other end into one 

NIC on the computer that is acting as your sniffer. 

5. Plug one end of a final cable into the tapôs ñmonitor 

Bò port, and plug the other end into a second NIC on the computer that is acting as your 

sniffer. The non-aggregated tap should be connected as shown in Figure-7. 

1.1.6 ARP Cache Poisoning 

One of good techniques for tapping into the wire is ARP cache poisoning. ARP cache poisoning, 

sometimes called ARP spoofing, is the process of sending ARP messages to an Ethernet switch or 
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router with fake MAC (layer 2) addresses in order to intercept the traffic of another computer. 

Figure-8 illustrates this setup. 

ARP cache poisoning is an advanced form 

of tapping into the wire on a switched 

network. It is commonly used by attackers 

to send falsely addressed packets to client 

systems in order to intercept certain traffic 

or cause denial-of-service (DoS) attacks on 

a target. However, it can also be a 

legitimate way to capture the packets of a 

target machine on a switched network. 

 

1.1.7 Sniffing in a Routed Environment 

The only major consideration when dealing with routed environments is the importance of sniffer 

placement when you are troubleshooting a problem that spans multiple network segments. As 

youôve learned, a deviceôs broadcast domain extends until it reaches a router, at which point the 

traffic is handed off to the next upstream router. In situations where data must traverse multiple 

routers, it is important to analyze the traffic on all sides of the router. For example, consider the 

communications problem you might encounter in a network with several network segments 

connected via a variety of routers. In this network, each segment communicates with an upstream 

segment in order to store and retrieve data. Based on Figure-9, the problem weôre trying to solve 

is that a downstream subnet, network D, cannot communicate with any devices on network A. 

If you sniff the traffic of a device on network D that is having trouble communicating with devices 

on other networks, you may clearly see data being transmitted to another segment, but you may 

not see data coming back. If you rethink the positioning of your 

sniffer and begin sniffing the traffic in the next upstream network 

segment (network B), you will have a clearer picture of what is 

happening. At this point, you may find that traffic is dropped or 

routed incorrectly by the router of network B. Eventually, this 

leads you to a router configuration problem that, when corrected, 

solves your larger dilemma. Although this scenario is a bit broad, 

the moral of the story is that when dealing with multiple routers 

and network segments, you may need to move your sniffer around 

a bit to get the entire picture. 

This is a prime example of why it is often necessary to sniff the 

traffic of multiple devices on multiple segments in order to 

pinpoint a problem. 
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1.1.8 Sniffer Placement in Practice 

We have looked at four different ways to capture network traffic in a switched environment. We 

can add one more if we consider simply installing a packet-sniffing application on a single device 

from which we want to capture traffic (the direct install method). Given these five methods, it can 

be a bit confusing to determine which one is the most appropriate. Table-2 provides some general 

guidelines for each method. 
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 EXPERIMENT -2 

Aim : To Study the steps for installing Wireshark, the packet-sniffing tool 

for performing Network packet analysis. 

2.0 Learning Objective 

At the end of the session you will be able to 

¶ Use one of the best packet sniffing tool i.e. ñWiresharkò. 

¶ Control upon ports, protocols and data packets. 

¶ Quick protocol identification. 

¶ Start capturing and analysing packets.  

2.1 A Brief History of Wireshark 

Wireshark has a very rich history. Gerald Combs, a computer science graduate of the University 

of Missouri at Kansas City, originally developed it out of necessity. The first version of Combsôs 

application, called Ethereal, was released in 1998 under the GNU Public License (GPL). Eight 

years after releasing Ethereal, Combs left his job to pursue other career opportunities. 

Unfortunately, his employer at that time had full rights to the Ethereal trademarks, and Combs was 

unable to reach an agreement that would allow him to control the Ethereal ñbrand.ò Instead, Combs 

and the rest of the development team rebranded the project as Wireshark in mid-2006 thereafter it 

continuing. 

2.2 The Benefits of Wireshark 

Wireshark offers several benefits that make it appealing for everyday use. It is aimed at both the 

journeyman and the expert packet analyst, and offers a variety of features to entice each. Letôs 

examine Wireshark according to the criteria defined for selecting a packet-sniffing tool. 

Supported protocols: Wireshark excels in the number of protocols that it supports more than 850 

as of this writing. These range from com-mon ones like IP and DHCP to more advanced 

proprietary protocols like AppleTalk and Bit Torrent. And because Wireshark is developed under 

an open source model, new protocol support is added with each update. 

User-friendliness: The Wireshark interface is one of the easiest to understand of any packet-

sniffing application. It is GUI-based, with very clearly written context menus and a straightforward 
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layout. It also provides several features designed to enhance usability, such as protocol-based color 

coding and detailed graphical representations of raw data. Unlike some of the more complicated 

command-line-driven alternatives, like tcpdump, the Wireshark GUI is great for those who are just 

entering the world of packet analysis. 

Cost: Since it is open source, Wiresharkôs pricing canôt be beat: Wire-shark is released as free 

software under the GPL. You can download and use Wireshark for any purpose, whether personal 

or commercial. 

Program support: A software packageôs level of support can make or break it. When dealing 

with freely distributed software such as Wireshark, there may not be any formal support, which is 

why the open source com-munity often relies on its user base to provide support. Luckily for us, 

the Wireshark community is one of the most active of any open source project. 

Operating system support: Wireshark supports all major modern operating systems, including 

Windows, Mac OS X, and Linux-based platforms. You can view a complete list of supported 

operating systems on the Wire-shark home page. 

2.3 Installing Wireshark 

The Wireshark installation process is surprisingly simple. However, before you install Wireshark, 

make sure that your system meets the following requirements: 

¶ More than 400 MHz processor or faster 

¶ More than 512 MB RAM 

¶ At least 75 MB of available storage space 

¶ NIC that supports promiscuous mode 

¶ WinPcap capture driver 

The WinPcap capture driver is the Windows implementation of the pcap packet-capturing 

application programming interface (API). Simply put, this driver interacts with your 

operating system to capture raw packet data, apply filters, and switch the NIC in and out 

of promiscuous mode. 

Al though you can download WinPcap separately (from http://www.winpcap.org/), it is typically 

better to install WinPcap from the Wireshark installation package, because the included version of 

WinPcap has been tested to work with Wireshark. 

2.4 Installing on Microsoft Windows Systems 

The first step when installing Wireshark under Windows is to obtain the latest installation build 

from the official Wireshark web page, http://www.wireshark.org/. Navigate to the Downloads 

section on the website and choose a mirror. Once youôve downloaded the package, follow these 

steps: 

1. Double-click the .exe file to begin installation, and then click Next in the introductory 

window. 

2. Read the licensing agreement, and then click I Agree if you agree. 
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3. Select the components of Wireshark you wish to install, as shown in Figure-1. For our 

purposes, you can accept the defaults by clicking Next. 

4. Click Next in the Additional Tasks window. 

5. Select the location where you wish to install Wireshark, and then click Next. 

6. When the dialog asks whether you want to install WinPcap, make sure the Install WinPcap 

box is checked, as shown in Figure-2, and then click Install. The installation process should 

begin. 

7. About halfway through the Wireshark installation, the WinPcap installation should start. 

When it does, click Next in the introductory window, read the licensing agreement, and 

then click I Agree. 

8. WinPcap should install on your computer. After this installation is complete, click Finish. 

9. Wireshark should complete its installation. When itôs finished, click Next. 

10. In the installation confirmation window, click Finish. 
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2.5 Wireshark Fundamentals 

Once youôve successfully installed Wireshark on your system, you can begin to familiarize 

yourself with it. Now you finally get to open your fully functioning packet sniffer and see . . . 

absolutely nothing! 

Okay, so Wireshark isnôt very interesting when you first open it. In order for things to really get 

exciting, you need to get some data. 

2.6 Your First Packet Capture 

To get packet data into Wireshark, youôll perform your first packet capture. You may be thinking, 

ñHow am I going to capture packets when nothing is wrong on the network?ò 

First, there is always something wrong on the network. If you donôt believe me, then go ahead and 

send an email to all of your network users and let them know that everything is working perfectly. 

Secondly, there doesnôt need to be something wrong in order for you to perform packet analysis. 

In fact, most packet analysts spend more time analyzing problem free traffic than traffic that they 
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are troubleshooting. You need a baseline to compare to in order to be able to effectively 

troubleshoot network traffic. For example, if you ever hope to solve a problem with DHCP by 

analyzing its traffic, you must understand what the flow of working DHCP traffic looks like. 

More broadly, in order to find anomalies in daily network activity, you must know what normal 

daily network activity looks like. When your network is running smoothly, you can set your 

baseline so that youôll know what its traffic looks like in a normal state. 

So, letôs capture some packets! 

1. Open Wireshark. 

2. From the main drop-down menu, select Capture and then Interfaces. You should see a 

dialog listing the various interfaces that can be used to capture packets, along with their IP 

addresses. 

3. Choose the interface you wish to use, as shown in Figure-3, and click Start, or simply click 

the interface under the Interface List section of the welcome page. Data should begin filling 

the window. 

4. Wait about a minute or so, and when you are ready to stop the capture and view your data, 

click the Stop button from the Capture drop-down menu. 

 

Once you have completed these steps and finished the capture process, the Wireshark main 

window should be alive with data. As a matter of fact, you might be overwhelmed by the amount 

of data that appears, but it will all start to make sense very quickly as we break down the main 

window of Wireshark one piece at a time. 

2.7 Wiresharkôs Main Window 

Youôll spend most of your time in the Wireshark main window. This is where all of the packets 

you capture are displayed and broken down into a more understandable format. Using the packet 

capture you just made, letôs take a look at Wiresharkôs main window, as shown in Figure-4. 
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Figure-4: The Wireshark main window uses a three-pane design. 

The three panes in the main window depend on one another. In order to view the details of an 

individual packet in the Packet Details pane, you must first select that packet by clicking it in the 

Packet List pane. Once youôve selected your packet, you can see the bytes that correspond with a 

certain portion of the packet in the Packet Bytes pane when you click that portion of the packet in 

the Packet Details pane. 

Hereôs what each pane contains: 

Packet List: The top pane displays a table containing all packets in the current capture file. It has 

columns containing the packet number, the relative time the packet was captured, the source and 

destination of the packet, the packetôs protocol, and some general information found in the packet. 

Packet Details: The middle pane contains a hierarchical display of information about a single 

packet. This display can be collapsed and expanded to show all of the information collected about 

an individual packet. 

Packet Bytes: The lower pane perhaps the most confusing displays a packet in its raw, unprocessed 

form; that is, it shows what the packet looks like as it travels across the wire. This is raw 

information with nothing warm or fuzzy to make it easier to follow. 

2.8 Wireshark Preferences 

Wireshark has several preferences that can be customized to meet your needs. To access 

Wiresharkôs preferences, select Edit from the main drop-down menu and click Preferences. Youôll 

see the Preferences dialog, which contains several customizable options, as shown in Figure-5. 
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Wiresharkôs preferences are divided into six major sections: 

1. User Interface: These preferences determine how Wireshark presents data. You can 

change most options here according to your personal preferences, including whether or not 

to save window positions, the layout of the three main panes, the placement of the scroll 

bar, the placement of the Packet List pane columns, the fonts used to display the captured 

data, and the background and foreground colors. 

2. Capture These preferences allow you to specify options related to the way packets are 

captured, including your default capture interface, whether to use promiscuous mode by 

default, and whether to update the Packet List pane in real time. 

3. Printing  The preferences in this section allow you to specify various options related to the 

way Wireshark prints your data. 

4. Name Resolution Through these preferences, you can activate features of Wireshark that 

allow it to resolve addresses into more recognizable names (including MAC, network, and 

transport name resolution) and specify the maximum number of concurrent name 

resolution requests. 

5. Statistics This section provides a few configurable options for Wiresharkôs statistical 

features. 

6. Protocols The preferences in this section allow you to manipulate options related to the 

capture and display of the various packets Wireshark is capable of decoding. Not every 

protocol has configurable preferences, but some have several options that can be changed. 
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These options are best left at their defaults unless you have a specific reason to change 

them. 

2.9 Packet Color Coding 

If you are anything like me, you may enjoy shiny objects and pretty colors. If that is the case, you 

probably got excited when you saw all those different colors in the Packet List pane, as in the 

example in Figure-6 (well, the figure is in black and white, but you get the idea). It may seem as 

if these colors are randomly assigned to each individual packet, but this is not the case. 

 

Each packet is displayed as a certain color for a reason. These colors reflect the packetôs protocol. 

For example, all DNS traffic is blue, and all HTTP traffic is green. The color coding allows you to 

quickly differentiate between various protocols so that you donôt need to read the protocol field in 

the Packet List pane for each individual packet. You will find that this greatly speeds up the time 

it takes to browse through large capture files. 

Wireshark makes it easy to see which colors are assigned to each protocol through the Coloring 

Rules window, shown in Figure-7. To open this window, select View from the main drop-down 

menu and click Coloring Rules. 


