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1.0 Introduction

Web application hacks refer tattacks on applications themselves, as
opposed to the web server software upon which these applications run. Web
application hacking involves many of the same techniques as web server
hacking, including inputalidation attacks, source code disclosurecatia

and so on. The main difference is that the attacker is now focusing on custom
application code and not on dffeshelf server software. As such, the
approach requires more patience and sophistication. We will outline some of
the tools and technique$ web application hacking in this section.

1.1 Learning Objective

After learning this unit you should be able to

1 Know aboutthe asessment of web applicatsn
Identify theWeb Server Vulnerabilities
Know about different type dVeb Servers
Study abat types ofattacks against Web Servers
Know aboutWeb Server tiack Tools.
Study abouhow toavoid Atacks on Web Server
Know aboutypes of Web Application Vulnerabilities.
How to protect againsGoogle Hacking
Understand Virus Detection MethodsWb Application Threats
Know about different typesf Authentication
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1.2 Web Application Assessment

Once the target application content has been crawled and thoroughly
analysed, the attacker will typically turn to morediepth probing of the
main featues of theapplication. The ultimate goal of this activity is to
thoroughly understand the architectarel design of the application, pinpoint
any potential weak points, and logically brehle application in any way
possible.
To accomplish this goal, eachajor component of the application will be
examined from an unauthenticated point of view as well as from the
authenticated perspectivedppropriate credentials are known (for example,
the site may permit free registrationredw users, or perhaps thitagker has
already gleaned credentials from crawling $ite). Web application attacks
commonly focus on the following features:

A Authentication

A Session management

A Database interaction

A Generic input validation



A Application | ogic
We will discuss bw to analyse each of these features in the upcoming units.
Because many of the most serious web application flaws cannot be analysed
without theproper tools, we begin with an enumeration of tools commonly
used to perform web application hacking, inclgdiBrowser plugns, Free
tool suites, Commercial web application scanners.

1.3 Browser Plug-ins

Browser plugins allows you to see and modify the data you send to the

remote server ineal time as you navigate the website. These tools are useful

during he discovery phassithen youd6re trying to figure out
functionality of the web applicatomnd t hey are invaluable wher
trying to confirm vulnerabilities in the verificatigvhase.

The concept behind browser pliugsecurity toolss ingenious and simple:
install a pieceof software into the web browser that monitors requests as they
are sent to theemote server. When a new request is observed, pause it
temporarily, show theequest tathe user, and let them modify it before it
goes out on the wire. As an attacker, thasals are invaluable for identifying
hidden form fields, modifying query arguments amdjuest headers, and
inspecting the response from the remote server.

The vast majority of security pltigs are developed for éhMozilla Firefox
browser, which provides an easy mechanism to create -glatésrm,
featurerich plugins. ForlInternet Explorer, security tool developers have
focused on proxjpased tools.

1.4 Web Server Vulnerabilities

A web server is a program thabees files (usually web pages) and makes

them accessible via the network or the interAetveb server requires both

hardware and software. Attackers usually target the exploits in the software

to gain authorized entry tthe comme server. Let
vulnerabilities that attackers take advantage of.

1 Default settings: These settings such as default user id and
passwords can be easily guessed by the attackers. Default settings
might also allow performing certain tasks such as running commands
on the server which can be exploited.

1 Mis-configuration of operating systems and networks: certain
configuration such as allowing users to execute commands on the
server can be dangerous if the user does not have a good password.



T Bugs in the operating system and web servers: discovered bugs in
the operating system or web server software can also be exploited to
gain unauthorized access to the system.

In additional to the abovmentioned web server vulnerabilities, the
following can also led to unauthorizedcess

1 Lack of security policy and procedures: lack of a security policy
and procedures such as updating antivirus software, patching the
operating system and web server software can create security loop
holes for attackers.

1.5 Types of Web Servers

Thefollowing is a list of the common web servers

T Apache 1 This is the commonly used web server on the internet. It is
Cross pl atform but i s it dés usually
Most PHPwebsites are hostech@pacheservers.

T Internet Information Services (11S) T It is developed by Microsoft.
It runs on Windows and is the second most used web server on the
internet. Most asp and aspx websites are hosted oemgrs.

1 Apache Tomcati Most Java server pages (JSP) websites are hosted
on this type of web server.

T Otherwebserversi These include Novell's Web Serve
Lotus Domino servers.

1.6 Types of Attacks Against Web Servers

Directory traversal attacks i This type of attacks exploits bugs in the web
server to gain unauthorized access to files and folders that are not in the
public domain. Once the attacker has gained access, they can download
sensitive information, execute commands on the server @ilinsalicious
software.

1 Denial of Service Attacks 1 With this type of attack, the web server
may crash or become unavailable to the legitimate users.
1 Domain Name System Hijacking — With this type of attacker, the
DNS setting are changed to point to theaattk er 6 s web server. Al
traffic that was supposed to be sent to the web server is redirected to
the wrong one.
T Sniffing T Unencrypted data sent over the network may be
intercepted and used to gain unauthorized access to the web server.


https://www.guru99.com/php-tutorials.html
https://www.guru99.com/apache.html

T Phishing T With this type of attack, the attack impersonates the
websites and directs traffic to the fake website. Unsuspecting users
may be tricked into submitting sensitive data such as login details,
credit card numbers, etc.
1 Pharming i With this type of attack, the attamk compromises the
Domain Name System (DNS) servers or on the user computer so that
traffic is directed to a malicious site.
1 Defacement i With this type of attack, the attacker replaces the
organi zationds website withkheaoddi fferent p
name, images and may include background music and messages.

1.6.1 Effects of Successful Attacks

T An organizati onos I thealtacket edicsthe can be r ui n
website content and includes malicious information or links to a porn
website
1 Theweb server can be used to install malicious software on users
who visit the compromised websiteThe malicious software
downl oaded onto the visitordéds computer Cc
Botnet Software, etc.
T Compromised user data may be used for fraudulentitas which
may lead to business loss or lawsuits from the users who entrusted
their details with the organization

1.6.2 Web Server Attack Tools
Some of the common web server attack tools include;

T Metasploit T this is an open source tool for developitesting and
using exploit code. It can be used to discover vulnerabilities in web
servers and write exploits that can be used to compromise the server.

1 MPack i this is a web exploitation tool. It was written in PHP and is
backed by MySQL as the databasaiea. Once a web server has
been compromised using MPack, all traffic to it is redirected to
malicious download websites.

1 Zeus i this tool can be used to turn a compromised computer into a
bot or zombie. A bot is a compromised computer which is used to
pefform internetbased attacks. A botnet is a collection of
compromised computers. The botnet can then be used in a denial of
service attack or sending spam mails.

1 Neospliti this tool can be used to install programs, delete programs,
replicating it, etc.



1.6.3 How to Avoid Attacks on Web Server

An organization can adopt the following policy to protect itself against web
server attacks.

1 Patch managemeiit this involves installing patches to help secure
the server. A patch is an update that fixes a bug isdfievare. The
patches can be applied to the operating system and the web server
system.

1 Secure installation and configuration of the operating system

1 Secure installation and configuration of the web server software

T Vulnerability scanning systern these intude tools such as Snort,
NMap, Scanner Access Now Easy (SANE)

1 Firewallscan be used to stop simple DoS attacks by blocking all
traffic coming the identify source IP addresses of the attacker.

T Antivirus software can be used to remove malicious softwaréhen
server

71 Disabling Remote Administration

1 Default accounts and unused accounts must be renfimradthe
system

1 Default ports & settings (like FTP at por21) should be changed to
custom port & settings (FTP port at 5069)

1.7 Types of Web Application Vulnerabilities

The Open Web Application Security Project Foundation, the not for profit
organization that is focused on improving software security, has a list of the
top Web application vulnerabilities and what to do about them. Here are 10
of the most comon.

1. Invalidated inputs

Definition: Not checking whether text a user types into a field on a website
is appropriate for that field.

Problem: Hackers use these fields to type commands that allow them to scan
for vulnerabilities and gain access.

What you can do: Validate that each field accepts only those characters that
are common for that field (such as numbers for a post code field) and are an
appropriate length. Run the inputs against a small library of post codes and
addresses to confirm that the infation is valid.



2. Broken access control

Definition: Access controls determine what a user can access after logging in
to his personal account and blocks access to other accounts.

Problem: About half of all websites have serious access problems beguse
poor testing during development.

What you can do: Test all possible permutations of what a user may do to
try to access information that is not his own.

3. Broken authentication and session management

Definition: After logging into a website with a useame and password, you
receive a cookie that works like a hand stamp at a night club, authenticating
your identity as you go through the site.

Problem: Sometimes companies will customize authentication, inadvertently
allowing hackers to infiltrate sessi® and use the ID cookie to access the
legitimate user's account.

What you can do: Rely on the builin authentication schemes in the
application; use secured sockets layer (SSL) to encrypt the session.

4. Cross-site scripting

Definition: When a hacker sds commands embedded in queries to a
website.

Problem: A hacker types JavaScript into any text field, such as a ckafhge
address field. Whetegitimate user types information into that field, the
JavaScript is activated, which allows the hacker to také&aloof the session

and grants him all the user's session rights, enabling him to move money or
steal credit card numbers.

What you can do: Make sure every text field will accept only those
characters and length of characters that are suitable for #ddt-fér
example, five numbers in a ZIP code field and five numbers only.

5. Buffer overflow

Definition: Allows an attacker to input more information than the buffer can
manage.

Problem: Attacker can take control of application server, gaining access to
all the data that the server manages.



What you can do: Move away from C++ programming language, which is
most vulnerable, to Java or .Net languages. If you must use C++, use static
analysis tools to find overflow vulnerabilities.

6. Injection flaws

Definition: Web applications that use interpreters, specificalted stake
words that are instructions for a database to return specific information, are
susceptible to commands written in the middle of a query, thereby changing
the nature of the query.

Problem: Hacker can send a specific command in a user name and password
field so that instead of accessing one file or account attached to that user
name and password, the database is commanded to send back all accounts.

What you can do: Use parameter queries, irhigh the command and data
are separate. Each command is associated with certain files, so that a hacker
has no way to manipulate the command.

7. Improper error management

Definition: Purposefully inputting errors into fields to receive an error
message dio open up a secure area.

Problem: Error messages contain information about the information that
may lie underneath, such as receiving an "access denied" message, which
indicates a file is associated with the data the hacker input.

What you can do: Keepack of errors and log users out after three errors. Do
not provide specific information about the infrastructure or directory in error
messages.

8. Unsecured storage

Definition: Not protecting stored data using encryption, not properly
securing the keys foaccessing encrypted data, and not using effective
randomness for passwords.

Problem: Once a hacker gains access to a systenkenorypted data is
easily accessed or hacker can find unsecured encryption keys to gain access
to encrypted data.

What you can do: Do not store data that is not absolutely necessary for the
operation of the business, and minimize use of encryption. If encryption is
used, store the master secret to open the encryption in two locations (say, a
configuration file and an external gy and assemble it at runtime.



9. Denial of Service

Definition: Sending thousands of queries to a Web server to overload the
system, slowing it down or causing it to crash.

Problem: While not an attack meant to steal personal information, the attack
is meant to be purely malicious by slowing down a business's online services
and commerce.

What you can do: Require users to log on to your site so that you process
gueries only from legitimate users. Limit the number of queries within a
certain time frame parser. After three logn failures, lock out the user for a
certain amount of time to thwart a DNS attack on therogpp.

10. Insecure configuration management

Definition: Unpatched security flaws on server, use of default passwords or
improperly secur@ passwords, improper file and directory permissions, and
others.

Problem: A hacker scans for these vulnerabilities, and if found, gains access
to administrative and other sensitive accounts.

What you can do: Create configuration security guidelines thea but the
specific steps that developers and Web operations staff must check off.
Removes the debate between staff on how to set up proper configuration.

1.8 11S Unicode Exploit Explanation

Microsoft Internet Information Server (1IS) versions 4.0 and Wliich
usually run on Windows NT4 and Windows 2k all have the Unicode
extensions installed by default. Unicode allows characters that are not used in
the English language to be recognized by Web Servers. The Unicode IIS
Exploit allows users to run arbitsaicommands on the target web servers.
The Unicode extensions loaded on IIS Servers are known to be vulnerable
unless they are running the current patches within the server.

1.8.1 Unicode Exploit Usage

The Unicode Exploit islm&stibwytfoundowiott h rMiad
matter what Operating System you are using on the machine. The reason why

is because The Unicode Exploit is a Web Server specific hole. As long as

youor e running Mi crosoft I 1S 4.0 or 5. 0 We
exploitable.



1. It can be used when a writeable or executable directory is available;
this allows attacks to upload malicious code.

2. Or when a system executable such as cmd.exe or cmd2.exe is
avail able on the root, which doesnot hav
written to it

The Microsoft ISS Unicode exploit uses tHegper Text TransferProtocol

(HTTP) and malformed URLs to execute arbitrary commands and transverse

directories on vulnerable web servers. Unicode exploit uses Unicode

representation of a directory delimite} {6 fool IIS. The reason why this

works so well is because you can use it right from your web browsers address

bar, the reason why you can do this is because it uses the Hyper Text

Transfer Protocol (HTTP). The only thing that the exploit lacks is its

program usage. Programs such as the File Transfer Protocol (FTP) or Telnet

dondt work very well with this-exploidt reas
interactive exploit.

1.8.2 Patch Management Techniques

Patch management is an area of systems managementintitdves
acquiring, testing, and installing multiple patches (code changes) to an
administered computer system. Patch management tasks include: maintaining
current knowledge of available patches, deciding what patches are
appropriate for particular sysits, ensuring that patches are installed
properly, testing systems after installation, and documenting all associated
procedures, such as specific configurations required. A number of products
are available to automate patch management tasks, includinghRisgt er 6 s
Automated Patch Management, Patch Link Update, and Gibraltar's Ever
guard.

1.9 Web Application Threats

Cross-site scripting - Injecting lines of Jav&cript into web pages. If not
defended against, a hacker can submit malicious code througbatich ar,
for example, or post it in a user comment.

Session Hijacking - Each unique user is assigned a "session” when they log
in to a website. Session hijackers will jump into the session of another user,
reading information as it passes between the arsé the server.

Parameter Manipulation - Websites often pass information from one web
page to the next through URL parameters. For example, if you search on
Google, your search terms will be passed to the results page through the



URL. A hacker can takedaantage of this fact to rewrite these parameters in
harmful ways.

Buffer Overflow - A buffer is a small amount of space allotted to store data.
If a buffer is overloaded, the extra data will overwrite data in other areas.
Hackers have exploited this knamdige to overfill a buffer, than overwrite
other data with their own malicious code.

Denial of Service - Denial of Service attacks are simple but effective. They
operate by overwhelming a site with requests for information, severely
slowing the operation & website or bringing it down entirely.

SQL Injection - SQL injection works similarly to crossite scripting; in this

case, however, it is malicious SQL statements that are inserted into the site.
These statements are intended to manipulate the databasene way-
accessingensitive data, or deleting it entirely, causing major headaches for
the owners.

1.9.1 Google Hacking

Google hacking, sometimes, referred to as Godgt&ingis an information
gathering technique used by an attacker leveraging nadda Google
searching technigues. Google hacking search queries can be used to identify
security vulnerabilities in web applications, gather information for arbitrary

or individual targets, discover error messages disclosing sensitive
information, and disaver files containing credentials and other sensitive
data.

The advanced search string crafted by an attacker could be searching for the
vulnerable version of a web application, or a specifictfifge (pwd,.sql eto.

in order to further restrict the sear The search can also be restricted to
pages on a specific site, or it can search for specific information across all
websites, giving a list of sites that contain the information.

1.10 Web Based Countermeasures

1 Choose passwords that have at least aightacters

1 Passwords should have a combination of learet uppeicase
letters, numbers, special characters, etc.

1 Do not use words that can be easily found in a dictionary as
passwords

1 Do not use public information, such as social security number, credit
card number, and ATM card number as passwords

1 Never use personal information as passwords

1 User names and passwords should be different



1.10.1 About Authentication

Authentication is the process of determining if a user or entity is who he/she
claims to be.

In a web application it is easy to confuse authentication and session
management. Users are typically authenticated by a username and password
or similar mechanism. When authenticated, a session token is usually placed
into the user's browser (stored ic@okie). This allows the browser to send a
token each time a request is being made, thus performing entity
authentication on the browser. The act of user authentication usually takes
place only once per session, but entity authentication takes placevetth e
request.

1.10.2 Types of Authentication

As mentioned there are principally two types of authentication and it is worth
understanding the two types and determining which you really need to be
doing.

User Authentication is the process of determining thaser is who he/she
claims to be.

Entity authentication is the process of determining if an entity is who it
claims to be.

Imagine a scenario where an Internet bank authenticates a user initially (user
authentication) and then manages sessions withoses®okies (entity
authentication). If the user now wishes to transfer a large sum of money to
another account 2 hours after logging on, it may be reasonable to expect the
system to reauthenticate the user!

1.11 Browser Limitations

When reading the fadwing sections on the possible means of providing
authentication mechanisms, it should be firmly in the mind of the reader that
ALL data sent to clients over public links should be considered "tainted" and
all input should be rigorously checked. SSL wilbhtnsolve problems of
authentication nor will it protect data once it has reached the client. Consider
all input hostile until proven otherwise and code accordingly.



1.11.1 HTTP Basic

There are several ways to do user authentication over HTTP. The simmples
referred to as HTTP Basic authentication. When a request is made to a URI,
the web server returns a HTTP 401 unauthorized status code to the client:

HTTP/1.1 401 Authorization Required

This tells the client to supply a username and password. Incinded 401

status code is the authentication header. The client requests the username and
password from the user, typically in a dialog box. The client browser
concatenates the username and password using a ":" separator and base 64
encodes the string. Aesond request is then made for the same resource
including the encoded username password string in the authorization headers.

HTTP authentication has a problem in that there is no mechanism available
to the server to cause the browser to 'logout’; thabisliscard its stored
credentials for the user. This presents a problem for any web application that
may be used from a shared user agent.

The username and password of course travel in effective-tebedam this
process and the system designers neg@dawide transport security to protect
it in transit. SSL or TLS are the most common ways of providing
confidentiality and integrity in transit for web applications.

Entity Authentication
Using Cookies

Cookies are often used to authenticate the user's bragspart of session
management mechanisms. This is discussed in detail in the session
management section of this unit.

A Note dout the Referer

The referer [sic] header is sent with a client request to show where the client
obtained the URI. On the fac# it, this may appear to be a convenient way

to determine that a user has followed a path through an application or been
referred from a trusted domain. However, the referrer is implemented by the
user's browser and is therefore chosen by the user. &sfean be changed

at will and therefore should never be used for authentication purposes.



Infrastructure Authentication
DNS Names

There are many times when applications need to authenticate other hosts or
applications. IP addresses or DNS names mayaagi@ a convenient way

to do this. However the inherent insecurities of DNS mean that this should be
used as a cursory check only, and as a last resort.

IP Address Spoofing

IP address spoofing is also possible in certain circumstances and the designer
may wish to consider the appropriateness. In general use gethostbyaddr () as
opposed to gethostbyname (). For stronger authentication you may consider
using X.509 certificates or implementing SSL.

Password Based Authentication Systems

Usernames and passworaie the most common form of authentication in
use today. Despite the improved mechanisms over which authentication
information can be carried (like HTTP Digest and client side certificates),
most systems usually require a password as the token agaimst iwitial
authorization is performed. Due to the conflicting goals that good password
maintenance schemes must meet, passwords are often the weakest link in
authenticationarchitecture. More often than not, this is due to human and
policy factors and came only partially addressed by technical remedies.
Some best practices are outlined here, as well as risks and benefits for each
countermeasure. As always, those implementing authentication systems
should measure risks and benefits against an approphni&at imodel and
protection target.

Usernames

While usernames have few requirements for security, a system implement or
may wish to place some basic restriction on the username. Usernames that
are derivations of a real name or actual real names can dipalpersonal

detail clues to an attacker. Other usernames like social security humbers or
tax ID's may have legal implications. Email addresses are not good
usernames for the reason stated in the Password Lockout section.

Storing Usernames and Passwords

In all password schemes the system must maintain storage of usernames and
corresponding passwords to be used in the authentication process. This is still
true for web applications that use the built in data store of operating systems



like Windows NT. This wre should be secure. By secure we mean the
passwords should be stored in such a way that the application can compute
and compare passwords presented to it as part of an authentication scheme,
but the database should not be able to be used or read bysicative users

or by an adversary who manages to compromise the system. Hashing the
passwords with a simple hash algorithm like SHAs a commonly used
technique.

Ensuring Password Quality

Password quality refers to the entropy of a password and ityckssential

to ensure the security of the users' accounts. A password of "password" is
obviously a bad thing. A good password is one that is impossible to guess.
That typically is a password of at least 8 characters, one alphanumeric, one
mixed case andit least one special character (noZAor 0-9). In web
applications special care needs to be taken with-ofeteacters.

Password Lockout

If an attacker is able to guess passwords without the account becoming
disabled, then eventually he will probably bble to guess at least one
password. Automating password checking across the web is very simple!
Password lockout mechanisms should be employed that lock out an account
if more than a preset number of unsuccessful login attempts are made. A
suitable numbewould be five.

Password lockout mechanisms do have a drawback, however. It is
conceivable that an adversary can try a large number of random passwords
on known account names, thus locking out entire systems of users. Given that
the intent of a passworddkout system is to protect from briftarce attacks,

a sensible strategy is to lockout accounts for a number of hours. This
significantly slows down attackers, while allowing the accounts to be open
for legitimate users.

Password Aging and Password History

Rotating passwords is generally good practice. This gives valid passwords a
limited life cycle. Of course, if a compromised account is asked to refresh its
password then there is no advantage.

Automated Password Reset Systems

Automated password reset ssis are common. They allow users to reset
their own passwords without the latency of calling a support organization.



They clearly pose some security risks in that a password needs to be issued to
a user who cannot authenticate himself.

There are severalrategies for doing this. One is to ask a set of questions
during registration that can be asked of someone claiming to be a specific
user. These questions should be free form, i.e., the application should allow
the user to choose his own question and timeesponding answer rather than
selecting from a set of predetermined questions. This typically generates
significantly more entropy.

Sending Out Passwords

In highly secure systems passwords should only be sent via a courier
mechanism or reset with solidgof of identity. Processes such as requiring
valid government ID to be presented to an account administrator are
common.

Single SigrOn Across Multiple DNS Domains

With outsourcing, hosting and ASP models becoming more prevalent,
facilitating a single sig-on experience to users is becoming more desirable.

Many web applications have relied on SSL as providing sufficient
authentication for two servers to communicate and exchange trusted user
information to provide a single sign on experience. On the fagt tbis

would appear sensible. SSL provides both authentication and protection of
the data in transit.

However, poorly implemented schemes are often susceptible to man in the
middle attacks. A common scenario is as follows:

user requests a page over SSL thatis
actually not stored in this DMNS domain

== S

1Bk Compatible

application returns a HT TE 202 redirect

message with a token to hand in to the 2rd —
party
- = < ' m

Bk Compstible

- %jg [ —

B Compatible

user requests the new page and hands in the
- > *




The common problem here isatithe designers typically rely on the fact that
SSL will protect the payload in transit and assumes that it will not be
modified. He of course forgets about the malicious user. If the token consists
of a simple username then the attacker can intercept®h® 302 redirect in

a Manin-the-Middle attack, modify the username and send the new request.
To do secure single sigm the token must be protected outside of SSL. This
would typically be done by using symmetric algorithms and with a pre
exchanged keyand including a timetamp in the token to prevent replay
attacks.

1.12 Let Us Sum Up

Web server stored valuable information and are accessible to the public
domain. This makes them targets for attackers. The commonly used web
servers include Apache anctérnet Information Service 1IS. Attacks against
web servers take advantage of the bugs and Misconfiguration in the operating
system, web servers, and networks. Popular web server hacking tools include
Neosploit, MPack, and ZeuS. A good security policy mauce the chances

of been attacked. As the online world has integrated itself into our lifestyles,
web hacking has become mrtreasingly more visible and relevant threat to
global commerce. Nevertheless, despite its cuttitige allure, web hacking

is based on many of the same techniques for penetrating the confidentiality,
integrity, and availability of similar technologies that have gone before, and
thus mitigating this risk can be achieved by adhering to some simple
principles. As you saw in this chigp, one critical step is to ensure that your
web platform (that is, the server) is secure by keeping up with patches and
bestpr actice configurations. Finally,
regularly audit your own web apps. The state of theimmveb hacking
continues to advance, demanding ongoing diligence to protect against the
latest tools and techniques. There is no vendor service pack for custom code!

1.13 Self Assessment Questions

1. How organizations avoid attacks on web server?

an

(@)






5. What is password basEditity authentication?

1.14 Model Questions

1. What are the types of web applicatiannerabilities?

What are the web application threats?

3. What is the Difference between User Authentication and Entity
authentication?

4. Explain Types of Attacks Against Web Servers.

5. What is Google Hacking

N
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2.0 Introduction

SQL injection attacks are simple in natilran attacker passes string input to
an application in hopes manipulating the SQL statement to his or her
advantage. The complexity of the attack involves explpia SQL statement
that may be unknown to the attacker. Openrce applications and
commercial applications delivered with source code are more vulnerable
since an attacker can find potentially vulnerable statements prior to an attack.

2.1 Learning Objective

After learning this unit you should be able to

Know aboutSQL Injection

Know about howSQL Injection works.

Understand differenypes ofSQL Injectiontechniques
Know about categories of SQL injection attack.

Know about dferenttypes of SQLI.

Study abouAutomation Tools for SQL Injection

Know abouthow to pevent against SQL Injection Attacks
Know aboutBuffer Overflow Countermeasures

To To Do To Do o Do I

2.2 SQL Injection Overview

SQL injection is a basic attack used either to gain tinwaized access to a
database or to retrieve information directly from the database. The basic
principles underlying SQL injection are simple and these types of attacks are
easy to execute and master.

Any program or application may be vulnerable to S@jedtion including

stored procedures executed with a direct database connection, Oracle Forms
applications, web applications, etc. Numerous SQL injection vulnerabilities
have been found in the standard Oracle Database packages such as
DBMS_DATAPUMP, DBMS_HREGISTRY, and DBMSMETADATA (see

Oracle Critical Patch Update January 2006).

Web applications are at highest risk to attack since often an attacker can
exploit SQL injection vulnerabilities remotely without any database or
application authentication. Wedpplications using Oracle as a bamid
database are more vulnerable to SQL injection attacks than most application
developers think. Our application audits have found many web applications



vulnerable to SQL injection even though weditablished coding atdards

were in place during development of many of these applications. Function
based SQL injection attacks are of most concern, since these attacks do not
require knowledge of the application and can be easily automated.

Fortunately, SQL injection aittis are easy to defend against with simple
coding practices. However, every parameter passed to every dynamic SQL
statement must be validated or bind variables must be used.

2.3 What are SQL Injections?

An SQL injection is a kind of injection vulnerabilty in which the attacker
tries to inject arbitrary piecesof maliciousdatainto the input fields of an
application,which, whenprocessedby the application,causeghatdatato be
executedas a piece of code by the back end SQL server,therebygiving

undesiredresultswhich the developerof the applicationdid not anticipate.
The backendservercan be any SQL server(MySQL, MSSQL, ORACLE,

andPOSTGRESQIletc.)

The ability of the attackerto executecode (SQL statements)through
vulnerableinput parametes empowershim to directly interactwith the back
endSQL server therebyleveragingalmosta completecompromisenf system
in mostcases.

2.4 Different Types of SQL Injections

SQL injectionscanbe classifiedand categorizedn differentways, basedon
the type of dataextractionchannelthe responseeceivedfrom server,how
serverresponsesid in leveragingthe successfukxploitation,impact point,
etc.

Based on the data extraction channel

1 In band or inline

1 Outof-band

SQL injectionsthat usethe same communicationchannelasinput to dump
the informationback are calledinbandor inline SQL Injections.This is one
of the mostcommonmethods readily explainedon the Internetin different
posts.For example,a queryparameterif injectable,leadsto the dumpingof
info onthewebpage.

Injectionsthat usea secondaryor different communicatiorchannelto dump
the outputof queriesperformedvia the input channelarereferredto asout
of-band SQL injections. For example, the injection is made to a web



applicationanda secondarghannekuchasDNS queriesis usedto dumpthe
databackto the attackerdomain.

Based on the response received from the server

1 Error-based SQL injections

1 Union query type.

1 Double query Injections.
1 Blind SQL Injections
Booleartbased blind injections.
1 Time based blind injections.

=

Error-basedSQL injections are primarily thosein which the SQL server
dumpssomeerrorsback to the uservia the web applicationand this error
aidsin successfukxploitation.In the imagebelow, the yellow line displays
the error. Thesewill be discussedurtherin this postandin relatedpoststo
come.

Welcome

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near ™ LIMIT 0,1" at line |

Blind SQL injections are thoseinjections in which the backenddatabase
reactsto the input, but somehowthe errors are concealedby the web
applicationand not displayedto the end users.Or the outputis not dumped
directly to the screen.Therefore the namefi b | icom@ésbrom the fact that
the injector is blindly injectedusing somecalculatedassumptiongand tries.

Based on how the input is treated in SQL query (what data type)

1 String-based

1 Numeric or integer based

Basedon how the input parametemwould be treatedin the back end SQL
query, an injection can be classified as string or integerbased.

Based on the degree/order of injections (where the impact happens)
1 Firstorder injections.
1 Secondorder injections.



The degreeor the orderof injectionidentifiesthe way in which theinjection

yields the output.If theinjectiondirectly deliversthe result,it is considered
to be a first-order injection, but if the injection input yields no successful
resultin extraction,but insteadimpactssomeotherresultwhich the attacker
cantake advantageof on someotherplace/pageit is calleda secondorder

injection. Considersecondorderinjections similar to storedXSS injections,

wherethe input is storedin the applicationandlater renderedon someother

page, thereby impacting that page indirectly becauseof initial malicious
input.

Based on the injection point location

T Injection throughuser input form fields.
T Injection through cookies.
1 Injection through server variables. (headesised injections)

2.5 Categories of SQL Injection Attacks

There are four main categories of SQL Injection attacks against Oracle
databases

1. SQL Manipuléion

2. Code Injection

3. Function Call Injection

4. Buffer Overflows

The first two categories, SQL manipulation and code injection, should be
well known to the reader, as these are the most commonly described attacks
for all types of databases (includig&@L Server, MySQL, PostgreSQL, and
Oracle).

SQL manipulation typically involves modifying the SQL statement through
set operations (e.g., UNION) or altering the WHERE clause to return a
different result. Many documented SQL injection attacks are ofythes The

most well known attack is to modify the WHERE clause of the user
authentication statement so the WHERE clause always results in TRUE.

Code injection is when an attacker inserts new SQL statements or database
commands into the SQL statement. Tdlassic code injection attack is to
append a SQL Server EXECUTE command to the vulnerable SQL statement.
Code injection only works when multiple SQL statements per database
request are supported. SQL Server and PostgreSQL have this capability and
it is sonetimes possible to inject multiple SQL statements with Oracle.

Oracle code injection vulnerabilities involve the dynamic execution of SQL

in PL/SQL.



The last two categories are more specific attacks against Oracle databases
and are not well known or docemted. In the vast majority of our
application audits, we have found applications vulnerable to these two types
of attacks.

Function call injection is the insertion of Oracle database functions or custom
functions into a vulnerable SQL statement. Thesetfan calls can be used

to make operating system calls or manipulate data in the database.

SQL injection of buffer overflows is a subset of function call injection. In
several commercial and opsnurce databases, vulnerabilities exist in a few
database foctions that may result in a buffer overflow. Patches are available
for most of these vulnerabilities, but many production databases remain un
patched.

2.6 What Is Vulnerable?

An application is vulnerable to SQL injection for only one redasend user
string input is not properly validated and is passed to a dynamic SQL
statement without any such validation. The string input is usually passed
directly to the SQL statement. However, the user input may be stored in the
database and later passed to a dyoaBQL statement, referred to as a
secondorder SQL injection. Because of the stateless nature of many web
applications, it is common to write data to the database or store it using some
other means between web pages. This indirect type of attack is nareh m
complex and often requires-depth knowledge of the application.

2.7 What Is Not Vulnerable?

SQL Statements using bind variables are generally protected from SQL
Injection as the Oracle database will use the value of the bind variable
exclusively ad not interpret the contents of the variable in any way. PL/SQL

and JDBC allow for bind variables. Bind variables should be extensively
used for both security and performance reasons.

2.8 Types of SQL Injection (SQL.I)

SQL Injectioncan be used in a range of ways to cause serious problems. By
levering SQL Injection, an attacker could bypass authentication, access,

modify and delete data within a database. In some cases, SQL Injection ca

even be used to execute commands on the operating system, potentially
allowing an attacker to escalate to more damaging attacks inside of a network
that sits behind a firewall.

SQL Injection can be classified into three major categorids-band
SQLj Inferential SQLandOut-of-band SQLI


https://www.acunetix.com/websitesecurity/sql-injection/

In-band SQL.i (Classic SQL.I)

In-band SQL Injection is the most common and dasgxploit of SQL
Injection attacks. kWband SQL Injection occurs when an attacker is able to
use the same communication channel to bothdauhe attack and gather
results.

The two most common types of-bmnd SQL Injection arError-based
SQLiandUnion-based SQLi

Error-based SQL.I

Error-based SQLi is an thand SQL Injection technique that relies on error
messages thrown by the database/eseto obtain information about the
structure of the database. In some cases,-based SQL injection alone is
enough for an attacker to enumerate an entire database. While errors are very
useful during the development phase of a web application, tmaylds be
disabled on a live site, or logged to a file with restricted access instead.

Union-based SQL.i

Unionbased SQLi is an thand SQL injection technique that leverages the
UNION SQL operator to combine the results of two or more SELECT
statements int@ single result which is then returned as part of the HTTP
response.

Inferential SQLi (Blind SQLI)

Inferential SQL Injection, unlike HWband SQLi, may take longer for an
attacker to exploit; however, it is just as dangerous as any other form of SQL
Injection. In an inferential SQLI attack, no data is actually transferred via the
web application and the attacker would not be able to see the result of an

attackinband (which i s why such atblindhcks are comm
SQL Injection attacks ) . I nstead, an attacker i s abl e
database structure by sending payloads, ob:

response and the resulting behavior of the database server.

The two types of inferential SQL Injection aBdind-booleanbased
SQLiandBlind-time-based SQLI

Boolean-based (content-based) Blind SQL.i

Booleanbased SQL Injection is an inferential SQL Injection technique that
relies on sending an SQL query to the dasabahich forces the application

to return a different result depending on whether the query returns a TRUE or
FALSE result.
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Depending on the result, the content within the HTTP response will change,
or remain the same. This allows an attacker to infehef payload used
returned true or false, even though no data from the database is returned. This
attack is typically slow (especially on large databases) since an attacker
would need to enumerate a database, character by character.

Time-based Blind SQL.i

Time-based SQL Injection is an inferential SQL Injection technique that
relies on sending an SQL query to the database which forces the database to
wait for a specified amount of time (in seconds) before responding. The
response time will indicate to the atkar whether the result of the query is
TRUE or FALSE.

Depending on the result, an HTTP response will be returned with a delay, or
returned immediately. This allows an attacker to infer if the payload used
returned true or false, even though no data fltoendatabase is returned. This
attack is typically slow (especially on large databases) since an attacker
would need to enumerate a database character by character.

Out-of-band SQL.I

It is not very common, mostly because it depends on features being enabled
on the database server being used by the web applicatiof-Gahd SQL
Injection occurs when an attacker is unable to use the sahannel to launch

the attack and gather results.

Outof-band techniques, offer an attacker an alternative to inferential time
based techniques, especially if the server responses are not very stable
(making an inferential timbased attack unreliable).

Outof-band SQLI techniqgues would rely on the d
make DNS or HTTP requests to deliver data to an attacker. Such is the case

wi t h Mi cr os o fxp_dirte€bmm&nel,r whiehr cars be used to

make DNS requests to a server anckia controls; as well as Oracle

Databaseds UTL_HTTP package, which can be u:
from SQL and PL/SQL to a server an attacker controls.

2.9 How SQL Injection Works

The types of attacks that can be performed using SQL injection vary
depending on the type of database engifge attack works on dynamic
SQL statements. A dynamic statement is a statement that is generated at run
time using parameters password from a web form or URI query string.
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Letdébs consi der a s ianggih fermvlbebcoda forptiei cat i on  wi t |
HTML form is shown below.

<form action=0index. php6 method="post">
<input type="email" name="email" required="required"/>

<input type="password" name="password"/>

<input type="checkbox" hame="remember_me" value="Remembeprme"/

<input type="submit" value="Submit"/>

</form>

Here,

1 The above form accepts the email address, and password then submits
them to #HPfile named index.php.

T It has an option of storing the login sessiin a cookie. We have
deduced this from the remember_me checkbox. It uses the post
method to submit data. This means the values are not displayed in the
URL.

Letdbs suppose the statement at the backend f

SELECT * FROM uses WHERE email = $_POST['email] AND password =
md5($_POST['password");

Here,

1 The above statement uses the values of the $ POST]] array directly
without sanitizing them.
1 The password is encrypted using MD5 algorithm.

We will illustrate SQL injection attackusing sqlfiddle. Open the
URL http://sqlfiddle.comih your web browser. You will get the following
window.

Note: you will have to write the SQL statements
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(
{UTO_INCREMENT,

SIEP 3

insert into users (email,password) values ('m@m.com',md5('abc')):

STEP 2 STEP 4

Bundsmema&, dit Fullscreen ¢ W RunSQL » - | EditFullscreen o | Format Code T m

1D EMAIL PASSWORD

1 m@m.com 900150983cd24fb0d6963f7d28e 1772

Step 1) Enter this code in left pane

CREATE TABLE "users’ (
id” INT NOT NULL AUTO_INCREMENT,
‘email” VARCHAR(45) NULL,
‘password” VARCHAR(45) NULL,
PRIMARY KEY ('idY));
insert into users (email,password) values (‘'m@m.com’,md5(*abc"));

Step 2) Click Build Schema
Step 3) Enter this code in right pane
select * from users;

Step 4) Click Run SQL. You will see the following result

1D EMAIL PASSWORD

1 m@m.com 900150983cd24fb0d6963f7d28e 17172

Suppose user suppliadmin@admin.sys and1234 as the password. The

statement to be executed against the database would be

SELECT * FROM users WHERE email =admin@admin.sys AND

password = md5('1234");
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The @&ove code can be exploited by commenting out the password part and
appending a condition that wi || al ways be t
provides the following input in the email address field.

XXX@XXX. XXX OR 1 =1 LIMT 1--"]
xxx for the password.
The generated dynamic statement will be as follows.

SELECT * FROM users WHERE email xxX@xxx.xxX OR 1 =1 LIMIT 1
-- "] AND password = md5('1234");

Here,

T xXXx@xxx.xxx ends with a single quote which completes the string
quote
T OR 1=1LIMIT 1is a condition that will always be true and limits
the returned results to only one record.
T - AND é is a SQL comment that eliminates

Copy the abee SQL statement and paste it in SQL FiddleRun SQL Text box
as shown below

——————

ELECT # FROM uszers WHERE email = "xxx@xxy.xux'
OR 1 =1 LIMIT 1 |—— ' ] AND password = md5 ["_251_'];|

l

The text in brown color means it is a comment

RunSQL »  ~ | Edit Fullscreen » W

ID  EMAIL PASSWORD OQur statement returned a record

1 m@m.com 900150983cd24fb0d0963f7d26e1772
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2.10 Hacking Activity: SQL Inject a Web Application

We have a simple web application hétip://www.techpanda.orghat is
vulnerable to SQL Injection attacks for demonstration purposes
only. The HTML form code above is taken from the login page. The
application provides basic security such as sanitizing the erall fThis
means our above code cannot be used to bypass the login.

To get round that, we can instead exploit the password field. The diagram
below shows the steps that you must follow

Clickon
Submit

* Open \ * Access Granted
techpanda.org

* Email: soou@ooc
* Pwd: xxx')OR1=1--]

| Enterlogin | _SQLInjectioh.
info ; Login

L

Let6bs suppose an attacker provides

1 Step 1: Enterxx@xxx.xxx as the email address
1 Step 2: Enter xxx) OR 1 =-1]

t

he

f

ol


http://www.techpanda.org/
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Login | Personal Contacts =

€ — C ft [ wwwitechpanda.org/index.php

Login | Personal Contacts Manager v1.0

Email®

[LJRemember me XXX'_)-E)‘R 1=1--]

1 Click on Submit button
1 You will be directed to the dashboard

The generated SQL statement will be as follows

SELECT * FROM users WHERE email xxx@xxx.xxX AND password =
md5('xxx") OR 1 = :-]);

The diagram below illstrates the statement has been generated.

SELECT * FROM users WHERE email = '$email' AND password = md5('$passwerd') ;

! !

Supplied values {xxx@xxx.uxx xxx')OR1=1-] }

Y

SELECT * FROM users WHERE email = oo@soocx’ AND password = md5(ond) OR 1=1-17;

\ J
!

SELECT * FROM users WHERE FALSE AND FALSE OR TRUE

SELECT * FROM users WHERE FALSE OR TRUE

SELECT * FROM users WHERE TRUE


https://cdn.guru99.com/images/EthicalHacking/Article_13_6.png
mailto:xxx@xxx.xxx
https://cdn.guru99.com/images/EthicalHacking/Article_13_7.png

Here,

1 The statement intelligently assumes md>5 encryption is used
1 Completes the single quote and closing bracket
T Appends a condition tthe statement that will always be true

In general, a successful SQL Injection attack attempts a number of different
techniques such as the ones demonstrated above to carry out a successful
attack.

2.11 SQL Injection Attack Types

SQL Injections can do merharm than just by passing the login algorithms.
Some of the attacks include

Deleting data
Updating data
Inserting data
Executing commands on the server that can download and install
malicious programs such as Trojans
1 Exporting valuable data such as ctedard details, email, and
passwords to the attackerdés remote server
1 Getting user login details etc

=A =4 =4 =

The above list is not exhaustive; it just gives you an idea of what SQL
Injection

2.10.1 Automation Tools for SQL Injection

In the above example, we usedmaal attack techniques based on our vast
knowledge of SQL. There are automated tools that can help you perform the
attacks more efficiently and within the shortest possible time. These tools
include

T  SQLSmack http://www.securiteam.com/tools/5SGP081P75C.html

1 SQLPing 2 -
http://www.sqlsecurity.com/downloads/sqlping2.zip?attredirects=0&
d=1

T SQLMap- http://sglmap.org/

2.10.2 How to Prevent against SQL Injection Attacks

An organization can adopt the following policy to protect itself against SQL
Injection attacks.
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User input should never be trusted - It must always be sanitized
before itis used in dynamic SQL statements.

Stored procedures —these can encapsulate the SQL statements and
treat all input as parameters.

Prepared statements —prepared statements to work by creating the
SQL statement first then treating all submitted user data as
parameters. This has no effect on the syntax of the SQL statement.
Regular expressions —these can be used to detect potential harmful
code and remove it before executing the SQL statements.

Database connection user access rights —only necessary access

rights should be given to accounts used to connect to the database.

This can help reduce what the SQL statements can perform on the
server.

Error messages —these should not reveal sensitive information and
where exactly an error occurred. Simple custom emessages such

as ASorry, we are experiencing
has been contacted. Pl ease try
display the SQL statements that caused the error.

Hacking Activity: Use Havij for SQL Injection

In this prattical scenario, we are going to use Havij Advanced SQL Injection
program to scan a website for vulnerabilities.

Note: your antvirus program may flag it due to its nature. You should add it
to the exclusions list or pause your aritus software.

The image below shows the main window for Havij.

techni
again

c al
| at



# Havij SRR X

Target: http://www.target.com/index.asp?id=123 ) | o
- A -
[ Keyword:  Auto Detect [T Syntax: Auto Detect T
Data Base: [J’-‘«uto Detect v] Method: ’GET v] Type: [Auto Detecl v] E’ J
Load Save
Post Data:

© Z B a ® & T %
About n ghles =ad Fles  Crnd Shel Juery % Find Admin #  MD5 Settings

) Version 1.14 Free
> W), 3 Copyright @ 2009-2010
Rtz By r3dmov3

http://ITSecTeam.com
http://forum.Itsecteam.com
info@itsecteam.com Check for update

Data Bases:

MsSQL with error
MsSQL no error
M=5QL Blind
MsSQL time based
MsAccess
Madrress Blind -

m |

Statuz: I'm IDLE [Clear Log

Havij 1.14 Free! -

4 Reosulls PM!J

2.11 Buffer Overflow

Buffer overflow problems always have been associated with security
vulnerabilities. In the past, lots of sedyrbreaches have occurred due to
buffer overflow. This article attempts to explain what buffer overflow is, how
it can be exploited and what countermeasures can be taken to avoid it.

Knowledge of C or any other high level language is essential to this
disaussion. Basic knowledge of process memory layout is useful, but not
necessary. Also, all the discussions are based on Linux running on x86
platform. The basic concepts of buffer overflow, however, are the same no
matter what platform and operating systsmised.

Buffer Overflow: the Basics

A buffer is a contiguous allocated chunk of memory, such as an array or a
pointer in C. In C and C++, there are no automatic bounds checking on the
buffer, which means a user can write past a buffer. For example:
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int man ()
{
int buffer[10];
buffer[20] = 10;
}

The above C program is a valid program, and every compiler can compile it
without any errors. However, the program attempts to write beyond the
allocated memory for the buffer, which might result in unexge behavior.

Over the years, some bright people have used only this concept to create
havoc in the computer industry. Before we understand how they did it, let's
first see what a process looks like in memory.

A process is a program in execution. An exable program on a disk
contains a set of binary instructions to be executed by the processor; some
readonly data, such as printf format strings; global and static data that lasts
throughout the program execution; and a brk pointer that keeps track of the
malloced memory. Function local variables are automatic variables created
on the stack whenever functions execute, and they are cleaned up as the
function terminates.

oxgreeeeee
kernel virtual memory memory
(code, data, heap, stack) invisible to
0Xco000000 user COde
user stack
(created at runtime) @ p
3 “%esp (stack pointer)
4
memory mapped region for
o shared libraries
OX40000000
T <+— brk
run-time heap
{created at runtime by malloc)
read/wrile segment
(.data, .bss) loaded from the
read-only segment executable file
SROSGUEOD (.init, .text, .rodata)
0 unused

The figure above shows the memory layout of a Linux process. A process
image starts with the program's code and data. Code and data consists of the
program'’s instructions and the initialized and uninitialized static and global
data, respectively. After that is the raime heap (created using
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malloc/calloc), and then at the top is the users stack. This stack is used
whenever a function call is made.

The Stack Region

A stack is a contiguous block of memory containing data. A stackguoin

(SP) points to the top of the stack. Whenever a function call is made, the
function parameters are pushed onto the stack from right to left. Then the
return addresses (address to be executed after the function returns), followed
by a frame pointer (FR)s pushed on the stack. A frame pointer is used to
reference the local variables and the function parameters, because they are at
a constant distance from the FP. Local automatic variables are pushed after
the FP. In most implementations, stacks grownftfigher memory addresses

to the lower ones.

Locals Return address Parameters

This figure depicts a typical stack region as it looks when a function call is
being executed. Notice the FP between the local and the return addresses. For
this C example,

void function (int a, int b, int ¢}
char bufferl[5];
char buffer2[10];

}

int main() {
function(1,2,3);
}

the function stack looks like:

function’s retum
addresss

buffer2

bottom of memory

As you can see, bufferl takes eidittes and buffer2 takes 12 bytes, as
memory can be addressed only in multiples of word size (four bytes). In
addition, an FP is needed to access a, b, ¢, bufferl and buffer2 variables. All
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these variables are cleaned up from the stack as the functiomatzs
These variables take no space in the executable disk copy.

Buffer Overflow: the Details
Consider another C example:

void function (char *str) {
char buffer[16];
strcpy (buffer, str);
}
int main () {
char *str = "I am greater than 16 byte&'length of str = 27 bytes
function (str);

}

This program is guaranteed to cause unexpected behavior, because a string
(str) of 27 bytes has been copied to a location (buffer) that has been allocated
for only 16 bytes. The extra bytes run past thedsudhd overwrite the space
allocated for the FP, return address and so on. This, in turn, corrupts the
process stack. The function used to copy the string is strcpy, which completes
no checking of bounds. Using strcpy would have prevented this corruption o
the stack. However, this classic example shows that a buffer overflow can
overwrite a function's return address, which in turn can alter the program's
execution path. Recall that a function's return address is the address of the
next instruction in memgr which is executed immediately after the function
returns.

2.12 Buffer Overflow Countermeasures

The solutions proposed for buffer overflow problems mainly target the

prevention of largescale system attacks through the loopholes described
above. None ofthe methods described below can claim to prevent all

possible attacks. These methods, however, can make it more difficult to
access buffer overflows and, hence, destroy the consistency of stacks.

1. Write secure code: Buffer overflows are the result of stuffy more
code into a buffer than it is meant to hold. C library functions such as
strcpy (), strcat (), sprintf () and vsprintf () operate on null terminated
strings and perform no bounds checking. gets () is another function
that reads user input (into lauffer) from stdin until a terminating
newline or EOF is found. The scanf () family of functions also may
result in buffer overflows. Hence, the best way to deal with buffer
overflow problems is to not allow them to occur in the first place.



Developers shdd be educated about how to minimize the use of
these vulnerable functions.

. Stacks execute invalidation: Because malicious code (for example,
assembly instructions to spawn a root shell) is an input argument to
the program, it resides in the stack and mothe code segment.
Therefore, the simplest solution is to invalidate the stack to execute
any instructions. Any code that attempts to execute any other code
residing in the stack will cause a segmentation violation. However,
the solution is not easy tplement. Although possible in Linux,
some compilers (including GCC) use trampoline functions (see
Resources) to implement taking the address of a nested function that
works on the system stack being executable. A trampoline is a small
piece of code creatl at ruatime when the address of a nested
function is taken. It normally resides in the stack, in the stack frame
of the containing function and thus requires the stack to be
executable. However, a version of the Linux kernel that enforces the
non execuble stack is freely available.

. Compiler tools: Over the years, compilers have become more and
more aggressive in optimizations and the checks they perform.
Various compiler tools already offer warnings on the use of unsafe
constructs such as gets (), pr() and the like. For example, this
code

int main ()

{
char *str = (char *)malloc(10);// allocate 10 bytes for str
gets (str); // reads input from stdin and store into str

}

when compiled with GCC, returns the following warning:

/tmp/cc203ViF.oln function "main™:

/tmp/cc203ViF.o(.text+0x1f): the "gets" function is dangerous and
should

not be used.

Apart from offering warnings, modern compiler tools change the way
a program is compiled, allowing bounds checking to go into compiled
code automatally, without changing the source code. These
compilers generate the code with binlt safeguards that try to
prevent the use of illegal addresses. Any code that tries to access an
illegal address is not allowed to execute.



These kind of tools, howeverequire the source code to be
recompiled with a newer compiler. This requirement may be a
problem if the application is not open source. Furthermore, it may
affect the application's performance to a great extent. In some case,
executable size and executitime may increase twinld.

A patch for GCC that does bounds checking can be foersd
Recently, however, most of the tools have concentrated on preventing
the return address from being overwritals most attacks occur this
way. StackShield is a freely available tool that copies the return
address of a function to a safe place (usually to the start of the data
segment) at the staof the function. When the function terminates, it
compares the two function return address, the one in the stack and the
one stored in data segment. In the case of a mismatch, the function
aborts immediately.

Because a function also can call another fion¢it needs to maintain

a stack kind of structure for storing return addresses. Another tool
available iStackGuard, which detects and defeats smash stacking
attacks by protecting the return addresstbe stack from being
altered. It places a canary word next to the return address whenever a
function is called. If the canary word has been altered when the
function returns, then some attempt has been made on the overflow
buffers. It responds by emittiran alert and halting.

4. Dynamic run-time checks: In this scheme, an application has
restricted access in order to prevent attacks. This method primarily
relies on the safety code being preloaded before an application is
executed. This preloaded component edher provide safer versions
of the standard unsafe functions, or it can ensure that return addresses
are not overwritten. One example of such a totibsafe. The libsafe
library provides a way to secure calls to these functions, even if the
function is not available. It makes use of the fact that stack frames are
linked together by frame pointers. When a buffer is passed as an
argument to any of the unsafe functions, libsafe followsfthme
pointers to the correct stack frame. It then checks the distance to the
nearest return address, and when the function executes, it makes sure
that address is not overwritten.

2.13 Let Us Sum Up

SQL Injection is an attack type that exploits bad S@dtesnents. SQL
injection can be used to bypass login algorithms, retrieve, insert, and update
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and delete data. SQL injection tools include SQLMap, SQLPing, and
SQLSmack, etc. A good security policy when writing SQL statement can
help reduce SQL injectiorttacks. All the methods/tools described above are
limited in one manner or another. No tool can solve completely the problem
of buffer overflow, but they surely can decrease the probability of stack
smashing attacks. However, code scrutiny (writing secade) is still the
best possible solution to these attacks. Programmers should be educated to
prevent/minimize the use of standard unsafe functions. In addition, no
warning given by the compiler should be taken lightly. With time and
increasing awarenessmang developers, buffer overflow problems are
predicted to decrease in importance and frequency. Secelaited issues

are still expected to be around, though, by various other means.

2.14 Self Assessment Questions

1. What do you mean by SQL Injection?

4. Write down about Buffer Overflow.



2.15 Model Questions

How to Prevent against SQL Injection Attacks?

Explain about SQL Injection Attack Types

What is the Difference betwe&fulnerableand NotVulnerable?
ExplainBuffer Overflow Countermeasures.

5. What are the automation tools for SQL Injection?

1.16 References & Further Readings
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3.0 Introduction

Wireless networks are convenient and popular, but poor configuration and
encryption leave them open to attack. Hackers can udéi Wilnerabilities

to infiltrate your entire network. Security professionals need to know how to
detect, prevent, and countiese kinds of attacks using the latest tools and
techniqued the subject of this course with cyber security expert Malcolm
Shore. Malcolm covers everything from configuring basic security to
understanding how hackers extract passwords, harvest conseatioogue
access point, and attack networks via Bluetooth. He also explains how to
select the right antennae for testing and introduces some sophisticated
Windows and Linux tools to scan for vulnerabilities, including Acrylic,
Ekahau, and Wireshark. Bydtend of this unit you should be able nsure
protection your wireless connections and gain confidence that your local
network is safe to use.

3.1 Learning Objective

After learning this unit you should be able to

1 Know about Wireless Network.
Know alout How to access a wireless network
Know about different typ&Vireless Network Authentication
Study abouWEP Authentication, weakness and cracking
Know aboutWPA, its Weaknesses and Cracking
Know about Benefits of using 802.11 Wireless Networks.
Know about How to secure wireless networks
UnderstandHow CanYou Use SocialEngineeringn Your Everyday
Life?
Understand aboWLAN Scanners in advice.
Study aboutools for Detecting Packet Sniffers.
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3.2 Overview on Wireless Network

A wireless network is network that uses radio waves to link computers and
other devices together. The implementation is done at the Layer 1 (physical
layer) of the OSI model.
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3.3 How To Access A Wireless Network?

You will need a wireless network enabled device such as a laptop, tablet,
smartphones, etc. You will also need to be within the transmission radius of a
wireless network access point. Most devices (if the wireless network option
is turned @) will provide you with a list of available networks. If the
network is not password protected, then you just have to click on connect. If
it is password protected, then you will need the password to gain access.

3.3.1 Wireless Network Authentication

Since the network is easily accessible to everyone with a wireless network

enabl ed devi ce, most networks are password ¢
the most commonly used authentication techniques.
3.4 WEP

WEP is the acronym for Wired Equivalent Privaclywas developed for
IEEE 802.11 WLAN standards. Its goal was to provide the privacy
equivalent to that provided by wired networks. WEP works by encrypting the
data been transmitted over the network to keep it safe from eavesdropping.
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3.4.1 WEP Authentication

Open System Authentication (OSA)this methods grants access to station
authentication requested based on the configured access policy.

Shared Key Authentication (SKA) This method sends to an encrypted
challenge to the station requesting access. skation encrypts the challenge
with its key then responds. If the encrypted challenge matches the AP value,
then access is granted.

3.4.2 WEP Weakness
WEP has significant design flaws and vulnerabilities.

1 The integrity of the packets is checked using licyRedundancy
Check (CRC32)CRC32 integrity check can be compromised by
capturing at least two packets. The bits in the encrypted stream and
the checksum can be modified by the attacker so that the packet is
accepted by the authentication system. Thaddeto unauthorized
access to the network.

T  WEP uses the RC4 encryption algorithm to create stream ciftners.
stream cipher input is made up of an initial value (IV) and a secret
key. The length of thenitial value (IV) is 24 bits long while the
secret ky can either be 40 bits or 104 bits lofidpe total length of
both the initial value and secret can either be 64 bits or 128 bits long.
The lower possible value of the secret key makes it easy to crack it

T Weak Initial values combinations do not encrypffisiently. This
makes them vulnerable to attacks.

T WEP is based on passwords; this makes it vulnerable to dictionary
attacks

1 Keys management is poorly implementé&hanging keys especially
on large networks is challenging. WEP does not provide a ceetali
key management system.

1 The Initial values can be reused

Because of these security flaws, WEP has been deprecated in favour of WPA
3.4.3 WEP Cracking

Cracking is the process of exploiting security weaknesses in wireless
networks and gaining unauthorizadcess. WEP cracking refers to exploits
on networks that use WEP to implement security controls. There are
basically two types of cracks namely;



1 Passive crackingi This type of cracking has no effect on the network
traffic until the WEP security has beemacked. It is difficult to
detect.

T Active crackingi This type of attack has an increased load effect on
the network traffic. It is easy to detect compared to passive cracking.
It is more effective compared to passive cracking.

3.4.4 WEP Cracking Tools

T Aircracki Network sniffer and WEP cracker. Can be downloaded
from http://www.aircrackng.org/

T WEPCracki This is an open source program for breaking 802.11
WEP secret keys. It is an implementation of the FMS
attack.http://wepcrack.sourceforge.net/

1 Kismet- This can include detector wireless networks both visible and
hidden, sniffer packets and detect
intrusions http://www.kismetvireless.net/

T WebDecrypti This tool uses active dictionary attacks to crack the
WEP keys. It has its own key generator and implements packet
filters. http://wepdecrypt.sourceforge.net/

3.5 WPA

WPA is the acronym for Wi-Fi Protected Access. It is a security protocol
developed by the Wi Alliance in response to the weaknesses found in
WEP. It is used to encrypt data on 802.11 WLANS. It uses higher Initial
Values 48 bits instead of the 24 bits that WEP u#tesses temporal keys to
encrypt packets.

3.5.1 WPA Weaknesses

1 The collision avoidance implementation can be broken

T Itis vulnerable to denial of service attacks

1 Preshares keys use passphrasé&eak passphrases are vulnerable to
dictionary attacks.

3.5.2 WPA Cracking

WPA uses a 256 prghared key or passphrase for authentications. Short
passphrases are vulnerable to dictionary attacks and other attacks that can be
used to crack passwords. The following tools can be used to crack WPA
keys.


http://www.aircrack-ng.org/
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1 CowPattyi this tool is used to crack prghared keys (PSK) using
brute force attack.

http://wirelessdefence.org/Contents/coWPAttyMain.htm

1 Cain & Abeli this tool can be used to decode capture files from other
sniffing programs such as Wireshark. The capture files may contain
WEP or WPAPSK encoded frames.

http://www.softpedia.com/get/Security/Decryptibgcoding/Cain
andAbel.shtml

General Attack types

T Sniffingi this involves intercepting packets as they are transmitted
over a network. The captured data can then be decoded using tools
such as Cain & Abel.

T Man in the Middle (MITM) Attacki this involves eavesdropping
on a netwdk and capturing sensitive information.

1 Denial of Service Attacki the main intent of this attack is to deny
legitimate users network resourcEataJaclcan be used to perform
this type of attack.

3.5.3 Cracking Wireless network WEP/WPA keys

It is possible to crack the WEP/WPA keys used to gain access to a wireless
network. Doing so requires software and hardware resources, and patience.
The success of such attacks can also dependwratiive and inactive the
users of the target network are.

We will provide you with basic information that can help you get started.
Backtrack is a Linwbased security operating system. It is developed on top
of Ubuntu. Backtrack comes with a number ofwgéy tools. Backtrack can

be used to gather information, assess vulnerabilities and perform exploits
among other things.

Some of the popular tools that backtrack has includes;

Metasploit
Wireshark
Aircrack-ng
NMap
Ophcrack
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Cracking wireless network keygquires patience and resources mentioned
above At a minimum, you will need the following tools

A wireless network adapter with the capability to inject pacidasdware)

Kali Operating System. You can download it from
herehttps://www kali.org/downloads/

Be within the target network’s radius. If the users of the target
network are actively using and connecting to it, then your chances of
cracking it will be significantly improved.

Sufficientknowledge of Linux based operating systems and
working knowledge of Aircrack and its various scripts.

Patience, cracking the keys may take a bit of sometime depending on
a number of factors some of which may be beyond your control.
Factors beyond your control include usefshe target network using

it actively as you sniff data packets.

3.6 How to Secure Wireless Networks

In minimizing wireless network attacks; an organization can adopt the
following policies

il

Changing default passwortsat come with the hardware

Enabling theauthentication mechanism

Access to the network can be restridbgdallowing only registered

MAC addresses.

Use of strong WEP and WPRRSK keys a combination of symbols,
number and characters reduce the chance of the keys been cracking
using dictiormary and brute force attacks.

Firewall Software can also help reduce unauthorized access.

Hacking Activity: Crack Wireless Password

In this practical scenarjave are going taise Cain and Abel to decode the
stored wireless network passwords in WindoWe will also provideuseful
information that can be used to crack the WEP and WPA keys of wireless
networks

Decoding Wireless network passwords stored in Windows

1
f

Download Cain & Abel from the link provided above.
Open Cain and Abel


https://www.kali.org/downloads/
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T Assuming you have connected to a secured wireless network before,
you will get results similar to the ones shown below
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1 The decoder will show you ¢éhencryption type, SSID and the
password that was used.
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3.7 An Introduction to 802.11 (Wi-Fi) Technologies

The WLAN (Wireless Local Area Network) protocol, IEEE 802.11, allows
wireless and mobile network access to a network infrastructure. Before the
80211b protocol (which was coined W) was widely adopted in the early
2000s, to get high speed network access to your LAN you had to be
physically connected via a cable. Tiaenily of 802.11 protocols immade up

of an arrangement of owthe-air modulatimn techniques that use the same
basic principles. The most widely used protocols are the 802.11b, 802.11g
and 802.11n for 2.4GHz networks and the 802.11a, 802.11n and 802.11ac for
5GHz networks.

3.8 Benefits of using 802.11 Wireless Networks

Wireless conactions can replace wired infrastructure or extend existing
networks

For applications in which it is impractical to lay cables or it is too costly,
802.11 Wireless Networks can be used in the following situations:

When connecting two networks in separatddings with a critical obstacle
obstructing you, an 802.11 WLAN connection can be used to avoid
purchasing a leased line from a telecommunications vendor providing
significant savings.

Temporary 802.11 WLAN networks can be set up instantly reducing
deployment times for applications such as conventions.

802.11 WLAN networks do not require the laying of cables in homes and
offices where aesthetics are critical.

Mobile computer users can connect to 802.11 WLAN networks in changing
locations and always remaaonnected to the network without being near a
network socket or router.

802.11 "Hot Spot" areas can provide internet access for the public in places
such as airports, hotels and retail centres.



3.8.1 802.11 Operating Modes

Infrastructure Mode is used winé¢here is at least one Wireless Access Point
and client. The client connects to the network through the Access Point to
gain internet access.

Ad Hoc Mode is used when wireless clients want to directly communicate
with each other without going through ama®ss Point. This is also called
peerto-peer mode.

3.8.2 Popular 802.11 Standards

802.11a

The 802.11a protocol standard uses the same data link layer protocol and
frame format as the original 802:1997 standard but instead uses an OFDM
air interface forthe physical layer. Its operating frequency range is in the
5GHz band and has a maximum bandwidth of 54mbps. Due to the 2.4GHz
range becoming overcrowded using the 802.11a standard has a significant
advantage. However, the effective range of the 5GHz18@2is lower than

that of the 802.11b, g and n protocols as, in theory, the signal is more easily
absorb by solid objects such as walls due to the smaller wavelength which
reduces its penetration. Nevertheless, due to the lack of interference in the
5GHz lange, 802.11a often has a similar or even greater range in practice.

802.11b

802.11b was the first widely adopted standard wireless networking products.
It has a maximum bandwidth of 11Mbps and uses the same media access
method as that of the original 802-1997 standard. Working on the 2.4GHz
frequency range, 802.11b suffers greatly from interference with other
consumer items such as Bluetooth devices, DECT & VoIP Wireless phones,
wireless keyboards and mice and also microwave ovens etc.

802.11g

802.11g vas the next step on from 802.11b still operating a 2.4GHz but using
OFDM based transmission. It has a maximum bandwidth of 54Mbps and is
backwards compatible with 802.11b hardware. It was the next industrial
standard and was, again, widely adopted for WL#glications due to the
increased data transfer rates. Much similar to 802.11b, 802.11g devices can
suffer badly from interference from other 2.4GHz consumer products.



OFDM is enabled at speeds above 20Mbps which greatly increases NLOS
(Non-Line-of-Sight) capabilities.

802.11n

802.11n is a revision that improves on the previous standards by adding
MIMO (Multiple-In-Multiple-Out) capabilities can operate not just on the
2.4GHz frequency range but also at 5GHz, 40 MHz channels to the physical
layer and frameaggregation to the MAC layer. 802.11 is backwards
compatible with 802.11a, b and g. OFDM is enabled across the whole speed
range which greatly increases NLOS (Ndne-of-Sight) capabilities.

MIMO uses multiple antennas to intelligently resolve a largeount of data

than possible when using a single antenna. It does this by using SDM (Spatial
Division Multiplexing) which uses multiple but independent data streams
that are transferred simultaneously inside one channel of bandwidth. This
increases the thughput bandwidth as the number of resolved streams is
increased.

Doubling the channel size from 20MHz to 40MHz can be enabled on
802.11n compatible equipment which allows for twice the data rate on the
physical layer relative to a 20MHz channel.

These twdeatures combined give the 802.11n standard increased bandwidth
capabilities when compared to 802.11g at 2.4GHz and 802.11a at 5GHz of
up to 600Mbps (in theory) when using 4 spatial streams and a 40MHz
channel and an increase in range over previous stmdanen put in
practice. It seems that with 802.11 -YAlichip manufactures applying market
pressure to move onto this protocol, 802.11 should become the new standard
over the next few years.

802.11ac

802.11ac operates at 5GHz using OFDM based modulatidre T
specification expects WLAN throughput of at least 1Gbp/s and a single link
throughput of at least 500Mbp/s. This is achieved by extending concepts
from the 802.11n standard such as wider RF bandwidth (up to 160MHz,
mandatory 80MHz), more MIMO spatiatsams (up to 8), muliser MIMO

and highdensitymodulation (up to 256QAM).



3.9 IEEE 802.11 Architecture

The difference between a portable and mobile station is that a portable station
moves from point to point but is only used at a fixed point. Mosiiations access
the LAN during movement.

When two or more stations come together to communicate with each other,
they form a Basic Service Set (BSS). The minimum BSS consists of two
stations. 802.11 LANs use the BSS as the standard building block.

A BSS that stands alone and is not connected to a base is called an
Independent Basic Service Set (IBSS) or is referred to as ahload
Network. An adhoc network is a network where stations communicate only
peer to peer. There is no base and no one gives gstomito talk. Mostly
these networks are spontaneous and can be set up rapidjodr IBSS
networks are characteristically limited both temporally and spatially.
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Fig 1: "Adhoc Mode"
When BSS's are interconnected the network becomes one with irdrasstru
802.11 infrastructures have several elements. Two or more BSS's are
interconnected using a Distribution System or DS. This concept of DS
increases network coverage. Each BSS becomes a component of an extended,
larger network. Entry to the DS is acgplished with the use of Access
Points (AP). An access point is a station, thus addressable. So, data moves
between the BSS and the DS with the help of these access points.
Creating large and complex networks using BSS's and DS's leads us to the
next levelof hierarchy, the Extended Service Set or ESS. The beauty of the
ESS is the entire network looks like an independent basic service set to the
Logical Link Control layer (LLC). This means that stations within the ESS
can communicate or even move betweelsBf§s t r ansparentl y
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Fig 2: Infrastructure Mode
One of the requirements of IEEE 802.11 is that it can be used with existing
wired networks. 802.11 solved this challenge with the use of a Portal. A
portal is the logical integration between wire@iNs and 802.11. It also can
serve as the access point to the DS. All data going to an 802.11 LAN from an
802.X LAN must pass through a portal. It thus functions as bridge between
wired and wireless.
The implementation of the DS is not specified by 802THerefore, a
distribution system may be created from existing or new technologies. A
point-to-point bridge connecting LANs in two separate buildings could
become a DS.
While the implementation for the DS is not specified, 802.11 does specify the
serviceswhich the DS must support. Services are divided into two sections

1. Station Services (SS)
2. Distribution System Services (DSS).
There are five services provided by the DSS

1. Association

2. Reassociation

3. Disassociation

4. Distribution

5. Integration
The first three sefges deal with station mobility. If a station is moving
within its own BSS or is not moving, the stations mobility is termed No
transition. If a station moves between BSS's within the same ESS, its
mobility is termed BSSransition. If the station moves tageeen BSS's of



differing ESS's it is ESS transition. A station must affiliate itself with the
BSS infrastructure if it wants to use the LAN. This is done by associating
itself with an access point. Associations are dynamic in nature because
stations moveturn on or turn off. A station can only be associated with one
AP. This ensures that the DS always knows where the station is.

Association supports ransition mobility but is not enough to support
BSStransition. Enter Rassociation. This service allewthe station to
switch its association from one AP to another. Both association and re
association are initiated by the station. Disassociation is when the association
between the station and the AP is terminated. This can be initiated by either
party. Adisassociated station cannot send or receive datatre&Stion are

not supported. A station can move to a new ESS but will have to reinitiate
connections.

Distribution and Integration are the remaining DSS's. Distribution is simply
getting the data frorthe sender to the intended receiver. The message is sent
to the local AP (input AP), then distributed through the DS to the AP (output
AP) that the recipient is associated with. If the sender and receiver are in the
same BSS, the input and out AP's a=dhme. So the distribution service is
logically invoked whether the data is going through the DS or not.
Integration is when the output AP is a portal. Thus, 802.x LANs are
integrated into the 802.11 DS.

Station services are:

1. Authentication

2. De-authenticabn

3. Privacy

4. MAC Service Data Unit (MSDU) Delivery.

With a wireless system, the medium is not exactly bounded as with a wired
system. In order to control access to the network, stations must first establish
their identity. This is much like trying to enteradio net in the military.

Before you are acknowledged and allowed to converse, you must first pass a
series of tests to ensure that you are who you say you are. That is really all
authentication is. Once a station has been authenticated, it may sberates
itself. The authentication relationship may be between two stations inside an
IBSS or to the AP of the BSS. Authentication outside of the BSS does not
take place.

There are two types of authentication services offered by 802.11. The first is
Open §stem Authentication. This means that anyone who attempts to
authenticate will receive authentication. The second type is Shared Key
Authentication. In order to become authenticated the users must be in
possession of a shared secret. The shared seamrgtlesmented with the use

of the Wired Equivalent Privacy (WEP) privacy algorithm. The shared secret



is delivered to all stations ahead of time in some secure method (such as
someone walking around and loading the secret onto each station).
De-authenticationis when either the station or AP wishes to terminate a
stations authentication. When this happens the station is automatically
disassociated. Privacy is an encryption algorithm, which is used so that other
802.11 users cannot eavesdrop on your LAN trafs=E 802.11 specifies
Wired Equivalent Privacy (WEP) as an optional algorithm to satisfy privacy.

If WEP is not used then stations are "in the clear” or "in the red", meaning
that their traffic is not encrypted. Data transmitted in the clear are called
plaintext. Data transmissions, which are encrypted, are called cipher text. All
stations start "in the red" until they are authenticated. MSDU delivery
ensures that the information in the MAC service data unit is delivered
between the medium access cons@lvice access points.

3.9.1 Wireless DOS

Despite recent 802.11 security advances, WLANs remain very vulnerable
to Denial of Service attacks. While you may not be able to prevent DoS
attacks, a WIDS can help you detect when DoS attacks occur and where
they come from, so that you can track the intruder down and bring him
to justice -- or at least scare him away. This tip offers practical advice on
how to recognize and respond to DoS attacks launched against your
WLAN.

3.9.2 Wireless Security Lunchtime Leangi

Despite recent 802.11 security advances, WLANs remain very vulnerable to
deniatof-service (DoS) attacks. While you may not be ablpréventDoS
attacks a wireless intrusion detection system (WIDS) can helpdgtect

when DoS attacks occand where they come from, so that y@un bring the
intruder to justice-- or at least scare him away. This tip offers practical
advice on how to recognize and respond to DoS attacks launched against
your WLAN.

3.10How DoS Happen8

Most WLAN interference is accidental. While an attacker ¢aide an RF
jammer, like a higipowered RF signal generator, there are many less
expensive ways to intentionally DoS your WLAN. For example:

802.11 Control frames can be used to "busy out" a channel so that no other
station can transmit. Entering this domious transmit mode is known as a
Queensland DoS attack.


http://searchmanufacturingerp.techtarget.com/answer/Handling-DoS-attacks-on-cloud-ERP-systems
http://searchmanufacturingerp.techtarget.com/answer/Handling-DoS-attacks-on-cloud-ERP-systems
http://searchcloudcomputing.techtarget.com/answer/Protecting-cloud-networks-against-DDoS-and-DoS-attacks
http://searchcloudcomputing.techtarget.com/answer/Protecting-cloud-networks-against-DDoS-and-DoS-attacks

T 802.11 Deauthenticate frames can be used to disconnect an individual
station, or every station associated with a given AP. Sending a
continuous stream of these forged frames is known as a Deaath Flo

T 802.11 Associate frames consume AP resources by creating entries in
the AP's association table. Flooding an AP with Associate frames from
random station MAC addresses can make the AP too busy to service real
users.

1 Similar attacks can be launched usfiogged 802.1X packets for
example, 802.1X EAP Logoff Flood, EAP Start Flood, and AP
Death attacks.

These and many other wireless DoS attacks are possible because only 802.11
data frames carry integrity check codes used to detect forged messages.
These attacks can be launched usingtlodfshelf wireless cards and readily
available shareware or open source tools, like air jack and voidll. The
attacker just needs to be close enough to your WLAN to capture a little
traffic to identify victims.

3.11 WLAN Scanners

Reattime WLAN information and network analysis. Acrylic Wi Home is

a Free WiFi scanner that displays WiFi access points and shows information
of the security mechanisms and obtains generic WiFi passwords thanks to a
plugins system. Our WiFscanner is able to gather information from
802.11/a/b/g/n/ac networks.

As we know before joining any network first client or stations or mobile
stations need to find it first. In the wired world, just plugging the cable or
jack will find the network. In He wireless world, this is challenging and
requires identification of the compatible network before joining process can
begin. This identification process of the network is referred as scanning.
Several parameters are needed in the scanning process paraseters are
specified by the user. The few of them are set as default in the WLAN client
driver software.

The parameters are BSSType, BSSID, SSID, ScanType, ChannellList,
ProbeDelay, MinChannelTime and MaxChannelTime.
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WLAN Passive Scanning

In Passive Scanning, WLAN station moves to each channel as per channel
list and waits for beacon frames. These frames are buffered and are used to
decode and extract information about BSSs.

This passive scanning will save battery power as it does not neetsmit.

As shown in the figl WLAN client receives beacon frames from three
access points and hence it will declare that it has found only three BSSs.

WLAN Active Scanning
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WLAN active scanning

Station plan active role iActive Scanning. On each of the channeRrobe
request frames are used to obtain responses from the network of choice. In
active scanning station finds out network rather than waiting for network to
announce its availability to all the stations.



3.12 What is a Wireless Sniffer?

A wireless sniffer is aype of packet analyzer. A packet analyzer (also
known as a packet sniffer) is a piece of software or hardware designed to
intercept data as it is transmitted over a network and decode the data into a
format that is readable for humans. Wireless sniffees parcket analyzers
specifically created for capturing data on wireless networks. Wireless sniffers
are also commonly referred to as wireless packet sniffers or wireless network
sniffers.
Wireless sniffer tools have many uses in commercial IT environmBmés:
ability to monitor, intercepts, and decode data as it is in transit makes them
useful for:

1 Diagnosing and investigating network problems

1 Monitoring network usage, activity, and security

1 Discovering network misusgulnerabilities malware and attack

attempts
1 Filtering network traffic
1 Identifying configuration issues and network botéeks

3.12.1 Wireless Packet Sniffer Attacks

While wireless packet sniffers are valuable tools for maintaining wireless
networks, their capabilities make them popular tools for malicious actors as
well. Hackers can use wireless sniffer software to steal day on network
activity, and gather information to use in attacking the network. Logins
(usernames and passwords) are very common targets for attackers using
wireless sniffer tools. Wireless network sniffing attacks usually target
unsecure networks, duas free WiFi in public places (coffee shops, hotels,
airports, etc).

Wi rel ess sni ffer tool s ar e al so commonly
Spoofing is a type of attack where a malicious party uses information
obtained by a wireless sniffer to impersonaeother machine on the
network.Spoofingattackso f t en t ar get businessd networ ks a
steal sensitive information or rumanin-the-middle attacksagainst network
hosts.

There are two modes of wireless sniffing: monitor mode and promiscuous
mode. In monitor mode, a wireless sniffer is able to collect and read
incoming data without sending any data of its own. A lese sniffing attack

in monitor mode can be very difficult to detect because of this. In
promiscuous mode, a sniffer is able to read all data flowing into and out of a
wireless access point. Since a wireless sniffer in promiscuous mode also
sniffs outgoingdata, the sniffer itself actually transmits data across the
network. This makes wireless sniffing attacks in promiscuous mode easier to
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detect. It is more common for attackers to use promiscuous mode in sniffing
attacks because promiscuous mode allovexkdtrs to intercept the full range
of data flowing through an access point.

3.12.2 Preventing Wireless Sniffer Attacks

There are several measures that organizations should take to mitigate
wireless packet sniffer attacks. First off, organizations (andiohaal users)
should refrain from using insecure protocols. Commonly used insecure
protocols include basic HTTP authentication, File Transfer Protocol (FTP),
and Telnet. Secure protocols such as HTTPS, Secure File Transfer Protocol
(SFTP), and Secure ShébSH) should be used in place of their insecure
alternatives when possible. Secure protocols ensure that any information
transmitted will automatically be encrypted. If an insecure protocol must be
used, organizations themselves need to encrypt any luztanill be sent
using that protocol. Virtual Private Networks (VPNs) can be used to encrypt
internet traffic and are a popular tool for organizations today.

In addition to encrypting information and using secure protocols, companies
can prevent attacks bysing wireless sniffer software to sniff their own
networks. This allows security teams to view their networks from an
attackerod6s perspective and discover sni ffin
progress. While this method will not be effective in discoge wireless
network sniffers in monitor mode, it is possible to detect sniffers in
promiscuous mode (the preferred mode for attackers) by sniffing your own
network.

3.12.3 Tools for Detecting Packet Sniffers

Wireless sniffer software programs frequenthclude features such as
intrusion and hidden network detection for helping organizations discover
malicious sniffers on their networks. In addition to using features that are
built into wireless sniffer tools, there are many aftermarket tools available
that are designed specifically for detecting sniffing attacks. These tools
typically perform functions such as monitoring network traffic or scanning
network cards in promiscuous mode to detect wireless network sniffers.
There are dozens of options (bothdpand open source) for sniffer detection
tools, so organizational security teams will need to do some research before
selecting the right tool for their needs.

3.13 Let Us Sum Up

Wireless network transmission waves can be seen by outsiders, this ppssesse
many security risks.WEP is the acronym for Wired Equivalent Privacy. It has



security flaws which make it easier to break compared to other security
implementations.WPA is the acronym for M Protected Access. It
hassecurity compared to WEP. Intrusi@etection Systems can help detect
unauthorized access. A good security policy can help protect a network.
802.11 Wireless transmissions can be encrypted to improve the security and
confidentiality of the data that is being transferred. WEP (Wired Equivalen
Privacy), WPA (WiFi Protected Access) and WPA2 are the three types of
security available with WPA2 using AES (Advanced Encryption Standard)
technology. If wireless is critical to your business, create a fallback plan.
Wired networks routinely employ Higavailability measures like link
diversity, redundant routers, and uninterruptible power supplies. Apply this
thinking to your WLAN as well by considering where and how wired
alternatives should be applied.

3.14 Self Assessment Questions

2. What is WEP

4. What are the general attack types in WPA?



3.15 Model Questions

1. Explain Different between WEP Cracking and WPA Cracking
2. Write the benefits of using 802.11 Wireless Networks

3. What is WLAN Scanners and explain it.

4. What is a Wireless Sniffer?

5. What are the tools for Detecting Packet Sniffers?

3.16 References & Further Readings

1. https://www.veracode.com/security/wireless-sniffer

2. https://www.developersindia.in/hacking/best-methods-get-access-wireless-

network/

3. https://www.sans.org/reading-room/whitepapers/protocols/understanding-

security-osi-model-377
4. https://www.quora.com/Howarewirelessconnections



https://www.veracode.com/security/wireless-sniffer
https://www.developersindia.in/hacking/best-methods-get-access-wireless-network/
https://www.developersindia.in/hacking/best-methods-get-access-wireless-network/
https://www.sans.org/reading-room/whitepapers/protocols/understanding-security-osi-model-377
https://www.sans.org/reading-room/whitepapers/protocols/understanding-security-osi-model-377

UNIT-4 IDS, Firewalls and Honeypots

Unit Structure

4.0 Introduction

4.1 Learning Objective

4.2 Wirelesdntrusion DetectiorConcept

4.2.1 What is Intrusion Detection?

4.2.2 Threats to wireless local area networks

4.3 Intrusion DetectioBystems (IDSs)

4.3.1 Wireless intrusion detection systems

4.3.2 Architecture of IDS

4.3.3 Physical Response of IDS

4.3.4 Plicy Enforcement of IDS

4.3.5 Threat Detection in IDS

4.3.6 Wireless IDS drawbacks

4.3.7 Limitations of Intrusion Detection Systems
4.3.8 Implement Wireless Intrusion Detection Systems
4.4 Access Control Lists

4.4.1 Proxy Firewalls

4.5 Stateful InspectioRirewalls

4.6 Unified Threat Management

4.6.1 NextGeneration Firewalls

4.7 Introduction to Honeypot

4.7.1 Definitions oHoneypot

4.7.2 There are two types of Honeypots

4.7.3 How Honeypots work

4.7.4 What are the purposes of a Honeypot?
4.7.5 What Are Th Types Of Honeypots?

4.7.6 What are the ethical issues concerning Honeypots?
4.7.7 Advantages of Honeypots

4.7.8 How Honeypots Augment IDSs

4.7.9 How Honeypots Secure Computer Systems
4.8 Let Us Sum Up

4.9 Self Assessment Questions

4.10Model Questions

4.11 References & Further Readings



4.0 Introduction

Threats to wireless local area networks (WLANsS) are numerous and
potentially devastating. Security issues ranging from misconfigured wireless
access points (WAPs) to session hijacking to Denial o¥iG&eDoS) can
plague a WLAN. Wireless networks are not only susceptible to TEP/IP
based attacks native to wired networks, they are also subject to a wide array
of 802.1%specific threats. To aid in the defense and detection of these
potential threats, WLNs should employ a security solution that includes an
intrusion detection system (IDS). Even organizations without a WLAN are at
risk of wireless threats and should consider an IDS solution. This paper will
describe the need for wireless intrusion detectrovide an explanation of
wireless intrusion detection systems, and identify the benefits and drawbacks
of a wireless intrusion detection solution.

4.1 Learning Objective

After learning this unit you should be able to

1 Understand the concepts\fireless Intrusion Detection
Identify different types ofvireless local area networks
Know aboutthe working of vireless intrusion detection systems
Study abou#rchitecture of IDS
Learn about thehteas Detectionusng IDS
To point out the limitations diVireless IDS
Study how tomplement Wireless Intrusion Detection Systems
Know aboutProxy Firewallsand Definition of Honeypot
Understand thpurposes of a Honeypahdhow it work.
Remember theypes of Honeypotandadvantages of honeypots
Learnabaut the ethical issues concerning Honeypots
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4.2 Wireless Intrusion Detection Concept

In order to protect our network we need to ensure that we know:
1 Where all access points reside on our network
1 What actions to take to close down anyawthorizedaccessoints
that do not conform to the company security standards
1 What wireless users are connected to our network



1 What unencrypted data is being accessed and exchanged by those
users

To do this we must monitor our air space using a Wireless Intrusion
Detection System.
4.2.1 What is Intrusion Detection?
Letébés firstly start with the principle and t
from Ant Al |l en, research director at Gartne
itself from abuse of its information, it must monithe events occurring in
its computer system or network and analyze them for signs of intrusion. To
do this, the enterprise must install an Intr

First thing to clarify here is that an IDS is not a firewall! Firewalls are
designed to be outward looking and to limit access between networks in
order to prevent an intrusion happening. IDS watch the wired and wireless
network from the inside and report or alarm depending on how they evaluate
the network traffic they see.

4.2.2 Threats to Wireless Local Area Networks

Wireless local area networks are subject to a variety of threats. The standard
802.11 encryption method, Wired Equivalent Privacy (WEP) is weak. As
documented in the paper "Weaknesses in the Key Scheduling Algorithm of
RC-4", the WEP key of a wireless transmission can be acquired via brute
force attack. So even if WEP encryption is utilized on a WLAN, an attacker
can potentially intercept and decrypt sensitive data from wireless
communications.

Hackers can also attack a WN and gather sensitive data by introducing a
rogue WAP into the WLAN coverage area. The rogue WAP can be
configured to look like a legitimate WAP and, since many wireless clients
simply connect to the WAP with the best signal strength, users can be
"tricked" into inadvertently associating with the rogue WAP. Once a user is
associated, all communications can be monitored by the hacker through the
rogue WAP. In addition to hackers, rogue WAPs can also be introduced by
users. Low cost and easy implementatamupled with the flexibility of
wireless network communications makes WLANSs highly desirable to users.
By installing a WAP on an established LAN, a user can create a backdoor
into the network; subverting all the handred security solutions and leaving

the network open to hackers. It is for this reason that even organizations
without a WLAN implementation must strongly consider deploying a
wireless IDS solution. It is very possible that users can and will install a
rogue WAP, exposing even an exclusivelrdawired organization to the
risks of WLANS.



4.3 Intrusion Detection Systems (IDSs)

Intrusion detection systems (IDSs) attempt to identify computer system and
network intrusions and misuse by gathering and analyzing data. IDSs have
traditionally been dveloped to detect intrusions and misuse for wired
systems and networks. More recently, IDSs have been developed for use on
wireless networks. These wireless IDSs can monitor and analyze user and
system activities, recognize patterns of known attacks tifgeabnormal
network activity, and detect policy violations for WLANs. Wireless IDSs
gather all local wireless transmissions and generate alerts based either on
predefined signatures or on anomalies in the traffic.

A Wireless IDS is similar to a standardjred IDS, but has additional
deployment requirements as well as some unique features specific to WLAN
intrusion and misuse detection.

4.3.1 Wireless Intrusion Detection Systems

Wireless IDSs can be purchased through a vendor or develojenise.
There are currently only a handful of vendors who offer a wireless IDS
solution - but the products are effective and have an extensive feature set.
Popular wireless IDS solutions include AlefenseRogueWatch and Air
defenceGuard, and Internet Security SysteReal secures Server sensor and
wireless scanner products. A home grown wireless IDS can be developed
with the use of the Linux operating system, for example, and some freely
available software. Open source solutions include Shaless and WIDZ,
amongothers.

4.3.2 Architecture of IDS

A wireless IDS can be centralized or decentralized. A centralized wireless
IDS is usually a combination of individual sensors which collect and forward
all 802.11 data to a central management system, where the wiresai®

is stored and processed. Decentralized wireless intrusion detection usually
includes one or more devices that perform both the data gathering and
processing/reporting functions of the IDS. The decentralized method is best
suited for smaller (2 WAP) WLANs due to cost and management issues.
The cost of sensors with data processing capability can become prohibitive
when many sensors are required. Also, management of multiple
processing/reporting sensors can be more time intensive than in a centralized
model.
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WLANS typically encompass a relatively large physical coverage area. In
this situation, many WAPs can be deployed in order to provide adequate
signal strength to the given area. An essential aspect of implementing a
wireless IDS solution is to g¢éoy sensors wherever a WAP is located. By
providing comprehensive coverage of the physical infrastructure with sensors
at all WAP locations, the majority of attacks and misuse can be detected.
Another benefit of positioning the sensors in close proxitoitthe WAPS is

the enhanced ability to physically pinpoint the geographical location of an
attacker.

4.3.3 Physical Response of IDS

Physical location detection is a pivotal aspect of a wireless IDS. 802.11
attacks are often carried out in close proximibythe WAP and can be
performed in an extremely short timeframe. Therefore, the response to
attacks needs to not only be logical, like standard IDSs (i.e. Block the
offending IP address), the response also needs to incorporate the physical
deployment of intviduals to identify the attackerand the response must be
timely. Unlike wired attacks where the hacker is usually great physical
distances from the victim network, wireless attackers are often physically
located on the local premises. A wireless ID$ @d in detecting the
attacker's location by providing at least a general estimate of their physical
location. By correlating the captured 802.11 data with the sensor location as
well as the location of the victim WAP, the physical location of the attacke
can be more easily identified. An even more ambitious approach to physical
location identification would be to also use directional antennae in an effort
to triangulate the 802.11 attacker signal source.



4.3.4 Policy Enforcement of IDS

A wireless IDS ot only detects attackers, it can also help to enforce policy.
WLANSs have a number of securitglated issues, but many of the security
weaknesses are fixable. With a strong wireless polsoyd proper
enforcement, a wireless network can be as secure agirge equivalent

and a wireless IDS can help with the enforcement of such a policy.

Suppose policy states that all wireless communications must be encrypted. A
wireless IDS can continually monitor the 802.11 communications and if a
WAP or other 802.11 aVice is detected communicating without encryption,
the IDS will detect and notify on the activity. If the wireless IDS is pre
configured with all the authorized WAPs and an unknown (rogue) WAP is
introduced to the area, the IDS will promptly identify Features such as
rogue WAP detection, and policy enforcement in general, go a long way to
increase the security of the WLAN.

4.3.5 Threat Detection in IDS

A wireless IDS can also aid in the detection of a number of attacks. Not only
can a wireless IDS dett rogue WAPS, identify neencrypted 802.11
traffic, and help isolate an attacker's physical location, as mentioned earlier
a wireless IDS can detect many of the standard (andmstandard) wireless
attacks and probes as well .

In an effort to identy potential WAP targets, hackers commonly use
scanning software. Hackers or curious individuals will use tools such as
Netstumbler or Kismet to map out a given area's WAPs. Used in conjunction
with a Global Positioning System (GPS) these scans not océyd WAPS,

but also log their geographical coordinates. These tools have become so
popular that there are web sites dedicated to mapping the world's WAP
geography. A wireless IDS can detect these and other scans, helping to
improve awareness of the thre&b the WLAN.

More critical than probe detection, a wireless IDS can also detect some DoS
attacks. DoS attacks are relatively common with wireless networks, as many
DoSs occur from signal loss due to a frequency conflict or a building that just
went up awmss the street. Sometimes though, as mentioned earlier, hackers
can attack the WLAN with the intent of denying it service. A wireless IDS
can detect many of the attacks used to DoS WLANSs, such as flooding
authentication requests or disassociatiodientication frames.

In addition to the aforementioned attacks and probes, a wireless IDS can spot
many of the other 802.11 threats as well. MAC address spoofing, one of the
more common attacks, can be used by an attacker to masquerade as a WAP



or wireless dent. MAC address spoofing is also used in several tools
including HostAP and WLANack.

These features can add a strong layer of security to a WLAN. In addition to
threat detection, merely letting people know that an IDS is in operation can
add an elemerof deterrence and therefore, enhance security.

4.3.6 Wireless I1DS drawbacks

The benefits to a wireless IDS are numerous, but there are several drawbacks
to consider before deploying such a system. Wireless intrusion detection is a
rather new technologyCaution should be taken before applying any new
technology to an operational network. Because the technology is new, there
may be bugs, or worse vulnerabilities which could potentiaigkerthe

WLAN security. Wireless IDS technology is developing at pidapace
though, and this caveat may not be a deterrent in the future. A potential turn
off to a wireless IDS solution may be cost.

The expense of the vendor solutions may be prohibitive. In such a case, a
home grown solution can be developed, but thig@gh may prove costly

as well due to the extensive human capital that may be required to develop
such a solution. Also, the cost of the wireless IDS solution (velnased or
home grown) will grow in conjunction with the size of the WLAN to be
monitored,due to the requirement for a greater number of sensors. Therefore,
the larger the WLAN, the more expensive the wireless IDS deployment will
be.

A wireless IDS is only as effective as the individuals who analyze and
respond to the data gathered by the syst& wireless IDS, like standard

IDS, can require vast human resources to analyze and respond to threat
detection. In fact, it can be argued that a wireless IDS will require more
human resources than a standard IDS because with a wireless IDS,
individuals will be required to both attend to the logical (alert data) and
physical aspects (finding and catching the hackers) of an attack.

4.3.7 Limitations of Intrusion Detection Systems

To be effective, IDS must be run online, in real time. Offline, or -dlfter

eventIDS, is useful for audit trail but will not prevent an attack from taking

place. Real time IDS needs to be able to stream data across a network from

sensors to a central point where it can be stored and analysed, sometimes

known as a correlation sere r . This oOadditional 8 networ Kk
concurrently can significantly impact network performance so sufficient

bandwidth is a prerequisite, though certain tools such aBé&®nce Guard



all ow you to nfdAset rate t Bferoatestothe on each se
server as |l ow as 9.6 Kbps. o

4.3.8 Implement Wireless Intrusion Detection Systems

Wireless intrusion detection systems will monitor a WLAN using a mixture

of hardware and software called intrusion detection sensors. The sensor will
sit on the 802.11 network and will examine all network traffic. The first
challenge to be faced when installing IDS is to decide on the best place to
locate the sensors. To help make this decision, some detailed analysis must
first be carried out on the site thie WLAN:

What kind of a building or location is it? Steel framed or wooden? (A steel
framed building will l'imit the wireless tran

Are there areas of the site that have to be kept segregated? (In a built up area
there will be mixed business, or it may be that a payroll department may
want to be segregated in a large company for example.)

What MAC addresses are in use? (This list can be used as a baseline for
comparison)

What authorised Access Points already exist? (Again, this list casdoeas

a baseline for future comparisons) Based on this information and from
information gathered from sniffing the wireless netwersing open source
software such as Kismet we can easily build up a picture of what our WLAN
looks likeT wh e r e oawer loca#teed @/lso uses them, from where and how
strong the radio signals are and how strong the radio signals need to be.

We are now in a position to determine where our IDS sensors need to be and
to determine how many we nedduttoA o6éwar wal ko
verify and test the implementation.

A firewall is anetwork securityevice that grants or rejects network access

to traffic flows between an untrusted zone (etlge, Internet) and a trusted

zone (e.g., a private or corporate network). It acts as the demarcation point or

Atraffic copd in the network, as al/l communi
it is where traffic is granted or rejected access. They enforcesacoatrols

through a positive control model, which states that only traffic defined in the

security policy is allowed onto the network; all other traffic is denied (known

as Adefault denyo).

4.4 Access Control Lists

Early on, the firewall function wasitially performed by Access Control
Lists (ACLs), often on routers. ACLs are essentially rules written out that
determine whether network access should be granted or rejected to specific
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IP addresses. For example, an ACL can have a line that statedfialiftom
IP 172.168.2.2 must be rejected, or to allow all traffic on port 80 from
172.168.2.2 to the web server at 10.10.10.201.

ACLs are advantageous due to scalability and-pigtiormance, but cannot
read past packet headers, which provides only rexiary information about
the traffic. Thus, ACL packet filtering alone does not have the capacity to
keep threats out of the network.

4.4.1 Proxy Firewalls

Proxy firewalls act as middlemen; they accept all traffic requests coming into

the network by impemnating the true recipient of the traffic within the

network. After an inspection, if it decides to grant access, the proxy sends the
information to the destination computer. T h e
sent to the proxy, which repackages the imi@ation with the source address

of the proxy server. Through this process, the proxy breaks (or terminates)

the connection between two computers so that it is the only machine on the

network that talks to the outside world.

Proxy firewalls can inspect comtefully and make access decisions based on
more specific, granular information. Access control this nuanced is attractive
to network administrators; however each application needs its own proxy at
the applicatiodevel. These networks also suffer degradéaffic
performance and many limitations in application support and general
functionality. This ultimately leads to scalability issues that make successful
implementation tricky to pull off. For this reason, proxies have not been
widely adopted. In facteven at the peak of their popularity in the 90s,
performance and scalability issues limited adoption to select verticals in
niche deployments.

4.5 Stateful Inspection Firewalls

Stateful inspection, or stateful filtering, is regarded as the third genetti
firewalls. Stateful filtering does two things:

1. 1. Classifies traffic by looking at the destination port (e.g., tcp/80 =
HTTP)

2. 2. Tracks the state of the traffic by monitoring every interaction of
each particular connection until that connection eset!

These properties add more functionality to access control as they have the

ability to grant or reject access based not only on port and protocol, but also

the packetds history in the state table. Whe
the state tableotfind if a connection has already been established or if a

request for the incoming packet has been made by an internal host. If neither



is found, the packetds access becomes

policy.

Though stateful filtering is scdl&e and transparent to users, the extra layer

of protection adds complexity to network security infrastructure, and stateful
firewalls face difficulty in handling dynamic applications such as SIP or

H.323.

4.6 Unified Threat Management

Unified Threat Maagement (UTM) solutions were initially defined as the
consolidation of stateful inspection firewalls, antivirus, and IPS into a single
appliance. Over time, the UTM definition has expanded to include many
other network security functions.

It is important © note that the success of UTMs relies on the effectiveness of
the stateful inspectichased firewall decision that precedes all of its
component functions. This is because UTM components, while in a single
device, are effectively downstream security se¥si Thus, the workload of

all security components inside the network will be determined by the strength
of its access control. Though UTMs provide a number of security functions
in one product, the fundamental access control technology remains
unchanged.

4.6.1 Next-Generation Firewalls

Next-generation firewalls (NGFWsjyere created in response to the evolving
sophistication of applications and malware. Apgion and malware
developers have largely outwitted the lestgnding porbased classification

of traffic by building port evasion techniques into their programs. Today,
malware piggybacks these applications to enter networks and became
increasingly netorked themselves (connected to each other on the
computers they individually infected).

NGFWs act as a platform for network security policy enforcement and
network traffic inspection. Per technology research firm Gartner Inc., They
are defined by the falwing attributes:

1 Standard capabilities of the first-generation firewall: This includes
packet filtering, stateful protocol inspection, netwaddress
translation (NAT), VPN connectivity, etc.

1 Truly integrated intrusion prevention: This includes supportof
both vulnerabilityfacing and threatacing signatures, and suggesting
rules (or taking action) based on IPS activity. The sum of these two
functions collaborating via the NGFW is greater than the individual
parts.

subj e
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T Full stack visibility and application identification: Ability to
enforce policy at the application layer independently from port and
protocol.

1 Extra intelligence: ability to take information from external sources
and make improved decisions. Examples include creating blacklists
or whitelists ad being able to map traffic to users and groups using
active directory.

1 Adaptability to the modern threat landscape: support upgrade
paths for integration of new information feeds and new techniques to
address future threats.

T In-line supportwith minimum performance degradation or
disruption to network operations.
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4.7 Introduction to Honeypot

The role of decoyased intrusiomletection technology, or "honeypots,"” is
evolving. Once used primarily by researchers as a way to attract hackers to a
networksystem in order to study their movements and behaviour, honeypots
are now beginning to play an important part in enterprise security. Indeed, by
providing early detection of unauthorized network activity, honeypots are
proving more useful to IT securitygfessionals than ever.

This unitlooks at how honeypots work and how the technology is emerging
as a key component in a layered approach to intrusion protection.



4.7.1 Definitions of Honeypot

A honeypot is a system that's put on a network so it can dieeg@rand
attacked. Because the honeypot has no production value, there is no
"legitimate” use for it. This means that any interaction with the honeypot,
such as a probe or a scan, is by definition suspicious.

4.7.2 There Are Two Types of Honeypots

T Research: Most attention to date has focused on research honeypots,
which are used to gather information about the actions of intruders.
For example, théloneynet Projeds a volunteer, nofprofit security
reearch organization that uses honeypots to collect information on
cyber threats.

T Production: Less attention has been paid to production honeypots,
which are actually used to protect organizations. Increasingly,
however, production honeypots are being recghfor the detection
capabilities they can provide and for the ways they can supplement
both network and hostbased intrusion protection.

4.7.3 How Honeypots Work

Honeypots can also be described as being either low interaction or high
interaction, a dignction based on the level of activity that the honeypot
allows an attacker. A lownteraction system offers limited activity; in most
cases, it works by emulating services and operating systems. The main
advantages of lovinteraction honeypots are thdtely are relatively easy to
deploy and maintain and they involve minimal risk because an attacker never
has access to a real operating system to harm others.

In contrast, highnteraction honeypots involve real operating systems and
applications, and nothinis emulated. By giving attackers real systems to
interact with, organizations can learn a great deal about an attacker's
behaviour. Higkinteraction honeypots make no assumptions about how an
attacker will behave, and they provide an environment theltdrall activity.

Such conditions allow organizations to learn about behavior they would not
otherwise have access to.

High-interaction systems are also flexible, and IT security professionals can
implement as much or as little of them as they want. litiaddthis type of
honeypot provides a more realistic target, capable of detecting a higher
calibre of attacker. Higinteraction honeypots can be complex to deploy,
however, and they require additional technologies to prevent attackers from
using the hoaypot to launch attacks on other systems.
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4.7.4 What Are The Purposes Of A Honeypot?

According to the Wepopedia.com, a Honeypot luring a hacker into a system
has several main purposes:

The administrator can watch the hacker exploit the vulnerabilitietheof
system, thereby learning where the system has weaknesses that need to be
redesigned.

The hacker can be caught and stopped while trying to obtain root access to
the system.

By studying the activities of hackers, designers can better create more secure
systems that are potentially invulnerable to future hackers.

4.7.5 What Are The Types Of Honeypots?

Although most honeypots have a similar general purpose, there are actually
different types of honeypots that fulfill different functiong\ccording
to Windowsecurity.comthere are two main types of honeypots:

1 Production - A production honeypot is one used within an
organization's environment to help rgdte risk.

1 Researchi A research honeypot add value to research in computer
security by providing a platform to study the threat

Honeypots can generally be divided into different categoriesjriavaction,
mediuminteraction and higlinteraction honeypstrespectively.

T honeyd (lowinteraction)- a GPL licensed daemon, that is able to
simulate big network structures on a single host.

T mwcollect, nepenthes (medidimteraction) - Honeypot where
malware infects a simulated environment

1 Spam honeypots Honeypot programs created by administrators
which masquerade as abusable resources in order to discover the
activities of spammers.

T E-mail trap- An e-mail address that is not used for any other purpose
than to receive spam can also be considered a spam honeypot.

4.7.6 What Are The Ethical Issues Concerning Honeypots?

The use of honeypots is a very controversial topic and although deemed legal
to use, how ethical are they really? Some experts deem honeypots as a cause
for entrapment and accordingME. Kabay autor of liability and ethics of
honeypots, "As for entrapment, although this is notegal problem this

does not mearhat the way a honeypot entices attackers is not unethical."
The argument is that since it is both unethical and illegal to lure someone into
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stealing an object, why is it legal or ethical to lure an individual into

committinga computer crime?

Other experd consider honeypots not only unethical, but a disadvantage to
the computer world since they are in essefimgilding the better hacker

because more and more hackers are training themselves to be aware of

honeypots and working around them, thus making secure systems a difficult

ideal to achieve.

On the other hand some system security experts voice theiommn the

premise that honeypots merely wuse
approach. According tB. Scottberg author of Internet Honeypots:
Protection or Entrapment?racking an intruder in a honeypot reveals
invaluable insights into attacker techniques and ultimately motives so that
production systems can be better protected. You may learn of vulnerabilities
before they are exploited.” This viewed is a valid supgoricerning the

ethics of honeypot applications for organizations that use them.

4.7.7 Advantages of Honeypots

Security experts say that honeypots can succeed in a number of areas where
traditional intrusiordetection systems (IDS) have been found wanting.

particular, they point to:

1 Too much data: One of the common problems with the traditional

IDS is that it generates a huge amount of alerts. The sheer volume of
this "noise" makes it timeonsuming, resoure@tensive and costly

to review the data. Inamtrast, honeypots collect data only when
someone is interacting with them. Small data sets can make it easier
and more cosgffective to identify and act on unauthorized activity.
False positives: Perhaps the biggest drawback of an IDS is that so
many of the alerts generated are false. False positives are a big
problem even for organizations that spend a lot of time tuning their
systems. If an IDS continually creates false positives, administrators
may eventually begin to ignore the system. Honeypots tsidlahis
problem because any activity with them is, by definition,
unauthorized. That allows organizations to reduce, if not eliminate,
false alerts.

False negatives: IDS technologies can also have difficulty
identifying unknown attacks or behavior. Agaany activity with a
honeypot is anomalous, making new or previously unknown attacks
stand out.

Resources: An IDS requires resoureatensive hardware to keep up
with an organization's network traffic. As a network increases in
speed and generates moreagldhe IDS has to get bigger to keep up.
Honeypots require minimal resources, even on large networks.
According to Lance Spitzner, founder of the Honeynet Project, a

t
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single Pentium computer with 128MB of RAM can be used to
monitor millions of IP addresses.

1 Encryption: More organizations are moving to encrypt all their data,
either because of security issues or regulations, such as the Health
Insurance Portability and Accountability Act. Not surprisingly, more
and more attackers are using encryption as Wakt blinds an IDS's
ability to monitor the network traffic. With a honeypot, it doesn't
matter if an attacker is using encryption; the activity will still be
captured.

4.7.8 How Honeypots Augment IDSs

The evolution of honeypots can also be understoobbdiying at the ways

these systems are being used in association with IDSs to prevent, detect and
help respond to attacks. Indeed, honeypots are increasingly finding their
place alongside networknd hosthased intrusioiprotection systems.

Honeypots arelde to prevent attacks in several ways. The first is by slowing
down or stopping automated attacks, such as worms orr@oiters. These

are attacks that randomly scan an entire network looking for vulnerable
systems. (Honeypots use a variety of TCP tritkgut an attacker in a
"holding pattern.”) The second way is by deterring human attacks. Here
Honeypots aim to sidetrack an attacker, making him devote attention to
activities that cause neither harm nor loss while giving an organization time
to respondand block the attack.

As noted above, honeypots can provide early detection of attacks by
addressing many of the problems associated with traditional IDSs, such as
false positives and the inability to detect new types of attacks, ordagro

attacks. But ncreasingly, honeypots are also being used to detect insider
attacks, which are usually more subtle and more costly than external attacks.

Honeypots are also helping organizations respond to attacks. A hacked
production system can be difficult to analyaice it's hard to determine
what's normal dayo-day activity and what's intruder activity. Honeypots, by
capturing only unauthorized activity, can be effective as an incrgsponse

tool because they can be takenlofé for analysis without affectinigusiness
operations. The newest honeypots boast stronger -fegadnse
mechanisms, including the ability to shut down systems based on attacker
activity and frequencyased policies that enable security administrators to
control the actions of an attaekin the honeypot.

4.7.9 How Honeypots Secure Computer Systems

A Honeypot is a computer connected to a network. These can be used to
examine the vulnerabilities of the operating system or the network.
Depending on the kind of setup, one can study seduwigs in general or in
particular. These can be used to observe activities of an individual which
gained access to the Honeypot.



Honeypots are generally based on a real server, real operating system, along
with data that looks like real. One of the chiifferences is the location of

the machine in relation to the actual servers. The most vital activity of a
honeypot is to capture the data, the ability to log, alert, and capture
everything the intruder is doing. The gathered information can prove to be
quite critical against the attacker.

4.8 Let Us Sum Up

Wireless intrusion detection systems are important additmrthe security

of wireless local area networks. While there are drawbacks to implementing a
wireless IDS, the benefits will most likely pm@wo outweigh the downsides.
With the capability to detect probes, DoSs, and variety of 802.11 attacks, in
addition to assistance with policy enforcement, the benefits of a wireless IDS
can be substantial. Of course, just as with a wired network, an ID&\s

one part of a greater security solution. WLANS require a humber of other
security measures to be employed before an adequate level of security can be
reached, but the addition of a wireless IDS can greatly improve the security
posture of the entireetwork. With the immense rate of wireless adoption,
the everincreasing number of threats to WLANs, and the growing
complexity of attacks, a system to identify and report on threat information
can greatly enhance the security of a wireless network. Likeciinologies,
honeypots have their drawbacks, the greatest one being their limited field of
view. Honeypots capture only activity that's directed against them and will
miss attacks against other systems.

4.9 Self Assessment Questions

1. What is Intrusio Detection?






4.10 Model Questions

Explain about Architecture of IDS

How threat Detection in IDS?

Whatare the types bHoneypots?

What are the Ethicabsues Concerning Honeypots?
How Honey potsecure Compter Systems?
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Answer of Self Assessment Questions (Unit-1)

1. How organizations avoid attacks on web server?

An organization can adopt the following policy to protect itself against web
server attacks.

1 Patch managemeiit this involves installing patches to help secure
the server. A patch is an update that fixes a bug in the software. The
patches can be applied to theeogting system and the web server
system.

T Secure installation and configuration of the operating system
T Secure installation and configuration of the web server software

T Vulnerability scanning systern these include tools such as Snort,
NMap, Scanner Acced$éow Easy (SANE)

1 Firewallscan be used to stop simple DoS attacks by blocking all
traffic coming the identify source IP addresses of the attacker.

1 Antivirus software can be used to remove malicious software on the
server

1 Disabling Remote Administration

¢ Default accounts and unused accounts must be renfowadthe
system

1 Default ports & settings (like FTP at por21) should be changed to
custom port & settings (FTP port at 5069)

2. Write a short note on 1S Unicode Exploit Explanation.
The Unicode Exploits a Web Server specific hole.

i. It can be used when a writeable or executable directory is available;
this allows attacks to upload malicious code.

ii. Orwhen a system executable such as cmd.exe or cmd2.exe is available
on the root, whiessktontoblistisgwéttenthiia ve an acc

The Microsoft ISS Unicode exploit uses thgper Text TransferProtocol
(HTTP) and malformed URLSs to execute arbitrary commands and transverse
directories on vulnerable web servers. Unicode exploit uses Unicode
represention of a directory delimiter (/) to fool 1IS. The reason why this
works so well is because you can use it right from your web browsers address
bar, the reason why you can do this is because it uses the Hyper Text
Transfer Protocol (HTTP). The only thindpat the exploit lacks is its
program usage. Programs such as the File Transfer Protocol (FTP) or Telnet



dondt work very wel/l with this-exploit reas
interactive exploit.

3. What is patch management technique?

Patch managemens an area of systems management that involves

acquiring, testing, and installing multiple patches (code changes) to an

administered computer system. Patch management tasks include:

maintaining current knowledge of available patches, deciding what patches

are appropriate for particular systems, ensuring that patches are installed

properly, testing systems after installation, and documenting all associated

procedures, such as specific configurations required. A number of products

are available to automatetpg h management tasks, including
Automated Patch Management, Patch Link Update, and Gibraltar's Ever

guard.

4. Write down web application threats.

Cross-site scripting - Injecting lines of JavaScript into web pages. If not
defended against, aabker can submit malicious code through the search bar,
for example, or post it in a user comment.

Session Hijacking - Each unique user is assigned a "session" when they log
in to a website. Session hijackers will jump into the session of another user,
realing information as it passes between the user and the server.

Parameter Manipulation - Websites often pass information from one web
page to the next through URL parameters. For example, if you search on
Google, your search terms will be passed to thelteepage through the
URL. A hacker can take advantage of this fact to rewrite these parameters in
harmful ways.

Buffer Overflow - A buffer is a small amount of space allotted to store data.
If a buffer is overloaded, the extra data will overwrite datathemoareas.
Hackers have exploited this knowledge to overfill a buffer, than overwrite
other data with their own malicious code.

Denial of Service - Denial of Service attacks are simple but effective. They
operate by overwhelming a site with requests fafiormation, severely
slowing the operation of a website or bringing it down entirely.

SQL Injection - SQL injection works similarly to crossite scripting; in this

case, however, it is malicious SQL statements that are inserted into the site.
These statesnts are intended to manipulate the database in some way
accessing sensitive data, or deleting it entirely, causing major headaches for
the owners.



5. What is password based Entity authentication?

Usernames and passwords are the most common form anéa#tion in

use today. Despite the improved mechanisms over which authentication
information can be carried (like HTTP Digest and client side certificates),
most systems usually require a password as the token against which initial
authorization is perfoned. Due to the conflicting goals that good password
maintenance schemes must meet, passwords are often the weakest link in
authentication architecture. More often than not, this is due to human and
policy factors and can be only partially addressed lohrieal remedies.
Some best practices are outlined here, as well as risks and benefits for each
countermeasure. As always, those implementing authentication systems
should measure risks and benefits against an appropriate threat model and
protection target

Answer of Self Assessment Questions (Unit-2)

1. What do you mean by SQL Injection?

SQL injection is a code injection technique that might destroy your database.
It is one of the most common web hacking techniques. It is the placement of
malicious code in QL statements, via web page inp8QL Injections can
manipulate data (delete, update, and eidd and corrupt or delete tables of
the database.

2. Explain Categories of SQL Injection Attacks.

There are four main categories of SQL Injection attacks ap&dmacle
databases

1. SQL Manipulation

2. Code Injection

3. Function Call Injection
4. Buffer Overflows

The first two categories, SQL manipulation and code injection, should be
well known to the reader, as these are the most commonly described attacks
for all types of databases (including SQL Server, MySQL, PostgreSQL, and
Oracle).

SQL manipulation typically involves modifying the SQL statement through
set operations (e.g., UNION) or altering the WHERE clause to return a
different result. Many document&QL injection attacks are of this type. The
most well known attack is to modify the WHERE clause of the user
authentication statement so the WHERE clause always results in TRUE.



Code injection is when an attacker inserts new SQL statements or database
commands into the SQL statement. The classic code injection attack is to
append a SQL Server EXECUTE command to the vulnerable SQL statement.
Code injection only works when multiple SQL statements per database
request are supported. SQL Server and Postgrd®&@eé this capability and

it is sometimes possible to inject multiple SQL statements with Oracle.

Oracle code injection vulnerabilities involve the dynamic execution of SQL
in PL/SQL.

The last two categories are more specific attacks against Oracle s#astaba
and are not well known or documented. In the vast majority of our
application audits, we have found applications vulnerable to these two types
of attacks.

Function call injection is the insertion of Oracle database functions or custom
functions into avulnerable SQL statement. These function calls can be used
to make operating system calls or manipulate data in the database.

SQL injection of buffer overflows is a subset of function call injection. In
several commercial and opsnurce databases, vulneitdies exist in a few
database functions that may result in a buffer overflow. Patches are available
for most of these vulnerabilities, but many production databases remain un
patched.

3. What is vulnerable in SQI Injection?

An application is vulnerable® SQL injection for only one reasénend user

string input is not properly validated and is passed to a dynamic SQL
statement without any such validation. The string input is usually passed
directly to the SQL statement. However, the user input maydsedsin the
database and later passed to a dynamic SQL statement, referred to as a
secondorder SQL injection. Because of the stateless nature of many web
applications, it is common to write data to the database or store it using some
other means betweenel pages. This indirect type of attack is much more
complex and often requires-depth knowledge of the application.

4. \Write down about Buffer Overflow.

Buffer overflow problems always have been associated with security
vulnerabilities. In the past, lotsf security breaches have occurred due to
buffer overflow. This article attempts to explain what buffer overflow is, how
it can be exploited and what countermeasures can be taken to avoid it.

Knowledge of C or any other high level language is essentiahito
discussion. Basic knowledge of process memory layout is useful, but not
necessary. Also, all the discussions are based on Linux running on x86
platform. The basic concepts of buffer overflow, however, are the same no
matter what platform and operagisystem is used.



5. What is Boolean-Based (Content-Based) Blind SQL.i?
In-band SQL.i (Classic SQL.I)

In-band SQL Injection is the most common and dasgxploit of SQL
Injection attacks. kWband SQL Injection occurs when an attacker is able to
use the sameommunication channel to both launch the attack and gather
results.

The two most common types of-bmand SQL Injection arError-based
SQLiandUnion-based SQLI

Error-based SQL.I

Error-based SQLi is an thand SQL Injection technique that relies on error
messages thrown by the database server to obtain information about the
structure of the database. In some cases,-based SQL injection alone is
enough for an attacker to enumerate an entire database. While errors are very
useful during the developmephase of a web application, they should be
disabled on a live site, or logged to a file with restricted access instead.

Union-based SQL.i

Unionbased SQLi is an #hand SQL injection technique that leverages the
UNION SQL operator to combine the results tafo or more SELECT
statements into a single result which is then returned as part of the HTTP
response.

Out-of-band SQLI

Outof-band SQL Injection occurs when an attacker is unable to use the same
channel to launch the attack and gather results.

Outof-bard techniques, offer an attacker an alternative to inferential time
based techniques, especially if the server responses are not very stable.

Outof-band SQLI techniqgues would rely on the d
make DNS or HTTP requests to deliveradtd an attacker. Such is the case

wi t h Mi cr os o fxp_dirse€bmmanel,r whiehr cars be used to

make DNS requests to a server an attacker controls; as well as Oracle
Databaseds UTL_HTTP package, which can be u:
from SQL andPL/SQL to a server an attacker controls.



Answer of Self Assessment Questions (Unit-3)

1. What is WEP

WEP is the acronym for Wired Equivalent Privacy. It was developed for
IEEE 802.11 WLAN standards. Its goal was to provide the privacy
equivalent to thatnovided by wired networks. WEP works by encrypting the

data been transmitted over the network to keep it safe from eavesdropping.

2. Explain about WEP Cracking.

Cracking is the process of exploiting security weaknesses in wireless
networks and gaining unauwthzed access. WEP cracking refers to exploits
on networks that use WEP to implement security controls. There are
basically two types of cracks namely;

T Passive crackingi This type of cracking has no effect on the network
traffic until the WEP security habeen cracked. It is difficult to
detect.

T Active crackingi This type of attack has an increased load effect on
the network traffic. It is easy to detect compared to passive cracking.
It is more effective compared to passive cracking.

3. List out the different WEP Cracking Tools
1 Aircracki Network sniffer and WEP cracker.

T WEPCracki This is an open source program for breaking 802.11
WEP secret keyslt is an implementation of the FMS attack.

1 Kismet- This can include detector wireless networks both visible and
hidden, sniffer packets and detect intrusioM¥ebDecrypti This
tool uses active dictionary attacks to crack the WEP keys. It has its
own key generator and implements packet filters.

4. General Attack types in WPA

T Sniffingi this involves intercepting packe&s they are transmitted
over a network. The captured data can then be decoded using tools
such as Cain & Abel.

T Man in the Middle (MITM) Attacki this involves eavesdropping
on a network and capturing sensitive information.

T Denial of Service Attacki the man intent of this attack is to deny
legitimate users network resourcEataJaclcan be used to perform
this type of attack.
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5. How to Secure Wireless Networks.

In minimizing wireless nvork attacks; an organization can adopt the
following policies

1 Changing default passwords that come with the hardware
1 Enabling theauthentication mechanism

T Access to the network can be restricted by allowing only registered
MAC addresses.

T Use of strong WEP and WPA-PSK keys, a combination of symbols,
number and characters reduce the chance of the keys been cracking
using dictionary and brute force attacks.

1 Firewall Software can also help reduce unauthorized access.

Answer of Self Assessment Questions (Unit-4)

1. What is Intrusion Detection?

An Intrusion Detection System (IDS) is a network security technology
originally built for detecting vulnerability exploits against a target application
or computer. Intrusion Prevention Systems (IPS) extended IDS swuiio
adding the ability to block threats in addition to detecting them and has
become the dominant deployment option for IDS/IPS technologies. This
article will elaborate on the configuration and functions that define the IDS
deployment.

2. What is Wireless Intrusion Detection System?

Intrusion detection systems (IDSs) attempt to identify computer system and
network intrusions and misuse by gathering and analyzing data. IDSs have
traditionally been developed to detect intrusions and misuse for wired
systens and networks. More recently, IDSs have been developed for use on
wireless networks. These wireless IDSs can monitor and analyze user and
system activities, recognize patterns of known attacks, identify abnormal
network activity, and detect policy violatis for WLANs. Wireless IDSs
gather all local wireless transmissions and generate alerts based either on
predefined signatures or on anomalies in the traffic.

A Wireless IDS is similar to a standard, wired IDS, but has additional
deployment requirements a&ll as some unique features specific to WLAN
intrusion and misuse detection.

3. What is Proxy Firewalls?

Just like a proxy server or cache server, a proxy firewall acts as an
intermediary between ihouse clients and servers on the Internet. The



difference is that in addition to intercepting Internet requests and responses, a
proxy firewall also monitors incoming traffic for layer 7 protocols, such as
HTTP and FTP.

4. Write down the definition of Honeypot.

In computer terminology, a honeypot is a compgegurity mechanism set

to detect, deflect, or, in some manner, counteract attempts at unauthorized
use of information systems. Generally, a honeypot consists of data (for

example, in a network site) that appears to be a legitimate part of the site, but
is actually isolated and monitored, and that seems to contain information or a
resource of value to attackers, who are then blocked. This is similar to police

sting operations, colloquially known as "baiting," a suspect.

5. What is the purpose of a Honeypot?

According to the Wepopedia.com, a Honeypot luring a hacker into a system
has several main purposes:

The administrator can watch the hacker exploit the vulnerabilities of the
system, thereby learning where the system has weaknesses that need to be
redesiged.

The hacker can be caught and stopped while trying to obtain root access to
the system.

By studying the activities of hackers, designers can better create more secure
systems that are potentially invulnerable to future hackers.



