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UNIT I: INTRODUCTION TO DIGITAL FORENSIC
1.1 Learning Objectives
After completion of this unit, we will be able to:
➢
➢
➢
➢
➢
➢

Learn What is Digital Forensic and types
Know the past and evolution of digital forensics
Describe various types of cybercrime
Realize the benefits of computer forensics
Identify about forensics readiness
Implement forensics readiness plan

1.2 Introduction
Digital forensics, the art of recovering and analysing the contents found on digital devices such
as desktops, notebooks/netbooks, tablets, smartphones, etc., was little-known a few years ago.
However, with the growing incidence of cybercrime, and the increased adoption of digital
devices, this branch of forensics has gained significant importance in the recent past,
augmenting what was conventionally limited to the recovery and analysis of biological and
chemical evidence during criminal investigations.
As a rule of thumb, “Forensic is the scientific tests or techniques used in connection with the
detection of crime.” - Wikipedia.

Case Scenario
Suppose Mr X is the computer forensics investigator in Odisha and he has been appointed to
inspect data-stealing case in an MNC in Bhubaneswar. The general manager of the
organization has confidence in that some of his employees are involved in the case including
the network crack and the transfer of the confidential data. Mr X has started his investigation,
Analyze, Evaluate the case and collected the evidence and then he submitted his final report to
the Authority. According to the report, four employees were found accountable for data theft/
data-stealing. Based on this report, a case has been lodged against them.
In the situation mentioned above, the organization was the client, Mr X was the service
provider and the service that was being provided is called computer forensics & digital
investigation services.

1.3 Definition of Computer Forensics
Computer Forensics is the process of using scientific techniques during the identification,
collection, examination and reporting the evidence to the court. So what computer forensics is
all about?
According to Dr H.B. Wolfe, computer forensics is, “A methodical series of techniques and
procedures for gathering evidence, from computing equipment and various storage devices and
digital media that can be presented in a court of law in a coherent and meaningful format.”
If we further define computer forensics then, it is the practice of collecting, analysing and
reporting on digital data in a way that is legally admissible. It can be used in the detection and
prevention of crime and in any dispute where evidence is stored digitally.
Computer forensics requires specialized expertise that goes beyond normal data collection and
preservation techniques available to end-users or system support personnel.
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The scope of computer forensics is not limited to investigating a crime only. Apart from this,
computer forensics can be used for:
➢
➢
➢
➢

Data recovery
Log monitoring
Data acquisition (from the retired or damaged devices)
Fulfil the compliance needs

1.4 Cybercrime
Computer crime, or cybercrime, is any crime that involves a computer and a network. The
computer may have been used in the commission of a crime, or it may be the target. Dr.
Debarati Halder and Dr K. Jaishankar define Cybercrimes as: "Offences that are committed
against individuals or groups of individuals with a criminal motive to intentionally harm the
reputation of the victim or cause physical or mental harm, or loss, to the victim directly or
indirectly, using modern telecommunication networks such as Internet (Chat rooms, emails,
notice boards and groups) and mobile phones (SMS/MMS)". Such crimes may threaten a
nation’s security and financial health. Issues surrounding these types of crimes have become
high-profile, particularly those surrounding hacking, copyright infringement, child
pornography, and child grooming. There are also problems of privacy when confidential
information is intercepted or disclosed, lawfully or otherwise.
Internationally, both governmental and non-state actors engage in cybercrimes, including
espionage, financial theft, and other cross-border crimes. Activity crossing international
borders and involving the interests of at least one nation-state is sometimes referred to as
cyberwarfare.
Digital forensics is traditionally associated with criminal investigations and, as you would
expect, most types of investigation centre on some form of computer crime. This sort of crime
can take two forms; computer-based crime and computer-facilitated crime.
1.4.1 Computer-based crime
This is criminal activity that is conducted purely on computers, for example, cyber-bullying or
spam. As well as crimes newly defined by the computing age it also includes traditional crime
conducted purely on computers (for example, child pornography).
1.4.2 Computer facilitated crime
Crime conducted in the "real world" but facilitated by the use of computers. A classic example
of this sort of crime is a fraud: computers are commonly used to communicate with other
fraudsters, to record/plan activities or to create fraudulent documents.
Not all digital forensics investigations focus on criminal behavior; sometimes the techniques
are used to incorporate (or private) settings to recover lost information or to rebuild the
activities of employees.

1.5 Evolution of Computer Forensics
Most of the experts agree that the field of computer forensics began to develop more than 40
years ago.
By the 1970s, electronic crimes were increasing, especially in the financial sector. Most
computers in this era were mainframes, used by trained people with specialized skills who
worked in finance, engineering, and academia. White-collar fraud began when people in these
industries saw a way to make money by manipulating computer data. One of the most wellknown crimes of the mainframe era is the one-half cent crime. Banks commonly tracked
money in accounts to the third decimal place or more. They used and still use the “rounding
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up” accounting method when paying interest. If the interest applied to an account resulted in a
fraction of a cent, that fraction was used in the calculation for the next account until the total
resulted in a whole cent. It was assumed that sooner or later every customer would benefit.
Some computer programmers corrupted this method by opening an account for themselves
and writing programs that diverted all the fractional monies into their accounts. In small
banks, this practice amounted to only a few hundred dollars a month. In large banks with
many branch offices, however, the amount reached hundreds of thousands of dollars.
The history of forensic science dates back thousands of years. Fingerprinting was one of its
first applications. The ancient Chinese used fingerprints to identify business documents.
In 1984, FBI Magnetic Media program, which was later renamed to Computer Analysis and
Response Team (CART), was created and it is believed to be the beginning of computer
forensic.
By the early 1990s, specialized tools for computer forensics were available. In 1988, the
International Association of Computer Investigative Specialists (IACIS), an international nonprofit corporation composed of volunteer computer forensic professionals introduced training
on software for forensics investigations. However, no commercial GUI software for computer
forensics was available until ASR Data created Expert Witness for Macintosh. This software
could recover deleted files and fragments of deleted files. One of the ASR Data partners later
left and developed EnCase, which has become a popular computer forensics tool.
It was followed by the formation of International Organization on Computer Evidence (IOCE)
in 1995, which aims to brings together organizations actively engaged in the field of digital
and multimedia evidence to foster communication and cooperation as well as to ensure quality
and consistency within the forensic community.
With the rise in cybercrime, the G8 nations realized the importance of computer forensics, and
in 1997 declared that - Law enforcement personnel must be trained and equipped to address
high-tech crimes. In 1998, G8 appointed IICE to create international principles, guidelines and
procedures relating to digital evidence. In the same year, INTERPOL Forensic Science
Symposium was held. The First FBI Regional Computer Forensic Laboratory established in
2000 at San Diego.
As computer technology continued to evolve, more computer forensics software was
developed. “ILook”, is a Cyber forensic tool maintained by the IRS Criminal Investigation
Division and limited to law enforcement, can analyze and read special files that are copies of a
disk. Access Data Forensic Toolkit (FTK) has become a popular commercial product that
performs similar tasks in the law enforcement and civilian markets.
Computers are getting more powerful day by day, so the field of computer forensics must
rapidly evolve. Previously, we had many computer forensic tools that were used to apply
forensic techniques to the computer. However, we have listed a few best forensic tools that are
promising for today’s computers:
➢
➢
➢
➢
➢
➢
➢

SANS SIFT
ProDiscover Forensic
Volatility Framework
The Sleuth Kit (+Autopsy)
CAINE (Computer Aided Investigative Environment)
Xplico
X-Ways Forensics
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In this material, we will try to discuss as many tools as possible but you should also refer to
trade publications and Web sites, such as www.ctin.org (Computer Technology Investigators
Network) and www.usdoj.gov (U.S. Department of Justice), to stay updated.

1.6 Different types of digital forensics
Digital forensics is a constantly evolving scientific field with many sub-disciplines. Some of
these sub-disciplines are:
1) Computer Forensics: the identification, preservation, collection, analysis and reporting
on evidence found on computers, laptops and storage media in support of
investigations and legal proceedings.
2) Network Forensics: the monitoring, capture, storing and analysis of network activities
or events in order to discover the source of security attacks, intrusions or other
problem incidents, i.e. worms, virus or malware attacks, abnormal network traffic and
security breaches.
3) Mobile devises Forensics: the recovery of electronic evidence from mobile phones,
smartphones, SIM cards, PDAs, GPS devices, tablets and game consoles.
4) Digital Image Forensics: the extraction and analysis of digitally acquired photographic
images to validate their authenticity by recovering the metadata of the image file to
ascertain its history.
5) Digital Video/Audio Forensics: the collection, analysis and evaluation of sound and
video recordings. The science is the establishment of authenticity as to whether a
recording is original and whether it has been tampered with, either maliciously or
accidentally.
6) Memory forensics: the recovery of evidence from the RAM of a running computer,
also called live acquisition.
7) Cloud Forensics: Cloud Forensics is actually an application within Digital Forensics
which oversees the crime committed over the cloud and investigates on it.

1.7 Stages of Computer Forensics Process
The overall computer forensics process is sometimes viewed as comprising of four
stages:
➢ Assess the situation/ Identification: Analyze the scope of the investigation and the
action to be taken.
➢ Acquire the data/ Collection: Gather, protect, and preserve the original evidence.
➢ Analyze the data/Examination: Examine and correlate digital evidence with events of
interest that will help you make a case.
➢ Report the investigation: Gather and organize collected information and write the final
report.
Identification

Collection

Examination

Assess the situation/ Identification
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Report

The first process of computer forensics is to identify the scenario or to understand the case. At
this stage, the investigator has to identify the need of the investigation, type of incident,
parties that involved in the incidence, and the resources that are required to fulfil the needs of
the case.
Acquire the data/ Collection
The collection (chain of custody) is one of the important steps because your entire case is
based on the evidence collected from the crime scene. The collection is the data acquisition
process from the relevant data sources while maintaining the integrity of data. Timely
execution of the collection process is crucial in order to maintain the confidentiality and
integrity of the data. Important evidence may lose if not acted as required.
Analyze the data/Examination
The aim of the third process is to examine the collected data by following standard
procedures, techniques, tools and methodology to extract the meaningful information related
to the case. At this stage, the investigator searches for the possible evidence against the
suspect, if any. Use the tools and techniques to analyze the data. Techniques and tools should
be justified legally because it helps you to create and present your report in front of the court.
Report the investigation
This is the final and most important step in the investigation process. At this step, an
investigator needs to document the process used for the above steps. The investigation report
also consists of the documentation of how the tools and procedures were being selected. The
objective of this step is to report and present the findings justified by the evidence. Every step
mentioned above can be further divided into many parts and every part has its own standard
operating procedures (SOP), we will discuss this in detail in the next unit.

1.8 Need of computer forensics
1. The world has become a global village since the beginning of computer, digital devices
& the internet. Life seems impossible without these technologies, as they are necessary
for our workplace, home, street, and everywhere. Information can be stored or
transferred by desktop computers, laptop, routers, printers, CD/DVD, flash drive, or
thumb drive. The variations and development of data storage and transfer capabilities
have encouraged the development of forensic tools, techniques, procedures and
investigators.
2. With the ever-increasing rate of cybercrimes, from phishing to hacking and stealing
of personal information not only just limited to a particular country but globally at
large, there is a need for forensic experts to be available in public and private
organizations. To be able to handle this, it’s vital for network administrator and
security staff of networked organizations to have the knowledge to make sure that
they have the laws relating to this on their fingertips. This would ensure that should
need for the service avail itself, then they would come in and rescue the situation.
3. The survival and integrity of any given network infrastructure of any company or
organization strongly depends on the application of computer forensics. They should
be taken as the main element of computer and network security. It would be a great
benefit for a company if it has knowledge of all the technical and legal aspects of
this field. It will be of help in the provision of evidence and prosecution of the
case in the court of law.
4. New laws aimed at the protection of customer’s data are continuously being
developed. Should they lose data, then naturally the liability goes to the company.
Such cases, if they occur will automatically result in the company or organization
being brought to the court of law for failure to protect personal data, this can turn out
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to be very expensive. But through the application of forensic science, huge chunks of
money can be saved by the firms concerned.
It simply means that there is a necessity in investment in either employing an expert in
computer forensic in the firms or having part of their staff trained into this project so as to
help in detection of such cases.

1.9 Rules of Computer Forensic
There are certain rules and boundaries that should be kept in mind while conducting an
investigation.
Matthew Braid, in his AusCERT paper, ‘Collecting Electronic Evidence after a System
Compromise’ has provided the rules of computer forensics:
1) Minimize or eliminate the chances of examining the original evidence:
Make the accurate and exact copy of the collected information to minimize the option of
examining the original. This is the first and the most important rule that should be
considered before doing any investigation, create duplicates and investigate the
duplicates. You should make the exact copy in order to maintain the integrity of the data.
2) Don't Proceed if it is beyond your knowledge
If you see a roadblock while investigating, then stop at that moment and do not proceed
if it is beyond your knowledge and skills, consult or ask an experienced to guide you in a
particular matter. This is to secure the data, otherwise, the data might be damaged which
is unbearable. Do not take this situation as a challenge, go and get additional training
because we are in the learning process and we love to learn.
3) Follow the rules of evidence
You might be worried because we have not discussed any rule of evidence yet, but the
next topic will be about evidence. The rule of evidence must be followed during the
investigation process to make sure that the evidence will be accepted in court.
4) Create Document
Document the behaviour, if any changes occur in evidence. An investigator should
document the reason, result and the nature of change occurred with the evidence. Let say,
restarting a machine may change its temporary files, note it down.
5) Get the written permission and follow the local security policy
Before starting an investigation process, you should make sure to have written
permission with instruction related to the scope of your investigation. It is very important
because during the investigation you need to get access or need to make copies of the
sensitive data, if the written permission is not with you then you may find yourself in
trouble for breaching the IT security policy.
6) Be ready to testify
Since you are collecting the evidence then you should make yourself ready to testify it in
the court, otherwise the collected evidence may become inadmissible.
7) Your action should be repeatable
Do not work on trial-and -error, else no one is going to believe you and your
investigation. Make sure to document every step taken. You should be confident enough
to perform the same action again to prove the authenticity of the evidence.
8) Work fast to reduce data loss
Work fast to eliminate the chances of data loss, volatile data may be lost if not collected
in time. While automation can also be introduced to speed up the process, do not create a
rush situation. Increase the human workforce where needed.
Page 7

Always start collecting data from volatile evidence.
9) Don't shut down before collecting evidence
This is a rule of thumb since the collection of data or evidence itself is important for an
investigation. You should make sure not to shut down the system before you collect all
the evidence. If the system is shut down, then you will lose the volatile data. Shutdown
and rebooting should be avoided at all cost.
10) Don't run any program on the affected system
Collect all the evidence, copy them, create many duplicates and work on them. Do not
run any program, otherwise, you may trigger something that you don't want to trigger.
Think of a Trojan horse.

1.10 Computer Forensics Team
As per Irfan Shakeel in his Book “Introduction to Computer Forensics & Digital Investigation”
mention about the key people that a computer investigation firm should have. Which is as
follows.
Law enforcement and security agencies are responsible for investigating computer crime,
however, every organization should have the capability to solve their basic issues and
investigation by themselves.
Even an organization can hire experts from small or mid-size computer investigation firms.
Also, you can create your own firm that provides computer forensic services. To do so, you need
a forensics lab, permission from the government to establish a forensics business, the right tools
with the right people and rules/policies to run the business effectively and efficiently.
Without this ability, it is very hard for an organization to determine the fraud, illegal activities,
policy, or network breach or even they will find it hard to implement the cybersecurity rules in
the organization. The need for such abilities may vary and it depends on the nature of business,
security threats and the possible loss.
Here are the key people that a computer investigation firm should have:
➢ Investigators: This is a group of people (number depends on the size of the firm) who
handle and solve the case. It is their job to use forensic tools and techniques in order to
find evidence against the suspect. They may call law enforcement agencies if required.
Investigators are supposed to act immediately after the occurrence of the event that is
suspected of criminal activity.
➢ Photographer: To record the crime scene is as important as investigating it. The
photographer’s job is to take photographs of the crime scene (IT devices and other
equipment).
➢ Incident Handlers (first responder): Every organization, regardless of type, should
have incident handlers in their IT department. The responsibility of these people is to
monitor and act if any computer security incidence happens, such as breaching of
network policy, code injection, server hijacking, RAT or any other malicious code
installation. They generally use a variety of computer forensics tools to accomplish their
job.
➢ IT Engineers & technicians (other support staff): This is the group of people who run
the daily operation of the firm. They are IT engineers and technicians to maintain the
forensics lab. This team should consist of a network administrator, IT support, IT
security engineers and desktop support. The key role of this team is to make sure the
smooth organizational functions, monitoring, troubleshooting, data recovery and to
maintain the required backup.
Page 8

➢ Attorney: Since computer forensics directly deal with investigation and to submit the
case in the court, an attorney should be a part of this team.
First Responder (Incident Handlers)
The first responder and the function of the first responder are crucial for computer forensics and
investigation. The first responder is the first person notified, and act to the security incident. The
first responder toolkit will be discussed in the upcoming chapters, but at this stage, I will discuss
the roles and responsibilities of the first responder.
The first responder is a role that could be assigned to anyone, including IT security engineers,
network administrator and others. The person who is responsible to act as a first responder
should have knowledge, skills and the toolkit of first responders.
The first responder should be ready to handle any situation and his/her action should be planned
and well documented. Some core responsibilities are as follows:
• Figure out or understand the situation, event and problem.
• Gather and collect the information from the crime scene
• Discuss the collected information with the other team members
• Document each and everything
First responder or incident handlers should have the first-hand experience of Information
security, different operating systems and their architectures.

1.11 Forensics Readiness
There are several reasons for this field ‘s growth; the most significant being that computers
are everywhere. You‘d be hard-pressed to find a household today without at least one
computer. And it is not just computers that computer forensic examiners get involved with.
Computer forensic examiners analyze all types of technical devices like cell phones, iPods,
Tablets, PDAs, and text messaging. Computer forensic examiners analyze all of these
electronic devices! Cyber forensics is a rapidly changing field. There are new
technologies coming out daily that are becoming smaller, but storing more and more data.
This leads to why cyber forensics is import. In computer- related crimes, such as identity
fraud, it is becoming easier to hide data. With the proper analysis of digital evidence,
better security can be made to protect computer users, but also catch those who are
committing the crimes. Organizations have now realized the importance of being prepared
to fight cybercriminals with their forensic readiness plan ready.

1.11.1 What is Forensics Readiness?
Forensic readiness is the ability of an organization to maximize its potential to use digital
evidence whereas minimizing the costs of an investigation. Digital evidence can be in the
form of log files, emails, back-up disks, portable computers, network traffic records, and
telephone records etc.
CESG Good Practice Guide No. 18, Forensic Readiness, defines forensic readiness as: “The
achievement of an appropriate level of capability by an organization in order for it to be able
to collect, preserve, protect and analyse digital evidence so that this evidence can be
effectively used in any legal matters, in disciplinary matters, in an employment tribunal or
court of law.
Modern digital technologies not only present new opportunities to business organizations but
also a different set of issues and challenges that need to be resolved. With the rising threats of
cybercrimes, many organizations, as well as law enforcement agencies globally, are now
establishing proactive measures as a way to increase their ability to respond to security
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incidents as well as create a digital forensic ready environment.
Forensic readiness as defined by Mohay (2005) as the extent to which computer systems or
computer networks record activities and data in such a manner that the records are sufficient
in their extent for subsequent forensic purposes, and the records are acceptable in terms of
their perceived authenticity as evidence in subsequent forensic investigations.
1.11.2 Goals of Forensic Readiness
Some of the important goals of forensics readiness are:
• to gather admissible evidence legally and without interfering with business processes;
• to gather evidence targeting the potential crimes and disputes that may adversely
impact an organisation;
• to allow an investigation to proceed at a cost in proportion to the incident;
• to minimise interruption to the business from any investigation; and
• to ensure that evidence makes a positive impact on the outcome of any legal action.
1.11.3 Benefits of Forensic Readiness
Forensic readiness can offer an organisation the following benefits:
•
•

evidence can be gathered to act in an organisation's defence if subject to a lawsuit;
comprehensive evidence gathering can be used as a deterrent to the insider threat
(throwing away potential evidence is simply helping to cover the tracks of a
cybercriminal);

•

in the event of a major incident, an efficient and rapid investigation can be conducted
and actions taken with minimal disruption to the business;

•

a systematic approach to evidence storage can significantly reduce the costs and time
of an internal investigation;
a structured approach to evidence storage can reduce the costs of any court-ordered
disclosure or regulatory or legal need to disclose data (e.g. in response to a request
under data protection legislation);
forensic readiness can extend the scope of information security to the wider threat
from cybercrime, such as intellectual property protection, fraud, extortion etc;
it demonstrates due diligence and good corporate governance of the company's
information assets;
it can demonstrate that regulatory requirements have been met;
it can improve and facilitate the interface to law enforcement if involved;
it can improve the prospects for a successful legal action;
it can provide evidence to resolve a commercial dispute; and
it can support employee sanctions based on digital evidence (for example to prove
a violation of acceptable use policy)

•

•
•
•
•
•
•
•

1.11.4 Steps for Forensic Readiness Planning
The following ten steps describe the key activities in forensic readiness planning:
1.
2.
3.
4.

Define the business scenarios that require digital evidence;
Identify available sources and different types of potential evidence;
Determine the evidence collection requirement;
Establish a capability for securely gathering legally admissible evidence to meet the
Page 10

requirement;
5. Establish a policy for secure storage and handling of potential evidence;
6. Ensure monitoring is targeted to detect and deter major incidents;
7. Specify circumstances when escalation to a full formal investigation (which may use
the digital evidence) should be launched;
8. Train staff in incident awareness, so that all those involved understand their role in the
digital evidence process and the legal sensitivities of evidence;
9. Document an evidence-based case describing the incident and its impact; and
10. Ensure legal review to facilitate action in response to the incident.
An IT auditor performing a forensic readiness assessment should check to see that the above
points can be deduced from the forensic readiness policy of an organization.
The remainder of this section gives a brief description of each of the ten steps.
1. Define the business scenarios that require digital evidence: The first step in
forensic readiness is to define the purpose of an evidence collection capability. The
rationale is to look at the risk and potential impact on the business from the various
types of crimes and disputes. What is the threat to the business and what parts are
vulnerable? This is, in effect, a risk assessment, and is performed at the business level.
The aim is to understand the business scenarios where digital evidence may be
required and may benefit the organisation the event that it is required. In general,
the areas where digital evidence can be applied include:
• reducing the impact of computer-related crime;
• dealing effectively with court orders to release data;
• demonstrating compliance with regulatory or legal constraints;
• producing evidence to support company disciplinary issues;
• supporting contractual and commercial agreements; and
• proving the impact of a crime or dispute.
In assessing these scenarios, this step provides an indication of the likely benefits of
being able to use digital evidence. If the identified risks, and the potential benefits of
forensic readiness, suggest a good return on investment is achievable, then an
organisation needs to consider what evidence to gather for the various risk scenarios.
2. Identify available sources and different types of potential evidence: The second
step in forensic readiness is for an organisation to know what sources of potential
evidence are present on, or could be generated by, their systems and to determine what
currently happens to the potential evidence data. Computer logs can originate from
many sources. The purpose of this step is to scope what evidence may be available
from across the range of systems and applications in use. Some basic questions need to be
asked about possible evidence sources to include.
• Where does data generated?
• What format is it in?
• How long is it stored for?
• How is it currently controlled, secured and managed?
• Who has access to the data?
• How much is produced?
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•
•
•
•
•
•
•
•

Is it archived? If so where and for how long?
How much is reviewed?
What additional evidence sources could be enabled?
Who is responsible for this data?
Who is the formal owner of the data?
How could it be made available to an investigation?
What business processes does it relate to?
Does it contain personal information?

Email is an obvious example of a potentially rich source of evidence that needs careful
consideration in terms of storage, archiving & auditing and retrieval. But this is not the
only means of communication used over the internet, there is also instant messaging,
web-based email that bypasses corporate email servers, chat-rooms and newsgroups,
even voice over the internet. Each of these may need preserving and archiving. The
range of possible evidence sources includes:
• equipment such as routers, firewalls, servers, clients, portables, embedded devices
etc.
• application software such as accounting packages etc. for evidence of fraud, ERP
packages for employee records and activities (e.g. in case of identity theft), system
and management files etc.
• monitoring software such as intrusion detection software, packet sniffers, keyboard
loggers, content checkers, etc.
• general logs such as access logs, printer logs, web traffic, internal network logs,
internet traffic, database transactions, commercial transactions etc.
• other sources such as CCTV, door access records, phone logs, PABX data etc. and
back-ups and archives.
3. Determine the Evidence Collection Requirement: It is now possible to decide which of
the possible evidence sources identified in step 2 can help deal with the crimes and
disputes identified in step 1 and whether further ways to gather evidence are required.
This is the evidence collection requirement. The purpose of this step is to produce an
evidence requirement statement so that those responsible for managing the business risk
can communicate with those running and monitoring information systems through an
agreed requirement for evidence. One of the key benefits of this step is the bringing
together of IT with the needs of corporate security. IT audit logs have been traditionally
configured by systems administrators independently of corporate policy and where such
a policy exists there is often a significant gap between organizational security objectives
and the ‘bottom-up’ auditing actually implemented. The evidence collection
requirement is moderated by a cost- benefit analysis of how much the required
evidence will cost to collect and what benefit it provides (see above). The critical
question for successful forensic readiness is what can be performed cost-effectively. By
considering these issues in advance and choosing storage options, auditing tools,
investigation tools, and appropriate procedures it is possible for an organisation to
reduce the costs of future forensic investigations.
4. Establish a capability for securely gathering legally admissible evidence to meet the
requirement: At this point, the organisation knows the totality of evidence available and
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has decided which of it can be collected to address the company risks and within a
planned budget. With the evidence requirement understood, the next step is to ensure that
it is collected from the relevant sources and that it is preserved as an authentic record. At
this stage legal advice is required to ensure that the evidence can be gathered legally and
the evidence required can be met in the manner planned. For example, does it involve
monitoring personal emails, the use of personal data, or
fishing trips on employee activities? In some countries, some or all of these
activities may be illegal. Relevant laws, in the areas of data protection, privacy and
human rights, will inevitably constrain what can actually be gathered. Some of the
guidelines are:
• monitoring should be targeted at specific problems.
• it should only be gathered for defined purposes and nothing more, and
• staff should be told what monitoring is happening except in exceptional
circumstances.
Physical security of data such as back-up files or on central log servers is important
from the data protection point of view, and also for secure evidence storage. As well as
preventative measures such as secure rooms and swipe card access it is also prudent to
have records of who has access to the general location and who has access to the actual
machines containing evidence. Any evidence or paperwork associated with a specific
investigation should be given added security by, for example, storing in a safe.
Additional security of logs can also be achieved through the use of WORM storage
media.
5. Establish a policy for secure storage and handling of potential evidence: The
objective of this step is to secure the evidence for the longer term once it has been
collected and to facilitate its retrieval if required. It concerns the long-term or off-line
storage of information that might be required for evidence at a later date. A policy for
secure storage and handling of potential evidence comprises security measures to
ensure the authenticity of the data and also procedures to demonstrate that the evidence
integrity is preserved whenever it is used, moved or combined with new evidence. In
the parlance of investigators, this is known as continuity of evidence (in the UK) and
chain of custody (in the US). The continuity of evidence also includes records of who
held, and who had access to, the evidence (for example from swipe control door logs).
A significant contribution to the legal collection of evidence is given by the code of
practice on the legal admissibility and weight of information stored electronically,
published by the British Standards Institution. This document originated from a
perceived need for evidence collection in the paperless office. The problem is addressed
is if all paper documents are scanned, can the paper sources be thrown away without
loss of evidential usability? The current edition broadens the scope to all information
management systems, Ad hoc opportunistic searches, without justification, for potentially
incriminating activities or communication such as those where information is
transmitted over networks such as email systems for example. It points out that methods
of storage, hardware reliability, operation and access control, and even the programs
and source code, may be investigated in order to determine admissibility. A closely
related international standard is being developed as ISO 15801. The required output of
this step is a secure evidence policy. It should document the security measures, the legal
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advice and the procedural measures used to ensure the evidence requirement is met.
Upon this document rests the likely admissibility and weight of any evidence gathered.
6. Ensure monitoring and auditing are targeted to detect and deter major incidents:
In addition to gathering evidence for later use in court, evidence sources can be
monitored to detect threatening incidents in a timely manner. This is directly analogous to
Intrusion Detection Systems (IDS), extended beyond network attack to a wide range of
behaviours that may have implications for the organisation. It is all very well
collecting the evidence. This step is about making sure it can be used in the process of
detection. By monitoring sources of evidence, we can look for the triggers that mean
something suspicious may be happening. The critical question in this step is when
should an organisation be suspicious? A suspicious event has to be related to business
risk and not couched in technical terms. Thus, the onus is on managers to explain to
those monitoring the data what they want to prevent and thus the sort of behaviour that
IDS might be used to detect for example. This should be captured in a ‘suspicion’
policy that helps the various monitoring and auditing staff understand what triggers
should provoke suspicion, who to report the suspicion to, whether heightened
monitoring is required, and whether any additional security measures should be taken as
a precaution. Each type of monitoring should produce a proportion of false positives.
The sensitivity of triggers can be varied as long as the overall false-positive rate does
not become so high that suspicious events cannot be properly reviewed.
Varying triggers also guards against the risk from someone who knows what the
threshold on a particular event is and makes sure any events or transactions he wishes to
hide are beneath it.
7. Specify circumstances when escalation to a full formal investigation (which may use
digital evidence) is required: Some suspicious events can be system generated, such as
by the rule-base of an IDS, or the keywords of a content checker, and some will be
triggered by human watchfulness. Each suspicious event found in step 6 needs to be
reviewed. Either an event will require escalation if it is clearly serious enough, or it will
require enhanced monitoring or other precautionary measures, or it is a false positive.
The purpose of this step is to decide how to react to the suspicious event. The decision as
to whether to escalate the situation to management will depend on any indications that
a major business impact is likely or that a full investigation may be required where
digital evidence may be needed. The decision criteria should be captured in an escalation
policy that makes it clear when a suspicious event becomes a confirmed incident. At this
point, an investigation should be launched and policy should indicate who the points
of contact are (potentially available on a 24x7 basis) and who else needs to be involved.
As with steps 3 and 6, the network and IT security managers and the non-IT managers
need to understand each other’s position. What level of certainty or level of risk is
appropriate for an escalation? What strength of case is required to proceed? A
preliminary business impact assessment should be made based on whether any of the
following are present:
• evidence of a reportable crime
• evidence of internal fraud, theft, other loss
• the estimate of possible damages (a threshold may induce an escalation trigger)
• potential for embarrassment, reputation loss
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• any immediate impact on customers, partners or profitability
• recovery plans have been enacted or are required; and
• the incident is reportable under a compliance regime.
8. Train staff, so that all those involved understand their role in the digital evidence
process and the legal sensitivities of evidence:
A wide range of staff may become involved in a computer security incident. The aim of
this step is to ensure that appropriate training is developed to prepare staff for the
various roles they may play before, during and after an incident. It is also necessary to
ensure that staff is competent to perform any roles related to the handling and
preservation of evidence. There will be some issues relevant to all staff if they become
involved in an incident. The following groups will require more specialized awareness
training for example:
• the investigating team;
• corporate HR department;
• corporate PR department (to manage any public information about the incident);
• 'owners' of business processes or data;
• line management, profit centre managers;
• corporate security;
• system administrators;
• IT management;
• legal advisers; and
• senior management (potentially up to board level).
At all times those involved should act according to ‘need to know’ principles. They
should be particularly aware whether any staff, such as ‘whistle blowers’ and
investigators, need to be protected from possible retaliation by keeping their names
and their involvement confidential. Training may also be required to understand the
relationships and necessary communications with external organisations that may become
involved.
9. Present an evidence-based case describing the incident and its impact: The aim of an
investigation is not just to find a culprit or repair any damage. An investigation has to
provide answers to questions and demonstrate why those answers are credible. The
questions go along the lines of who, what, why, when, where and how. Credibility is
provided by evidence and a logical argument. The purpose of this step is to produce a
policy that describes how an evidence-based case should be assembled. A case file
may be required for a number of reasons:
• to provide a basis for interaction with legal advisers and law enforcement;
• to support a report to a regulatory body;
• to support an insurance claim;
• to justify disciplinary action;
• to provide feedback on how such an incident can be avoided in future;
• to provide a record in case of a similar event in the future (supports the corporate
memory so that even if there are changes in personnel it will still be possible to
understand what has happened); and
• to provide further evidence if required in the future, for example, if no action is
deemed necessary at this point but further developments occur.
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10. Ensure legal review to facilitate action in response to the incident: At certain
points during the collating of the cyber-crime case file, it will be necessary to review
the case from a legal standpoint and get legal advice on any follow-up actions. Legal
advisers should be able to advise on the strength of the case and suggest whether
additional measures should be taken; for example, if the evidence is weak is it necessary
to catch an internal suspect red- handed by monitoring their activity and seizing their
PC? Any progression to a formal action will need to be justified, cost-effective and
assessed as likely to end in the company’s favour. Although the actual decision of how
to proceed will clearly be post-incident, considerable legal preparation is required in
readiness. Legal advisors should be trained and experienced in the appropriate cyber laws
and evidence admissibility issues. They need to be prepared to act on an incident,
pursuant to the digital evidence that has been gathered and the case presented in step 9.
Legal advice should also recognise that the legal issues may span legal jurisdictions
e.g. states in the US, member states in the EU. Advice from legal advisers will include:
• any liabilities from the incident and how they can be managed;
• finding and prosecuting/punishing (internal versus external culprits);
• legal and regulatory constraints on what action can be taken;
• reputation protection and PR issues; when/if to advise partners, customers and
investors;
• how to deal with employees;
• resolving commercial disputes; and
• any additional measures required.

1.12 Summary
1. Computer forensics is the practice of collecting, analysing and reporting on digital
data in a way that is legally admissible.
2. Computer forensics requires specialized expertise that goes beyond normal data
collection and preservation techniques available to end-users or system support
personnel.
3. Computer crime, or cybercrime, is any crime that involves a computer and a network.
4. Activity crossing international borders and involving the interests of at least one
nation-state is sometimes referred to as cyberwarfare.
5. The ancient Chinese used fingerprints to identify business documents.
6. Sir Francis Galton established the first system for classifying fingerprints.
7. International Association of Computer Investigative Specialists(IACIS) is an
international non-profit corporation composed of volunteer computer forensic
professionals dedicated to training and certifying practitioners in the field of forensic
computer science.
8. The First FBI Regional Computer Forensic Laboratory established in 2000 at San
Diego.
9. The survival and integrity of any given network infrastructure of any company or
organization strongly depend on the application of computer forensics.
10. Forensic readiness is the ability of an organisation to maximise its potential to use
digital evidence whilst minimising the costs of an investigation.
11. Monitoring should be targeted at specific problems.
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12. Physical security of data such as back-up files or on central log servers is important
from the data protection point of view, and also for secure evidence storage.
13. A policy for secure storage and handling of potential evidence comprises security
measures to ensure the authenticity of the data and also procedures to demonstrate that
the evidence integrity is preserved whenever it is used, moved or combined with new
evidence.
14. In addition to gathering evidence for later use in court, evidence sources can be
monitored to detect threatening incidents in a timely manner.
15. Some suspicious events can be system generated, such as by the rule-base of an IDS,
or the keywords of a content checker, and some will be triggered by human
watchfulness.
16. The decision as to whether to escalate the situation to management will depend on any
indications that a major business impact is likely or that a full investigation may be
required where digital evidence may be needed.
17. It is necessary to ensure that staff is competent to perform any roles related to the
handling and preservation of evidence.
18. The aim of an investigation is not just to find a culprit or repair any damage. An
investigation has to provide answers to questions and demonstrate why those answers
are credible.
19. At certain points during the collating of the cyber-crime case file, it will be
necessary to review the case from a legal standpoint and get legal advice on any
follow-up actions.

1.13 CHECK YOUR PROGRESS
1. Fill in the blanks
i.
was one of the first applications of forensics.
ii.
FBI Magnetic Media program was later renamed to
.
iii.
is provided by evidence and a logical argument.
iv.
At all times those involved should act according to
principles.
v. IACIS stands for.
vi.
The first step in forensic readiness is to define
of an evidence
collection capability.
vii.
It is not just the content of emails, documents and other files which may be of interest
to investigators but also the
associated with those files.
viii.
IDS stand for
.
ix.
The decision criteria should be captured in an
policy that makes
it clear when a suspicious event becomes a confirmed incident.
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x. IOCE stands for International
.
2. State true or false
i.
Cybercrime, is any crime that involves a computer and a network.
ii.
Computer based crime is criminal activity that is conducted purely on
computers, for example cyber-bullying or spam.
iii. The goal of forensic readiness is to gather admissible evidence legally and
without interfering with business processes.
iv.
FBI Magnetic Media program started in 1994.
v. IOCE aims to bring together organizations actively engaged in the field of digital
and multimedia evidence to foster communication and cooperation as well as
to ensure quality and consistency within the forensic community.
vi.
Logs can originate from only one source in a computer.
vii.
The range of possible evidence sources includes equipment such as routers,
firewalls, servers, clients, portables, embedded devices etc.
viii.
Email is an obvious example of a potential rich source of evidence that needs
careful consideration in terms of storage, archiving and auditing and retrieval.
ix.
Staff should not be told what monitoring is happening except in exceptional
circumstances.

1.14

Answers to Check Your Progress

1. Fill in the blanks
i. Fingerprinting
ii. Computer Analysis and Response Team (CART).
iii. Credibility
iv. need to know
v. International Association of Computer Investigative Specialists
vi. purpose
vii. metadata
viii. Intrusion Detection Systems.
ix. escalation
x. International Organization on Computer Evidence.
2. State true or false
i. True
ii. True
iii. True
iv.
False
v. True
vi.
False
vii.
True
viii.
True
ix. False
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1.15
1.
2.
3.
4.
5.
6.
7.
8.

1.16

Model Questions
What are the four stages of the computer forensic process?
What are the uses of computer forensics?
What are the objectives of computer forensics?
What is the role of a forensic investigator?
What is forensic readiness plan?
What are the benefits of forensic readiness?
What are the various steps involved in forensic readiness planning?
What is the continuity of evidence?

References:
https://www.utica.edu/academic/institutes/ecii/publications/articles/A0B13342B4E0-1F6A-156F501C49CF5F51.pdf
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UNIT II: COMPUTER FORENSICS INVESTIGATION PROCESS
2.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:
• Understand the process of investigating computer crime
• Apply the initial decision-making process
• Assess the situation
• Notify decision-makers and acquire authorisation
• Review policies and laws related to the forensics investigation process
• Acquire the data
• Analyse the data
• Report the investigation

2.2 INTRODUCTION TO COMPUTER CRIME INVESTIGATION
According to Warren G. Kruse II and Jay G. Heiser, authors of Computer Forensics: Incident
Response Essentials, computer forensics is "the preservation, identification, extraction,
documentation, and interpretation of computer media for evidentiary and/or root cause
analysis." The computer investigation model shown in figure 1 organizes the different
computer forensics elements into a logical flow.

Figure 1: Computer investigation model

The four investigation phases and accompanying processes in the figure should be applied
when working with digital evidence. The phases can be summarized as follows:
➢ Assess the situation: Analyze the scope of the investigation and the action to be taken.
➢ Acquire the data: Gather, protect, and preserve the original evidence.
➢ Analyze the data: Examine and correlate digital evidence with events of interest that
will help you make a case.
➢ Report the investigation: Gather and organize collected information and write the final
report.
Detailed information about each of the phases is provided in the proceeding sections of this unit.

2.2.1 Initial Decision-Making Process
Before you begin each of the general investigation phases you should apply the initial
decision-making process shown in Figure 2.
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Figure 2: Initial decision-making process

You should determine whether or not to involve law enforcement with the assistance of legal
advisors. If you determine that law enforcement is needed, then you need to continue the
internal investigation unless law enforcement officials advise you otherwise. Law
enforcement might not be available to assist in the investigation of the incident, so you must
continue to manage the incident and investigation for later submission to law enforcement.
Depending on the type of incident being investigated, the primary concern should be to
prevent further damage to the organization by those person(s) who caused the incident. The
investigation is important but is secondary to protecting the organization unless there are
national security issues.

2.3 ASSESS THE SITUATION
This section describes how to conduct a thorough assessment of the situation, how to establish
the scope and the required resources for an internal investigation. Use the five-step
process shown in Figure 3.

Figure 3: Assessment phase of the computer investigation model
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2.3.1 Notify Decision Makers and Acquire Authorization
To conduct a computer investigation, you first need to obtain proper authorization unless
existing policies and procedures provide incident response authorization. Then you need to
conduct a thorough assessment of the situation and define a course of action. Use the
following best practices:
•

If no written incident response policies and procedures exist, notify decision-makers and
obtain written authorization from an authorized decision-maker to conduct the computer
investigation.
• Document all actions you undertake that are related to this investigation. Ensure there is
a complete and accurate documented summary of the events and decisions that occurred
during the incident and the incident response. This documentation may ultimately be
used in court to determine the course of action that was followed during the
investigation.
• Depending on the scope of the incident and absent any national security issues or life
safety issues, the first priority is to protect the organization from further harm. After the
organization is secure, restoration of services (if needed) and the investigation of the
incident are the next priorities.
Decisions you make may be questioned as much as the evidence. Because computer evidence
is complex, different investigations (such as those conducted by an opposing party) may make
different decisions and reach different conclusions.

2.3.2 Review Policies and Laws
At the start of a computer investigation, it is important to understand the laws that might
apply
to the investigation as well as any internal organization policies that might exist. Note the
following important considerations and best practices:

•

Determine if you have the legal authority to conduct an investigation. Does
your organization have policies and procedures that address the privacy rights of
employees, contractors, or other persons using your network? Do any such policies
and procedures specify the circumstances in which monitoring is allowed? Many
organizations state in their policies and procedures that there is no expectation of
privacy in the use of the organization's equipment, e-mail, Web services,
telephone, or mail and that the company reserves the right as a condition of
employment to monitor and search these resources. Such policies and procedures
should be reviewed by the organization's legal advisors, and all employees,
contractors, and visitors should be notified of their existence. If you are uncertain
about your authority, contact your management, your legal advisors, or (if
necessary) your local authorities.

•

Consult with your legal advisors to avoid potential issues from improper handling
of the investigation. These issues may include:
o Compromising customers' personal data.
o Violating any state or federal law, such as federal privacy rules.
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o Incurring criminal or civil liability for improper interception of electronic
communications. Consider warning banners.

•

•

o Viewing sensitive or privileged information. Sensitive data that may
compromise the confidentiality of customer information must only be made
available as part of investigation-related documentation if it directly
pertains to the investigation.
Ensure the following customer privacy and confidentiality issues are addressed:
o All data should be transferred securely, stored on local computers (not
network servers), and should not be easily accessible.
o All data (including documentation) should be maintained for the period
specified by legal advisors or local policy after the computer investigation
is closed. If the data is part of a potential criminal case, consult with the
law enforcement agency investigating the case. If the case is a civil case,
consult with your organization's legal advisors.
Maintain digital copies of evidence, printouts of evidence, and the chain of custody
for all evidence, in case of legal action. Preservation of the chain of custody is
accomplished by having verifiable documentation that indicates who handled the
evidence when they handled it, and the locations, dates, and times of where the
evidence was stored. Secure storage of evidence is necessary, or custody cannot be
verified.

2.3.3 Identify Investigation Team Members
Determining who should respond to an incident is important to conduct a successful
internal computer investigation. Ideally, team members should be established before the
team is needed for an actual investigation. It is important that investigation teams be
structured appropriately and have appropriate skills. Your organization could establish team
membership as part of a disaster recovery planning process. Use the following best practices
as guidance for forming an investigation team:
•

•
•

•
•
•

Identify a person who understands how to investigate. Remember that the credibility and
skills of the person performing the investigation are often scrutinized if a situation results
in legal proceedings in a court of law.
Identify team members and clarify the responsibilities of each team member.
Assign one team member as the technical lead for the investigation. The technical lead
usually has strong technical skills and is experienced in computer investigations. In
investigations that involve suspected parties who are technically skilled, you might need
to select investigation team members who are more skilled than the suspected parties.
Keep the investigation team as small as possible to ensure confidentiality and to protect
your organization against unwanted information leaks.
Engage a trusted external investigation team if your organization does not have
personnel with the necessary skills.
Ensure that every team member has the necessary clearance and authorization to conduct
their assigned tasks. This consideration is especially important if any third-party
personnel, such as consultants, are involved in the investigation.
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Important The volatile nature of digital evidence makes it critical to conduct investigations
in a timely manner. Be sure to secure availability of all team members for the duration of any
investigation.

2.3.4 Conduct a Thorough Assessment
A thorough, clearly documented assessment of the situation is required to prioritize your
actions and justify the resources for the internal investigation. This assessment should define
the current and potential business impact of the incident, identify affected infrastructure, and
obtain as thorough an understanding as possible of the situation. This information will help
you define an appropriate course of action.
Use the following best practices to conduct a thorough assessment:
•

Use all available information to describe the situation, its potential severity, potentially
affected parties, and (if available) the suspected party or parties.
• Identify the impact and sensitivity of the investigation on your organization. For
example, assess whether it involves customer data, financial details, health care records,
or company confidential information. Remember to evaluate its potential impact on
public relations. This assessment will likely be beyond the expertise of IT and should be
done in conjunction with management and legal advisors.
• Analyze the business impact of the incident throughout the investigation. List the
number of hours required to recover from the incident, hours of downtime, cost of
damaged equipment, loss of revenue, and value of trade secrets. Such an assessment
should be realistic and not inflated. The actual costs of the incident will be determined at
a later date.
• Analyze affected intangible resources, such as the future impact on reputation, customer
relationships, and employee morale. Do not inflate the severity of the incident. This
analysis is for informational purposes only to help understand the scope of the incident.
The actual impact will be determined at a later date. This assessment will likely be
beyond the expertise of IT and should be done in conjunction with management and
legal advisors.
Use the following best practices to identify, analyze, and document the infrastructure and
computers that are affected by the situation. Much of this guidance could have already been
followed as part of a risk assessment process to prepare a disaster recovery plan.
•
•
•
•

Identify the network(s) that are involved, the number of computers affected, and the type
of computers affected.
Obtain the network topology documentation, which should include a detailed network
diagram that provides infrastructure information about servers, network hardware,
firewalls, Internet connections, and other computers on the network.
Identify external storage devices and any remote computers that should be included.
External storage devices could include thumb drives, memory and flash cards, optical
discs, and magnetic disks.
Capture the network traffic over a period of time if live analysis is required. This type of
analysis is only needed if you believe there is ongoing suspicious traffic on
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•
•
•
•
•

the network, and is typically only performed after auditing and logging have been
exhausted as sources of evidence.
Important Network sniffing (capturing network traffic) can be a breach of
privacy, depending on the scope of the capture. You should therefore be very cautious
about deploying network capture tools on your network.
Use tools to examine the state of software applications and operating systems on
computers that are likely affected. Useful tools for this task include the Windows
application logs, system logs, and Windows Sysinternals PsTools.
Examine affected file and application servers.
Important Some of the information gathered during this assessment (such as running
processes and data in memory) is captured by your tools in real time. You must ensure
that any records or logs generated are securely stored to prevent losing this volatile data.

In addition, the following best practices can help you obtain a complete understanding of the
situation.
•

•

•
•
•

Build a timeline and map everything to it. A timeline is especially important for global
incidents. Document any discrepancies between the date and time of hosts, such as
desktop computers, and the system date and time.
Identify and interview anyone who might be involved in the incident, such as system
administrators and users. In some situations, such people might be external to the
organization. Interviewing users and affected personnel often provides good results and
insights into the situation. Interviews should be conducted by experienced interviewers.
Document all interview outcomes. You will need to use them later to fully understand
the situation.
Retrieve information (logs) from internal and external-facing network devices, such as
firewalls and routers, which might be used in the possible attack path.
Some information, such as IP address and domain name ownership, is often public by its
nature. For example, you can use the Whois tool available at https://www.whois.net/ and
https://www.arin.net/index.html to identify an owner of an IP address.

2.3.5 Prepare for Evidence Acquisition
To prepare for the Acquire the Data phase, you should ensure that you have properly
determined the actions and outcome of the Assess the Situation phase. A detailed document
containing all information you consider relevant provides a starting point for the next phase
and for the final report preparation. In addition, understand that if the incident becomes more
than just an internal investigation and requires court proceedings, it is possible that all
processes used in gathering evidence might be used by an independent third party to try and
achieve the same results.
Such a document should provide detailed information about the situation and include the
following:
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•
•

An initial estimate of the impact of the situation on the organization's business.
A detailed network topology diagram that highlights affected computer systems and
provides details about how those systems might be affected.
• Summaries of interviews with users and system administrators.
• Outcomes of any legal and third-party interactions.
• Reports and logs generated by tools used during the assessment phase.
• A proposed course of action.
Important Creating consistent, accurate, and detailed documentation throughout the
computer investigation process will help with the ongoing investigation. This documentation
is often critical to the project's success and should never be overlooked. As you create
documentation, always be aware that it constitutes evidence that might be used in court
proceedings. Before you begin the next phase, ensure that you have obtained a responsible
decision maker's signoff on the documentation that you created during the assessment phase.

2.4 ACQUIRE THE DATA
This section discusses how to acquire data that is necessary for the investigation. Some
computer investigation data is fragile, highly volatile, and can be easily modified or damaged.
Therefore, you need to ensure that the data is collected and preserved correctly prior to
analysis. Use the three-step process shown in the following figure.

Figure 4: Acquisition phase of the computer investigation model

2.4.1 Build Computer Investigation Toolkit
Your organization will need a collection of hardware and software tools to acquire data during
an investigation. Such a toolkit might contain a laptop computer with appropriate software
tools, operating systems and patches, application media, write-protected backup devices,
blank media, basic networking equipment, and cables. Ideally, such a toolkit will be created in
advance, and team members will be familiar with the tools before they have to investigate.
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2.4.1.1 Preparing Your Organization for a Computer Investigation
To prepare your organization for an internal computer investigation, you should assemble a
readily available computer investigation toolkit that includes software and devices you can
use to acquire evidence. Such a toolkit might contain a laptop computer with appropriate
software tools, different operating systems and patches, application media, backup devices,
blank media, basic networking equipment, and cables. Preparing this toolkit can be an
ongoing task as you find the need for various tools and resources, depending upon the
investigations you need to conduct.
Use the following guidelines when building and using a computer investigation toolkit:
•

Decide which tools you plan to use before you start the investigation. The toolkit will
typically include dedicated computer forensics software, such as Sysinternals, Encase,
The Forensic Toolkit (FTK), or ProDiscover.
• Ensure that you archive and preserve the tools. You might need a backup copy of the
computer investigation tools and software that you use in the investigation to prove how
you collected and analyzed data.
• List each operating system that you will likely examine, and ensure you have the
necessary tools for examining each of them.
• Include a tool to collect and analyze metadata.
• Include a tool for creating bit-to-bit and logical copies.
• Include tools to collect and examine volatile data, such as the system state.
• Include a tool to generate checksums and digital signatures on files and other data, such
as the File Checksum Integrity Validator (FCIV) tool.
• If you need to collect physical evidence, include a digital camera in the toolkit.
In addition, ensure that your toolkit meets the following criteria:
•
•
•

•

Data acquisition tools are shown to be accurate. Proving accuracy is generally easier if
you use well-known computer forensics software.
The tools do not modify the access time of files.
The examiner's storage device is forensically sterile, which means the disk drive does not
contain any data before it is used. You can determine whether a storage device is
forensically sterile by running a checksum on the device. If the checksum returns all
zeros, it does not contain any data.
The examiner's hardware and tools are used only for the computer investigation process
and no other tasks.

2.4.2 Collect the Data
Data collection of digital evidence can be performed either locally or over a network.
Acquiring the data locally has the advantage of greater control over the computer(s) and data
involved. However, it is not always feasible (for example, when computers are in locked
rooms or other locations, or when high availability servers are involved). Other factors, such
as the secrecy of the investigation, the nature of the evidence that must be gathered, and the
timeframe for the investigation will ultimately determine whether the evidence is collected
locally or over the network.
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Important When using tools to collect data, it is important to first determine whether or not
a rootkit has been installed. Rootkits are software components that take complete control of a
computer and conceal their existence from standard diagnostic tools. Because rootkits operate
at a very low hardware level, they can intercept and modify system calls. You cannot find a
rootkit by searching for its executable, because the rootkit removes itself from the list of
returned search results. Port scans do not reveal that the ports the rootkit uses are open,
because the rootkit prevents the scanner from detecting the open port. Therefore, it is difficult
to ensure that no rootkits exist.
When acquiring data over a network, you need to consider the type of data to be collected and
the amount of effort to use. Consider what data you need to obtain that would support the
prosecution of the offending parties. For example, it might be necessary to acquire data from
several computers through different network connections, or it might be sufficient to copy a
logical volume from just one computer.
The recommended data acquisition process is as follows:
1. Create accurate documentation that will later allow you to identify and authenticate
the evidence you collect. Ensure that you note any items of potential interest and log
any activities that might be of importance later in the investigation. Key to a
successful investigation is proper documentation, including information such as the
following:
• Who performed the action and why they did it? What were they attempting
to accomplish?
• How they performed the action, including the tools they used and the
procedures they followed.
• When they performed the action (date and time) and the results.
2. Determine which investigation methods to use. Typically, a combination of offline and
online investigations is used.
• In offline investigations, additional analysis is performed on a bit-wise copy of
the original evidence. (A bit-wise copy is a complete copy of all the data
from the targeted source, including information such as the boot sector,
partition, and unallocated disk space.) You should use the offline investigation
method whenever possible because it mitigates the risk of damaging the
original evidence. However, this method is only suitable for situations in
which an image can be created, so it cannot be used to gather some volatile
data.
• In an online investigation, analysis is performed on the original live evidence.
You should be especially careful when performing a n online analysis of data
because of the risk of altering evidence that might be required to prove a case.
3. Identify and document potential sources of data, including the following:
o Servers. Server information includes server role, logs (such as event logs), files,
and applications.
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•Logs from internal and external facing network devices, such as firewalls, routers,
proxy servers, network access servers (NAS), and intrusion detection
systems (IDS) that may be used in the possible attack path.
•Internal hardware components, such as network adapters (which include media
access control (MAC) address information) and PCMCIA cards. Also note
external port types, such as Firewire, USB, and PCMCIA.
•Storage devices that need to be acquired (internal and external), including hard
disks, network storage devices, and removable media. Don’t forget portable
mobile devices such as PocketPC, Smartphone devices, and MP3 players
such as Zune™.
4. When you must capture volatile data, carefully consider the order in which you collect
the data. Volatile evidence can be easily destroyed. Information such as running
processes, data loaded into memory, routing tables, and temporary files can be lost
forever when the computer is shut down.
5. Use the following methods to collect data from storage media and record storage
media configuration information:
o If you need to remove any internal storage devices, turn off the computer first.
However, before you turn off the computer you should verify that all volatile
data has been captured whenever possible.
o Determine whether to remove the storage device from the suspect computer
and use your own system to acquire the data. It may not be possible to remove
the storage device because of hardware considerations and incompatibilities.
Typically, you would not disconnect storage devices such as RAID devices,
storage devices with a hardware dependency (for example, legacy equipment),
or devices in-network storage systems such as storage area networks (SANs).
o Create a bit-wise copy of the evidence in a backup destination, ensuring that
the original data is write-protected. Subsequent data analysis should be
performed on this copy and not on the original evidence. Step-by-step
guidance for imaging is beyond the scope of this guide but is an integral part of
evidence collection.
Important Use industry-accepted tools when acquiring a bit-wise copy. For example,
EnCase FTK.
o Document internal storage devices and ensure that you include information
about their configurations. For example, note the manufacturer and model,
jumper settings, and the size of the device. In addition, note the type of
interface and the condition of the drive.
6. Verify the data you collect. Create checksums and digital signatures when possible to
help establish that the copied data is identical to the original. In certain circumstances
(for example, when a bad sector exists on the storage media) it may be impossible to
create a perfect copy. Ensure that you have obtained the best copy possible with the
available tools and resources. You can use the Microsoft File Checksum Integrity
Verifier (FCIV) tool available at http://www.microsoft.com/en-
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us/download/details.aspx?id=11533 to compute an MD5 or SHA1 cryptographic hash
of the content of a file.

2.4.3 Store and Archive
When evidence is collected and ready for analysis, it is important to store and archive the
evidence in a way that ensures its safety and integrity. You should follow any storage and
archival procedures that exist within your organization.
Best practices for data storage and archival include the following:
•
•
•
•
•

•

Physically secure and store the evidence in a tamper-proof location.
Ensure that no unauthorized person has access to the evidence, over the network
or otherwise. Document who has physical and network access to the information.
Protect storage equipment from magnetic fields. Use static control storage
solutions to protect storage equipment from static electricity.
Make at least two copies of the evidence you collected, and store one copy in a
secure offsite location.
Ensure that the evidence is physically secured (for example, by placing the
evidence in a safe) as well as digitally secured (for example, by assigning a
password to the storage media).
Clearly, document the chain of custody of the evidence. Create a check-in /
check-out list that includes information such as the name of the person
examining the evidence, the exact date and time they check out the evidence, and
the exact date and time they return it.

2.5 ANALYZE THE DATA
This section discusses different approaches and well-accepted industry best practices for
analyzing the evidence that is gathered during the Acquire the Data phase of an internal
investigation. Use the three-step process shown in the following figure.

Figure 5: Analysis phase of the computer investigation model

Important Online analysis of data, which examines a computer directly while it is running,
is often necessary. Online analysis is typically performed because of time constraints on an
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investigation or to capture volatile data. You should be especially careful when performing
online analysis to ensure that you minimize the risk to other evidence.

2.5.1 Analyze Network Data
In many investigations, it is not necessary to analyze network data. Instead, the investigations
focus on and examine images of the data. When network analysis is required, use the
following procedure:
1.

2.

3.

Examine network service logs for any events of interest. Typically, there will be
large amounts of data, so you should focus on specific criteria for events of interest
such as username, date and time, or the resource being accessed.
Examine the firewall, proxy server, intrusion detection system (IDS), and remote
access service logs. Many of these logs contain information from monitored
incoming and outgoing connections and include identifying information, such as
IP address, time of the event, and authentication information. You might want to
examine the log data in a tool that is suited for data analysis, such as Microsoft®
SQL Server™ 2005.
View any packet sniffer or network monitor logs for data that might help you
determine the activities that took place over the network. In addition, determine
whether connections you examine are encrypted—because you will not be able to
read the contents of an encrypted session. However, you can still derive the time of
the connection and whether a suspected party established a session with a specific
server.

2.5.2 Analyze Host Data
Host data includes information about such components as the operating system and
applications. Use the following procedure to analyze the copy of the host data you obtained in
the Acquire the Data phase.
1.

2.

3.

Identify what you are looking for. There will likely be a large amount of host data,
and only a portion of that data might be relevant to the incident. Therefore, you
should try to create search criteria for events of interest. For example, you might
use the Microsoft Windows® Sysinternals Strings tool to search the files located
in the \Windows\Prefetch folder. This folder contains information such as when
and where applications were launched.
Examine the operating system data, including clock drift information, and any data
loaded into the host computer's memory to see if you can determine whether any
malicious applications or processes are running or scheduled to run. For example,
you can use the Windows Sysinternals AutoRuns tool to show you what programs
are configured to run during the boot process or log in.
Examine the running applications, processes, and network connections. For
example, you can look for running processes that might have an appropriate name
but are running from non-standard locations.

2.5.3 Analyze Storage Media
The storage media you collected during the Acquire the Data phase will contain many files.
You need to analyze these files to determine their relevance to the incident, which can be a
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daunting task because storage media such as hard disks and backup tapes often contain
hundreds of thousands of files.
Identify files that are likely to be relevant, which you can then analyze more closely. Use the
following procedure to extract and analyze data from the storage media you collected:
1.
2.

3.

4.

5.

6.

7.

Whenever possible, perform offline analysis on a bit-wise copy of the original
evidence.
Determine whether data encryption was used, such as the Encrypting File System
(EFS) in Microsoft Windows. Several registry keys can be examined to determine
whether EFS was ever used on the computer. If you suspect data encryption was
used, then you need to determine whether or not you can actually recover and read
the encrypted data. Your ability to do so will depend upon different circumstances,
such as the version of Windows, whether or not it is a domain-joined computer,
and how EFS was deployed. For more information about EFS see "The Encrypting
File System" on Microsoft TechNet. External EFS recovery tools are also
available, such as Advanced EFS Data Recovery by Elcomsoft.
If necessary, uncompress any compressed files and archives. Although most
forensic software can read compressed files from a disk image, you might need to
uncompress archive files to examine all files on the media you are analyzing.
Create a diagram of the directory structure. It might be useful to graphically
represent the structure of the directories and files on the storage media to
effectively analyze the files.
Identify files of interest. If you know which files were affected by the security
incident, you can focus the investigation on these files first. The hash sets created
by the National Software Reference Library can be used to compare well-known
files (such as operating system and application files) to the originals. Those files
that match can normally be eliminated from the investigation. You can also use
informational sites such as filespecs.com, Wotsit's Format, ProcessLibrary.com,
and Microsoft DLL Help to help you categorize and collect information about
existing file formats as well as to identify files.
Examine the registry, the database that contains Windows configuration
information, for information about the computer boot process, installed
applications (including those loaded during startup), and login information such as
username and logon domain. For registry background information and detailed
descriptions of registry content, see the Windows Server 2003 Resource Kit
Registry Reference. Various tools are available for analyzing the registry,
including RegEdit, which ships with the Windows operating system, Windows
Sysinternals RegMon for Windows, and Registry Viewer by AccessData.
Search the contents of all gathered files to help identify files that may be of
interest. Various intelligent searches can be performed using tools described in the
"Tools" section in Appendix: Resources of this guide. For example, you can use
the Windows Sysinternals Streams tool to reveal whether there are any NTFS
alternate data streams used on files or folders. NTFS alternate data streams can
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hide information within a file by causing it to appear to contain zero bytes of data
when viewed through Windows Explorer although the file actually contains hidden
data.
8.
Study the metadata of files of interest, using tools such as Encase by Guidance
Software, The Forensic Toolkit (FTK) by AccessData, or ProDiscover by
Technology Pathways. File attributes such as timestamps can show the creation,
last access, and last written times, which can often be helpful when investigating
an incident.
9.
Use file viewers to view the content of the identified files, which allow you to scan
and preview certain files without the original application that created them. This
approach protects files from accidental damage and is often more cost- effective
than using the native application. Note that file viewers are specific to each type of
file; if a viewer is not available, use the native application to examine the file.
After you analyze all of the available information, you may be able to reach a conclusion.
However, it is important to be very cautious at this stage and ensure that you do not blame the
wrong party for any damages. However, if you are certain of your findings, you will be ready
to begin the Report the Investigation phase.

2.6 REPORT THE INVESTIGATION
This section discusses how to organize the information that you gather and the documentation
that you create throughout a computer investigation, as well as how to write a final report.
Use the two-step process shown in the following figure.

Figure 6: Reporting phase of the computer investigation model

2.6.1 Gather and Organize Information
During the initial phases of a computer investigation, you create documentation about
the specific activities in each phase. From within this documentation, you need to
identify the specific information that is relevant to your investigation and organize it into
appropriate categories. Use the following procedure to gather and organize the required
documentation for the final report.
1.

Gather all documentation and notes from the Assess, Acquire, and Analyze phases.
Include any appropriate background information.
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2.
3.
4.
5.
6.

Identify parts of the documentation that are relevant to the investigation.
Identify facts to support the conclusions you will make in the report.
Create a list of all evidence to be submitted with the report.
List any conclusions you wish to make in your report.
Organize and classify the information you gather to ensure that a clear and concise
report is the result.

2.6.2 Write the Report
After you organize the information into appropriate categories, you can use it to write the
final report. It is critical to the outcome of the investigation that the report is clear, concise,
and written for the appropriate audience.
The following list identifies recommended report sections and information that should be
included in these sections.
•
•
•

•

•

•

•

Purpose of Report: Clearly explain the objective of the report, the target audience,
and why the report was prepared.
Author of Report: List all authors and co-authors of the report, including their
positions, responsibilities during the investigation, and contact details.
Incident Summary: Introduce the incident and explain its impact. The summary
should be written so that a non-technical person such as a judge or jury would be able
to understand what occurred and how it occurred.
Evidence: Provide descriptions of the evidence that was acquired during the
investigation. When describing evidence state how it was acquired, when, and who
acquired it.
Details: Provide a detailed description of what evidence was analyzed and the analysis
methods that were used. Explain the findings of the analysis. List the procedures that
were followed during the investigation and any analysis techniques that were used.
Include proof of your findings, such as utility reports and log entries. Justify each
conclusion that is drawn from the analysis. Label supporting documents, number each
page, and refer to them by label name when they are discussed in the analysis. For
example, "Firewall logs from the server, supporting document D." Also, provide
information about those individuals who conducted or were involved with the
investigation. If applicable, provide a list of witnesses.
Conclusion: Summarize the outcome of the investigation. The conclusion should be
specific to the outcome of the investigation. Cite specific evidence to prove the
conclusion, but do not provide excessive detail about how the evidence was obtained
(such information should be in the "Details" section). Include justification for your
conclusion, along with supporting evidence and documentation. The conclusion
should be as clear and unambiguous as possible. In many cases, it will be stated near
the beginning of the report, because it represents the actionable information.
Supporting documents: Include any background information referred to throughout
the report, such as network diagrams, documents that describe the computer
investigation procedures used, and overviews of technologies that are involved in the
investigation. It is important that supporting documents provide enough information
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for the report reader to understand the incident as completely as possible. As
mentioned earlier, label each supporting document with letters and number each
page of the document. Provide a complete list of supporting documents.
o If it is likely that the report will be presented to a varied audience, consider
creating a glossary of terms used in the report. A glossary is especially
valuable if the law enforcement agency is not knowledgeable about technical
issues or when a judge or jury needs to review the documents.

2.7 SUMMARY
1. Computer forensics is "the preservation, identification, extraction, documentation, and
interpretation of computer media for evidentiary and/or root cause analysis.
2. Depending on the type of incident being investigated, the primary concern should be
to prevent further damage to the organization by those person(s) who caused the
incident.
3. To conduct a computer investigation, you first need to obtain proper authorization
unless existing policies and procedures provide incident response authorization.
4. At the start of a computer investigation, it is important to understand the laws
that might apply to the investigation as well as any internal organization policies that
might exist.
5. Preservation of the chain of custody is accomplished by having verifiable
documentation that indicates who handled the evidence when they handled it, and the
locations, dates, and times of where the evidence was stored.
6. Determining who should respond to an incident is important to conduct a
successful internal computer investigation.
7. The volatile nature of digital evidence makes it critical to conduct investigations in a
timely manner.
8. Creating consistent, accurate, and detailed documentation throughout the computer
investigation process will help with the ongoing investigation.
9. Your organization will need a collection of hardware and software tools to acquire
data during an investigation. Such a toolkit might contain a laptop computer with
appropriate software tools, operating systems and patches, application media, writeprotected backup devices, blank media, basic networking equipment, and cables.
10. Data collection of digital evidence can be performed either locally or over a network.
11. When using tools to collect data, it is important to first determine whether or not a
rootkit has been installed.
12. When evidence is collected and ready for analysis, it is important to store and archive
the evidence in a way that ensures its safety and integrity.
13. In many investigations, it is not necessary to analyze network data. Instead, the
investigations focus on and examine images of the data.
14. The storage media you collected during the Acquire the Data phase will contain many
files.
15. After you organize the information into appropriate categories, you can use it to write
the final report. It is critical to the outcome of the investigation that the report is clear,
concise, and written for the appropriate audience.
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2.8 CHECK YOUR PROGRESS
1. Fill in the blanks
i.
Assign one team member as the
ii.
iii.

EFS stands for

for the investigation.
.

During the initial phases of a computer investigation you create
_ about
the specific activities in each phase.
iv.
If no written incident response policies and procedures exist, notify decision
makers and obtain written authorization from an
decision maker to
conduct the computer investigation.
v.
After the organization is secure,
and the
of the incident
are the next priorities.
vi.
Consult with your
to avoid potential issues from improper handling of
the investigation.
vii.
Preservation of the
is accomplished by having verifiable
documentation that indicates who handled the evidence, when they handled it, and
the locations, dates, and times of where the evidence was stored.
viii.
Analyze the
of the incident throughout the investigation.
ix.
Capture the
over a period of time if live analysis is required.
x.
can be a breach of privacy, depending on the scope of the capture.
xi.
A
is especially important for global incidents.
xii.
users and affected personnel often provides good results and insights
into the situation.
xiii.
As you create documentation, always be aware that it constitutes
that
might be used in court proceedings.
xiv.
are software components that take complete control of a computer
and conceal their existence from standard diagnostic tools.
xv. Include a tool to collect and analyze
.
2. State True or False
i.
The storage media you collected during the Acquire the Data phase will contain
many files.
ii.
Inflate the severity of the incident.
iii.
Whenever possible, perform online analysis on a bit-wise copy of the original
evidence.
iv.
Maintain digital copies of evidence, printouts of evidence, and the chain of
custody for all evidence, in case of legal action.
v.
Engage a trusted external investigation team if your organization does not have
personnel with the necessary skills.
vi.
Retrieve information (logs) from internal and external facing network devices,
such as firewalls and routers, might be used in the possible attack path.

2.9 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks
i.
Technical lead
ii.
Encrypting File System.
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iii.
iv.
v.
vi.
vii.
viii.
ix.
x.
xi.
xii.

Documentation
Authorized
restoration of services , investigation
Legal advisors
Chain of custody
Business impact
Network traffic
Network sniffing
Timeline
Evidence
xiii. Rootkits
xiv. Metadata
2. State true or false
i.
ii.
iii.
iv.
v.
vi.

True
False
True
True
True
True

2.10 MODEL QUESTIONS
1. What is computer forensics? Define.
2. What is network sniffing? List some popular tools used for packet sniffing.
3. What are the different phases of investigation process? Explain with the help of a
diagram.
4. Why initial decision-making process is important?
5. What are the different steps involved in the assessment of the situation?
6. What are the important guidelines for forming an investigating team?
7. What are the components of a computer investigation toolkit?
8. Explain the data acquisition process in detail.
9. List all the important sections that should be included in the investigation
report.
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UNIT III: DIGITAL EVIDENCE AND FIRST RESPONDER
PROCEDURE

3.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:
• Know about the digital evidence and best evidence rule
• Understand Locard‘s principle
• Identify various types of digital evidence
• Learn digital evidence investigation procedure
• Prepare first responder toolkit
• Create a forensics tool testbed
• Document the forensics tool testbed and summary of the forensics tools
• Test the tools
• Recognise common mistakes of First Responder
• Identify various technical, administrative and legal issues of computer forensics
• Explain various types of investigations
• Classify techniques of digital forensics
• Understand volatile data
• Discover the importance of volatile data
• The list order of volatility of digital evidence

3.2 DIGITAL EVIDENCE
Digital evidence or electronic evidence is any probative information stored or transmitted
in digital form that a party to a court case may use at trial. Before accepting digital evidence a
court will determine if the evidence is relevant, whether it is authentic if it is hearsay and
whether a copy is acceptable or the original is required. Some of the popular electronic
devices which are potential digital evidence are HDD, CD/DVD media, backup tapes, USB
drive, biometric scanner, digital camera, smartphone, smart card, PDA, etc.
The digital evidence is used to establish a credible link between the attacker, victim, and
the crime scene. Some of the information stored in the victim‘s system can be potential
digital evidence are IP address, system log-in & remote log-in details, browsing history, log
files, emails, images, etc.

3.2.1 Locard’s Principle
"Wherever a criminal steps, whatever he touches, whatever he leaves, even unconsciously,
will serve as a silent witness against him. Not only his fingerprints or his footprints but his
hair, the fibres from his clothes, the glass he breaks, the tool mark he leaves, the paint he
scratches, the blood or semen he deposits or collects. All of these and more, bear mute witness
against him. This is evidence that does not forget. It is not confused by the excitement of the
moment. Physical evidence cannot be wrong, it cannot perjure itself, it cannot be wholly
absent. Only human failure to find it, study and understand it, can diminish its value."
Digital evidence is usually not in a format that is directly readable by a human. Therefore
it requires some additional steps to convert it into a human-readable form in the form of
writing. Digital evidence must follow the requirements of the Best Evidence Rule.
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3.2.2 Best Evidence Rule
The best evidence rule, which had been established to deter any alteration of evidence, either
intentionally or unintentionally, states that the court prefers the original evidence at the trial
rather than a copy, but will accept a duplicate under these conditions:
•

The original was lost or destroyed by fire, flood, or other acts of God. This has
included such things as careless employees or cleaning staff.
• The original was destroyed in the normal course of business.
• The original is in possession of a third party who is beyond the court‘s subpoena
power.
This rule has been relaxed to allow duplicates unless there is a genuine question as to the
original‘s authenticity, or admission of the duplicate would, under the circumstances, be
unfair.

3.2.3 Characteristics of Digital Evidence
Following are essential characteristics of digital evidence:
•

•
•
•
•

Admissibility: It must be in conformity with common law and legislative rules.
There must be a relationship between the evidence and the fact being proved. Digital
evidence is often ruled inadmissible by courts because it was obtained without
authorization. In most jurisdictions, a warrant is required to seize and investigate
digital devices. In a digital investigation this can present problems where, for
example, evidence of other crimes are identified while investigating another.
Reliability: The evidence must be of indisputed origin.
Completeness: The evidence should prove the culprit ‘s actions and help to reach a
conclusion.
Convincing to Judges: The evidence must be convincing and understandable by the
judges.
Authentication: The evidence must be real and related to the incident. Courts largely
concerned themselves with the reliability of such digital evidence. The investigator
must be able to prove to the authenticity of the digital evidence by explaining:
o the reliability of the computer equipment.
o the manner in which the basic data was initially entered.
o the measures are taken to ensure the accuracy of the data as entered.
o the method of storing the data and the precautions are taken to prevent its loss.
o the reliability of the computer programs used to process the data and
o the measures are taken to verify the accuracy of the program.
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3.2.4 Stages in Digital Evidence Investigation Process

Assesment

Acquisition

Preservation

Examination &
Analysis

Documentation
& Reporting

Figure 7: Stages in digital evidence investigation process

Assessment: It is a key point of an investigation where the potentially relevant
sources of information are identified. Without this stage, the chance to preserve
and collect relevant material can be lost. This stage could also inform other
activities including gathering information about possible passwords and attempts to
attribute the sources to individuals as ownership of a device or a document can be
a point of contention later on. In this phase, the investigator makes t h e assessment
of the situation and consider many factors for making an assessment like whether
the investigation is to be performed internally or an external agency is to be
involved; Whether a search warrant is required. Also, some pre-search
investigation needs to be performed like gathering information about the
infrastructure and assets of the company; gathering information about the employees
who are directly or indirectly involved with the case; gathering information about the
security incident team and their key skills, etc. Also, the investigator needs to prepare
and check the forensic investigation toolkit to conduct the investigation. He also needs
to brief the investigating team about the search strategy; guidelines to be followed
while investigation for eg. maintaining the logs of the events, chain of evidence and
chain of custody. Chain of evidence is the process of documenting each and every
step carried out during the investigation process to prove the authenticity of the digital
evidence in the court.
Acquisition: It is a process of gathering the data from wherever it resides. The most
common collection approach is to create an image of a target device which can then be
examined without altering the original exhibit. In a wider sense, this could also apply
to aspects such as requesting and receiving communications data. Cloud storage is an
increasing concern and whilst the forensic recovery of files stored remotely is
possible, the subsequent analysis may require detailed knowledge of the application
used. Complications can also arise from the data being held in a different jurisdiction.
The goal of the investigator in this phase is to acquire the evidence in a forensically
sound manner so that it is accepted by the court of law. It is good practice to
record the physical attributes of every digital media like serial number, make, model,
IP address and MAC address in case of network devices like NIC card, etc. and label
them clearly so that they can easily be identified in the later course of action. It is also
a sound practice
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to gather information regarding the user login, password, etc. from the users and system
administrators. Remember to use a forensically clean storage device to store the
evidence. For making a copy of the digital evidence, use the bit-stream copy option,
which acquires a bit-by-bit image of the original evidence and can be considered as
equalized to original for the purpose of investigation. Don‘t forget to calculate checksum
or hash value of the on original copy and duplicate copy. The same value of checksum
and hash value will guarantee both the copies are technically t h e same for the
purpose of investigation. It is important to note that logs from the servers, firewalls,
routers, and stand-alone devices should also be recorded. Precautions regarding static
electricity and magnetic fields should be taken while acquiring the digital evidence as it
may alter data present in the digital devices. Therefore anti-static bags are used to
store the digital evidence. The investigator must thoroughly examine the situation and if
deemed essential, a further search warrant may be required to search third party data
carriers like ISP. After t he acquisition, the chain of custody, which the record of t he
history of the custody of the evidence is prepared and recorded.
Preservation: Preserving the digital evidence is as important as acquiring it and the
proper care must be taken to preserve the evidence so that data stored in digital storage
devices can be used to investigate the case. It is advisable to take the photograph of the
computer, cabling and the devices that are attached to the victim‘s computer, which are
as important as a victim‘s computer. Also, label the seized cables along with the
media. It is important to note that only forensically clean storage devices should be
used to store the logs and other important digital information from the victim‘s system.
Avoid dust, scratch, and exposure to a magnetic or electric field by using antistatic
bags. Care must also be taken to save the digital evidence from exposure to wireless
radiations by storing them in wireless hold bags. One must avoid the use of a USB
drive or firmware drive as they change the state of the system. Intentional or
accidental modification of data during the acquisition and preservation stage should be
avoided and in case, it occurs, records the changes made in the system. Make the
storage devices write-protect in order to accidentally overwrite the data. After bringing the
digital media to the forensics lab, a proper chain of custody should be maintained and
this evidence should be stored in a physically safe location with access control
facility. Also, enough duplicate copies of the media should be made to carry out the
investigation. NEVER USE ORIGINAL MEDIA FOR CARRYING OUT
INVESTIGATION.
Examination and Analysis: The purpose of t h e examination and analysis process is
to make sense of the diverse digital data collected. A range of tools and techniques are
used for this in an effort to ensure that as much data as possible is available for review. A
lot of this data is of no relevance to the investigation but it may take considerable effort
to get a good understanding of the relevance of material and to present it in an
intelligible form. This data is examined and analysed to draw meaningful conclusions for
the case. The first and the foremost thing to be kept in mind is the examination should
be done by a trained person as mishandling of digital devices may corrupt the data. The
examination requires the data to be extracted to the testbed for analysis. While
examining, the goal of the investigator is to find out if files, folders, emails, partitions are
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deleted and use recovery tools to restore them. Also, check if traces of data wiping
software is present in the system so that special strategies could be used to recover data. If
the files and documents are passwords protected then check whether the password for the
same is available, else use password cracking software to crack the password and gain
access to the files. The second important task after the examination is analysis. It is the
process of putting the different pieces of evidence together to allow conclusions to be
drawn and ideas tested. Some units have dedicated analytical support available which
is a useful resource but many investigators don not have routine access to analysts
so it can be helpful for the investigator to be able to conduct their own analysis.
The primary information is gathered based on the interviews conducted with the
witnesses at the crime site which is then used to frame the keywords to search the
relevant document, files, etc. for investigation. The photographs, paper documents
seized during the raid, etc are useful for analysis. The Investigator look for document
properties, file signatures, browser history, chat history, emails, printer spools, cache
files, registry files, timeframe, ownership information, etc. to find clues and missing
link. Hash values are compared to find weather a duplicate or multiple copies of the file
exist. If required, use decrypting software to decrypt the files if they are encrypted. The
most important point in the analysis process is to keep the log of all the steps carried
out during the examination & analysis phase including the details of keywords used, the
list of search results returned using these keywords, searching methodology used while
carrying out an investigation, etc.
Documentation and Reporting: The examination and analysis can be conducted at a highly
technical level but the information will ultimately need presenting to other individuals, either
elsewhere in the investigation or the legal process, who are not so familiar with the detailed
processes used and are more concerned with the usefulness of the information provided.
Therefore documentation and reporting is a crucial part of the digital evidence investigation
process. During this phase, a detailed report is performed which includes all the
information related to the case like details of OS, software, versions, patched installed in the
machine and a detailed note about the action taken during the forensic investigations along
with the keywords searches, logs, cache, etc. It also documents any point that is contrary to
the rules or to that which is normal or established. It also consists of the details of data
analysing and the findings of the investigator.

3.3 FIRST RESPONDER TOOLKIT

The first responder is the person who first accesses the victim‘s computer. He must be
prepared well to collect the pieces of evidence for the crime scene in a manner that is
accepted by the court. Therefore, t h e availability of trusted digital forensics toolkit is
necessary for the first responder. Some of the important steps in preparing the first
responder‘s toolkit are:
1. Create a forensics tool testbed.
2. Document the forensics tool testbed.
3. Document the summery of the forensics tools.
4. Test the tools.
The above four steps are described in details in the following section.
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1. Create forensic tool testbed- The testbed should be created from the trusted source
and functionality of the testbed should be checked in advance before using them in the
field. Some of the guidelines are:
a. Identify the appropriate OS type your organization is using, based on which the
testbed is created. An organization may have a verity of OS deployed in
its network. For e.g. it may have Linux based servers and Windows and Macbased PC/Laptop. In that case, one has to create multiple testbeds for each OS
type.
b. Disinfect the testbed from the availability of any data on the machine.
Preferably use a new/fresh machine. In case, a new machine is not available
to use wiping tools to wipe out any data from the machine.
c. Install the OS and all the necessary software to conduct the forensic
investigation.
d. Ensure that the OS and all the programmes installed in the testbed are updated
to the latest version. If any patch is required for the successful operation of
the system, the same should also be installed.
e. Compute Hash to ensure the integrity of the file system.
2. Document the forensics tool testbed: It includes the following
a. Name, type and version of OS
b. Details of the types of various applications/software installed in the testbed
along with the details of the upgrades and patches.
c. Details of various types of hardware installed in the testbed.
d. Details pertaining to hash and checksum of the testbed.
3. Document the summery of the forensics tools: For every tool that is acquired for
the testbed, the following information is documented for easy reference and record.
a. Details about the source from where the software was brought. In case it‘s a
freeware, mention the site/source from where the tool was downloaded.
b. Detailed description about the purpose, working and compatibility of the tool
with OS and other software.
c. Details of tool dependencies and the system effects which include the details
about the required system access levels by the user to run a tool and the details
of shared libraries.
4. Test the tools: Now the tools selected and installed are tested in the testbed and its
performance and output are examined.

3.3.1 Some Common Mistakes First Responder should avoid
•

Do not shut-off or reboot the machine. This will erase all the valuable data present in the
volatile devices.

•

Do not assume that any parts of the victim/suspicious computer are reliable. Take precautions
and follow procedures otherwise may accidentally trigger malware which will
affect/change/delete volatile data.

3.4 ISSUES FACING COMPUTER FORENSICS
The issues facing computer forensics examiners can be broken down into three broad
categories: technical, legal and administrative.
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3.4.1 Technical issues
a. Encryption – Encrypted data can be impossible to view without the correct key or
password. Examiners should consider that the key or password may be stored elsewhere on
the computer or on another computer which the suspect has had access to. It could also reside
in the volatile memory of a computer (known as RAM) which is usually lost on computer
shut-down; another reason to consider using live acquisition techniques, as outlined above.
b. Increasing storage space – Storage media hold ever greater amounts of data, which for the
examiner means that their analysis computers need to have sufficient processing power and
available storage capacity to efficiently deal with searching and analysing large amounts of
data.
c. New technologies – Computing is a continually evolving field, with new hardware,
software and operating systems emerging constantly. No single computer forensic examiner
can be an expert on all areas, though they may frequently be expected to analyse something
which they haven‘t previously encountered. In order to deal with this situation, the examiner
should be prepared and able to test and experiment with the behaviour of new technologies.
Networking and sharing knowledge with other computer forensic examiners is very useful in
this respect as it‘s likely someone else has already come across the same issue.
d. Anti-forensics – Anti-forensics is the practice of attempting to thwart computer forensic
analysis. This may include encryption, the over-writing of data to make it unrecoverable, the
modification of files‘ meta-data and file obfuscation (disguising files). As with encryption,
the evidence that such methods have been used may be stored elsewhere on the computer
or on another computer which the suspect has had access to. In our experience, it is very rare
to see anti-forensics tools used correctly and frequently enough to totally obscure either their
presence or the presence of the evidence that they were used to hide.

3.4.2 Legal issues
Legal issues may confuse or distract from a computer examiner‘s findings. An example here
would be the ‗Trojan Defence‘. A Trojan is a piece of computer code disguised as something
benign but which carries a hidden and malicious purpose. A lawyer may be able to argue that
actions on a computer were not carried out by a user but were automated by a Trojan without
the user‘s knowledge; such a Trojan Defence has been successfully used even when no trace
of a Trojan or other malicious code was found on the suspect‘s computer. In such cases, a
competent opposing lawyer, supplied with evidence from a competent computer forensic
analyst, should be able to dismiss such an argument. A good examiner will have identified
and addressed possible arguments from the ―opposition‖ while carrying out the analysis and
in writing their report.

3.4.3 Administrative issues
a. Accepted standards – There are a plethora of standards and guidelines in computer
forensics, few of which appear to be universally accepted. The reasons for this include
standard-setting bodies being tied to particular legislations; standards being aimed either at
law enforcement or commercial forensics but not at both; the authors of such standards not
being accepted by their peers; or high joining fees for professional bodies dissuading
practitioners from participating.
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b. Fit to practice – In many jurisdictions, there is no qualifying body to check the
competence and integrity of computer forensics professionals. In such cases, anyone may
present themselves as a computer forensic expert, which may result in computer forensic
examinations of questionable quality and a negative view of the profession as a whole.

3.5 TYPES OF INVESTIGATION
There are four main types of investigation performed by digital forensics specialists 17. The
first three are broadly similar in the activities they involve but differ in terms of the legal
restrictions and guidelines imposed as well as the type of digital evidence and form of the
report.

3.5.1 Criminal forensics
The largest form of digital forensics and falling under the remit of law enforcement (or private
contractors working for them). Criminal forensics is usually part of a wider investigation
conducted by law enforcement and other specialists with reports being intended to facilitate
that investigation and, ultimately, to be entered as expert evidence before the court. Focus is
on forensically sound data extraction and producing report/evidence in simple terms that a
layman will understand.

3.5.2 Intelligence gathering
This type of investigation is often associated with crime, but in relation to providing
intelligence to help track, stop or identify criminal activity. Unless the evidence is later to be
used in court forensic soundness is less of a concern in this form of investigation, instead
of speed can be a common requirement.

3.5.3 Electronic discovery (eDiscovery)
Similar to "criminal forensics" but in relation to civil law. Although functionally identical to
its criminal counterpart, eDiscovery has specific legal limitations and restrictions, usually in
relation to the scope of any investigation. Privacy laws (for example, the right of employees
not to have personal conversation intercepted) and human rights legislation often affect
electronic discovery.

3.5.4 Intrusion investigation
The final form of investigation is different from the previous three. Intrusion investigation is
instigated as a response to a network intrusion, for example, a hacker trying to steal
corporate secrets. The investigation focuses on identifying the entry point for such attacks,
the scope of access and mitigating the hacker's activities. Intrusion investigation often occurs
"live" (i.e. in real-time) and leans heavily on the discipline of network forensics.

3.6 TECHNIQUES OF DIGITAL FORENSICS
A number of techniques are used during computer forensic investigations and much has been
written on the many techniques used by law enforcement in particular.
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3.6.1 Cross-drive analysis
A forensic technique that correlates information found on multiple hard drives. The process,
still being researched, can be used to identify social networks and to perform anomaly
detection.

3.6.2 Live analysis
The examination of computers from within the operating system using custom forensics or
existing sysadmin tools to extract evidence. The practice is useful when dealing with
Encrypting File Systems, for example, where the encryption keys may be collected and, in
some instances, the logical hard drive volume may be imaged (known as a live acquisition)
before the computer is shut down.
3.6.2.1 Volatile data
Volatile data is data that is lost if the power is switched off. Computer requires some
memory space where it could store most frequently used data, intermediately results of
operation, etc. which could be accessed by the CPU of a computer at a faster rate. Some
of the examples of fast memory are CPU registers, Cache memory, Random Access
Memory(RAM), etc. The access time to these memory devices is low but they are volatile in
nature. RAM contains wealth of information like system registries, passwords, browsing
history, information about open processes and ports, uses profile of the system i.e. who
logged into the computer, what are the hardware attached to the system, remote login details,
IP address, etc. which could be very useful for the forensic investigator.
As discussed earlier, there are many volatile memory units present in a system like CPU
registers, Cache memory, RAM, etc. with a different order of volatility. Order of
volatility specifies how sensitive the memory is towards the loss of data. Higher is the
order of volatility, higher are the chances of data being lost/changed/modified. Therefore,
the forensic investigator must follow the order of volatility to capture data from different
memory devices. The order of volatility of various digital storage devices or digital evidence
is shown in Figure 8. The higher is the level of memory in the pyramid, higher is the order of
volatility.
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CPU, cache and register content
Routing table, ARP cache, process table, kernel
statistics
Memory

Temporary file system / swap space

Data on hard disk

Remotely logged data

Data contained on archival media

Figure 8: Order of volatility of digital evidence

3.6.3 Recovery of Deleted files
A common technique used in computer forensics is the recovery of deleted files. Modern
forensic software has its own tools for recovering or carving out deleted data. Most
operating systems and file systems do not always erase physical file data, allowing
investigators to reconstruct it from the physical disk sectors. File carving involves searching
for known file headers within the disk image and reconstructing deleted materials.

3.6.4 Stochastic forensics
A method which uses stochastic properties of the computer system to investigate activities
lacking digital artefacts. Its chief use is to investigate data
theft.

3.6.5 Steganography
One of the techniques used to hide data is via steganography, the process of hiding data inside
of a picture or digital image. An example would be to hide pornographic images of children or
other information that a given criminal does not want to have discovered. Computer forensics
professionals can fight this by looking at the hash of the file and comparing it to the original
image (if available.) While the image appears exactly the same, the hash changes as the data
changes. In Forensic examination, Steganalysis is used to get the details of Steganographic
contents.

3.7 SUMMARY
1. Digital evidence or electronic evidence is any probative information stored or
transmitted in digital form that a party to a court case may use at trial.
2. The digital evidence is used to establish a credible link between the attacker,
victim, and the crime scene.
Page 48

3. Digital evidence is usually not in a format that is directly readable my human.
Therefore it requires some additional steps to convert it into a human-readable form in
the form of writing.
4. There must be a relationship between the evidence and the fact being proved.
5. The evidence must be of the indisputed origin.
6. The evidence must be real and related to the incident.
7. Assessment is a key point of an investigation where the potentially relevant sources of
information are identified.
8. Chain of evidence is the process of documenting each and every step carried out
during the investigation process to prove the authenticity of the digital evidence in the
court.
9. For making a copy of the digital evidence, use t h e bit-stream copy option, which
acquires a bit-by-bit image of the original evidence and can be considered as
equalized to original for the purpose of investigation.
10. It is advisable to take the photograph of the computer, cabling and the devices that are
attached to the victim‘s computer, which are as important as a victim‘s computer.
11. Only forensically clean storage devices should be used to store the logs and other
important digital information from the victim‘s system.
12. The examination of the digital evidence should be done by a trained person as
mishandling of digital devices may corrupt the data.
13. The Investigator look for document properties, file signatures, browser history, chat
history, emails, printer spools, cache files, registry files, timeframe, ownership
information, etc. to find clues.
14. Do not shut-off or reboot the machine. This will erase all the valuable data present in
the volatile devices.
15. A common technique used in computer forensics is the recovery of deleted files.

3.8 CHECK YOUR PROGRESS
1. Fill in the blanks
i.
Digital evidence must follow the requirements of the
.
ii.
are used to search the relevant files and documents from the digital
evidence.
iii.
is the practice of attempting to thwart computer forensic analysis.
iv.
A
is a piece of computer code disguised as something benign but
which carries a hidden and malicious purpose.
v.
investigation is instigated as a response to a network intrusion.
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vi.

is a forensic technique that correlates information found on multiple
hard drives.

vii.
viii.
ix.

analysis is useful when dealing with Encrypting File Systems.
data is a data that is lost if the power is switched off.
is the process of hiding data inside of a picture or digital image.

2. State True or False
i.
Digital evidence is often ruled inadmissible by courts because it was obtained without
authorization.
ii.
The evidence must me convincing and it is not necessary that it should be
understandable by the judges.
iii.
Any storage device can be used for storing digital evidence.
iv.
USB memory is a preferred way to store the logs and other information from the
victim‘s computer.
v.
Hash value of two duplicate files is the same.
vi.
Original media can be used to carry out the digital investigation process.
vii.
By default, every part of the victim‘s computer is considered unreliable.
viii.
Encrypted data can be impossible to view without the correct key or password.
ix.
Cache memory is an example of volatile memory.

3.9 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks
i.
ii.
iii.
iv.
v.
vi.
vii.
viii.
ix.

Best Evidence Rule.
Keywords
Antiforensics
Trojan
Intrusion
Cross-drive analysis
Live
Volatile
Steganography
2. True or False
1.
2.
3.
4.
5.
6.
7.
8.
9.

True
False
False
False
True
False
True
True
True
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3.10 MODEL QUESTIONS
1. What is digital evidence? What is its role in the investigation process? Give examples
of some common digital evidence.
2. State Locard‘s Principle.
3. What is the best evidence rule? Under what circumstances the duplicate copy of
the digital evidence is admissible for lawful purposes?
4. What are the essential characteristics of digital evidence?
5. How the authenticity of digital evidence can be proved?
6. Explain the digital evidence investigation process in detail.
7. What is a chain of evidence and chain of custody? Explain.
8. What is first responder‘s toolkit? What are the steps for preparing the first
responder‘s toolkit.
9. What are the various technical, legal and administrative issues faced by computer
forensics?
10. What are the main types of investigation performed by digital forensics specialists?
11. What are the different techniques of digital forensics?
12. What is volatile data? What is the order of volatility of digital evidence? Explain.
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UNIT IV: UNDERSTANDING STORAGE MEDIA AND FILE SYSTEM
4.1 LEARNING OBJECTIVES
After going through this unit, you will be able to:
• Know about Hard Disk Drive (HDD)
• Understand the working of HDD
• Identify various types of interfaces
• Recognise the internal structure of HDD
• List different type of formatting
• Understand the booting process
• Discover the boot sequence of Windows, Mac and Linux OS
• Explain different type of file systems

4.2 HARD DISK DRIVE
A hard disk drive (HDD), hard disk, hard drive or fixed disk is a data storage device used
for storing and retrieving digital information using one or more rigid ("hard") rapidly rotating
disks (platters) coated with magnetic material. The platters are paired with magnetic heads
arranged on a moving actuator arm, which read and write data to the platter surfaces. Data is
accessed in a random-access manner, meaning that individual blocks of data can be stored or
retrieved in any order rather than sequentially. HDDs retain stored data even when powered
off. The primary characteristics of an HDD are its capacity and performance. Capacity is
specified in unit prefixes corresponding to powers of 1000: a 1-terabyte (TB) drive has a
capacity of 1,000 gigabytes (GB; where 1 gigabyte = 1 billion bytes). Typically, some of an
HDD's capacity is unavailable to the user because it is used by the file system and the
computer operating system, and possibly inbuilt redundancy for error correction and recovery.
Performance is specified by the time required to move the heads to a track or cylinder
(average access time) plus the time it takes for the desired sector to move under the head
(average latency, which is a function of the physical rotational speed in revolutions per
minute), and finally the speed at which the data is transmitted (data rate).

4.2.1 Working
An HDD records data by magnetizing a thin film of ferromagnetic material on a disk.
Sequential changes in the direction of magnetization represent binary data bits. The data is
read from the disk by detecting the transitions in magnetization. User data is encoded using an
encoding scheme, such as run-length limited encoding, which determines how the data is
represented by the magnetic transitions.
A typical HDD design consists of a spindle that holds flat circular disks, also called platters,
which hold the recorded data. The platters are made from a non-magnetic material,
usually, aluminium alloy, glass, or ceramic, and are coated with a shallow layer of magnetic
material typically 10–20 nm in-depth, with an outer layer of carbon for protection.
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Figure 9: Hard disk drive of a computer

The platters in contemporary HDDs are spun at speeds varying from 4,200 rpm in energyefficient portable devices, to 15,000 rpm for high-performance servers. Information is written
to and read from a platter as it rotates past devices called read-and-write heads that are
positioned to operate very close to the magnetic surface, with their flying height often in the
range of tens of nanometers. The read-and-write head is used to detect and modify the
magnetization of the material passing immediately under it.
In modern drives there is one head for each magnetic platter surface on the spindle, mounted
on a common arm. An actuator arm (or access arm) moves the heads on an arc (roughly
radially) across the platters as they spin, allowing each head to access almost the entire
surface of the platter as it spins. The arm is moved using a voice coil actuator or in some older
designs a stepper motor. Early hard disk drives wrote data at some constant bits per second,
resulting in all tracks having the same amount of data per track but modern drives (since the
1990s) use zone bit recording—increasing the write speed from inner to outer zone and
thereby storing more data per track in the outer zones.
The two most common form factors for modern HDDs are 3.5-inch, for desktop computers,
and 2.5-inch, primarily for laptops. HDDs are connected to systems by standard interface
cables such as PATA (Parallel ATA), SATA (Serial ATA), USB or SAS (Serial attached
SCSI) cables. The details of various types of HDD interfaces are discussed in the next section.
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4.2.2 Interface
HDDs are accessed over one of a number of bus types, parallel ATA (PATA, also called IDE
or EIDE; described before the introduction of SATA as ATA), Serial ATA (SATA), SCSI,
Serial Attached SCSI (SAS), and Fibre Channel. Bridge circuitry is sometimes used to
connect HDDs to buses with which they cannot communicate natively, such as IEEE 1394,
USB and SCSI.
Modern interfaces connect an HDD to a host bus interface adapter with one data/control
cable. Each drive also has an additional power cable, usually direct to the power supply unit.
Now let us discuss various types of HDD interfaces in detail.
Small Computer System Interface (SCSI): originally named SASI for Shugart
Associates System Interface, was standard on servers, workstations, Commodore Amiga,
Atari ST and Apple Macintosh computers through the mid-1990s, by which time most
models had been transitioned to IDE (and later, SATA) family disks. The range
limitations of the data cable allow for external SCSI devices.

Figure 10: SCSI Interface20

Integrated Drive Electronics (IDE): later standardized under the name AT Attachment
(ATA, with the alias P-ATA or PATA (Parallel ATA), retroactively added upon
introduction of SATA) moved the HDD controller from the interface card to the disk
drive. This helped to standardize the host/controller interface, reduce the programming
complexity in the host device driver, and reduced system cost and complexity. The 40pin IDE/ATA connection transfers 16 bits of data at a time on the data cable. The
data cable was originally 40-conductor, but later higher speed requirements for data
transfer to and from the HDD led to an "ultra DMA" mode, known as UDMA.
Progressively swifter versions of this standard ultimately added the requirement for an
80-conductor variant of the same cable, where half of the conductors provide grounding
necessary for enhanced high-speed signal quality by reducing cross talk.

20

http://www.saypoint.net/2012/05/different-types-of-pc-hard-disk.html

Page 55

Figure 11: Parallel ATA21

EIDE: was an unofficial update (by Western Digital) to the original IDE standard, with
the key improvement being the use of direct memory access (DMA) to transfer data
between the disk and the computer without the involvement of the CPU, an improvement
later adopted by the official ATA standards. By directly transferring data between
memory and disk, DMA eliminates the need for the CPU to copy byte per byte, therefore
allowing it to process other tasks while the data transfer occurs.
Fibre Channel (FC): is a successor to parallel SCSI interface on the enterprise market. It
is a serial protocol. In disk drives usually, the Fibre Channel Arbitrated Loop(FC-AL)
connection topology is used. FC has much broader usage than mere disk interfaces, and it
is the cornerstone of storage area networks (SANs). Recently other protocols for this field,
like iSCSI and ATA over Ethernet have been developed as well. Confusingly, drives
usually use copper twisted-pair cables for Fibre Channel, not fibre optics. The latter are
traditionally reserved for larger devices, such as servers or disk array controllers.
Serial Attached SCSI (SAS): The SAS is a new generation serial communication
protocol for devices designed to allow for much higher speed data transfers and is
compatible with SATA. SAS uses a mechanically identical data and power connector to
standard 3.5-inch SATA1/SATA2 HDDs, and many server-oriented SAS RAID
controllers are also capable of addressing SATA HDDs. SAS uses serial communication
instead of the parallel method found in traditional SCSI devices but still uses SCSI
commands.
Serial ATA (SATA): The SATA data cable has one data pair for differential transmission
of data to the device, and one pair for differential receiving from the device, just like EIA422. That requires that data be transmitted serially. A similar differential
signalling system is used in RS485, LocalTalk, USB, FireWire, and differential SCSI.

Figure 12: SATA
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4.3 DETAILS OF INTERNAL STRUCTURE OF HDD
Before23 trying to understand formatting, you first need to understand how a hard drive works.
Let‘s start with the detailed description of physical formatting (or low-level formatting) and
logical formatting (or high-level formatting). Even though hard drives can be very small, they
still contain millions of bits and therefore need to be organized so that information can be
located. This is the purpose of the file system.

4.3.1 Low-Level Formatting
The purpose of low-level formatting is to divide the disk surface into basic elements:
tracks
sectors
cylinders
Remember that a hard drive consists of several circular platters rotating around an axis and
covered on either side by a magnetic oxide which, since it is polarised, can be used to store
data.

Figure 13: Platters in a HDD

The tracks are the concentric areas written on both sides of a platter.

Figure 14: Tracks in a platter of HDD

Finally, these tracks are divided into pieces called sectors. There are millions of tracks and
each has around 60 to 120 sectors.

Figure 15: Tracks and sectors in an HDD

22
23
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A cylinder refers to all the data located on the same track of different platters (i.e. vertically
on top of each other) as this forms a "cylinder" of data in space.

Figure 16: Cylinder in an HDD

Physical formatting, t h e r e f o r e , consists in organizing the surface of each platter into
entities called trackers and sectors, by polarising the disk areas using the write heads.
Tracks are numbered starting from 0, then the heads polarise concentrically the surface of
the platters. When the head goes from one track to the next, it leaves a gap. Each track is
itself organized into sectors (numbered starting from 1) and separated by gaps. Each of
these sectors starts with an area reserved for system information called a prefix and ends
with an area called a suffix. The purpose of low-level formatting is, therefore, to prepare the
disk surface to receive data and to mark "defective sectors" using tests performed by the
manufacturer. When you buy a hard drive, it has already undergone low-level formatting.
SO YOU DO NOT NEED TO PERFORM LOW-LEVEL FORMATTING!
During the formatting, check tests (algorithms allowing the validity of sectors to be tested
using checksums) are performed and each time a sector is considered defective, the (invalid)
checksum is written in the prefix. It can no longer be used thereafter and is said to be "marked
defective". When the disk reads the data, it sends a value that depends on the content of the
sent packet, and which is initially stored with the data. The system calculates this value based
on the data received, and then it compares it with the one that is stored with the data. If these
two values are different, the data are no longer valid and there is probably a problem with the
disk surface. The cyclic redundancy check (CRC), is based on the same principle to check the
integrity of a file. Analysis utilities such as ScanDisk or chkdsk operate differently: they
write data on sectors considered to be valid, and then read them and compare them. If they
are the same, the utility goes on to the next sector, otherwise, it marks the sector as
defective.

4.3.2 High-level formatting
Logical formatting occurs after the low-level formatting. It creates a file system on the disks
that will allow an operating system (DOS, Windows 95, Linux, OS/2, Windows NT, etc.) to
use the disk space to store and access files. Operating systems use different file systems, so
the type of logical formatting will depend on the operating system you install. So, if you
format your disk with a single file system, this naturally limits the number and type of
Page 58

operating systems that you can install (in fact, you can only install operating systems that use
the same file system). Fortunately, there is a solution to this problem which is to create
partitions. Each of the partitions can effectively have its own file system, and you can,
therefore, install different types of operating systems.
What is the partition?
Partitioning is the process of writing the sectors that will make up the partition table (which
contains information on the partition: size in sectors, a position with respect to the
primary partition, types of partitions present, operating systems installed, etc.). When a
partition is created, it is given a volume name which allows it to be easily identified.
The partitioning of a hard drive occurs after the drive has been physically formatted but
before it is logically formatted. It involves creating areas on the disk where data will not be
mixed. It can be used, for example, to install different operating systems that do not use the
same file system. There will, therefore, be at least as many partitions as there are
operating systems using different file systems. If you are using just one operating
system, a single partition the full size of the disk is sufficient, unless you want to create
several partitions so as to have, for example, several drives on which data are kept separate.
There are three types of partitions: primary partitions, extended partitions and logical
drives. A disk may contain up to four primary partitions (only one of which can be active), or
three primary partitions and one extended partition. In the extended partition, the user can
create logical drives (i.e. "simulate" several smaller-sized hard drives).
Let's look at an example where the disk contains one primary partition and one extended
partition made up of three logical drives (later we will look at multiple primary partitions):

Figure 17: Partitioning of HDD

For DOS systems (DOS, Windows 9x), only the primary partition is bootable and is,
therefore, the only one on which the operating system can be started.

4.3.3 Glossary of some important terms
4.3.3.1 Slack space
The unused space at the end of a file in a file system that uses fixed-size clusters (so if the
file is smaller than the fixed block size then the unused space is simply left). Often
contains deleted information from previous uses of the block.
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4.3.3.2 Lost Cluster
A lost cluster is a series of clusters on the hard disk drive that are not associated with a
particular file. Data is there but it's unknown as to what file that data belongs to. Error
checking tool looks for those and tries to repair them. Usually, it can repair them, but
sometimes it can't. If we're in a situation where we can't repair lost clusters that usually means
we've got some serious disk errors and we're going to be losing some data25.
4.3.3.3 Bad Sector
A bad sector is a sector on a computer's disk drive or a flash memory that is either
inaccessible
or unwriteable due to permanent damage, such as physical damage to the disk surface or
failed flash memory transistors26.
4.3.3.4 Master Boot Record
The boot sector (called the Master Boot Record or MBR) is the first sector of a hard drive
(cylinder 0, head 0, sector 1), it contains the main partition table and the code, called the boot
loader, which, when loaded into memory, will allow the system to boot up. After it is
loaded into memory, this programme will determine from which system partition to boot and
will start the programme (called the bootstrap) which will start up the operating system
present on that partition. This disk sector also contains all information concerning the hard
drive (manufacturer, serial number, number of bytes per sector, number of sectors per
cluster, number of sectors, etc.). This sector is therefore the most important one on the hard
drive and is also used by the BIOS setup to recognize the hard drive. In other words, without
it, your hard drive is useless, which makes it a favourite target for viruses.

4.4 THE BOOTING PROCESS
The boot process of a modern system involves multiple phases. The following components
are involved in the boot process. They are each executed in this order:
Power Supply Unit
BIOS and CMOS
POST tests
Reading the Partition Table
The Bootloader
The Kernel
OS Kernel
Power Supply Unit: When the power button is pressed, an electric circuit is closed which
causes the power supply unit to perform a self-test. In order for the boot process to continue,
this self- test has to complete successfully. If the power supply cannot confirm the self-test,
there will usually be no output at all. Most modern x86 computers, especially those using the
ATX standard, will have two main connectors to the motherboard: a 4-pin connector to
power the CPU, and a 24-pin connector to power other motherboard components. If the
self-test passes successfully, the PSU will send a signal to the CPU on the 4-pin connector to
indicate that it should power on.
1. BIOS and CMOS: At its core, the Basic Input/Output System (BIOS) is an integrated
circuit located on the computer‘s motherboard that can be programmed with firmware.
This firmware facilitates the boot process so that an operating system can load.
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Let‘s examine each of these in more detail:
a. Firmware is the software that is programmed into Electrically Erasable
Programmable Read-Only Memory (EEPROM). In this case, the firmware
facilitates booting an operating system and configuring basic hardware settings.
b. An integrated circuit (IC) is what you would likely think of as a stereotypical
―computer chip‖ - a thin wafer that is packaged and has metal traces sticking out
from it that can be mounted onto a printed circuit board.
Your BIOS is the lowest level interface you‘ll get to the hardware in your computer.
The BIOS also performs the Power-On Self Test or POST. Once the CPU has powered
up, the first call made is to the BIOS. The first step then taken by the BIOS is to ensure
that the minimum required hardware exists:
CPU
Memory
Video card
Once the existence of the hardware has been confirmed, it must be configured. The
BIOS has its own memory storage known as the CMOS (Complementary Metal Oxide
Semiconductor). The CMOS contains all of the settings the BIOS needs to save, such as
the memory speed, CPU frequency multiplier, and the location and configuration of the
hard drives and other devices.
The BIOS first takes the memory frequency and attempts to set that on the memory
controller. Next, the BIOS multiply the memory frequency by the CPU frequency
multiplier. This is the speed at which the CPU is set to run. Sometimes it is possible to
―overclock‖ a CPU, by telling it to run at a higher multiplier than it was designed to,
effectively making it run faster. There can be benefits and risks to doing this, including
the potential for damaging your CPU.
2. POST tests: Once the memory and CPU frequencies have been set, the BIOS begins the
Power-On Self Test (POST). The POST will perform basic checks on many system
components, including:
Check that the memory is working
Check that hard drives and other devices are all responding
Check that the keyboard and mouse are connected (this check can usually be
disabled)
Initialise any additional BIOSes which may be installed (e.g. RAID cards)
3. Reading the Partition Table: The next major function of the BIOS is to determine
which device to use to start an operating system. A typical BIOS can read boot
information from the devices below and will boot from the first device that provides a
successful response. The order of devices to scan can be set in the BIOS:
Floppy disks
CD-ROMs
USB flash drives
Hard drives
A network
We‘ll cover the first four options here. For booting over the network, please refer to
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http://networkboot.org/fundamentals/.
There are two separate partition table formats: Master Boot Record (MBR) and the
GUID Partition Table (GPT). We‘ll illustrate how both store data about what‘s on the
drive, and how they‘re used to boot the operating system.
a. Master Boot Record (the old way): Once the BIOS has identified which drive it
should attempt to boot from, it looks at the first sector on that drive. These sectors
should contain the Master Boot Record.
The MBR has two component parts:
The boot loader information block (448 bytes)
The partition table (64 bytes)
The boot loader information block is where the first program the computer can run is
stored. The partition table stores information about how the drive is logically laid
out.
The MBR has been heavily limited in its design, as it can only occupy the first 512
bytes of space on the drive (which is the size of one physical sector). This limits the
tasks the boot loader program is able to do. The execution of the boot loader
literally starts from the first byte. As the complexity of systems grew, it became
necessary to add ―chain boot loading‖. This allows the MBR to load another
program from elsewhere on the drive into memory. The new program is then
executed and continues the boot process.
If you‘re familiar with Windows, you may have seen drives labelled as ―C:‖ and
―D:‖ - these represent different logical ―partitions‖ on the drive. These represent
partitions defined in that 64-byte partition table.
b. GPT - The GUID Partition Table (the new way): The design of the IBMCompatible BIOS is an old design and has limitations in today‘s world of hardware.
To address this, the United Extensible Firmware Interface (UEFI) was created, along
with GPT, a new partition format.
There are a few advantages to the GPT format, specifically:
A Globally-Unique ID that references a partition, rather than a partition
number. The MBR only has 64 bytes to store partition information - and
each partition definition is 16 bytes. This design allows for unlimited
partitions.
The ability to boot from storage devices that are greater than 2 TBs, due to
a larger address space to identify sectors on the disk. The MBR simply had
no way to address disks greater than 2 TB.
A backup copy of the table that can be used in the event that the primary
copy is corrupted. This copy is stored at the ‗end‘ of the disk.
There is some compatibility maintained to allow standard PCs that are using old BIOS
to boot from a drive that has a GPT on it.
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4. The Bootloader: The purpose of a bootloader is to load the initial kernel and
supporting modules into memory.
6. Kernel: The kernel is the main component of any operating system. The kernel acts as
the lowest-level intermediary between the hardware on your computer and the
applications running on your computer. The kernel abstracts away such resource
management tasks as memory and processor allocation. The kernel and other software
can access peripherals such as disk drives by way of device drivers. Let us examine
the booting process of some popular Operating Systems.

4.4.1 Linux Boot Process
The following are the 6 high-level stages of a typical Linux boot process 29.

Figure 18: Linux boot process

Setp1: BIOS
•
•
•

BIOS stands for Basic Input/Output System
Performs some system integrity checks
Searches, loads, and executes the boot loader program.

•

It looks for boot loader in floppy, cd-rom, or hard drive. You can press a key
(typically F12 of F2, but it depends on your system) during the BIOS startup to
change the boot sequence.

•

Once the boot loader program is detected and loaded into the memory, BIOS gives
the control to it.
So, in simple terms, BIOS loads and executes the MBR boot loader.

•

Step 2: MBR
•
•
•

MBR stands for Master Boot Record.
It is located in the 1st sector of the bootable disk. Typically /dev/hda, or /dev/sda
MBR is less than 512 bytes in size. This has three components 1) primary boot
loader info in 1st 446 bytes 2) partition table info in next 64 bytes 3) mbr
validation check in last 2 bytes.
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•
•

It contains information about GRUB (or LILO in old systems).
So, in simple terms MBR loads and executes the GRUB boot loader.

Step3: GRUB
•
•
•
•
•
•

GRUB stands for Grand Unified Bootloader.
If you have multiple kernel images installed on your system, you can choose which one
to be executed.
GRUB displays a splash screen, waits for few seconds, if you don‘t enter anything, it
loads the default kernel image as specified in the grub configuration file.
GRUB has the knowledge of the filesystem (the older Linux loader LILO
didn‘t understand filesystem).
Grub configuration file is /boot/grub/grub.conf (/etc/grub.conf is a link to this).
GRUB just loads and executes Kernel and initrd images.

Step 4: Kernel
• Mounts the root file system as specified in the ―root=‖ in grub.conf
• Kernel executes the /sbin/init program
• Since init was the 1st program to be executed by Linux Kernel, it has the
process id (PID) of 1. Do a ‗ps -ef | grep init‘ and check the pid.
• initrd stands for Initial RAM Disk.
• initrd is used by kernel as temporary root file system until kernel is booted and the
real root file system is mounted. It also contains necessary drivers compiled
inside, which helps it to access the hard drive partitions, and other hardware.
Step 5: Init
• Looks at the /etc/inittab file to decide the Linux run level.
• Following are the available run levels
0 – halt
1 – Single user mode
2 – Multiuser, without NFS
3 – Full multiuser mode
4 – unused
5 – X11
6 – reboot
• Init identifies the default initlevel from /etc/inittab and uses that to load all appropriate
program.
• Execute ‗grep initdefault /etc/inittab’ on your system to identify the default run level
• If you want to get into trouble, you can set the default run level to 0 or 6. Since you
know what 0 and 6 means, probably you might not do that.
• Typically you would set the default run level to either 3
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Step 6: Runlevel programs
When the Linux system is booting up, you might see various services getting started.
For example, it might say ―starting sendmail …. OK‖. Those are the runlevel programs,
executed from the run level directory as defined by your run level.
Depending on your default init level setting, the system will execute the programs from
one of the following directories.
Run level 0 – /etc/rc.d/rc0.d/
Run level 1 – /etc/rc.d/rc1.d/
Run level 2 – /etc/rc.d/rc2.d/
Run level 3 – /etc/rc.d/rc3.d/
Run level 4 – /etc/rc.d/rc4.d/
Run level 5 – /etc/rc.d/rc5.d/
Run level 6 – /etc/rc.d/rc6.d/
• Please note that there are also symbolic links available for these directory under /etc
directly. So, /etc/rc0.d is linked to /etc/rc.d/rc0.d.
• Under the /etc/rc.d/rc*.d/ directories, you would see programs that start with S and K.
• Programs start with S are used during startup. S for a startup.
• Programs start with K are used during shutdown. K for the kill.
• There are numbers right next to S and K in the program names. Those are the sequence
number in which the programs should be started or killed.
• For example, S12syslog is to start the syslog daemon, which has the sequence number
of 12. S80sendmail is to start the Sendmail daemon, which has the sequence number
of 80. So, syslog program will be started before sendmail.

4.4.2 Mac OS Boot Sequence
The boot process starts with the activation of BootROM, the basic Macintosh ROM, which
performs a Power On Self Test to test hardware essential to startup 30. On the passing of this
test, the startup chime is played and control of the computer is passed to OpenFirmware.
OpenFirmware initializes the Random Access Memory, Memory Management Unit and
hardware necessary for the ROM's operation. The OpenFirmware then checks settings, stored
in NVRAM, and builds a list of all devices on a device tree by gathering their stored FCode
information.
On the completion of this task, BootX takes over the startup process configuring the keyboard
and display, claiming and reserving memory for various purposes and checking to see if
various key combinations are being pressed. After this process has been completed
BootX displays the grey Apple logo, spins the spinning wait cursor, and proceeds to load
the kernel and some kernel extensions and start the kernel.
The detailed description of the above is as follows:
BootROM: As the name suggests, BootROM is a ROM (Read-only Memory)
which contains boot programmes viz. POST and Open Firmware.
o POST: Power-On Self Test is the initial process which checks the
functionality of the basic hardware attached to the computer including RAM.
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o Open Firmware: The remaining hardware is initialized by Open Firmware. It
also checks all the hardware associated with the systems and builds the initial
device tree.
BootX: The BootX initialize the kernel and the drivers required to boot the system
from the cached set of device drivers. In case it is not present, it is loaded for
/System/Library/Extensions for the same.
Kernel: One the Kernel is loaded, it initialises the I/O kit which is used to control
Input/Output devices. After this, the kernel initiates the launch process.
Launched: it is a process used for bootstrapping and is responsible for starting
every system process. It also manages system initialization and starts the login
window process. During system initialization, the system launched process
automatically starts /System/Library/LaunchDaemons, /Library/LaunchDaemons,
/Library/StartupItems, and /etc/rc.local. The launch also manages daemons, a program
who manages service request.
Startup Scripts and Startup Item: As soon as /etc/rc.local is executed, it initialises
the basic system by performing file-system consistency check and initiating
SystemStarter process, a process used for launching startup items. For system
configuration-related information it refers to /etc/host config.
The login window Process: this process displays the login screen that allows the
user to authenticate, and then sets up and manages the graphical interface user
environment based on the account preferences.
User Environment Setup: After the user‘s credentials are authenticated, the user
environment setup is performed based on the user‘s preference.
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4.4.3 Boot Sequence in Windows 7
Power-On Self Test
Initial Startup Phase
Windows Bootmanager Phase

Windows Bootloader Phase

Kernel

Login

Figure 19: Window 7 boot sequence

1. In the first step, when the system is powered-on the Basic Input Output System (BIOS)
and RAM is loaded and BIOS performs the hardware diagnostics based by initiating
Power-On Self Test(POST).
2. In the second step, the BIOS locates MBR(Master Boot Record), which is located at
the first sector of the first hard drive, to find the active drive, bootable partition and
reads boot sector.
3. The boot sector loads bootmgr, which looks for the active partition on the drive and
load Boot Configuration Data(BCD) data store. The information stored in BCD to find
and load the selected operating system.
4. When the Windows 7 OS is selected, bootmgr executes a program called winload.exe,
which takes the charge of the further process of loading windows. The following
screen will appear in the monitor:

Figure 20: Windows login screen
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5. The winload.exe starts ntoskrnl.exe which initiates all the necessary files needed to
load and run Windows 7 OS.
6. The OS is loaded and winlogon is executed to provide the login interface. After
authentication, the system settings are loaded based on the users credential and
preferences.

4.5 FILE SYSTEM
Even though hard drives can be very small, they still contain millions of bits and therefore
need to be organized so that information can be located31. This is the purpose of the file
system. Remember that a hard drive is made up of several circular platters rotating around an
axis. The tracks (concentric areas a r e written to on either side of the platter) are
divided into pieces called sectors (every 512 bytes in size). Logical formatting of a disk
allows a file system to be created on the disk, which in turn will allow an operating
system (DOS, Windows 9x, UNIX, etc) to use the disk space to store and use files. The
file system is based on the management of clusters, the smallest disk unit that the operating
system is able to manage.
A cluster consists of one or more sectors, so the larger the cluster size, the fewer entities the
operating system will have to manage. On the other hand, since an operating system only
knows how to manage whole allocation units (i.e. a file occupies a whole number of clusters),
the more sectors per cluster, the more wasted space there will be. This is why the choice of
a file system is important.
Files systems and the operating system: In reality, the choice of file system depends first of
all on the operating system that you are using. In general, the more recent the operating
system, the greater the number of files it will support. So, under DOS and on the first versions
of Windows 95, FAT16 is required. Starting with Windows 95 OSR2, you have the choice
between FAT16 and FAT32 file systems. If the partition size is greater than 2GB, then FAT
file systems are excluded and you need to use the FAT32 system (or modify the size of the
partition). Below this limit, FAT16 is recommended for partitions with a capacity of less than
500Mb, otherwise, it is preferable to use FAT32.
In the case of Windows NT (up until version 4) you have the choice between the FAT16
system and NTFS, FAT32 is not supported. In general, the NTFS system is recommended as
it provides higher security and better performance than the FAT system. Microsoft actually
recommends using a small FAT-type partition (of between 250 and 500MB) for the operating
system, so as to be able to boot from a bootable DOS floppy disk in case of a catastrophe and
to use a second partition for storing your data.
Under Windows NT5, there are more choices as it accepts FAT16, FAT32 and NTFS
partitions. Once again, the more recent file system (NTFS 5) is recommended, as it offers
many more features than the FAT systems. For the same reasons given above, you can still
choose to have a FAT-type partition.
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Table 2: Operating system and choice of file system
Operation system

File system types supported

Dos

FAT16

Windows 95

FAT16

Windows 95 OSR2

FAT16, FAT32

Windows 98

FAT16, FAT32

Windows NT4

FAT, NTFS (version 4)

Windows 2000/XP

FAT, FAT16, FAT32, NTFS (versions 4 and 5)

Linux

Ext2, Ext3, ReiserFS, Linux Swap(, FAT16, FAT32, NTFS)

MacOS

HFS (Hierarchical File System), MFS (Macintosh File System)

OS/2

HPFS (High Performance File System)

SGI IRIX

XFS

FreeBSD, OpenBSD

UFS (Unix File System)

Sun Solaris

UFS (Unix File System)

IBM AIX

JFS (Journaled File System)

Coexistence of several file systems: When several operating systems coexist on the same
machine, the problem of choosing a file system is at its worse. Since the file system is tightly
coupled to the operating system, when there are several operating systems you must choose a
file system for each, bearing in mind that it is possible that data from one operating system
may be accessed from another. One solution would be to use FAT partitions for all the
systems, making sure that the partitions are no larger than 2 GB. The most appropriate
solution would be to use for each OS a partition whose file system is best suited to it, and to
use a dedicated FAT16 partition for data to be shared by the different operating systems.

4.5.1 Some Common File systems
File systems are your interface to store your data32. Modern file systems offer a hierarchical
view of your data, though historical file systems have been flat.
4.5.1.1 FAT
FAT stands for File Allocation Table, it is a relatively old file system, files are limited to 4GB
in size and file names is case insensitive. It has the benefit of being widely portable, being
available on many platforms. For this reason storage devices are often pre-formatted as FAT,
just so less technical users don't assume the device is broken and return it. Its portability
makes it useful for USB flash drives and the partition you use for /boot. It would be a poor
choice for your root file system.
4.5.1.2 NTFS
This is Microsoft's primary file system. Its data structures don't limit the maximum file size to
4GB. As a commenter pointed out, NTFS is case sensitive, but not through the Windows API,
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which maintains case insensitivity for compatibility with older software that assumed
insensitivity, since it was dealing with FAT.
On Windows it is case-preserving, so if you create a file called "Foo", you can read it as
"foo", but when you list the contents of the directory, it is shown as "Foo", rather than
"FOO", as FAT traditionally does. This makes it a better choice for storage media, as Linux
is also able to read it. It is still inadvisable to use NTFS as your root file system on
Linux since it's primary use is reading disks that are also used by Windows machines,
rather than being an installation's root file system.
4.5.1.3 ext2, ext3 and ext4
The ext file systems are Linux's primary file systems and are usually the default option when
installing Linux distributions. Despite having a similar name, they are different beasts. ext2 is
rather primitive, only really useful with old bootloaders. ext3 is more advanced, though active
development has moved on to ext4. ext4 supports journalling, uses extents for its storage and
supports extended attributes, where additional metadata can be assigned to a file. There are
third-party tools to read ext file systems from Windows, but NTFS support in Linux is better
than ext support in Windows.
4.5.1.4 XFS
XFS is a development from Silicon Graphics. It exceeds ext4's features, including the ability
to take snapshots of the logical state of the file system, and was the source of extended
attributes. It is available on IRIX and Linux, so portability is not its strong point, hence would
not be useful on a USB flash drive, but it is an excellent choice for your root file system.
4.5.1.5 ZFS
ZFS is a product of Sun Microsystems, later bought by Oracle. It is a very advanced file
system, offering all the features mentioned above plus more. This is a copy-on-write file
system, unlike the above, which were either journalling or wrote to the blocks directly. Being
copy-on-write allows for deduplication since if multiple files have the same data, the file
system can point both files to the same data since if it's changed in one file, the other one
won't have its data changed. Live file system checking is possible with the scrub command, so
downtime is not needed to perform maintenance. It can use multiple physical devices as its
storage pool. Its license is incompatible with the Linux kernel, so kernel support is provided
by a third-party module, which makes it possible that a kernel update could leave your file
system unreadable since the ZFS kernel module is un-readable. Loading an external kernel
module is slower than it is built- in, so this impacts boot speed. Despite its complexity,
ZFS is also available on the Solaris and BSD unices.
4.5.1.6 BTRFS
Work on BTRFS was initiated by Oracle to be a competitor to ZFS, this is no longer the
motivating factor, since Oracle acquired Sun, but BTRFS is likely to become the default
Linux file system in the future. It is nearly as featureful as ZFS, only missing the online
deduplication, which the BTRFS developers expect to complete in a couple of Linux kernel
releases. Its design allows for a transition between ext and btrfs with the btrfs-convert tool, by
saving the ext metadata elsewhere and re-mapping ext's data to btrfs extents. It still offers the
original file system's data as a read-only disk image that can be mounted. Reverting back to
ext is done by reinstating the ext metadata. Unfortunately, it has a reputation for being
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unstable, corrupting your data and becoming unusable. This is a natural stage of file system
maturity though, and BTRFS is my preferred root file system.

4.5.2 Types of file systems
File system types can be classified into disk/tape file systems, network file systems and
special-purpose file systems33.
4.5.2.1 Disk file systems
A disk file system takes advantages of the ability of disk storage media to randomly address
data in a short amount of time. Additional considerations include the speed of accessing data
following that initially requested and the anticipation that the following data may also be
requested. This permits multiple users (or processes) access to various data on the disk
without regard to
the
sequential
location
of
the
data.
Examples
include FAT (FAT12, FAT16, FAT32), exFAT, NTFS,HFS and HFS+, HPFS, UFS, ext2, ext
3, ext4, XFS, btrfs, ISO 9660, Files-11,Veritas File System, VMFS, ZFS, ReiserFS and UDF.
Some disk file systems are journaling file systems or versioning file systems.
Optical discs: ISO 9660 and Universal Disk Format (UDF) are two common formats that
target Compact Discs, DVDs and Blu-ray discs. Mount Rainier is an extension to UDF
supported since 2.6 series of the Linux kernel and since Windows Vista that facilitates
rewriting to DVDs.
4.5.2.2 Flash file systems
A flash file system considers the special abilities, performance and restrictions of flash
memory devices. Frequently a disk file system can use a flash memory device as the
underlying storage media but it is much better to use a file system specifically designed for a
flash device.
4.5.2.3 Tape file systems
A tape file system is a file system and tape format designed to store files on tape in a selfdescribing form. Magnetic tapes are sequential storage media with significantly longer
random data access times than disks, posing challenges to the creation and efficient
management of a general-purpose file system.
In a disk file system, there is typically a master file directory and a map of used and free data
regions. Any file additions, changes, or removals require updating the directory and the
used/free maps. Random access to data regions is measured in milliseconds so this system
works well for disks. Tape requires linear motion to wind and unwind potentially very long
reels of media. This tape motion may take several seconds to several minutes to move the
read/write head from one end of the tape to the other. Consequently, a master file directory
and usage map can be extremely slow and inefficient with tape. Writing typically involves
reading the block usage map to find free blocks for writing, updating the usage map and
directory to add the data, and then advancing the tape to write the data in the correct spot.
Each additional file write requires updating the map and directory and writing the data, which
may take several seconds to occur for each file.
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Tape file systems instead typically allow for the file directory to be spread across the tape
intermixed with the data, referred to as streaming so that time-consuming and repeated tape
motions are not required to write new data. However, a side effect of this design is that
reading the file directory of a tape usually requires scanning the entire tape to read all the
scattered directory entries. Most data archiving software that works with tape storage will
store a local copy of the tape catalogue on a disk file system so that adding files to a tape can
be done quickly without having to rescan the tape media. The local tape catalogue copy is
usually discarded if not used for a specified period of time, at which point the tape must be rescanned if it is to be used in the future.
IBM has developed a file system for tape called the Linear Tape File System. The IBM
implementation of this file system has been released as the open-source IBM Linear Tape File
System — Single Drive Edition (LTFS-SDE) product. The Linear Tape File System uses a
separate partition on the tape to record the index meta-data, thereby avoiding the problems
associated with scattering directory entries across the entire tape.
Tape formatting
Writing data to tape is often a significantly time-consuming process that may take several
hours. Similarly, completely erasing or formatting a tape can also take several hours. With
many data tape technologies, it is not necessary to format the tape before over-writing
new data to the tape. This is due to the inherently destructive nature of overwriting
data on sequential media. Because of the time, it can take to format a tape, typically tapes
are pre-formatted so that the tape user does not need to spend time preparing each new tape
for use. All that is usually necessary is to write an identifying media label to the tape before
use, and even this can be automatically written by the software when a new tape is used for
the first time.
4.5.2.4 Database file systems
Another concept for file management is the idea of a database-based file system. Instead of, or
in addition to, hierarchical structured management, files are identified by their characteristics,
like a type of file, topic, author, or similar rich metadata.
IBM DB2 for i (formerly known as DB2/400 and DB2 for i5/OS) is a database file system as
part of the object- based IBM i operating system (formerly known as OS/400 and i5/OS),
incorporating a single- level store and running on IBM Power Systems (formerly known
as AS/400 and iSeries), designed by Frank G. Soltis IBM's former chief scientist for
IBM i. Around 1978 to 1988 Frank G. Soltis and his team at IBM Rochester have
successfully designed and applied technologies like the database file system where others
like Microsoft later failed to accomplish. These technologies are informally knownas
'Fortress Rochester' and were in few basic aspects extended from early Mainframe
technologies but in many ways more advanced from a technological perspective.
Some other projects that aren't "pure" database file systems but that use some aspects of a
database file system:
•

Many Web content management systems use a relational DBMS to store and retrieve
files. For example, XHTML files are stored as XML or text fields, while image files
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•

are stored as blob fields; SQL SELECT (with optional XPath) statements retrieve the
files, and allow the use of a sophisticated logic and more rich information
associations than "usual file systems". Many CMSs also have the option of storing only
metadata within the database, with the standard filesystem used to store the content of
files.
Very large file systems, embodied by applications like Apache Hadoop and Google
File System, use some database file system concepts.

4.5.2.5 Transactional file systems
Some programs need to update multiple files "all at once". For example, a software
installation may write program binaries, libraries, and configuration files. If the software
installation fails, the program may be unusable. If the installation is upgrading a key system
utility, such as the command shell, the entire system may be left in an unusable state.
Transaction processing introduces the isolation guarantee, which states that operations within
a transaction are hidden from other threads on the system until the transaction commits, and
that interfering operations on the system will be properly serialized with the transaction.
Transactions also provide the atomicity guarantee, ensuring that operations inside of a
transaction are either all committed or the transaction can be aborted and the system discards
all of its partial results. This means that if there is a crash or power failure, after recovery, the
stored state will be consistent. Either the software will be completely installed or the failed
installation will be completely rolled back, but an unusable partial install will not be left on
the system.
Windows, beginning with Vista, added transaction support to NTFS, in a feature called
Transactional NTFS, but its use is now discouraged. There are a number of research
prototypes of transactional file systems for UNIX systems, including the Valor file
system, Amino, LFS, and a transactional ext3 file system on the TxOS kernel, as well as
transactional file systems targeting embedded systems, such as TFFS.
Ensuring consistency across multiple file system operations is difficult, if not impossible,
without file system transactions. File locking can be used as a concurrency control mechanism
for individual files, but it typically does not protect the directory structure or file metadata.
For instance, file locking cannot prevent TOCTTOU race conditions on symbolic links. File
locking also cannot automatically roll back a failed operation, such as a software upgrade; this
requires atomicity.
Journaling file systems are one technique used to introduce transaction-level consistency to
file system structures. Journal transactions are not exposed to programs as part of the OS API;
they are only used internally to ensure consistency at the granularity of a single system call.
Data backup systems typically do not provide support for direct backup of data stored in a
transactional manner, which makes recovery of reliable and consistent data sets difficult.
Most backup software simply notes what files have changed since a certain time, regardless of
the transactional state shared across multiple files in the overall dataset. As a workaround,
some database systems simply produce an archived state file containing all data up to that
point, and the backup software only backs that up and does not interact directly with the
active transactional databases at all. Recovery requires separate recreation of the database
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from the state file after the file has been restored by the backup software.
4.5.2.6 Network file systems
A network file system is a file system that acts as a client for a remote file access protocol,
providing access to files on a server. Programs using local interfaces can transparently create,
manage and access hierarchical directories and files in remote network-connected computers.
Examples of network file systems include clients for the NFS, AFS, SMB protocols, and filesystem-like clients for FTP and WebDAV.
4.5.2.7 Shared disk file systems
A shared disk file system is one in which a number of machines (usually servers) all have
access to the same external disk subsystem (usually a SAN). The file system arbitrates access
to that subsystem, preventing write collisions. Examples include GFS2 from Red
Hat, GPFS from IBM, SFS from DataPlow, CXFS from SGI and StorNext from Quantum
Corporation.
4.5.2.8 Special file systems
A special file system presents non-file elements of an operating system as files so they can be
acted on using file system APIs. This is most commonly done in Unix-like operating systems,
but devices are given file names in some non-Unix-like operating systems as well.
Device file systems
A device file system represents I/O devices and pseudo-devices as files, called device files.
Examples in Unix-like systems include devfs and, in Linux 2.6 systems, udev. In non-Unixlike systems, such as TOPS-10 and other operating systems influenced by it, where the full
filename or pathname of a file can include a device prefix, devices other than those containing
file systems are referred to by a device prefix specifying the device, without anything
following it.

•
•

Other special file systems
In the Linux kernel, configfs and sysfs provide files that can be used to query the kernel for
information and configure entities in the kernel.
procfs maps processes and, on Linux, other operating system structures into a filespace.
4.5.2.9 Minimal file system / audio-cassette storage
The late 1970s saw the development of the microcomputer. Disk and digital tape devices were
too expensive for hobbyists. An inexpensive basic data storage system was devised that used
common audio cassette tape. When the system needed to write data, the user was notified to
press "RECORD" on the cassette recorder, then press "RETURN" on the keyboard to notify
the system that the cassette recorder was recording. The system wrote a sound to provide time
synchronization, then modulated sounds that encoded a prefix, the data, a checksum and a
suffix. When the system needed to read data, the user was instructed to press "PLAY" on the
cassette recorder. The system would listen to the sounds on the tape waiting until a burst of
sound could be recognized as the synchronization. The system would then interpret
subsequent sounds as data. When the data read was complete, the system would notify the
user to press "STOP" on the cassette recorder. It was primitive, but it worked (a lot of the
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time). Data was stored sequentially, usually in an unnamed format, although some systems
(such as the Commodore PET series of computers) did allow the files to be named. Multiple
sets of data could be written and located by fast-forwarding the tape and observing at the tape
counter to find the approximate start of the next data region on the tape. The user might have
to listen to the sounds to find the right spot to begin playing the next data region. Some
implementations even included audible sounds interspersed with the data.
4.5.2.10 Flat file systems
In a flat-file system, there are no subdirectories. When floppy disk media was first available
this type of file system was adequate due to the relatively small amount of data space
available. CP/M machines featured a flat-file system, where files could be assigned to one of
16 user areas and generic file operations narrowed to work on one instead of defaulting to
work on all of them. These user areas were no more than special attributes associated with the
files, that is, it was not necessary to define a specific quota for each of these areas and
files could be added to groups for as long as there was still free storage space on the disk.
The early Apple Macintosh also featured a flat- file system, the Macintosh File System. It
was unusual in that the file management program (Macintosh Finder) created the illusion
of a partially hierarchical filing system on top of EMFS. This structure required every file to
have a unique name, even if it appeared to be in a separate folder. While simple, flat file
systems become awkward as the number of files grows and makes it difficult to organize
data into related groups of files.
A recent addition to the flat file system family is Amazon's S3, a remote storage service,
which is intentionally simplistic to allow users the ability to customize how their data is
stored. The only constructs are buckets (imagine a disk drive of unlimited size) and objects
(similar, but not identical to the standard concept of a file). Advanced file management is
allowed by being able to use nearly any character (including '/') in the object's name, and the
ability to select subsets of the bucket's content based on identical prefixes

4.6 SUMMARY
1. A hard disk drive (HDD), hard disk, hard drive or fixed disk is a data storage device
used for storing and retrieving digital information using one or more rigid rapidly
rotating disks (platters) coated with magnetic material.
2. Data is accessed in a random-access manner, meaning that individual blocks of data
can be stored or retrieved in any order rather than sequentially. HDDs retain stored
data even when powered off.
3. The primary characteristics of an HDD are its capacity and performance.
4. An HDD records data by magnetizing a thin film of ferromagnetic material on a disk.
5. A typical HDD design consists of a spindle that holds flat circular disks, also called
platters, which hold the recorded data.
6. The two most common form factors for modern HDDs are 3.5-inch, for desktop
computers, and 2.5-inch, primarily for laptops.
7. HDDs are connected to systems by standard interface cables such as PATA (Parallel
ATA), SATA (Serial ATA), USB or SAS (Serial attached SCSI) cables.
8. The purpose of low-level formatting is to divide the disk surface into basic elements
viz. tracks, sectors and cylinders.
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9. Operating systems use different file systems, so the type of logical formatting will
depend on the operating system you install.
10. The partitioning of a hard drive occurs after the drive has been physically
formatted but before it is logically formatted.
11. There are three types of partitions: primary partitions, extended partitions and logical
drives.
12. Partitioning is the process of writing the sectors that will make up the partition table.
13. The unused space at the end of a file in a file system that uses fixed size.
14. A lost cluster is a series of clusters on the hard disk drive that are not associated with a
particular file.
15. A bad sector is a sector on a computer's disk drive or flash memory that is either
inaccessible or unwriteable due to permanent damage, such as physical damage to the
disk surface or failed flash memory transistors.
16. The boot sector is the first sector of a hard drive (cylinder 0, head 0, sector 1), it
contains the main partition table and the code, called the boot loader, which, when
loaded into memory, will allow the system to boot up.
17. Firmware is the software that is programmed into Electrically Erasable Programmable
Read-Only Memory (EEPROM).
18. The purpose of a bootloader is to load the initial kernel and supporting modules into
memory.
19. The kernel is the main component of any operating system. The kernel acts as the
lowest-level intermediary between the hardware on your computer and the
applications running on your computer.

4.7 CHECK YOUR PROGRESS
1. Fill in the blanks

ii.
iii.
iv.
v.
vi.
vii.
viii.
ix.
x.
xi.
xii.

i.
The primary characteristics of an HDD are its
and
.
An HDD records data by magnetizing a thin film of
material on a
disk.
SCSI stands for
.
A
refers to all the data located on the same track of different platters.
is the process of writing the sectors that will make up the partition
table.
BIOS stands for
.
is the software that is programmed into Electrically Erasable
Programmable Read-Only Memory.
CMOS stands for
.
The purpose of a
is to load the initial kernel and supporting modules
into memory.
is a development from Silicon Graphics.
IBM has developed a file system for tape called the
.
A
is a file system that acts as a client for a remote file
access protocol, providing access to files on a server.
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2. State True or False

i.
ii.
iii.
iv.
v.
vi.
vii.
viii.

The data is read from the disk by detecting the transitions in magnetization. True
The platters are made from a non-magnetic material, usually aluminum alloy, glass, or
ceramic.
The 40-pin IDE/ATA connection transfers 32 bits of data at a time on the data cable.
EIDE was an unofficial update (by Western Digital) to the original IDE standard.
EIDE have DMA transfer functionality.
Physical level formatting is also known as high level formatting.
The tracks are the concentric areas written on both sides of a platter.
The partitioning of a hard drive occurs after the drive has been physically
formatted but before it is logically formatted.

ix.

The partition table stores information about how the drive is logically laid out.

x.

The file system is based on management of clusters.

xi.

The choice of file system does not depends on the operating system that you are using.

xii.

NTFS system provides higher security and better performance than the FAT system.

xiii.

Several operating systems coexist on the same machine.

xiv.

The BIOS does not have its own memory storage.

4.8 ANSWERS TO CHECK YOUR PROGRESS
1. Fill in the blanks
i.
ii.
iii.
iv.
v.
vi.
vii.
viii.
ix.
x.
xi.
xii.

capacity , performance.
ferromagnetic
Small Computer System Interface.
cylinder
Partitioning
Basic Input/Output System.
Firmware .
Complimentary Metal Oxide Semiconductor.
bootloader
XFS
Linear Tape File System.
network file system

2. State True or False

i.
ii.

True
True
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iii. False
iv. True
v. True
vi. False
vii.
True
viii.

True

ix. True
x. True
xi. False
xii.

True

xiii.

True

xiv. False

4.9 MODEL QUESTIONS
1.
2.
3.
4.
5.
6.

What is Hard Disk Drive? What are its main characteristics?
Explain the working of HDD.
Explain various interfaces of HDD in detail.
Differentiate between high level formatting and low level formatting.
What is cyclic redundancy check (CRC)?
Define the terms:
a. Slack space
b. Lost cluster
c. Bad sector
7. What is master boot record?
8. What is booting? Explain the booting process of Window 7 in detail.
9. What is a file system? Why it is used?
10. Give the details of file systems that different Operating System supports.
11. What is journaling?
12. What are different types of File Systems? Explain in detail.
13. What is flat file system?
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