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Unit – 1
Trojans, Backdoors, Viruses and Worms
Learning Objectives :
After learning this unit you should be able to
 Know about Trojan and its types.
 Know about how to reverse connect Trojans work.
 Know about different type of Overt and Covert.
 Study about Wrapping and its use.
 Know about What Are the Countermeasure Techniques in Preventing Trojans.
 Study about Trojan-Evading techniques.
 Know about Backdoor and its installation.
 How to Protecting against Trojans and Backdoors.
 Understand Virus Detection Methods.
 Know How a Virus Spreads and Infects the System.

Structure
1.1 Introduction
1.2 About Trojans
1.3 List the Different Types of Trojans
1.4 How Do Reverse-Connecting Trojans Work?
1.5 What Are the Indications of a Trojan Attack?
1.6 What Is Meant by Overt and Covert Channels?
1.7 What Is Meant by “Wrapping”?
1.8 Trojan Construction Kit and Trojan Makers
1.9 What Are the Countermeasure Techniques in Preventing Trojans?
1.10 Understand Trojan-Evading Techniques
1.11 Backdoors
1.11.1 Backdoor installation methods
1.12 Undetectable Control
1.12.1 Cryptography
1.12.2 Root Kits
1.12.2.1 Classic Root kits
1.12.2.2 Kernel Root kits
1.12.3 Using different protocols and port numbers
1.12.4 Reverse Control
1.12.5 Backdoor Timing
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1.13 Protecting against Trojans and Backdoors
1.13.1 Antivirus
1.13.2 Signatures
1.13.3 Training
1.14 Case Study
1.14.1 Back Orifice and its History
1.14.2 Abilities of BO2K
1.14.3 Making a Trojan using BO2K
1.15 Viruses and Worms
1.15.1 Understand the Types of Viruses
1.15.2 How a Virus Spreads and Infects the System
1.16 Understand Antivirus Evasion Techniques
1.17 Understand Virus Detection Methods
1.18 What’s the difference between a Virus, Worm, and Trojan horse?
1.19 Let Us Sum Up

1.1 Introduction
Trojans and backdoors are two ways a hacker can gain access to a target system. They
come in many different varieties, but they all have one thing in common: They must be
installed by another program, or the user must be tricked into installing the Trojan or
backdoor on their system. Trojans and backdoors are potentially harmful tools in the
ethical hacker’s toolkit and should be used judiciously to test the security of a system or
network.
Viruses and worms can be just as destructive to systems and networks as Trojans and
backdoors. In fact, many viruses carry Trojan executables and can infect a system then
create a backdoor for hackers. This chapter will discuss the similarities and differences
among Trojans, backdoors, viruses, and worms. All of these types of malicious code or
malware are important to ethical hackers because they are commonly used by hackers to
attack compromised systems.

1.2 About Trojans
You may know the story of old Greek. Greeks attacked to one of the Troy's cities. After
an unsuccessful attack, Greeks made a great plan to win. They made a big horse from
wood and left it in front of the Troy's gate. The troy's civilians thought that it was a gift
and brought that horse which is called Trojan into the city. In late night, Greek militaries
came out of the horse and destroyed the whole city.
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The applications works like this story and it is one of the most popular applications which
are used for attacking computers. A new game, new free software or an electronic postal
card can be a Trojan and it can harm your data or makes a backdoor and your system.
Therefore we should be careful about what ever software, an unknown person offers to
us.

1.3 List the Different Types of Trojans
Trojans can be created and used to perform different attacks. Some of the most common
types of Trojans are:


Remote Access Trojans (RATs) used to gain remote access to a system



Data-Sending Trojans used to find data on a system and deliver data to a hacker



Destructive Trojans used to delete or corrupt files on a system



Denial of Service Trojans used to launch a denial or service attack



Proxy Trojans used to tunnel traffic or launch hacking attacks via other system



FTP Trojans used to create an FTP server in order to copy files onto a system



Security software disabler Trojans used to stop antivirus software

1.4 How Do Reverse-Connecting Trojans Work?
Reverse-connecting Trojans let an attacker access a machine on the internal network from
the outside. The hacker can install a simple Trojan program on a system on the internal
network, such as the reverse WWW shell server. On a regular basis (usually every 60
seconds), the internal server tries to access the external master system to pick up
commands. If the attacker has typed something into the master system, this command is
retrieved and executed on the internal system. Reverse WWW shell uses standard HTTP.
It’s dangerous because it’s difficult to detect—it looks like a client is browsing the Web
from the internal network.

1.5 What Are the Indications of a Trojan Attack?
Unusual system behavior is usually an indication of a Trojan attack. Actions such as
programs starting and running without the user’s initiation; CD-ROM drawers opening or
closing; wallpaper, background, or screen saver settings changing by themselves; the
screen display flipping upside down; and a browser program opening strange or
unexpected websites are all indications of a Trojan attack. Any action that is suspicious or
not initiated by the user can be an indication of a Trojan attack.

Odisha State Open University

5

1.6 What Is Meant by Overt and Covert Channels?
An overt channel is the normal and a legitimate way that programs communicate within a
computer system or network. A covert channel uses programs or communications paths
in ways that were not intended.
Trojans can use covert channels to communicate. Some client Trojans use covert
channels to send instructions to the server component on the compromised system. This
sometimes makes Trojan communication difficult to decipher and understand.
Covert channels rely on a technique called tunneling, which lets one protocol be carried
over another protocol. Internet Control Message Protocol (ICMP) tunneling is a method
of using ICMP echo-request and echo-reply to carry any payload an attacker may wish to
use, in an attempt to stealthily access or control a compromised system.

1.7 What is Meant by “Wrapping”?
Wrappers are software packages that can be used to deliver a Trojan. The wrapper binds a
legitimate file to the Trojan file. Both the legitimate software and the Trojan are
combined into a single executable file and installed when the program is run.
Generally, games or other animated installations are used as wrappers because they
entertain the user while the Trojan in being installed. This way, the user doesn’t notice
the slower processing that occurs while the Trojan is being installed on the system—the
user only sees the legitimate application being installed.

1.8 Trojan Construction Kit and Trojan Makers
Several Trojan-generator tools enable hackers to create their own Trojans. Such toolkits
help hackers construct Trojans that can be customized. These tools can be dangerous and
can backfire if not executed properly. New Trojans created by hackers usually have the
added benefit of passing undetected through virus-scanning and Trojan-scanning tools
because they don’t match any know signatures.
Some of the Trojan kits available in the wild are Senna Spy Generator, the Trojan Horse
Construction Kit v2.0, Progenic Mail Trojan Construction Kit, and Pandora’s Box.

1.9 What are the Countermeasure Techniques in Preventing Trojans?
Most commercial antivirus program has anti-Trojan capabilities as well as spyware
detection and removal functionality. These tools can automatically scan hard drives on
startup to detect backdoor and Trojan programs before they can cause damage. Once a
system is infected, it’s more difficult to clean, but you can do so with commercially
available tools.
It’s important to use commercial applications to clean a system instead of freeware tools,
because many freeware removal tools can further infect the system. In addition, portmonitoring tools can identify ports that have been opened or files that have changed.
Odisha State Open University
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1.10 Understand Trojan-Evading Techniques
The key to preventing Trojans and backdoors from being installed on a system is to
educate users not to install applications downloaded from the Internet or open e-mail
attachments from parties they don’t know. Many systems administrators don’t give users
the system permissions necessary to install programs on their system for that very reason.

1.11 Backdoors
As you can guess, a backdoor is an unusual way which an attacker can use it to get into
the system. Normal users use login boxes and password protected ways to use the system.
Even system administrator may add some security features to this system to make it more
protect, but the attacker can easily use installed backdoor to get into system without any
password or authenticating.
Most of attackers like to protect their backdoor on victim system. They do not like that
some another attacker use the same vulnerability to get into victim system and change
their configurations. That is why an expert attacker after getting access protects
vulnerability which is used for getting access to the system. Although the system could be
in a company and somebody else use that for working, but attacker is the owner of system
and can install any application or use stored infractions which is exists on that system.
Sometimes attacker makes a very secure backdoor even much safer than normal way to
get into system. A normal user may use only one password for using the system but a
backdoor may needs many authentications or SSH layer to let attacker use the system.
Usually it is harder to get into the victim system from installed backdoor in compare with
normal logging in.

1.11.1 Backdoor Installation Methods
At the most of times, after getting the control of victim system by an attacker, he installs
a backdoor on victim system to keep his access in future. It is as easy as running a
command on victim machine. But there are also some easier ways to install a backdoor.
Most popular way is using Trojans. With sending a greeting card or a free game a
backdoor can install on victim system and let attacker to control system.
Another way to install a backdoor is using ActiveX. Whenever a user visit a website,
embedded ActiveX could run on system. Most of websites show a message about running
ActiveX for voice chat, downloading applications or verifying the user. But the truth is
they can easily install anything on user machine with only running ActiveX for once.
There are several kinds of applications which are used to improve the abilities of
websites, such as Java applets but Java applets have a limited access to the system but
with ActiveX you can have a full control of machine which is running given ActiveX.
Microsoft made a security policy for protecting the system against this trick. Developers
of ActiveX should sign their published ActiveX and the signature should be valid. If any
user wants to run an ActiveX without a valid signature, the browser shows the alert about
Odisha State Open University
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the security problems which may happen after running ActiveX. Unfortunately most of
the users do not care to this alert and run any ActiveX which is embedded to browsing
web page. It could be very dangerous to run any ActiveX without a valid signature from
any unknown source.

1.12 Undetectable Control
Attackers use different mechanisms to make their backdoors undetectable and
untraceable. If system administrator sees an abnormal behavior in system, he can
understand that it may because of some virus or backdoor, therefore he will find the
backdoor and attacker cannot access to the system anymore. If he can trace the
destination of packets he also can find the attacker. That is why, expert attackers tries to
hide their communication and backdoor tasks. There are several ways to do hiding which
we shortly describe some of them.

1.12.1 Cryptography
In many situations attackers use cryptography to encrypt transferred data between victim
system and attacker. They use different methods of encryption to make commands and
transfer data between victim machine and attacker’s system transparent for system
administrator during monitoring the network traffics and behaviors.
In most cases, there is no need to use a very powerful encryption technique, because
attacker only use encryption algorithm for hiding the data during transmission. If attacker
uses a very powerful technique like RSA, it may cause to increase the CPU usage of
victim machine and makes transfer time longer.
In these cases, attackers usually use AES symmetric encryption methods. Serpent is one
of popular methods which are used by backdoors. Although Serpent is very strong, still it
can be broken with XSL attack but it is much stronger than other AES methods and
attackers use that because they believe XSL could be an expensive attack for breaking an
effective algorithm like Serpent.
SSH or VPN is another methods which attackers use for encrypting the traffic. Delivering
packets using VPN or SSH is undetectable by firewalls and administrators and attacker
can use standard services which are already installed on the network for encrypting the
backdoor control packets.

1.12.2 Root Kits
Although backdoors can be very dangerous but because they run like a normal
application, they can be easily findable. Taking a look in system task list, services or
registry may show the backdoor. Expert attacker use more powerful backdoors called
Root kits. Root kits work as a part of operating system and do not let the users to see real
tasks or services. Operating system will be under full control of attacker and he can hide
everything he wants in system. Root kits have two main groups with different
architectures, Classic Root kits and Kernel Root Kits.
Odisha State Open University
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1.12.2.1 Classic Root Kits
Classic Root kits focused on UNIX based operating systems, like Linux and SunOS.
Usually, in these Root kits attackers replace /bin/login file with another version which
lets attacker to use his own user name and password to get into system. In this situation, if
system administrator changes the root password or limit the access of root user to log into
system remotely, attacker can logging in with his saved password. It can also use for
saving the passwords of other users in attacker’s database.
Sometimes, Classic Root kits hide more things. For example they change ifconfig
command to hide network card flags from administrator eyes. If they do not change the
classic ifconfig file, during sniffing of attacker, administrator can see the PROMISC flag
and he can understand that a sniffer program is running.
Other UNIX commands which usually changes by classic root kits for hiding are: du,
find, ls, netstat and ps.

1.12.2.2 Kernel Root Kits
Kernel root kits replace themselves with the kernel of operating system. In this case you
cannot trust anything in your system. Whenever an application wants to run on system,
operating system reports the results which attacker wants. With Kernel root kits, all
processes, tasks, network configurations, port numbers, content of files and any other
things that you can believe can show themselves in another way and attacker can force
operating system to lie about whatever the user or administrator wants to know.
With Kernel Root kits detection and tracing the backdoors is very hard and they can even
stop antivirus or system monitors. It is the most powerful way of using backdoors.

1.12.3 Using Different Protocols and Port Numbers
Attacker may use a random port number instead of standard ports for running a service
and victim machine. Unexpected running of SSH service on port 22 which is always
monitored by administrator may cause to trace the attack by system administrator. That is
why most of attackers use another port numbers to make it harder to detect the running
service of the attacker.
Some of the backdoors works more professionally. They change port numbers or using
protocol during attack. For example a good backdoor can change the connection protocol
from TCP to UDP and even ICMP. If system administrator blocks a port or protocol on
gateway, backdoor can switch to another protocol or port number and let attacker to
reconnect into the system.

1.12.4 Reverse Control
Most of firewalls or administrators block some connections to outside. They may just let
local user to browse websites and not more. Even it can be harder with a NAT system and
giving private IP addresses, it is impossible for attacker to connect to a system which is
exists on a private LAN.
Odisha State Open University
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Backdoors can use another strategy in these situations. Attacker runs his own server on a
specific IP address and in given time backdoor tries to connect to the server inside the
firewall and ask from attacker's server for commands which should be run on victim
machine. Backdoor can also use standard HTTP protocol to connect to attacker server
and the server will give the command in HTTP format. It looks like a web browsing for
firewall or administrator. This strategy can also work from behind of huge firewall
system and it really hard to detect.
The only way which may case to detect these connections is to monitoring the number of
requests which sends from a system to a special IP address. Sometimes attackers use
chaining many servers on different IP addresses to connect randomly by victim system.
This method is even harder to protect.

1.12.5 Backdoor Timing
There are many services which are used for updating the systems during idle time. Cron
command on UNIX machines or Schedule tasks on windows machines are samples of
these services.
Attackers can use these services to use backdoors in given times. For example, using
Cron table of an UNIX machine, a back door can start to work in 4 O’clock of morning
and let attacker to connect to system, the time which there is no administrator in the
office.

1.13 Protecting Against Trojans and Backdoors
Now, this is a time to know how we can protect our systems from Trojans and Backdoors
and how we can defend these kinds of attacks.
Several ways could be suitable for this defending. We discuss briefly about these
methods.

1.13.1 Antivirus
Running an update antivirus on all client systems with Real-time protection can be a very
good way against popular Backdoors and Trojans. Antivirus can easily find Backdoors or
Trojans before running them on the system, but the important thing is to keep any
antivirus update. If an attacker use a new backdoor or Trojan which is not exists in
antivirus database, it can run on victim machine easily and without any warning.

1.13.2 Signatures
Before using software you should be in sure about the application which you want to run.
Many of developers use MD5 algorithm to make a hash string from their final
application. After downloading any application and before running you can calculate the
hash string of executable application and compare it with given hash string which is
exists on developer’s website. If hash strings were same you can understand nobody
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changes executable file and you can execute it. But before execution you should have
trust to developer.
There are many third-party companies, like verisign, which they give some keys for
signing applications to the developers. If any application had this signature you can be in
sure that the company is trusted and application is valid and safe for execution. If you do
not know all of trusted software companies, you can trust to your trusted third-party
company which guarantees the software company.

1.13.3 Training
It is very important to train the users about security problems which may happens in
whole system. In most of times attackers use social engineering to deceit users. Users
have to know what they should do and what they should not. If any user do something
wrong, whole the corporation may become reachable for an attacker.

1.14 Case Study
In this unit, we use Back Orifice 2000 as a sample to show how a backdoor can work on a
system. Back Orifice 2000 (also called Bo2k) is one of oldest and most popular
backdoors which is widely used for training issues on Windows machines.
Bo2k is open source and it can be reachable from Source forge website.

1.14.1 Back Orifice and its History
Back Orifice is written by Dildog on of the members of ‘Cult of the dead cow’ group. It
introduced in DefCon 7 conference in 1999.
After a while they made a more powerful version of Back Orifice in the name of Back
Orifice 2000 or Bo2k as an open source project. They called this system a remote
administration system but because it can be installed on client machine without any
prompt, many of peoples used this application for bad reasons. That is why whenever you
want to execute a Bo2k application on your system, your antivirus shows an alert. Bo2k
is a tool which you can use it in both good and bad tasks. Many of companies use Bo2k
as a cheap solution for managing their systems remotely.

1.14.2 Abilities of BO2K
Bo2k is very small but very complete in abilities. The client code of Bo2k is about 100
KB and it can be installed very easily even with old modems and limited bandwidth. You
can also change the size of client with adding more features to it to have more control on
remote machine. It can use different kinds of authentication, cryptography algorithms and
protocols. In recent versions you can also run it as a reverse client or you can add kernel
root kit features to hide the tasks. You can Improve the Bo2k abilities with adding some
plug-ins to both client and server part of this application. Even you can develop your own
plug-ins to work under Bo2k system.
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1.14.3 Making A Trojan Using BO2K
You can use many binder applications to bind Bo2k client to any other program. After
running the result program, Bo2k will start to work and user cannot understand that bo2k
is running in parallel. Elite Wrap, Saran Wrap and Silk Rope are some sample programs
which is widely used for binding the Bo2k client to other applications.

1.15 Viruses and Worms
Viruses and worms can be used to infect a system and modify a system to allow a hacker
to gain access. Many viruses and worms carry Trojans and backdoors. In this way a virus
or worm is a carrier and allows malicious code such as Trojans and backdoors to be
transferred from system to system much in the way that contact between people allows
germs to spread.

1.15.1 Understand the Types of Viruses
Viruses are classified according to two factors: what they infect and how they infect. A
virus can infect the following components of a system:








System sectors
Files
Macros (such as Microsoft Word macros)
Companion files (supporting system files like DLL and INI files)
Disk clusters
Batch files (BAT files)
Source code

1.15.2 How a Virus Spreads and Infects the System
A virus infects through interaction with an outside system. Viruses are categorized
according to their infection technique, as follows:










Polymorphic viruses: These viruses encrypt the code in a different way with
each infection and can change to different forms to try to evade detection.
Stealth viruses: These hide the normal virus characteristics, such as modifying
the original time and date stamp of the file so as to prevent the virus from being
noticed as a new file on the system.
Fast and slow infectors: These can evade detection by infecting very quickly or
very slowly.
Sparse infectors: These viruses infect only a few systems or applications.
Armored viruses: These are encrypted to prevent detection.
Multipartite viruses: These advanced viruses create multiple infections.
Cavity (space-filler) viruses: These viruses attach to empty areas of files.
Tunneling viruses: These are sent via a different protocol or encrypted to prevent
detection or allow it to pass through a firewall.
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Camouflage viruses: These viruses appear to be another program.
NTFS and Active Directory viruses: These specifically attack the NT file
system or Active Directory on Windows systems.

1.16 Understand Antivirus Evasion Techniques
An attacker can write a custom script or virus that won’t be detected by antivirus
programs. Virus detection and removal is based on a signature of the program. Until the
virus is detected and antivirus companies have a chance to update virus definitions, the
virus goes undetected. This allows an attacker to evade antivirus detection and removal
for a period of time.

1.17 Understand Virus Detection Methods
The following techniques are used to detect viruses:




Scanning
Integrity checking with checksums
Interception based on a virus signature

The process of virus detection and removal is as follows:
1. Detect the attack as a virus. Not all anomalous behavior can be attributed to a
virus.
2. Trace processes using utilities such as handle.exe, listdlls.exe, fport.exe,
netstat.exe, and pslist.exe, and map commonalities between affected systems.
3. Detect the virus payload by looking for altered, replaced, or deleted files. New
files, changed file attributes, or shared library files should be checked.
4. Acquire the infection vector and isolate it. Then, update your antivirus definitions
and rescan all systems.
5. A test virus can be created by typing the following code in Notepad and saving
the file as EICAR.COM. Your antivirus program should respond when you
attempt to open, run, or copy it.X5O!P%@AP[4\PZX54(P^)7CC)7}$EICARSTANDARD-ANTIVIRUS-TEST-FILE!$H+H*

1.18 What’s the difference between a Virus, Worm, and Trojan horse?
Very commonly we hear about these three types of computer problems and although the
terms get used interchangeably, each is vastly different. They are all various types of
malicious software but differ in their affects and how they spread. Being informed on the
cause and effects will better prepare you in keeping your computer safe.
Virus
A computer Virus is embedded code or attached to a file where it infects the computer
when the file is executed. Viruses are spread through users transferring files, usually
unknowingly, through e-mail or file sharing. Even if you download the infected file the
Odisha State Open University
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Virus cannot act until the malicious file is executed, which means it won’t harm your
computer until you run it. Note that the only way a Virus can spread is through user
involvement; it cannot execute or transfer itself independently. It can infect other files on
your machine however, it cannot replicate itself.
Worm
A computer Worm is similar to a Virus by design and is considered a sub-class of a
Virus. The difference is that a Worm gains access to your systems transport features and
is able to travel unaided by the user. A Worm also has the added ability to replicate itself,
so instead of sending out a single Worm it can send out hundreds and thousands of copies
of itself creating a vicious cycle. Because of its ability to reproduce it can end up using
tons of system memory and bandwidth causing servers and individual systems to crash.
Unlike a Virus, it cannot infect other files on your computer.
Trojan horse (aka Adware/Spyware)
Typically a Trojan will appear to be a useful and legitimate application from a legitimate
source and could possibly promise to clean your system of viruses or search your registry
for spyware. When you execute a Trojan the results could vary from as little as changing
your desktop wallpaper, creating annoying pop-ups, or to the extreme of deleting and
destroying files and programs. Trojans are also known for creating backdoors to your
system that allows malicious users to gain access to files and information. Unlike a Virus
or Worm, a Trojan cannot infect other files or replicate.

1.19 Let Us Sum Up
This unit is written to have an overview on Trojans and Backdoors. It is good to know
how Backdoors and Trojans work and how they can harm our systems with studying their
behaviors we can design more secure systems and we can protect our information against
these attacks.

1.20 References
a. Counter Hack, Ed Skoudis, ISBN: 0130332739
b. Maximum Security, Anonymous, ISBN: 0672318717
c. Firewalls and Backdoors, Bob Rudis and Phil Kostenbader, Security Focus d.
Bo2k official website, http://www.bo2k.com, Last visit: October 24, 2006
e. Serpent (Cipher), Wikipedia, http://en.wikipedia.org/wiki/Serpent_(cipher), Last visit:
October 24, 2006
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Frequently Asked Questions
Where does the name “Trojan horse” come from?
It originates from the Greek story of the Trojan War in which the Greeks gave a wooden
horse to their foes the Trojans as a peace offering. Once the gift was brought inside the
city walls, the Greek troops from the hollow belly of the horse snuck out and opened the
city gates allowing their fellow troops to invade and capture Troy. This is similar to how
users would accept a Trojan horse thinking it is something good, but once inside it
unleashes malicious code which attacks your machine.
I hear a lot about spyware, what is it? How is it different?
Spyware is a Trojan horse distributed to your machine through pop-ups or spam messages
that log information such as sites you visit, terms you search, or more extreme things like
credit card numbers and passwords. Through the backdoor that Trojan’s create, it sends
this information to malicious users who can use it for annoying things like pop-ups and
advertisements to very severe things like identity theft.
How do you know if your system is infected?
The only sure way of knowing is by running an antivirus or antispyware scan of your
system with the most up-to-date definitions. However there are symptoms you can look
for that may indicate your system is infected:






Your system suddenly runs much slower
Your system begins crashing or freezing abruptly
You start receiving lots of pop-ups or weird error messages
You see shortcuts to programs that you don’t remember installing
Your Internet Explorer settings change without your knowledge ie. Your home
page is different.

What should I do if I think my system is infected?
If you think your system is infected the first thing to do is disconnect your network cable
from the back of your machine or from the wall. This will ensure that if the infection is a
Worm it will not be able to transfer to any other machine, and if it’s a Trojan, no
backdoors will be open to malicious users. Next you should contact a member of AHS
Computing to take a further investigation into the problem. If no support is available you
should run an antivirus/antispyware scan on your machine using the most up-to-date
definitions. Since your machine is not connected to the internet you will have to
download the newest definitions from another machine and transfer them to the suspected
machine via memory stick or CD. If an infection is found through a scan, let the software
try to remove it (if it can find an infection usually it will be able to remove it). You can
also search your findings in Google to see if there are any removal tools. Quite often
Symantec http://www.symantec.com will have a useful tool available.
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How can I prevent my system from being infected?
Make sure your Windows operating system is up to date. Be sure to install all high
priority updates and any security updates in the software section from the Microsoft site
http://windowsupdate.microsoft.com. These will update security features and fix
vulnerabilities that can be exploited by malicious users and software. Be sure to run an
up-to-date and trusted antivirus program. Antivirus programs will continually update with
new definitions as new viruses are found. This will be your best bet of preventing
infections. Make sure to set your preferences so the programs will auto- update and autoprotect. This way it will constantly check new programs being installed, files transferring
from the internet, and e-mails being received or sent. You should only ever be running
one antivirus program, running more than one could cause major problems. With the
uproar of spyware it is recommended to have a separate antispyware program; a lot of
these can be downloaded for free via the web. Maintain your antispyware software the
same as your antivirus software as they both operate similarly. Be sure to run scans
periodically after updating in case the new definitions find files the old definitions
missed.
Lastly, surf smart. When you’re on the World Wide Web you are bombarded with links,
files, advertising, and many other “free” services. Be suspicious of all content, whether it
be from a web site you’re visiting or a best friend forwarding you a program or joke. You
could potentially be downloading an infected file. Keep in mind a simple Google search
of any suspicious file or program name can reveal much useful information and possible
prevention of an infection.
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Unit-2
Session Hijacking
Learning Objectives :
After learning this unit you should be able to
•

Know about Session Hijacking.

•

Know about how sessions can be tracked.

•

Understand Different Types of Session Hijacking.

•

Know about Session Hijacking Cheat Sheet.

•

Study about Session puzzle attacks.

•

Know about Understood Form Of Internet Data Theft And How To Avoid It.

•

Study about Methods to Hijack Sessions.

•

Know about Session Hijacking Involves.

•

How to Protecting against Preventing an Attack.

•

Know about UDP Session Hijacking.

Structure
2.1 Introduction
2.2 How can sessions be tracked?
2.3 What is Session Hijacking?
2.4 Session Hijacking Cheat Sheet
2.4.1 Session Sidejacking
2.4.2 Session Fixation
2.4.3 Generating Cookies before Authentication
2.4.4 Predictable session IDs
2.4.5 Using Cross Site Scripting vulnerability
2.4.6 Session Puzzle Attacks
2.4.7 Improper Logout Implementation
2.4.8 Lack of Session Expiration Mechanism
2.4.9 Using Malware
2.5 Different Types of Session Hijacking
2.6 Methods to Hijack Sessions
2.7 Understood form of Internet Data Theft and How to Avoid It.
2.8 What Session Hijacking Involves
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2.8.1 Active and Passive Attacks
2.8.2 Compromising Session Tokens
2.9 Tools Employed by Attackers
2.10 Preventing an Attack
2.10.1 Encryption
2.10.2 Connections
2.10.3 Anti-Virus Software
2.10.4 Employee Education
2.11 Countermeasures for Session Hijacking
2.12 Hijacking Application Levels

2.1 Introduction
Web applications communicate using HTTP protocol. HTTP is stateless, which means
there is no support at the protocol level to identify the state of a particular request. In
other words, web servers don’t have any mechanism to know whether the request is
coming from a new client from a client which is already communicating with it. So from
the server perspective, every request it receives is a new request. For instance, let us say a
client logged into his Facebook account by sending his credentials. Now if he wishes to
see his messages, he has to send his credential information again, because the server
doesn’t normally know that he was already authenticated in the previous request. This is
something that developers have to do themselves. This is called ‘Session Tracking’.

2.2 How Can Sessions Be Tracked?
Sessions are tracked by developers primarily through the use of session identifiers (SIDs).
Once the user is successfully authenticated, a session ID is created by the server and
maintained by the server. From there on, for every request this value is checked to track
the user. In other words, session IDs are used as an authentication token so that user does
not have to re-enter the credential information with every request.
Based on how this SID this sent and received, there are 3 mechanisms to track sessions.
Cookies:
The SID is created and maintained in the server and sent to the user through cookies. A
cookie is stored in the user’s hard disk and goes with each request. The server verifies the
same before executing the request. This is the most widely used mechanism and we are
going to talk more about this in the below sections.
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URL Rewriting:
In this the SID value actually goes in the URL of each request. This kind of session
tracking is difficult, as we need to keep track of the parameter as a chain link until the
conversation completes.
Hidden Fields:
Hidden fields are elements which are not directly visible to the user. They can be viewed
by looking at the page source. Interestingly, they can also be used for session
management, as SID values can be stored in hidden fields and can be sent to the server
with each request. This sort of mechanism is rarely used these days.

2.3 What is Session Hijacking?
Let’s discuss them in common term’s, Session Hijacking by the name only it suggests
that we are hacking someone’s active session and trying to exploit it by taking the
unauthorized access over their computer system or Network. So Session Hijacking is the
exploitation of valid computer or network session. Sometimes technical guys also call
this HTTP cookie theft or more correctly Magic Cookie Hack. Now you guys surely be
thinking what Magic Cookie is.
Magic cookie is simply a cookie that is used to authenticate the user on remote server or
simply computer. In general, cookies are used to maintain the sessions on the websites
and store the remote address of the website. So in Session Hijacking what Hacker does is
that he tries to steal the Magic cookies of the active session that’s why it’s called HTTP
cookie Theft. Nowadays several websites has started using HTTPS cookies simply called
encrypted cookies.
Session Hijacking is the process of taking over a existing active session. One of the main
reasons for hijacking the session is to bypass the authentication process and gain the
access to the machine. Since the session is already active so there is no need of reauthenticating and the hacker can easily access the resources and sensitive information
like passwords, bank details and much more.

2.4 Session Hijacking Cheat Sheet
When a user authenticates himself in a web
server, the session is maintained with a
HTTP cookie. And the cookie is placed in
the user's computer. Session Hijacking is
an attack in which an attacker exploits a
valid session of a user and gets
unauthorized access to the web server for
malicious purposes.
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There are couple of methods using which a Session Hijacking is performed:
Let us now take a look at different ways or scenarios in which active sessions can be
hijacked.

2.4.1 Session Sidejacking
In this attack, the attacker mainly does packet sniffing and reads the network traffic
between the victim's machine and the server to steal the session cookie.
It normally follows these steps:


The victim logs in to the server and starts communicating.



The attacker uses a packet sniffer and reads the network traffic between them.



The attacker steals the session cookie.



The attacker uses the same session cookie to log in to the server and impersonate
the victim.

If the application does not use SSL and transports the data in plain text, then anyone
within the same network can grab the cookie values just by sniffing the traffic using tools
such as Wireshark. There are a few cases worth mentioning here:
SSL only for login page: Of course if there is no SSL then the credentials too would be
gone (forget about cookies!), but there are some developers who use SSL for the login
page alone, assuming that the credentials are transported safely. But once the user is
authenticated, it is the cookies (that go with each request) that identify him. All the
requests that are done after logging in contain cookies, and if they are not protected with
SSL, the session can be easily hijacked. Thus the password may not be stolen, but the
session can be hijacked.
Single URL is enough to hijack a user: There are several cases where the application
uses HTTP to fetch image or JS files that belong to same domain. The problem is when
you send a request to a domain in which you are already signed in, the cookies would
automatically go. That is how the cookies work. So in simple words, even if there is a
single link which goes to the server without HTTPS, the cookies would go along with it
and can be grabbed by an attacker who is sniffing the network.

2.4.2 Session Fixation
In this attack, an attacker sets a user's session id to one known to him. And, when the user
falls in trap and logs in to the server, the attacker impersonates him.
It normally follows these steps:


An attacker uses social engineering and sends the victim a link containing the
predefined session id.



The victim clicks on the link and a log in screen pops up. When he logs on to the
server, the server assigns that session id to the victim (because of vulnerabilities
in the web application)
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But, this session id is known to the attacker. So, the attacker now logs in to the
server impersonating the victim.

Session fixation is an attack where the attacker fixes the session in advance and just waits
for the user to login in order to hijack it. This is very much applicable to the SIDs in the
URL scenario. If the application associates a user with an incoming SID without
checking if it is generated by the server, then this attack is possible.
An attacker logs into the site www.vulnerablesite.com. The server sets a cookie value and
returns it to him, say Set-Cookie:
SID=adfajkdfjer23411sdfadf
The attacker now sends a link to the victim,
http://www.vulnerablesite.com/test.php?SID= adfajkdfjer23411sdfadf
The victim logs on and the server now assigns the SID value to him. (Why? Due to bad
coding, the server does not check if it is generated by itself and tags it with the users).
The attacker, who already knows the SID value he used, can now just use the same and
access the victim’s account.

2.4.3 Generating Cookies Before Authentication
Cookies are supposed to be generated (or at least changed) after successful
authentication. If the same cookie which is generated before authentication is used after
authentication, then session hijacking is possible, as explained here with a simple
example. This is mostly exploitable in a public café or shared computers scenario.
An attacker visits the site www.vulnerablesite.com. The server sets a cookie value and
returns it to him, say Set-Cookie: SID=randomqrrqwer234234234
The attacker notes down this value and leaves the system, keeping the page open.
The victim now logs into the same site. Cookie value does not change after
authentication.
The attacker, who already has the cookie value, can access the victim’s account.

2.4.4 Predictable Session Ids
By analyzing the pattern of session IDs, an attacker can predict the session ID of a logged
in user and thus hijack his account. For example, consider the below session cookie set by
an application.
Set-Cookie: sessionid=dG9tOm1hbmFnZXI=
Although this seems to be random at first look, it is not actually! Base 64 decoding of the
above value gives the below data.
Base64 Decode [dG9tOm1hbmFnZXI=] = tom:manager
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Thus an attacker can study this pattern and construct a valid cookie, for instance
something like Base64 Decode [admin:admin]. Similarly, if the session IDs are not
random enough, an attacker can try to brute force them to gain access to the application.

2.4.4 Using Cross Site Scripting Vulnerability
In this attack, the attacker exploits a victim and inject client side scripts into web pages
viewed by the victim to do malicious activities like steal sensitive information etc.
It normally follows these steps:


The attacker writes a script such that when a user is already logged in to the server
and clicks on the link of the script, the session information is transferred to the
attacker.



The attacker uses some social engineering and sends the link to the victim.



The victim logs in to the server and clicks on the link.



Session information placed in the cookie is transferred to the attacker.



The attacker now exploits the session information to log in to the server
impersonating the victim.

Hear is aware of what an XSS attack is about. So we are going to take a look at how XSS
can be used to steal SID or cookie value. In simple words, XSS allows an attacker to
execute scripts (such as JavaScript) on an end user’s browser. Hence an attacker just
needs to write a script that can access the cookie value and send it to a server he owns.
The below script does the same thing. It hits the attacker’s site with the cookie value.
Accessing the cookie on the client side is possible through use of document.cookie.

2.4.5 Session Puzzle Attacks
This vulnerability occurs when an application uses the same session variable for more
than one purpose. Here an attacker tries to access the pages in a particular order so that
the session variable is set in one context and then used in another. This is best explained
in the below scenario.
An attacker visits the application and clicks on the ‘Forgot Password’ link.
Now he enters some other user’s ID (say admin) and clicks submit.
After this the attacker just requests some internal page such as viewprofile.jsp and he logs
in as admin.
This worked because the application wrongly sets the session attribute when the forgot
password process is initiated. The attacker takes advantage of this and exploits it by
requesting it in a sequence. These types of vulnerabilities are more difficult to identify
through normal testing, and hence source code reviews are the best way to look out for
such vulnerabilities.
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2.4.6 Improper Logout Implementation
When a user clicks on the logout button, the application is supposed to destroy all the
session variables that are handled on the server side. But instead, some developers just
delete the cookies from the client side using client side code. This seems to work fine
when you browse normally, because once the cookies are removed from the machine it
will redirect to login page, but the session on the server is active indefinitely. This means
that an attacker who can grab this value can still access the application. This scenario
increases the time period an attacker can launch attacks over valid sessions.

2.4.7 Lack of Session Expiration Mechanism
All applications should track idle sessions and automatically redirect the user to a login
page upon session timeout. Failure to do so would not only increase the time period an
attacker can launch attacks, but also grant access to the application if he has physical
access to that machine. Once again, this session expiration must be done at the server
level and not just at the client level.

2.4.8 Using Malware
Here, the attacker infects the victim's computer with a malware and then steals the session
cookie.
Just to give an example:


The victim installs a software from an untrusted source.



The victim's computer is infected with a Browser Hijacker.



The malware changes the security settings of the attacker's browser.



When the victim logs in to the server, the malware steals the session cookie and
transfers it to the attacker.



The attacker can now log in to the server impersonating the victim.

2.5 Different Types of Session Hijacking
Session Hijacking involves two types of attacks:
1. Active attack
2. Passive attack
In Passive attack, the hacker Hijacks a session, but just sits back and watches and records
all the traffic that is being sent from the computer or received by the computer. This is
useful for finding the sensitive information like username passwords of websites,
windows and much more.
In Active attack, hacker finds the active session and takes over it. This is done by forcing
one of the parties’ offline which is usually achieved by DDOS attack (Distributed Denial
of service attack). Now the hacker takes control over the active session and executes the
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commands on the system that either give him the sensitive information such as passwords
or allow him to login at later time.
There are also some hybrid attacks, where the attacker watches a session for while and
then becomes active by taking it over. Another way is to watch the session and
periodically inject data into the active session without actually taking it over.

2.6 Methods to Hijack Sessions
There are four main methods used to perpetrate a session hijack. These are:
Session fixation, where the attacker sets a user’s session id to one known to him, for
example by sending the user an email with a link that contains a particular session id. The
attacker now only has to wait until the user logs in.
Session sidejacking, where the attacker uses packet sniffing to read network traffic
between two parties to steal the session cookie. Many web sites use SSL encryption for
login pages to prevent attackers from seeing the password, but do not use encryption for
the rest of the site once authenticated. This allows attackers that can read the network
traffic to intercept all the data that is submitted to the server or web pages viewed by the
client. Since this data includes the session cookie, it allows him to impersonate the
victim, even if the password itself is not compromised. Unsecured Wi-Fi hotspots are
particularly vulnerable, as anyone sharing the network will generally be able to read most
of the web traffic between other nodes and the access point.
Alternatively, an attacker with physical access can simply attempt to steal the session key
by, for example, obtaining the file or memory contents of the appropriate part of either
the user’s computer or the server.
Cross-site scripting, where the attacker tricks the user’s computer into running code
which is treated as trustworthy because it appears to belong to the server, allowing the
attacker to obtain a copy of the cookie or perform other operations.

2.7 Understood form of Internet Data Theft and How to Avoid it.
Session hijacking involves the theft of another’s internet session, thereby allowing the
attacker to impersonate the original user. Falling victim to a session hijacking attack
could prove catastrophic because it may enable the attacker to perform any task that you,
the victim, would be able to perform.
In this article I explain what session hijacking entails, and detail some of the more
favored methods for compromising a session token. I also discuss three of the tools most
commonly used to perform such attacks and outline some prevention measures that you
might implement, in either your home or place of business, in order to avoid becoming a
victim of such an attack.
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2.8 What Session Hijacking Involves
At its most basic level, session hijacking involves the taking over of a victim’s active
internet session by covertly obtaining the victim’s session token. Once the victim’s
session token has been accessed, the attacker can masquerade as the victim, and perform
any tasks that the victim is authorized to perform.
The session token required to perform a hijack is normally stored within an internet
cookie or URL. For most communications, authentication procedures are carried out at
start up. The process of session hijacking takes advantage of this practice by intruding
into the web session in real time. The ability to detect such an intrusion is dependent on
both the technical knowledge of the victim and the specific nature of the attack.

2.8.1 Active and Passive Attacks
There are two broad forms of session hijack attacks which are known respectively as an
active and a passive attack. An active attack involves the identification, attack, and
successful takeover of an active internet session. It is regarded as the more advanced form
of attack, due to the higher level of skill which it entails.
A passive attack involves the attacker monitoring the traffic being sent across the victim’s
network and, as such, is nothing more than an advanced form of network sniffing. The
attacker gathers information, such as login information, and then uses that information to
authenticate in a separate session.

2.8.2 Compromising Session Tokens
Common methods employed in stealing a valid session token are session sniffing; clientside attacks; man-in-the-middle attacks; and session prediction. Each of these is discussed
below.
Session sniffing is the easiest approach to capturing a valid session token. It involves the
monitoring of network traffic being sent between the victim’s terminal and the server that
the victim is connecting to Monitoring this traffic allows the attacker to easily gather a
wide range of sensitive data, including information regarding the session token as well as
login details to various websites and services.
Another common means of gaining access to a session token, and other personal data is
for the attacker to use a client-side attack. One of the most common client-side-attacks
involves infecting the intended victim’s terminal with a malware application, such as a
Trojan or Virus. This application then gives the attacker access to the target’s data and
allows the copying, editing and deletion of any file on the target’s computer. The crosssite script (XSS) attack is another example of a client-side attack. An XSS attack occurs
when an attacker sends a URL containing malicious Javascript code to a potential victim.
If the target navigates to the link, the malicious Javascript code will be executed,
resulting in a copy of the target’s session token being sent to
the attacker.
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A man-in-the-middle attack (MITM) occurs when the attacker intercepts communications
between two systems, and then assumes the role of a proxy between both parties. The
attacker does this by splitting the connection into two new links: one between the server
and the attacker, and the other between the attacker and the victim. By acting as a proxy
for all communications between the two parties, the attacker is able to read and modify
the data that is sent between the victim and the server, including the session token.
A session prediction attack, which is, in my opinion, the most amateurish of attack
methods, involves the attacker trying to guess the active session’s token. The attacker
does this by analyzing both the means by which the session token is generated and the
algorithms that are used to protect it. Once an attacker understands this process, they are
able to predict a valid session token value and gain access to that session. Some simple,
highly vulnerable session tokens may comprise predictable information such as
timestamps and usernames. Employing such basic session token assignment schemes is
extremely dangerous and should be avoided!

2.9 Tools Employed by Attackers
There are a variety of applications that can be used to sniff networks and hijack active
sessions. Three of the most commonly employed applications are as follows.
Juggernaut is a network sniffer that was developed for Linux operating systems.
Juggernaut allows the user to monitor all network traffic, or alternatively, to scan network
traffic for specific keywords, such as usernames, website addresses or passwords.
Juggernaut also allows the user to view information regarding all active network sessions,
and provides the user with the option of hijacking any of these sessions. Juggernaut is a
free-to-use application and installation guides are available on a variety of websites; a
basic Google search should be sufficient to find one of these guides.
A second application is T-Sight, which is a network scanning and session hijacking tool
designed for use within the Microsoft Windows environment. T-Sight allows the user to
monitor all data being passed over a network. When a session id has been captured, a
single button click allows the attacker to hijack the session. In an attempt to prevent TSight being used for illegal purposes, Engarde, the company that produces and distributes
T-Sight, only licenses the software to pre-determined IP addresses.
Finally, Ettercap is a free and open source network security tool that allows the user to
perform man-in-the middle attacks over Local Area Networks (LANs). Ettercap is
compatible with a range of operating systems, including Linux, Mac OS X, Solaris and
Microsoft Windows. It was ranked number 11 on the Top 100 Network Security Tools
list of 2006. Ettercap is one of the most advanced sniffing tools available. It allows the
attacker to analyse traffic using a variety of different methods, and enables the efficient
location of information in the shortest possible timeframe. While Ettercap is arguably the
most advanced of the three applications I have outlined, there are some known issues
with its stability when operating within a Windows environment. However, it operates
perfectly in Kali, a Linux distribution designed for penetration testers.
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2.10 Preventing an Attack
The following preventative measures can be taken to minimize the risk of being subjected
to a session hijacking attack.

2.10.1 Encryption
The encryption of data, including the session token, passing between both parties can
significantly reduce the chances of a successful session hijack attack. Encryption can be
employed using a cryptographic protocol such as Transport Layer Security (TLS) or
Secure Sockets Layer (SSL). Encryption is heavily relied upon by most web-based
banking applications and e-commerce services, including eBay and Freelancer. A
relatively effortless means of employing encryption is to download and install the
browser add-on, HTTPS Everywhere. This is the same software that is used by the Tor
Project to enforce browser encryption within the Tor network. It should be noted that
while encryption will dramatically reduce the effectiveness of sniffing-style attacks, there
is still the potential for a session hijack to occur if the attacker uses a different method to
gain access to the session token.

2.10.2 Connections
Another way to mitigate the risk of having your session hijacked is to limit the number of
remote connections to your network. This can be done by using a Virtual Private Network
(VPN) server. This enable authorized users to connect to your network from an offsite
location. Employing a VPN server adds an extra layer of protection between users and
your network. When combined with SSL encryption, a VPN server, acting as a
middleman between your users’ personal terminals and your network, should offer
sufficient protection against session hijacks in the majority of cases.

2.10.3 Anti-Virus Software
Making sure that up-to-date anti-virus software is installed on networked computers will
help prevent the network being infected by malware. As discussed, malware can be used
by an attacker to steal a session token.

2.10.4 Employee Education
Educating employees as to procedures for safe internet use can be boring but nonetheless
highly effective in preventing a range of attacks. Educating your employees about the
different types of malware, how malware is spread (spam email, infected files etc.) and
proper browsing habits, will assist in preventing infections that could spread across your
network and reap havoc.
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2.11 Countermeasures for Session Hijacking
We can take couple of steps to prevent Session Hijacking.


Web applications should use SSL/TLS to transfer sensitive data. This will encrypt
the data making it difficult for the attacker to steal session cookie or any other
information.



Web applications should use very long random numbers as session key, so that it
becomes difficult for the attacker to guess the session key and exploit that.



After a user authenticates himself, the server should regenerate the session key. It
will become difficult for the attacker to guess the session key after the user logs
in.



Web applications should use secondary checks like matching the IP address with
that of the previous session etc, to increase the security.



Web applications can change the cookie with each and every request made by the
user's computer. This will limit the attacker to a great extent.



And, users should always log out of the web applications, as soon as they are done
using them.

2.12 Hijacking Application Levels
At this level a hijacker can not only hijack already existing sessions but can also create
new sessions from the stolen data.
HTTP Session Hijack
Hijacking HTTP sessions involves obtaining Session ID’s for the sessions, which is the
only unique identifier of the HTTP session. Session ID’s can be found at three places
1. In the URL received by the browser for the HTTP GET request.
2. With cookies which will be stored in clients computer.
3. Within the form fields.
Obtaining Session ID’s
One way to obtain the Session ID is by sniffing, which is same as the Man in middle
attack. Cookies and URL’s can be sniffed from the packets and if unencrypted can
provide critical user logon information.
Another way is by Brute Forcing the Session ID’s which involves trying a set of session
id’s based on some pattern. Brute forcing is a time consuming task but worked on some
algorithm can produce results rather quickly.
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2.13 Conclusion
Whether you are operating on your personal, home, or business network, the threat of
session hijacking attacks is very real. While a successful attack can be devastating to you
and your business, the measures outlined in this article can assist in reducing the
likelihood of an attack being effective.
Session hijacking is a serious threat to Networks and Web applications on web as most of
the systems are vulnerable to it. Although above explanation and countermeasures will
give insight to the defender to protect his /her network, but it will also raise the security
bar and will force the hijackers to apply more complex attacks to compromise the system.
Networks should be tested and monitored continuously in order to make them
impenetrable by the intruders.

2.14 Reference
http://www.bindview.com/Services/Razor/Papers/2001/tcpseq.cfm
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Unit-3
Social Engineering
Learning Objectives :
After learning this unit you should be able to


Know about Social Engineering.



Know about how Effective Is Social Engineering.



Know about different type Social Engineering.



Study about Insider Threat and Insider Attack.



Know about Identity andHow Identities Are Stolen.



Know about General Tips for Social Engineering.



Know about The Social Engineer’s Toolkit.



How Can You Use Social Engineering in Your Everyday Life?



Understand aboutMitigation advice.



Study about Counteracting Social Engineering.

Structure
3.1 Introduction
3.2 What is Social Engineering?
3.3 How Effective is Social Engineering?
3.4 Social Engineering Types
3.4.1 Insider Threat
3.5 Insider Attack
3.6 Identity Thieves
3.6.1 Phishing
3.6.2 Dumpster Diving
3.6.3 Skimming
3.6.4 Pharming
3.6.5 Tombstone Theft
3.7 How Identities are Stolen
3.8 Famous Identity Thieves
3.9 General Tips for Social Engineering
3.9.1 Do Your Research
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3.9.2 Look the Part
3.9.3 Learn to Read People
3.9.4 Backup Your Backup Plans
3.9.5 Strength in Numbers
3.9.6 Take the Time to Do It Right
3.10 The Social Engineer’s Toolkit
3.10.1 Phishing, Vishing, and SMiShing
3.10.2 Pretexting
3.10.3 Sex Appeal
3.10.4 Tech Support
3.10.5 The Indirect Approach
3.11 Spy versus Spy: Counteracting Social Engineering
3.11.1 Enforce Strict Information Release Policies
3.11.2 Education
3.11.3 Data Leak Prevention Software
3.11.4 Penetration Testing
3.12 How Can You Use Social Engineering in Your Everyday Life?
3.13 Mitigation advice
3.14 Let Us Sum Up

3.1 Introduction
In cyber-security, social engineering refers to the manipulation of individuals in order to
induce them to carry out specific actions or to divulge information that can be of use to an
attacker. Social engineering in itself does not necessarily require a large amount of
technical knowledge in order to be successful. Instead, social engineering preys on
common aspects of human psychology such as courtesy, gullibility, greed,
thoughtlessness, shyness and apathy. Social engineering techniques are commonly used
to deliver malicious software (malware2) but in some cases only form part of an attack,
as an enabler to gain additional information, commit fraud or obtain access to secure
systems. Social engineering techniques range from indiscriminate wide scale attacks,
which are crude and can normally, be easily identified, through to sophisticated multilayeredtailored attacks which can be almost indistinguishable from genuine
interactions.Social engineers are creative, and their tactics can be expected to evolve to
take advantage of new technologies and situations. This unit outlines some of the most
common and effective forms of social engineering.
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3.2 What is Social Engineering?
Social engineering is using the common tendencies of how people interact with others in
order to gain information or a benefit of some kind. Effectively, social engineering can be
referred to as the hacking of people. Before the Internet age, social engineering would
more likely be referred to as conning, but the scope of social engineering’s applications
goes beyond tricking people out of money. It is about causing people to act according to
your wishes. Getting someone to say yes to a date is social engineering. So is getting your
company a contract from a tough client. In regards to information security, social
engineering is getting people to give up protected information.

3.3 How Effective is Social Engineering?
Even companies that place a high focus on securing their information networks can prove
extremely vulnerable to social engineering attacks. DefCon, one of the largest hacking
conferences in the world, routinely features a social engineering competition that has
demonstrated over and over again that simple tactics can be used to get enough
information to potentially do harm to a company. Position in the company also seems to
have almost no effect on how susceptible a person is to social engineering; a big wig is
just as likely to give up information as a cashier, but the big wig also usually has access
to more pertinent info.
Social engineering is gaining attention for its insidious effectiveness, and is starting to get
recognized in the media and the corporate world. Check out these news articles for an
idea of how it is being perceived:
Smooth-Talking Hackers Test Hi-Tech Titan’s Skills – A look at DefCon hacking
competitions, utilizing social engineering within legal boundaries to ferret out
intelligence designed to weaken a company’s security.
Social engineering to blame in Syrian Electronic Army hijack of the Onion – The targets
of these sorts of attacks aren’t always the ones you might expect, the Onion was a recent
victim of a phishing scheme.
Facebook Social Engineering Attack Strikes NATO – Often, the targets are important,
such as this attack against NATO. Every organization contains a human element, the
target of savvy social engineers.
How a lying ‘social engineer’ hacked Wal-Mart – Many people are naturally biased to
trust based on a set of subtle criteria; a tone of voice, a style of dress, even word choices
can lead people to give credence to otherwise nonsensical ideas or situations, like this
Wal-Mart store manager being duped into giving away company data in exchange for a
non-existent contract possibility.
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3.4 Social Engineering Types
Commonly referred to as the non-technical method of hacking, social engineering is a
method of data intrusion that relies on human interaction. In a social engineering attack,
bad actors prey upon people’s natural proclivity for trust. Hackers may present
themselves as a friend or familiar acquaintance in order to trick people into giving them
typically confidential information or access to personal accounts. There are two common
classifications of social engineering:


Internal: In this type of attack, someone from inside the business has found a
vulnerability and decided to take advantage. He or she may use the access to email
lists and employee addresses to send out an email prompting users to engage in a call
to action containing malicious software.



External: This is when an outside source, perhaps a competitor or criminal hacker,
wants to gain access to your data, so they employ similar tactics as the internal threat
using information gathered off a public site.

The best cyberdefense is understanding your vulnerabilities and doing what you can to
correct them.

3.4.1 Insider Threat


Intentional: This occurs when anyone who has or has had access to a company’s
network uses this access for malicious purposes. This can mean that the
confidentiality of records was compromised, data was stolen or financial damage was
done.
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Unintentional: Like intentional insider threat, this type of cyberthreat is the fault of
a company’s employee. However, unintentional insider threats are unplanned. The
individuals involved were usually socially engineered into allowing a bad actor to
have access to the network.

3.5 Insider Attack
An insider attack is one of the biggest threats faced by modern enterprises, where even a
good working culture might not be sufficient to prevent it. Companies implement
sophisticated technology to monitor their employees but it’s not always easy for them to
distinguish between an insider and an outside attack.
Those who target and plan attacks from the outside might create strategies for obtaining
insider knowledge and access by either resorting to an existing employee, or by making
one of their own an insider.
Understanding the attacker types might serve as a stepping stone in selecting effective
security measures to prevent threats to the company. According to Bruce Schneier, author
of Beyond Fear, the categories of attackers are:
Opportunists:
The most common type of attacker. As the category indicates, they spot and seize an
“opportunity” and are convinced that they will not get caught. It is easy to deter such
attackers via cursory countermeasures.
Emotional Attackers:
They may accept a high level of risk and usually want to make a statement through their
attack. The most common motivation for them is revenge against an organization due to
actual or perceived injustice. Although emotional attackers feel powerful when causing
harm, they sometimes “hope to get caught” as a way of solving the issues they were
unhappy with but were unable to change from the beginning.
Cold Intellectual Attackers:
Skilled and resourceful professionals who attack for their own gain or are employed to do
so. They target information, not the system, and often use insiders to get it. Unlike
opportunists, cold intellectual attackers are not discouraged by cursory countermeasures.
Terrorists:
They accept high risk to gain visibility and make a statement. They are not only hard to
deter by cursory countermeasures, but can even see them as a thrill.
Friends and relations:
They may introduce a problem to both individuals (in the form of financial fraud, for
example) and companies (by abusing authorization credentials provided to legitimate
employees). In this scenario, a victim and an attacker are sharing physical space, which
makes it very easy to gain login and other sensitive information.
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There are a number of precursors of insider attacks that can help to identify and prevent
them:


Deliberate markers – These are signs which attackers leave intentionally. They
can be very obvious or very subtle, but they all aim to make a statement. Being
able to identify the smaller, less obvious markers can help prevent the “big
attack.”



Meaningful errors – Skilled attackers tend to try and cover their tracks by
deleting log files but error logs are often overlooked.



Preparatory behavior – Collecting information, such as testing countermeasures
or permissions, is the starting point of any social engineering attack.



Correlated usage patterns – It is worthwhile to invest in investigating the
patterns of computer usage across different systems. This can reveal a systematic
attempt to collect information or test boundaries.



Verbal behavior – Collecting information or voicing dissatisfaction about the
current working conditions may be considered one of the precursors of an insider
attack.



Personality traits – A history of rule violation, drug or alcohol addiction, or
inappropriate social skills may contribute to the propensity of committing an
insider attack.

3.6 Identity Thieves
Identity theft is the use of information such as a person’s name, bank account number,
birth date or social security number without the individual’s knowledge. This can range
from putting on a uniform to impersonate someone, or even an elaborate scam involving
DNS poisoning, as well as phishing scams.

3.6.1 Phishing
Phishing is a cybercrime in which a
target or targets are contacted by email,
telephone or text message by someone
posing as a legitimate institution to lure
individuals into providing sensitive
data such as personally identifiable
information, banking and credit card
details, and passwords.
Gartner research firm, estimates that 57
million U.S. adults received a
“phishing” attack email within the past year. More than half of those that responded were
victims of identity theft. This scam is carried out by sending legitimate looking emails to
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unsuspecting individuals. The emails are designed to make the recipient believe that they
are from an institute they trust, such as their banking institutions or any other company
that may require you to provide personal information for authentication. As the
unsuspecting person hands over this information they have opened up themselves or their
businesses to attack. Even seemingly benign information can lead to something severe.
Divulging even personal information can lead to an attack being launched, as shown
in the story about AOL mentioned in our framework .

3.6.2 Dumpster Diving
Another commonly used method to gather information about someone’s identity is
by dumpster diving. Individuals and businesses throw away lots of sensitive information
containing addresses, phone numbers, credit card receipts, and even social security
numbers. This information can be used to build the identity that the thief wants. The
identity thief can also find birthday cards, addresses of family members and of businesses
that are used by the individual to gain a foothold into their identity. If the identity thief
finds that someone one is using a cleaning service frequently and paying them for
services, this could be used as a way into the organization. Using this information the
identity thief could pose as a janitor and use that as a way into an organization to either
carry out the attack or gain even more valuable inform

3.6.3 Skimming
Another method used by identity thieves is called skimming. Skimming is an example of
a low tech technique used to scan or swipe your credit or bank card and get the
information off the magnetic strip. This scam is fairly easy to carry out in restaurants or
any place that you give someone your card and they walk out of sight to run the charges.
The thief runs the card through a hand held scanner and is then able to capture the card
information off it and use it at another time to run up charges on the account. The Center
for Identity Management and Information Protection says that mail theft, dumpster
diving, stolen wallets, and other low-tech or no-tech methods are used far more often,
with only 10 percent of scammers using the Internet exclusively.

3.6.4 Pharming
Another method used with Identity theft is Pharming. These scams use basically two
methods, in the first, the attacker modifies the computers hosts file and uses links in
emails that look like they send you to a legitimate site for a financial institution. The web
site is actually correct but you have made their system go to a fraudulent IP for that URL.
The second attack exploits vulnerabilities in DNS servers that redirect victim’s to the fake
websites. The erroneous site enables the attacker to collect user-names, password,
account information, and anything else that is entered in the web site. The Drive-by
Pharming attack is a fairly sophisticated attack that involves modifying the configuration
of the external router as opposed to the computer’s local host file or the DNS server.
Again it is the same principle but the thief is modifying the settings for an entire network
rather than just a single host.
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3.6.5 Tombstone Theft
A less thought of attack that can really be vicious is Tombstone Theft. Tombstone Theft
involves stealing someone’s identity that has passed away. The thief can assume this
individuals identity and likely get away with the deceit for some time. Because of
someone’s death people often forget about notifying banks and other credit card
companies right away after their loved ones death. As far as the financial companies
know, the individual is alive and using their cards or accounts as normal. The thief
typically gets this information through funeral home notices or obituaries. Funeral homes
can be careless in their handling of personal information about their customers and
information can be gained from newspaper obituaries. An example of this crime can be
found in Atlanta Georgia. Personal identity information of some 80 people were sold for
$600 US apiece. That information was used to secure over $1.5 million in loans.

3.7 How Identities are Stolen
There are six key ways identity theft occurs and these are all discussed in depth in our
framework:
1.

Dumpster Diving: Rummaging through your trash or your company’s trash an
identity thief can find enough information about you to launch an attack.
[Dumpster Diving section in wiki]

2.

Skimming: This is where an attacker uses a special device to store your personal
information when you buy something from a store. This is the type of attack that
was used against TJ Maxx.

3.

Phishing: Pretending to be a financial institution or company a malicious email is
sent trying to encourage you to visit a very realistic looking site and enter your
personal info.

4.

Changing Your Address: It has been done where an identity thief can divert your
bills after they order high ticket items, to another location simply by filling out a
“change of address” form.

5.

Stealing: Still viable, but an identity thief who steals a purse or wallet can take
the theft further by now taking your identity.

6.

Pretexting:Using false pretenses, they obtain personal information from you that
can lead to your identity being used falsely.

3.8 Famous Identity Thieves
Frank Abagnale
One recent popular example of identity theft is shown in the movie “Catch Me if you
Can” based on Frank Abagnale. Frank impersonated a doctor, lawyer, prison inspector,
maybe most famously an air line pilot. His airline scams alone cost Pan AM Airlines
untold sums as Frank flew over 1 million miles to over 26 countries and stayed at various
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hotels along his way. Another more popular example of Franks scams was in the form of
fraudulent checks. Frank used impersonation, pretexting, and other techniques to carry
out some extraordinary scams.
In the example above Frank used a pilot’s uniform and some prior knowledge of airports
to carry out this scam. Another trick that he used is pretexting. In other words you use a
position of authority to get things that you need or pretend that you are in real need of
something of importance or urgent. Impersonation is used in the same way. Through
observation, and using the jargon, the attire, or uniform, and some general knowledge to
impersonate someone, a thief can steal a person’s identity in the literal sense of the word.
An identity thief can take a picture of an ID card and print it out and paste their own
picture on “Tom Smith’s” access badge and now the thief has become “Tom” The thief
can dye his hair or put in false teeth to disguise himself as the individual he is trying to
impersonate.
An example of ID Theft
Original source: YouTube.

3.9 General Tips for Social Engineering
These are common guidelines and methods used by social engineers before and during
any assignment on which they are working. These focus more on the preparation and
mindset of the social engineer than the actual attack methods that are used.

3.9.1 Do Your Research
Take a look at this seminar on social engineering strategies.
Information is everywhere. If there is a topic you want to know about, you usually only
need to glance at the Internet. Reading the news and press releases from a company can
give you a firm background history from which to work. A social media site may give
you insights into the temperament of a person or give you an idea of the social scene in
which they operate. If you are trying to infiltrate a group or become closer to a person
with any notable focus, then the Internet can be used to familiarize yourself with the
topic.
Hackers may go above and beyond in this regard. If they manage to gain access to
someone’s email account or messaging service, there may be records of conversations
that can be used to mimic the person in electronic communications or learn about key
topics that anyone on the inside should know about.

3.9.2 Look the Part
Imagine for a moment that you are watching a movie set in modern times and focused on
the happenings in a government or business office. If there was someone dressed in jeans
and a hoodie in the middle of a meeting of executives or elected officials, you would
likely immediately feel the character was out of place or at least question why they were
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there. The same holds true whenever you want
to interface with another social group, whether
it is a company or a club.
Also worth noting is that looking professional
– wearing a nicely tailored and well-kept
business suit – can generate an obscene level
of trust in your social interactions. The suit
conveys a lot of subtle messages: this person
is a successful member of society, they likely
have money, and you can trust then a bit more
than the average person. You may not gain complete trust and unlimited access, but the
difference between the trust levels shown to someone in a suit and someone in casual
clothing is palpable.

3.9.3 Learn to Read People
This article gives you a glimpse into the advancement of research into the integration of
robotics and emotions.
If computers are getting to the point that they can recognize and react to the emotional
displays of people, then there is no reason that a person should not be able to better do the
same task. Taking the time to read on facial expression theory and other psychological
articles can help point you in the right direction, but the only way to really learn is to go
out and talk with people. Doing this with new people consistently will also give you
practice on learning how to pick up the subtleties in a new person’s expression and tone.

3.9.4 Backup Your Backup Plans
Just having an idea of how to work a plan does not mean you should ignore contingency
plans. Even if a failure in one portion of a plan only leaves breaking off the attempt, you
should be prepared for the possibility and have a clear idea of how you will break it off.
This is not going to eliminate having to think on your feet, but having a guideline for
your actions can mean the difference between a smooth response and something
haphazard that sends the wrong signal.

3.9.5 Strength in Numbers
Unlike the world of open conflict, more numbers on the side of the target can be a firm
advantage. Working your way into a small firm can be a dogged task, but it can be easy
to turn into “just another suit” at larger offices. It is almost always easier to work your
way into social situations when the target has a larger number of people involved.

3.9.6 Take the Time to Do It Right
If you were to take movies and shows as fact, you would think social engineers waltz into
a business with a suit and savvy and somehow manage to make their way into the
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confidence of the boss or gain access to sensitive areas within a few minutes. A real
social engineering effort may take weeks or months to accomplish properly.

3.10 The Social Engineer’s Toolkit
A number of techniques have become
common practice for social engineers.
The list here is not exhaustive, and
the variations on these techniques
makes covering them all a task better
suited for a textbook.
3.10.1 Phishing,
SMiShing

Vishing,

and

This rainbow of techniques is
typically meant to refer to scenarios
where the attacker poses as a person
or service the target already knows via electronic communications. One of the most
common phishing emails is one that mimics the company’s style and email address while
telling the target that their account has been locked out due to potentially malicious
activity. A link is supplied to the target to reset their password. The site looks like the
company’s to the smallest degree, but the reset instead sends your old and new passwords
to the phisher.
The delineation between the terms is based on the attack vector. Phishing is done through
the computer, vishing is done through the phone, and SMiShing is done through text
messaging.

3.10.2 Pretexting
Pretexting is the art of constructing a scenario in which the target is more inclined to go
along with the wishes of the attacker. The most common example of this in action might
be taken from the ways people try to convince traffic cops to not give them tickets: “My
friend is in the hospital”, “My wife is delivering our baby”, or “I’m on my way to stop
the love of my life from getting on a plane and never coming back.” In the movie Live
Free or Die Hard, a character uses the pretext of his grandfather in the hospital to get an
OnStar agent to activate a car he wants to steal.

3.10.3 Sex Appeal
When dealing with a pretty face, a person can become distracted and lose focus on the
things that matter. Not every social engineer will be a model, but you can expect the ones
that have been favored with good looks and charm to use the advantage.
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3.10.4 Tech Support
Most people simply have no idea what is going on with their computers beyond
interfacing with the applications they use to work. Computers also have an unfortunate
tendency to break down due to misuse or just over time. In larger companies, it may not
be uncommon for the IT department to be behind on fixing all the computer issues that
are active. By masquerading as tech support, savvy social engineers can troubleshoot for
the employee while also placing themselves in a trusted position to ask for personal
information like passwords.

3.10.5 The Indirect Approach
Coming up to a person directly and asking them about secure, private topics may
immediately trigger warning signals. If the social engineer instead approaches a person
via a secondary topic and befriends them, then later probing for the information has a
higher chance of success due to the longer time for which trust has developed. As an
example, if the target is an avid golfer, then a social engineer might find a way to arrange
for them to end up playing together. This would let the engineer strike up a conversation
naturally due to the common event.

3.11 Spy Versus Spy: Counteracting Social Engineering

It is nigh on impossible to stamp out the threat that social engineering represents even
when utilizing proper security methods at a business or simply trying to avoid falling
victim to it yourself. Much of the research and the supported methods for handling the
threat of social engineering are to educate people on the dangers of it, develop security
policies based on what needs to be protected, install Data Leak Prevention (DLP)
software, and do penetration testing to get a real idea of the level of security in place.
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3.11.1 Enforce Strict Information Release Policies
Both in your personal life and in the business world, sensitive information should be
treated with respect and controlled properly. That does not mean you have to give
someone trouble every time they ask for personal information, but taking the time to
double check that the person is who they say they are and that you can feel comfortable
handing over sensitive information can be done with a high degree of trust.

3.11.2 Education
To use an analogy, the human minds that reside within a social group can be thought of
as computers on that social network. Where you would patch a computer, you would
educate a mind. The ways in which you can be educated are numerous: you could have an
article on social engineering (like this one) made mandatory reading, make social
engineering news part of your company newsletter, or hold a class every couple of
months. At the very least, people should be aware of the information policy on which you
decide. The patch may not take on every person, but you should at least try.

3.11.3 Data Leak Prevention Software
An up and coming type of software is joining the ranks of applications like antivirus and
firewalls on the list of things any network trying to be secure should have: Data Leak
Prevention (DLP) tools. The software can monitor data in storage, in use, or going over
the network, and it can perform tasks like preventing the data from sending or triggering
an alert if something is sent. This is limited to just helping to prevent social engineering
mishaps on computer networks, but social engineers are likely to use a combination of
methods to try and gain access to the most valuable information.

3.11.4 Penetration Testing
Just like your hardware and software, you people can benefit from penetration testing in
order to ascertain their awareness of social engineering as a threat and the information
security policies that protect from it. This usually requires the aid of an outside entity to
get a proper simulation of an attack from someone currently outside the company.

3.12 How Can You Use Social Engineering in Your Everyday Life?
You may not want to con someone out of their account passwords or savings fund, but
that does not mean that the methods of social engineering cannot find their place in your
life. They can even be used effectively for altruistic purposes. For example, making new
friends can benefit from the inclusion of social engineering information.
Social engineering as a way to gain access to secure information is a threat of which
everyone should be aware. Like almost any form of science or technology, it can be used
for good and for evil. Taking the time to learn social engineering methods is the best way
to use them to your benefit and know how to defend against them. Unless you move to
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deserted island with no technology, you are going to be subject to the designs of social
engineering, so you may as well stay informed on the subject.

3.13 Mitigation Advice
Technical solutions such as spam filters, anti-virus software and blocking known
phishing/baiting websites can help prevent some phishing attacks. To some extent
blocking the use of non-authorized USB devices and disabling CD/DVD drives can do
the same for baiting attacks. However, a successfulsocial engineer will attempt to get
around these protections. As a result, the best prevention against social engineering is
raising user education and awareness:

















Make sure users are aware of the signs of phishing emails – good advice is
available from Cyber Streetwise (https://www.cyberstreetwise.com/commonscams) and Get Safe Online (https://www.cyberstreetwise.com/common-scams)
If your organization is a member of CiSP, you can seek advice from other CiSP
members on improving user awareness. See here for more information about
joining CiSP: https://www.cert.gov.uk/cisp/
Consider holding user awareness sessions, potentially as part of training or
induction days, and including a demonstrative penetration test, showing a
successful social engineering attack against an (anonymous) member of the
organization
Encourage users to verify any strange requests or messages by calling the
originator on an already confirmed number
Make users aware of their online presence and caution them to be aware of how
much information they make available on social media
Assess how much information your organization makes available publicly, and
whether any of this could be used in a social engineering attack
Implement policies that reduce the risk of a successful phishing (e.g. to never send
sensitive information outside your organization’s network), and give users the
confidence they won’t be punished for sticking to the rules
Encourage users to share their concerns over strange emails or other potential
social engineering events with colleagues and IT support
Ensure as an organization you inform others of potential social engineering
attempts through CiSP – you may not be the only one being targeted, but you may
be the first who realizes it’s a social engineering attack
Prepare for the fact that you are highly likely to eventually be compromised, and
ensure you have in place an incident response and disaster recovery capability
In general, if your organization adheres to the ‘10 Steps to Cyber Security’ 9 and
the ‘20 Critical Controls for Cyber Defense’ 10 you will be in a good place to
prevent, respond and recover from a range of cyber related incidents, including
those that involve social engineering.
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3.14 Let Us Sum Up
Social engineering is one of the most prolific and effective means of gaining access to
secure systems and obtaining sensitive information, yet requires minimal technical
knowledge. Attacks vary from bulk phishing emails with little sophistication through to
highly targeted, multi-layered attacks which use a range of social engineering techniques.
Social engineering works by manipulating normal human behavioral traits and as such
there are only limited technical solutions to guard against it. As a result, the best defense
is to educate users on the techniques used by social engineers, and raising awareness as to
how both humans and computer systems can be manipulated to create a false level of
trust. This can be complemented by an organizational attitude towards security that
promotes the sharing of concerns, enforces information security rules and supports users
for adhering to them. Even so, a determined attacker with sufficient skill, resources and
ultimately, luck, will be able to retrieve the information they are seeking. For this reason,
organisations and individuals should have measures in place to respond to, and recover
from, a successful attack.

3.15 Self-Assessment Questions
1. What Is Social Engineering?
…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
2. What is Insider Attack?
…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
3. What is Phishing?
…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
4. What is Skimming?
…………………………………………………………………………………………
…………………………………………………………………………………………
Odisha State Open University

44

…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
5. What is Insider Threat?
…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
…………………………………………………………………………………………
………..………………………………………………………………………………

3.15 Model Questions
1.
2.
3.
4.
5.

How Effective Is Social Engineering?
Explain about different types of Social Engineering.
Explain about Penetration Testing.
How to back up your Backup Plans?
How Can You Use Social Engineering in Your Everyday Life?

3.16 References & Further Readings
1.
2.
3.

https://www.ncsc.gov.uk
http://www.nationalcybersecurityinstitute.org/awareness-month-2015/case-study-isocial-engineering-and-insider-threat/are covered.
https://www.tripwire.com/state-of-security/incident-detection/identifying-andpreventing-insider-threats/

Answer of Self-Assessment Questions (Unit-3)
1. What Is Social Engineering and Explain it?
Social engineering is the art of manipulating people so they give up confidential
information. The types of information these criminals are seeking can vary, but when
individuals are targeted the criminals are usually trying to trick you into giving them
your passwords or bank information, or access your computer to secretly install
malicious software–that will give them access to your passwords and bank information
as well as giving them control over your computer.
Criminals use social engineering tactics because it is usually easier to exploit your
natural inclination to trust than it is to discover ways to hack your software. For
example, it is much easier to fool someone into giving you their password than it is for
you to try hacking their password (unless the password is really weak).
2. What is Insider Attack?
An insider attack is a malicious attack perpetrated on a network or computer system by
a person with authorized system access.
Insiders that perform attacks have a distinct advantage over external attackers because
they have authorized system access and also may be familiar with network architecture
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and system policies/procedures. In addition, there may be less security against insider
attacks because many organizations focus on protection from external attacks.
3. What is Phishing?
Phishing is a cybercrime in which a target or targets are contacted by email, telephone
or text message by someone posing as a legitimate institution to lure individuals into
providing sensitive data such as personally identifiable information, banking and
credit card details, and passwords.The information is then used to access important
accounts and can result in identity theft and financial loss.
4. What is Skimming?
Fraudsters use skimming to copy the data stored on the magnetic stripe of your bank
card (at the back of the card) when you put your card in a cash dispenser. They use an
almost invisible device installed right in front of the card slot on the cash dispenser in
order to copy the data without the customer being aware of this. At the same time, they
try to see your secret code, for instance by making use of a minicamera or via shoulder
surfing. The data that have been stolen, will be used for making a false card.
5. What is Pharming?
Pharming (pronounced farming) is a cracker's attack aiming to redirect a website's
traffic to another, bogus website. Pharming can be conducted either by changing the
hosts file on a victim's computer or by exploitation of a vulnerability in DNS server
software. DNS servers are computers responsible for resolving Internet names into
their real addresses - they are the "signposts" of the Internet. Compromised DNS
servers are sometimes referred to as "poisoned". The term pharming is a word play on
farming and phishing. The term phishing refers to social engineering attacks to obtain
access credentials such as user names and passwords. In recent years both pharming
and phishing have been used to steal identity information. Pharming has become of
major concern to businesses hosting ecommerce and online banking websites.
Sophisticated measures known as anti-pharming are required to protect against this
serious threat. Antivirus software and spyware removal software cannot protect
against pharming.
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Unit- 4
Denial of Service
Learning Objectives :
After learning this unit you should be able to


Know about Denial-of-Service and his History.



Know about different types of DoS attacks.



Know about what are the physical infrastructures in DoS Attack.



Study about Distributed DoS Attack.



Know about what smurf attack is and how to protect.



Know about Protecting Microsoft Windows From A SYN Flood Attack.



Know about Bots and Botnets and what is it and how its work.



How Can You Use Life cycle of a Botnet in Your Everyday Life?



Understand aboutflooding.



Study about How to Protect Yourself.

Structure
4.1 Introduction
4.2 About Denial-of-Service (DoS)
4.3 History of Denial-of-Service Attacks
4.4 Types of DoS Attacks
4.5 Physical Infrastructure Denial-of-Service Attacks
4.6 What is a Distributed DoS?
4.7 Bandwidth Exhaustion Attacks
4.7.1 Smurf attack
4.7.2 How to Protect Against Smurf Attacks
4.7.3 ICMP Ping Flood attacks
4.7.4 Fraggle Attacks
4.8. Network Connectivity Attacks
4.8.1 SYN Flood Attacks
4.8.2 Protecting Against SYN Flood Attacks
4.8.2.1 Protecting Microsoft Windows From a SYN Flood Attack
4.8.2.2 Check Point Protections Against a SYN Flood Attack
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4.9 Bots and Botnets
4.10 What is a Bot?
4.10.1 How Bots Work
4.10.2 Protect Against Bots
4.11 Botnet? What is it? How it works?
4.11.1 Life cycle of a Botnet
4.11.2 Schematic time line of a Botnet
4.12 Steps to Lead Smurf Attack
4.13 How to Protect Yourself
4.14 Flooding
4.15Let Us Sum Up

4.1 Introduction
Denial of Service (or DoS for short) attacks are a kind of attacks against computers
connected to the Internet. DoS attacks exploit bugs in a specific operating system or
vulnerabilities in TCP/IP implementation. Unlike a privacy attack, where an adversary is
trying to get access to resources to which it has no authorization, the goal of DoS attacks
is to keep authorized users from accessing resources. The infected computers may crash
or disconnect from the Internet. In some cases they are not very harmful, because once
you restart the crashed computer everything is on track again; in other cases they can be
disasters, especially when you run a corporate network or ISP.
In this unit, you will find many useful and definition which not only give you a general
introduction to DoS attacks, but also present you specific types of DoS attacks and their
possible solutions.

4.2 About Denial-of-Service (DoS)
A denial-of-service (DoS) is any type of attack where the attackers (hackers) attempt to
prevent legitimate users from accessing the service. In a DoSattack, the attacker usually
sends excessive messages asking the network or server to authenticate requests that have
invalid return addresses. The network or server will not be able to find the return address
of the attacker when sending the authentication approval, causing the server to wait
before closing the connection. When the server closes the connection, the attacker sends
more authentication messages with invalid return addresses. Hence, the process of
authentication and server wait will begin again, keeping the network or server busy.
The Denial of Service module delivers an in-depth analysis on the availability of info in
terms of Penetration Testing and specifically to Denial of Service attacks. It clearly
articulates the relationships of the network and to business, and discusses the two types of
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attacks you’ll face: regular Denial of Service (DoS) and Distributed Denial of Service
(DDoS).
A DoS attack can be done in a several ways. The basic types of DoS attack include:
1. Flooding the network to prevent legitimate network traffic
2. Disrupting the connections between two machines, thus preventing access to a
service
3. Preventing a particular individual from accessing a service.
4. Disrupting a service to a specific system or individual
5. Disrupting the state of information, such resetting of TCP sessions
Another variant of the DoS is the smurf attack. This involves emails with automatic
responses. If someone emails hundreds of email messages with a fake return email
address to hundreds of people in an organization with an autoresponder on in their email,
the initial sent messages can become thousands sent to the fake email address. If that fake
email address actually belongs to someone, this can overwhelm that person's account.
DoS attacks can cause the following problems:
1. Ineffective services
2. Inaccessible services
3. Interruption of network traffic
4. Connection interference
The motivation for DoS attacks is not to break into a system. Instead, it is to deny the
legitimate use of the system or network to others who need its services. One can say that
this will typically happen through one of the following means:
1. Crashing the system.
2. Deny communication between systems.
3. Bring the network or the system down or have it operate at a reduced speed which
affects productivity.
4. Hang the system, which is more dangerous than crashing since there is no
automatic reboot. Productivity can be disrupted indefinitely.

4.3 History of Denial-of-Service Attacks
DoS attacks on internet-connected systems have a long history, arguably started with
the Robert Morris worm attack in 1988. In that attack, Morris, a graduate student at MIT,
released a self-reproducing piece of malware (a worm) that quickly spread through the
global internet and triggered buffer overflows and DOS attacks on affected systems.
Mostly research and academic institutions were connected to the internet at the time, but
it was estimated that as many as 10% of the 60,000 systems in the U.S. were affected.
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Damages were estimated to be as high as $100 million, according to the U.S. General
Accounting Office, and Morris was successfully prosecuted under the 1986 Computer
Fraud and Abuse Act and sentenced to three years' probation, 400 hours of community
service and fined $10,000.
DoS attacks can also be major components of other type of attacks.

4.4 Types of DoS Attacks
In addition to differentiating between a single-source denial-of-service attack and
a distributed denial-of-service (DDoS) attack, DoS attacks can also be categorized by the
methods the attack uses.
In an amplified DNS denial-of-service attack, the attacker generates crafted domain name
system (DNS) requests that appear to have originated at the victim's network and sends
them to misconfigured DNS servers managed by third parties. The amplification occurs
as the intermediate DNS servers respond to the faked DNS requests. The responses from
intermediate DNS servers to the crafted attack requests may contain far greater volume of
data than ordinary DNS responses, requiring more resources to process, with the result
being to deny legitimate users access to the service.
Application layer attacks generate fake traffic to internet application servers, especially
DNS servers or HTTP servers. While some application-layer denial-of-service attacks
rely simply on flooding the application servers with network data, others depend on
exploiting weaknesses or vulnerabilities in the victim's application server or in the
application protocol itself.
A buffer overflow attack is a catchall description most commonly applied to DoS attacks
that send more traffic to a network resource than was ever anticipated by the developers
who designed the resource. One example of such an attack sent, as email attachments,
files that have 256-character file names to recipients using Netscape or Microsoft email
clients; the longer-than-anticipated file names were sufficient to crash those applications.
In a DDoS attack, the attacker may use computers or other network-connected devices
that have been infected by malware and made part of a botnet. Distributed denial-ofservice attacks, especially those using botnets, use command-and-control (C&C)
servers to direct the actions of the botnet members. The C&C servers dictate what kind of
attack to launch, what types of data to transmit and what systems or network resources
are to be targeted in the attack.
The ping-of-death attack abuses the Packet Inter-Network Groper (ping) protocol by
sending request messages with oversized payloads, causing targeted systems to become
overwhelmed, stop responding to legitimate requests for service and possibly crashing the
victim systems.
A SYN flooding attack abuses TCP's handshake protocol by which a client establishes a
TCP connection with a server. In a SYN flooding attack, the attacker directs a highvolume stream of requests to open TCP connections with the victim server, with no
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intention of actually completing the circuits. The cost of generating the stream of SYN
requests is relatively low, but responding to such requests is resource-intensive for the
victim. The result is a successful attacker is able to deny legitimate users access to the
targeted server.
TCP, or Transmission Control Protocol, also called state exhaustion attacks occur when
an attacker targets the state tables held in firewalls, routers and other network devices by
filling them with attack data. When these devices incorporate state full of network
circuits, attackers may be able to fill state tables by opening more TCP circuits than the
victim system can handle at once, preventing legitimate users from accessing the network
resource.
The teardrop attack exploits flaws in the way older operating systems handled
fragmented Internet Protocol (IP) packets. The IP specification allows packet
fragmentation when the packets are too large to be handled by intermediary routers, and it
requires packet fragments specify fragment offsets; in teardrop attacks, the fragment
offsets are set to overlap each other. Hosts running affected OSes are unable to
reassemble the fragments and the attack may also crash the system.
Volumetric DoS attacks aim to interfere with legitimate access to network resources by
using up all the bandwidth available to reach those resources. In order to do this, attackers
must direct a high volume of network traffic against the victim's systems. Volumetric
DoS attacks flood victim devices with network packets using the User Datagram
Protocol or the Internet Control Message Protocol, in large part because those protocols
require relatively little overhead to generate large volumes of traffic, while, at the same
time, requiring nontrivial computation on the part of the victim's network devices to
process the incoming malicious datagram’s.

4.5 Physical Infrastructure Denial-of-Service Attacks
A denial-of-service attack can also exploit vulnerabilities in a physical infrastructure to
deny legitimate users access to computer or network resources. While many service
interruptions are disrupted by network attacks, the same result can also be achieved by
physically severing wiring or preventing power and cooling resources from being
accessed. In such cases, the physical attack may also be referred to as sabotage.

4.6 What is a Distributed DoS?
A Distributed DoS (DDoS) is the combined effort of several machines to bring down
victim. In many cases there is a master machine that launches the attack to zombie
machines that are part of a bot network, as shown below in Figure 1. Some bot networks
contain many thousands of machines used to launch an attack.
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Figure 1. A DDoS attack in operation.
With DoS and DDos defined, we'll now take a look at attacks that affect the consumption
of resources, such as Smurf attacks, and then address attacks like SYN Flood that affect
network connectivity.
Note that the consumption of resources is most evident when it involves the exploitation
of bandwidth, CPU usage, memory, disk space, or access to other computers and
resources.

4.7 Bandwidth Exhaustion Attacks
A bandwidth exhaustion attack is where an attacker tries to consume the available
bandwidth of a network by sending a flood of packets. This is most often accomplished
with the help of several other machines. There is soon a flood of malicious nonsense
packets on the network in large quantity, whereby the chances of survival of any good,
legitimate packets becomes remote. Eventually the network becomes choked with these
packets, and the network is effectively cutoff from the Internet and services are denied.
An ideal example of a bandwidth exhaustion attack would be Smurf attacks. Consider a
scenario with an ISP and three clients, as shown below in Figure 2. In this scenario, the
ISP receives extensive traffic for client 2 on its backbone. Since the connection to client 2
is of limited capacity and smaller than the ISP's backbone, it can't push all the data
received for client 2 through the link to client 2. Therefore it will start to drop packets,
and the TCP connections will lead to retransmissions of the lost/dropped packets. There
will be a time when a legitimate host wants to connect to Client 2's network, but this will
timeout and hence a DoS will occur.
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Figure 2. Scenario for a bandwith exhaustion attack.

4.7.1 Smurf Attack
Named after a popular program which generates this attack, an ICMP echo request is sent
to a broadcast network address (acting as an amplifying agent) with the source address of
the victim spoofed. This results in a storm of replies from that network which, if large
enough, has the power to take the victim's network down. It is to be noted that there is not
much a victim can do about this attack since the link is simply overloaded with packets.
There are always three parts of a Smurf Attack:
1. Attacker
2. Amplifier - a router
3. Victim
This attack succeeds because the amplifier is misconfugred to forward the directed
broadcasts.
Suppose the address range 172.30.164.0 to 172.30.164.255 is assigned to a company
which has an amplifier, and an attacker sends packets with destination 172.20.164.255.
All the routers and systems from attacker to the amplifier will not see the difference
between this IP and 172.30.164.10 (an IP from the range). The packet reaches the
amplifier and the amplifier notices that this is the broadcast address, so it forwards the
request to all the systems on the network/subnet. This is known as directed broadcast.
The two crucial components of this attack were:
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1. A misconfigured router forwarding the broadcast request to the subnet.
2. Machines that will respond to this ICMP broadcast request.
Going deeper we can see that the amplifier also makes itself and its network a victim of
this attack.
Victims are typically chosen by attackers from IRC where bots (automated programs) are
kept to look for the address of victims. Hackers often exchange the information about
amplifiers with each other so when a mass attack takes place it usually appears to come
from all over the globe.
Powertech provides real-time statistics of the top amplifiers currently on the Internet.
Below is a typical depiction of the dumps at the Victim. These are ICMP Echo replies
received at the Victim's end. Then Figure 3 provides an overview of a Smurf attack.
10:10:17.100000 172.30.164.1 >victim: icmp: echo reply
10:10:18.300000 172.30.164.76 > victim:
icmp: echo reply 10:10:18.310000
172.30.164.10 > victim: icmp: echo reply 10:10:19.110000 172.30.164.223 > victim:
icmp: echo reply 10:11:09.190000 172.30.164.51 > victim:
icmp: echo reply
10:11:09.240000 172.30.164.18 > victim:
icmp: echo reply 10:11:10.110000
172.30.164.98 > victim: icmp: echo reply 10:11:10.600000 172.30.164.18 > victim:
icmp: echo reply 10:11:10.790000 172.30.164.240>victim: icmp: echo reply

Figure 3. Typical directed broadcast Smurf attack.

4.7.2 How to Protect Against Smurf Attacks
Step 1. Amplifier Configuration. The router should be configured so that it does not
forward directed broadcasts onto networks. It is important to note that the broadcast has
to be disabled on all the routers and not merely just the external ones. Command "no ip
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directed-broadcast" on Cisco routers should do the job in most cases. This will also
ensure that employees on the internal network won't be able to launch Smurf attacks.
However it is also advisable that one has a filtering device (such as a firewall) on the
perimeter, thereby providing an extra layer of security.
Step 2. Configure the server operating systems. Servers should be configured so that they
will not respond to a directed broadcast request. FreeBSD is one such system which by
default does not respond to this request. Other systems can be similarly configured, and
this will be discussed in the next section.
Step 3. Victim issues. As mentioned earlier, not much can be done at the victim's end and
damage will be done unless victim's ISP takes some actions to block these ICMP Echo
Reply floods. Even if the victim's parameter router denies the ICMP Echo Reply, the link
from the ISP to the victim's site will suffer.

4.7.3 ICMP Ping Flood Attacks
Ping Floods are where an attacker floods the victim's network with large number of
ICMP Echo Requests - such as by flooding the network as fast as possible. In this
scenario, filtering the incoming packets might help, however, if the victim is on a modem
instead of a high-speed connection, nothing can be done. However the catch in this attack
is that if not done properly the attacker can also be counter-attacked, so he needs to be on
a faster network than the victim. In most cases, mitigating this attack involves isolating
spoofed IPs. This attack is easy to perform since there are many tools on Internet and
little knowledge is required to execute a ping flood.

4.7.4 FraggleAttacks
A Fraggle attack is a Smurf variant that uses UDP instead of ICMP. In this case, the ports
echo, chargen, daytime, qotd are used to trigger responses. These ports are also
susceptible to a pingpong attack, and therefore these serves should be turned off or
blocked.

4.8 Network Connectivity Attacks
These attacks overload the victim so that its TCP/IP stack is not able to handle any
further connections, and processing queues are completely full with nonsense malicious
packets. As a consequence of this attack, legitimate connections are denied. One classic
example of a network connectivity attack is a SYN Flood.

4.8.1 SYN Flood Attacks
A SYN Flood is where an attacker sends packets with a spoofed source IP Address and a
TCP SYN Flag set to the server (victim). Let's first assume that the attacker knows which
ports are open on the server. Since the source IP is spoofed, the response sent to the SYN
packet by the server will never receive a reply back. The server will keep waiting until it
times out. If this happens for a very large number of connections the result will be a DoS,
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since the server won't be available for any legitimate connections and its resources will be
choked.
As will be shown, this attack exploits a vulnerability of the TCP protocol, by the way in
which the TCP three-way connection is established. This is shown below in Figure 4.

Figure 4. SYN Flood attack.

4.8.2 Protecting Against SYN Flood Attacks
There are several things that can be done to protect against SYN Flood attacks.
1. Decrease the TCP Connection Timeout on the victim server.
2. Use a filtering device, like a firewall, at the perimeter which works as an
intermediary in forwarding the connections to the server.
3. Use of a server farm: this can also help in fighting the SYN Flood since you will
have number of the servers to answer the request, but this also has limitations and
overhead considerations.

4.8.2.1 Protecting Microsoft Windows from a SYN Flood Attack
Microsoft Windows has a mechanism to detect and start SYN Flood protection. The SYN
flooding attack protection feature detects symptoms of SYN flooding and responds by
reducing the time the server spends on connection requests that it cannot acknowledge.
Specifically, TCP shortens the required interval between SYN-ACK (connection request
acknowledgements) retransmissions. TCP retransmits SYN-ACKS when they are not
answered. As a result, the allotted number of retransmissions is consumed more quickly
and the unacknowledgeable connection request is discarded faster.
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When enabled, the system monitors the connections maintained by TCP and starts the
SYN attack flooding protection when the any of the following conditions, symptomatic of
SYN flooding, are found:


The total number of connections in the half-open (SYN-RCVD) state exceeds the
value of TcpMaxHalfOpen



The number of connections that remain in the half-open (SYN-RCVD) state even
after a connection request has been retransmitted exceeds the value
of TcpMaxHalfOpenRetried



The number of connection requests the system refuses exceeds the value
of TcpMaxPortsExhausted. The system must refuse all connection requests
when its reserve of open connection ports runs out.

4.8.2.2 Check Point Protections Against a SYN Flood Attack
We look at Check Point as a simple proxy to the victim server. This is shown below in
Figure 5.

Figure 5. Check Point firewall acting as a proxy.
In this scenario Check Point acts a proxy to the server and responds to all the requests
sent to the server. A request is forwarded to the server only if there is a corresponding
ACK. The drawback of this configuration is that normally a perimeter firewall is very
heavily loaded and this
configuration will induce
further load on it. The
advantage is that the server
will always be free to only
take legitimate connections.
As we look at Check Point
preventing a SYN Flood attack
while residing in a transparent
proxy configuration. This is
shown below in Figure 6.
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Here Check Point passes all the connections, irrespective of whether they are legitimate
or not, to the server but also starts a timer once it sees an ACK/SYN from the server. If
there is no corresponding ACK from the Client and the timer expires, the firewall will
send a RST to the server thereby preventing its queue from overflowing with illegitimate
connections. The advantage of this configuration is that load on firewall is reduced
considerably as compared to previous configuration. The drawback, however, is that now
the server sees all the connection attempts.

4.9 Bots and Botnets
When computers get infected with malware bots, they could be included to a network of
infected computers, forming botnets. These botnets will be orchestrated by a command
and control center that instructs them on specific malicious actions. A computer infected
with a malware bot or virus can spread the same in their intranet, creating massive
botnets. In most cases, the users of these computers are not aware that theirs is a part of a
botnet, performing malicious activities.
Botnets are created to perform malicious activities such as Distributed Denial of Service
(DDoS) attacks, phishing scams, spam emails, ransomware, click fraud and a lot more.
In most cases, computers become infected and turn into botnets because of a weak endpoint security system. This can be taken care of by having the virus and malware
programs and definitions updated and patched. Also, users of these computers should be
educated on the perils of opening unknown attachments and clicking on suspicious
executables.4.10 What is a Bot?
A "bot" is a type of malware that allows
an attacker to take control over an affected
computer. Also known as “Web robots”,
bots are usually part of a network of
infected machines, known as a “botnet”,
which is typically made up of victim
machines that stretch across the globe.
Since a bot infected computer does the
bidding of its master, many people refer to
these victim machines as “zombies.” The
cybercriminals that control these bots are
called botherders or botmasters.
Some botnets might have a few hundred or a couple thousand computers, but others have
tens and even hundreds of thousands of zombies at their disposal. Many of these
computers are infected without their owners' knowledge. Some possible warning signs? A
bot might cause your computer to slow down, display mysterious messages, or even
crash.
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4.10.1 How Bots Work
Bots sneak onto a person’s computer in many ways. Bots often spread themselves across
the Internet by searching for vulnerable, unprotected computers to infect. When they find
an exposed computer, they quickly infect the machine and then report back to their
master. Their goal is then to stay hidden until they are instructed to carry out a task.
After a computer is taken over by a bot, it can be used to carry out a variety of automated
tasks, including the following:

Sending

They
send
- spam
- viruses
-spyware

Stealing

DoS (Denial
Service)

of

They steal personal
and
private
information
and
communicate
it
back
to
the
malicious
user:
credit
card
numbers
- bank credentials
- other sensitive
personal
information

Launching denial of
service (DoS) attacks
against a specified
target.
Cybercriminals
extort money from
Web site owners, in
exchange
for
regaining control of
the
compromised
sites.

Clickfraud

Fraudsters
use bots to
boost Web
advertising
billings by
automatically
clicking on
Internet ads.

More
commonly,
however, the systems
of everyday users are
the targets of these
attacks -- for the
simple thrill of the
botherder.

4.10.2 Protect Against Bots
To safeguard against malicious bots, security experts at Symantec offer the following
advice:
1. Install top-rated security software.
2. Configure your software's settings to update automatically.
3. Increase the security settings on your browser.
4. Limit your user rights when online.
5. Never click on attachments unless you can verify the source.
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6. Ensure that your system is patched with the most current Microsoft Windows Update.
7. Set your computer’s security settings to update automatically, toensure you always
have the most current system patches.

4.11 Botnet? What is it? How it works?
A Botnet consists of a Bot server connected to one or more Bot clients. This set of
zombie machines (infected PC’s) are used in a network to create a more powerful and
sophisticated
invasion
technique
then
the
one's
knew
before.
Each Bot can distribute orders and commands from the Bot Herder to others PC's that
come in contact in a certain way with this PC. This leads to the exponentially grow
characteristic of Botnets.

4.11.1Life cycle of a Botnet
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4.11.2Schematic time line of a Botnet


Initial setup of configuration settings of the Bot parameters such as infection
vectors, payload, stealth, C&C details



Register a dynamic DNS (DDNS)



Register a static IP



Bot Herder infect PC's with the Bot(s)









Bot propagates the infection according to the configuration settings
Bot scans for vulnerabilities that it may encounter
Idle
Performs actions received by other Bots above it in the chain of command
Bot dies:
Bot may be taken over by another Botnet
The owner of an infected PC with a Bot realizes the PC is a zombie so it kills the
Bot.
 The chain of command may be compromised above the level.

This invasion technique has evolved not only to an illegal way of profit, but also to a way
of violating people's information privacy privilege. What have been Botnets being used
for? Is the whole concept of Botnet Evil? What actions are being taken to control this
terrible plague? On the following sections, this article will discuss how has this threat
being used (mainly as one effective malicious way of breaking into
data integrity, availability and confidentialityof a computer network) and ways to detain
it.

4.12 Steps to Lead Smurf Attack
A smurf attack is a type of denial of service attack in which a system is flooded with
spoofed ping messages. This creates high computer network traffic on the victim’s
network, which often renders it unresponsive.
Smurfing takes certain well-known facts about Internet Protocol and Internet Control
Message Protocol (ICMP) into account. ICMP is used by network administrators to
exchange information about network state, and can also be used to ping other nodes to
determine their operational status. The smurf program sends a spoofed network packet
that contains an ICMP ping. The resulting echo responses to the ping message are
directed toward the victim’s IP address. Large number of pings and the resulting echoes
can make the network unusable for real traffic.
The following steps lead to a smurf attack:
1. Huge numbers of ICMP requests are sent to the victim's IP address
2. The source destination IP address is spoofed
3. The hosts on the victim's network respond to the ICMP requests
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4. This creates a significant amount of traffic on the victim’s network, resulting in
consumption of bandwidth and ultimately causing the victim’s server to crash.
To prevent a smurf attack, individual hosts and routers can be configured to be nonresponsive to external ping requests or broadcasts. Routers can also be configured to
ensure that packets directed to broadcast addresses are not forwarded.

4.13 How to Protect Yourself
The Smurf Attack sounds cute but poses real risks if servers are overwhelmed. Disabled
IP broadcasting and reliable detection tools help limit the chance and impact of this
attack. Here are a couple of steps to for Smurf attack mitigation:


Make sure to block directed broadcast traffic coming into the network



Configure hosts and routers not to respond to ICMP echo requests.

A variation to the Smurf attack is the Fraggle attack. The attack is essentially the same as
the Smurf attack but instead of sending an ICMP echo request to the direct broadcast
address, it sends UDP packets. For the Fraggle attack, it is the same mitigation process.

4.14 Flooding
Flooding is a Denial of Service (DoS) attack that is designed to bring a network or
service down by flooding it with large amounts of traffic. Flood attacks occur when a
network or service becomes so weighed down with packets initiating incomplete
connection requests that it can no longer process genuine connection requests. By
flooding a server or host with connections that cannot be completed, the flood attack
eventually fills the host is memory buffer. Once this buffer is full no further connections
can be made, and the result is a Denial of Service.
Flooding is a simple routing technique in computer networks where a source or node
sends packets through every outgoing link.
Flooding, which is similar to broadcasting, occurs when source packets (without routing
data) are transmitted to all attached network nodes. Because flooding uses every path in
the network, the shortest path is also used. The flooding algorithm is easy to implement.
Network routing data is not initially included in data packets. A hop count algorithm is
used to track network topology, or visited network routes. A packet tries to access all
available network routes and ultimately reaches its destination, but there is always the
potential for packet duplication. Hop count and some selective flooding techniques are
used to avoid communication delay and duplication.
Flooding is also used as a denial of service attack by flooding network traffic to bring
down a network service. The service is flooded with many incomplete server connection
requests. Due to the number of flooded requests, the server or host is not able to process
genuine requests at the same time. A flooding attack fills the server or host memory
buffer; once it is full, further connections cannot be made, which results in denial of
service.
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4.15 Let Us Sum Up
While there have been instances where DoS attackers demand payment from victims to
end the attacks, financial profit is not usually the motive behind this type of attack. In
many cases, the attackers wish to cause harm to the organization or individual targeted in
the attack; in other cases, the attackers are simply attempting to sabotage the victim,
causing the greatest damage or inconvenience to the greatest number of victims. When a
perpetrator of a DoS attack is identified, the reasons for an attack may also be revealed.
Many high-profile DoS attacks are actually distributed attacks, meaning the attack traffic
is directed from multiple attack systems. While DoS attacks originating from a single
source can be easier to mitigate because defenders can block network traffic from the
offending source, attacks directed from multiple attacking systems are far more difficult
to detect and defend against because it can be difficult to differentiate legitimate traffic
from malicious traffic and filter malicious packets when they are sent from all over
the internet.

4.16 Self Assessment Questions
1. What Is Denial-of-Service?
………………………………………………………………………………………………
………………………………………………………………………………………………
………………………………………………………………………………………………
………………………………………………………………………………………………
2. Discuss about Smurf Attack.
………………………………………………………………………………………………
………………………………………………………………………………………………
………………………………………………………………………………………………
………………………………………………………………………………………………
3. What is a Distributed DoS?
………………………………………………………………………………………………
………………………………………………………………………………………………
………………………………………………………………………………………………
………………………………………………………………………………………………
4. What areBot and Botnets?
………………………………………………………………………………………………
………………………………………………………………………………………………
………………………………………………………………………………………………
………………………………………………………………………………………………
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5. What you mean by Flooding and explain it?
………………………………………………………………………………………………
………………………………………………………………………………………………
………………………………………………………………………………………………
…………………………………………………………………………………..…………

4.17 Model Questions
1. Discuss about different types of DoS Attacks?
2.
3.
4.
5.
6.

What is Bot and how its work?
Discuss about the SYN Flood Attacks.
What is Smurf Attack and how to Lead Smurf Attack?
How to Protect Against Smurf Attacks?
Write the steps how to protect yourself.
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Answer of Self Assessment Questions (Unit-4)

1.

What Is Denial-of-Service?
In computing, a denial-of-service attack (DoS attack) is a cyber-attack where the
perpetrator seeks to make a machine or network resource unavailable to its intended
users by temporarily or indefinitely disrupting services of a host connected to the
Internet. It shut down a machine or network, making it inaccessible to its intended
users. DoS attacks accomplish this by flooding the target with traffic, or sending it
information that triggers a crash. In both instances, the DoS attack deprives
legitimate users (i.e. employees, members, or account holders) of the service or
resource they expected.

2.

Discuss about Smurf Attack.
A smurf attack is an exploitation of the Internet Protocol (IP) broadcast addressing to
create a denial of service. The attacker uses a program called Smurf to cause the
attacked part of a network to become inoperable. The exploit of smurfing, as it has
come to be known, takes advantage of certain known characteristics of the Internet
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Protocol (IP) and the Internet Control Message Protocol (ICMP). The ICMP is used
by network nodes and their administrators to exchange information about the state of
the network. ICMP can be used to ping other nodes to see if they are operational. An
operational node returns an echo message in response to a ping message.
3.

What is a Distributed DoS?
A distributed denial-of-service (DDoS) attack is an attack in which multiple
compromised computer systems attack a target, such as a server, website or other
network resource, and cause a denial of service for users of the targeted resource.
The flood of incoming messages, connection requests or malformed packets to the
target system forces it to slow down or even crash and shut down, thereby denying
service to legitimate users or systems.

4.

What are Bot and Botnets?
A bot is a computer that has been compromised through a malware infection and can
be controlled remotely by a cybercriminal. The cybercriminal can then use the bot
(also known as a zombie computer) to launch more attacks, or to bring it into a
collection of controlled computers, known as a botnet.
Short for “robot,” the term “bot” originally had a positive connotation, especially in
Internet Relay Chat circles. These bots were programs that were designed to run as a
user in the various chat rooms. They could proctor a room, booting out people who
used foul language, or referee a trivia game, giving out point and declaring the
winner.

5.

What you mean by Flooding and explain it?
Flooding is a Denial of Service (DoS) attack that is designed to bring a network or
service down by flooding it with large amounts of traffic. Flood attacks occur when a
network or service becomes so weighed down with packets initiating incomplete
connection requests that it can no longer process genuine connection requests. By
flooding a server or host with connections that cannot be completed, the flood attack
eventually fills the memory buffer. Once this buffer is full no further connections can
be made, and the result is a Denial of Service.
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