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UNIT-1

MANUFACTURING OF CONSENT MEDIA AS
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1.6 Summary
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1.1 LEARNING OBJECTIVE
The objective of this unit is to
a. Understand the concept and definition of consent media as asynchronous
filters
b. Understand the Propaganda Model and Five filters of Media
1.2 DEFINITION
‗Manufacturing consent‘ can be defined as creating a system in which
become willing and obedient, consenting and unquestioning, obeying
principles and paradigms, all by way of corporate-sponsored propaganda
mass media and commercialism, as opposed to obedience achieved
strongman tactics.

citizens
certain
through
through

In totalitarian societies, public opinion does not matter during policy making. Since
the legitimacy of such a government is not premised upon the consent of the governed
but only a few constituting political elite, mass media is not required for shaping
Odisha State Open University, Sambalpur

Page 1

public opinion. On the other hand, in democracies, citizens displeased with
governmental bodies hold considerable power to replace the exploitative
representatives who have started thinking of themselves as natural rulers. In
democracies, the legitimacy of the state is based upon the ―popular explicit and
implicit consent of the governed‖ or ―will of the people‖. Thus, displeasure on part of
the citizens can lead to pulling down of the current rulers. In such a state of affairs, it
becomes necessary to wield the mass media to shape policy perception and opinions.
This is done by the political elites in the society.
Furthermore, there are other powerful groups that hold a significant amount of control
over the means of production, majority perceptions and markets. These are the
capitalist corporations and conglomerates. Both the state and the capitalistic forces try
to shape the course of a society due to their own goals - thirst for power and profit
respectively. In liberal democracies, however, these goals are not easy to achieve.
The political structure of democracy allows people to replace its individual
constituents without destroying itself in the process. There is a reason, though, that
such radical and subversive developments don‘t take place in the wake of exploitation
and oppression. The fourth pillar of democracy – the mass media, hailed as the
weapon of change and messenger of truth– plays a pivotal role in shaping public
opinion. Media has been one of the significant catalysts in the modern world
determining attitudes that people hold. Within the control of strong forces of elites,
mass media becomes pervaded with the perils of propaganda.
Since people from government and corporations are the ones commanding
control over the media forces, the media inevitably at their hands becomes a
propaganda generating machine, thus ―manufacturing consent‖.
1.3 ORIGIN
The term ‗manufacturing consent‘ has derived its name from the book Manufacturing
Consent: The Political Economy of the Mass Media by Edward S. Herman and Noam
Chomsky. According to Edward S. Herman and Noam Chomsky, mass
communication of the United States are ‗effective and powerful ideological
institutions that carry out a system-supportive propaganda function, by reliance on
market forces, internalized assumptions, and self-censorship, and without overt
coercion‘, and by means of the propaganda model of communication. They published
this idea in their book Manufacturing Consent: The Political Economy of the Mass
Media in the year 1988. In their book they base their premise on the Propaganda
Model of Communication.
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1.4 THE PROPAGANDA MODEL
To understand the term ‗Manufacturing Consent‘ in a better way it becomes
necessary to understand the Propaganda Model by Herman and Chomsky.
The propaganda model is a conceptual model in political economy advanced by
Edward S. Herman and Noam Chomsky to explain how propaganda and systemic
biases function in corporate mass media. The model seeks to explain how populations
are manipulated and how consent for economic, social, and political policies is
‗manufactured‘ in the public mind due to this propaganda. The theory posits that the
way in which corporate media is structured (e.g. through advertising, concentration of
media ownership, government sourcing), the same creates an inherent conflict of
interest that acts as propaganda for undemocratic forces.
According to Chomsky, a propaganda model focuses on this inequality of wealth and
power, and its multilevel effects on mass-media interests and choices. It traces the
routes by which money and power are able to filter out the news fit to print,
marginalize dissent, and allows the government and dominant private interests to get
their messages across to the public.
Chomsky and Herman's propaganda model thesis illustrates that corporate media, as
profit-driven institutions, tend to serve and further the agendas and interests of
dominant, elite groups in the society. Chomsky has also exemplified the media's
unwillingness to criticize an ally of the elite.
First presented in their 1988 book ‗Manufacturing Consent: The Political Economy of
the Mass Media’, the propaganda model views private media as businesses interested
in the sale of a product—readers and audiences—to other businesses (advertisers)
rather than disseminating quality news to the public. Describing the media's ‗societal
purpose‘, Chomsky writes, "... the study of institutions and how they function must be
scrupulously ignored, apart from fringe elements or a relatively obscure scholarly
literature".
The theory postulates five general classes of "filters" that determine the type of news
that is presented in news media. These five classes are: Ownership of the medium,
Medium's funding, Sourcing, Flak, and Anti-communism or "fear ideology".
The first three are generally regarded by the authors as being the most important. In
versions published after the 9/11 attacks on the United States in 2001, Chomsky and
Herman updated the fifth prong to instead refer to the "War on Terror" and "counterterrorism", although they state that it operates in much the same manner.
Odisha State Open University, Sambalpur
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Although the model was based mainly on the characterization of United States
media, Chomsky and Herman believe the theory is equally applicable to any country
that shares the basic economic structure and organizing principles that the model
postulates as the cause of media biases. Their assessment has been confirmed by a
number of scholars and the propaganda role of the media has since been confirmed
empirically in countries and regions like the United Kingdom, Germany, Spain, and
Latin America.
The concept of propaganda is strongly connected to the notions of mass media
and public opinion. The Oxford Dictionaries define propaganda as ‗information,
especially of a biased or misleading nature, used to promote a political cause or
point of view‘. Since the twentieth-century and the invention of new communication
technologies, mass media has become the most commonly used and effective tool to
spread propaganda. This abuse of the media for propaganda purposes is mainly
associated with autocratic or totalitarian regimes, where direct control and censorship
are common.
Nevertheless, by the beginning of the twentieth century, scholars such as
Herman Lasswell, William Albig and Walter Lippmann argued that the media in
liberal and democratic societies is also used as a propaganda tool. According to their
approach, propaganda in democratic societies manifests itself in the management of
information and public opinion. Rather than being abnormal, these are understood to
be normative aspects of modern democracies, which create order in a complex and
heterogenic society. The normative aspect results from the paradox that in modern
and heterogenic democracies, governments cannot base their decisions on the
diversity and pluralism of public opinion, while simultaneously depending on it. The
solution is that since ‗“the government cannot follow opinion, opinion must follow the
government. The point is to make the masses demand what the government already
decided to do‖. Instead of enforcing direct control and censorship over the media, the
production of public consent in liberal states is achieved with the help of public
opinion surveys, public relations and advertisement.
1.5 FIVE FILTERS OF MEDIA
According to Chomsky, media operate through five filters: ownership,
advertising, the media elite, flak and the common enemy.
1.5.1 Size, Ownership, and Profit Orientation:
The dominant mass-media outlets are large profit-based operations, and
therefore they must cater to the financial interests of the owners such as corporations
Odisha State Open University, Sambalpur
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and controlling investors. The size of a media company is a consequence of the
investment capital required for the mass-communications technology to reach a mass
audience of viewers, listeners, and readers.
The size and profit-seeking imperative of dominant media corporations create
a bias. The authors point to how in the early nineteenth century, a radical British press
had emerged that addressed the concerns of workers, but excessive stamp duties,
designed to restrict newspaper ownership to the 'respectable' wealthy, began to
change the face of the press. Nevertheless, there remained a degree of diversity. In
post World War II Britain, radical or worker-friendly newspapers such as the Daily
Herald, News Chronicle, Sunday Citizen (all since failed or absorbed into other
publications), and the Daily Mirror regularly published articles questioning the
capitalist system. The authors posit that these earlier radical papers were not
constrained by corporate ownership and therefore, were free to criticize the capitalist
system.
Herman and Chomsky argue that since mainstream media outlets are currently
either large corporations or part of conglomerates, the information presented to the
public will be biased with respect to these interests. Such conglomerates frequently
extend beyond traditional media fields and thus have extensive financial interests that
may be endangered when certain information is publicized. According to this
reasoning, news items that pose maximum threat to the corporate financial interests of
those who own the media will face the greatest bias and censorship.
It then follows that if to maximize profit means sacrificing news objectivity,
then the news sources that ultimately survive must be fundamentally biased, with
regard to news in which they have a conflict of interest.
1.5.2 Funding/Advertising: The Advertising License to Do Business
The second filter of the propaganda model is funding generated through
advertising. Most newspapers have to attract advertising in order to cover the costs of
production; without it, they would have to increase the price of their newspaper.
There is fierce competition throughout the media to attract advertisers; a newspaper
which gets less advertising than its competitors is at a serious disadvantage. Lack of
success in raising advertising revenue was another factor in the demise of the
'people's newspapers' of the nineteenth and twentieth century.
Since the majority of the revenue of major media outlets derives from
advertising (not from sales or subscriptions), advertisers have acquired a "de facto
licensing authority". Media outlets are not commercially viable without the support of
Odisha State Open University, Sambalpur
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advertisers. News media must therefore cater to the political prejudices and economic
desires of their advertisers. This has weakened the working class presss.
The product is composed of the affluent readers who buy the newspaper—
who also comprise the educated decision-making sector of the population—while the
actual clientele served by the newspaper includes the businesses that pay to advertise
their goods. According to this filter, the news is "filler" to get privileged readers to
see the advertisements which makes up the content and will thus take whatever form
is most conducive to attracting educated decision-makers. Stories that conflict with
their "buying mood", it is argued, will tend to be marginalized or excluded, along
with information that presents a picture of the world that collides with advertisers'
interests. The theory argues that the people buying the newspaper are the product
which is sold to the businesses that buy advertising space; the news has only a
marginal role to play.
1.5.3 Sourcing
The third of Herman and Chomsky's five filters relates to the sourcing of mass
media news: "The mass media are drawn into a symbiotic relationship with powerful
sources of information by economic necessity and reciprocity of interest". Even large
media corporations such as the BBC cannot afford to place reporters everywhere.
They concentrate their resources where news stories are likely to happen: the White
House, the Pentagon, 10 Downing Street and other central news "terminals".
Although British newspapers may occasionally complain about the "spin-doctoring"
of New Labour, for example, they are dependent upon the pronouncements of "the
Prime Minister's personal spokesperson" for government news. Business corporations
and trade organizations are also trusted sources of stories considered newsworthy.
Editors and journalists who offend these powerful news sources, perhaps by awkward
questioning, can be threatened with the denial of access to fresh news. Thus, the
media has become reluctant to run articles that will harm corporate interests that
provide them with the resources that they depend upon.
Herman and Chomsky argue that ―the large bureaucracies of the powerful
subsidize the mass media, by their contribution to reducing the media‘s costs of
acquiring and producing news. The large entities that provide this subsidy become
'routine' news sources and have privileged access to the gates. Non-routine sources
must struggle for access, and may be ignored by the arbitrary decision of the
gatekeepers.‖ Editorial distortion is aggravated by the news media‘s dependence upon
private and governmental news sources. If a given newspaper, television station,
magazine, etc., incurs disfavor from the sources, it is subtly excluded from access to
information. Consequently, it loses readers or viewers, and ultimately, advertisers. To
Odisha State Open University, Sambalpur
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minimize such financial danger, news media businesses editorially distort their
reporting to favor government and corporate policies in order to stay in business.
This relationship also gives rise to a "moral division of labor", in which
"officials have and give the facts" and "reporters merely get them". Journalists are
then supposed to adopt an uncritical attitude that makes it possible for them to accept
corporate values without experiencing cognitive dissonance.
1.5.4 Flak
The fourth filter is 'flak', which refers to negative responses to a media
statement or program as described by Herman and Chomsky. It may take the form of
letters, telegrams, phone calls, petitions, lawsuits, speeches and Bills before
parliament and other modes of complaint, threat and punitive action. Flak can be
expensive to the media, either due to loss of advertising revenue, or due to the costs
of legal defense or defense of the media outlet's public image. It can be organized by
powerful, private influencial groups (e.g. think tanks). The prospect of eliciting flak
can be a deterrent to the reporting of certain kinds of facts or opinions.
Business organizations regularly come together to form flak machines. An
example is the US-based Global Climate Coalition (GCC), comprising fossil fuel and
automobile companies such as Exxon, Texaco and Ford. The GCC was started up by
Burson-Marsteller, one of the world's largest public relations companies, to attack the
credibility of climate scientists and 'scare stories' about global warming.
For Chomsky and Herman "flak" refers to negative responses to a media
statement or program. The term "flak" has been used to describe what Chomsky and
Herman see as efforts to discredit organizations or individuals who disagree with or
cast doubt on the prevailing assumptions which Chomsky and Herman view as
favorable to established power (e.g., "The Establishment"). Unlike the first three
"filtering" mechanisms—which are derived from analysis of market mechanisms—
flak is characterized by concerted efforts to manage public information.
1.5.5 Anti-Communism and fear
Anti-Communism, this was included as a filter in the original 1988 edition of
the book, but Chomsky argues that since the end of the Cold War (1945–91)
anticommunism was replaced by the "War on Terror" as the major social control
mechanism.
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―So I think when we talked about the ‗fifth filter‘ we should have brought in all this
stuff – the way artificial fears are created with a dual purpose… partly to get rid of
people you don‘t like but partly to frighten the rest. Because if people are frightened,
they will accept the authority-Noam Chomsky.‖
In the fifth and final news filter that Herman and Chomsky identified was
'anti-communism'. Manufacturing Consent was written during the Cold War.
Chomsky updated the model as "fear", often as 'the enemy' or an 'evil dictator' such as
Colonel Gaddafi, Paul Biya, Saddam Hussein, Slobodan Milosevic, or Vladimir
Putin. This is exemplified in British tabloid headlines of 'Smash Saddam!' and
'Clobba Slobba!'
Anti-ideologies exploit public fear and hatred of groups that pose a potential
threat, either real, exaggerated or imagined. Communism once posed the primary
threat according to the model. Communism and socialism were portrayed by their
detractors as endangering freedoms of speech, movement, the press and so forth.
They argue that such a portrayal was often used as a means to silence voices critical
of elite interests. Chomsky argues that since the end of the Cold War (1991),
anticommunism was replaced by the "War on Terror", as the major social control
mechanism: "Anti-communism has receded as an ideological factor in the Western
media, but it is not dead... The ‗war on terror‘ has provided a useful substitute for the
Soviet Menace." Following the events of September 11, 2001, some scholars agree
that Islamophobia is replacing anti-communism as a new source of public fear.
1.6. SUMMARY
Defending the media against the charge that they have become too
independent and too powerful for the public good, Anthony Lewis of the New York
Times writes that ―The press is protected [by the First Amendment] not for its own
sake but to enable a free political system to operate. In the end, the concern is not for
the reporter or the editor but for the citizen-critic of government‖.
What is at stake when we speak about freedom of the press "is the freedom to
perform a function on behalf of the polity.‖ By enabling the public to assert
meaningful control over the political process, the press performs a crucial function in
effecting the societal purpose by First Amendment.
The view that freedom of expression must be defended in instrumental terms,
by virtue of its contribution to some higher good is not accepted; rather, it is a value
in itself. But that apart, these ringing declarations express valid aspirations, and
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beyond that, they surely express the self-image of the American media. The major
concern has been to inquire into the relation between this image and the reality.
In contrast to the standard conception of the media as cantankerous obstinate,
and ubiquitous in their search for truth and their independence of authority, a
propaganda model has been applied that indeed sees the media as serving a societal
purpose, not that of enabling the public to assert meaningful control over the political
process by providing them with the information needed for the intelligent discharge
of political responsibilities. On the contrary, a propaganda model suggests that the
"societal purpose" of the media is to inculcate and defend the economic, social, and
political agenda of privileged groups that dominate the domestic society and the state.
The media serve this purpose in many ways: through selection of topics, distribution
of concerns, framing of issues, filtering of information, emphasis and tone, and by
keeping debate within the bounds of acceptable premises.
1.6 CHECK YOUR PROGRESS
1. What does the Propaganda Model explain?
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
______________________________________________________________
2. What is the importance of Five Filters of Media?
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
______________________________________________________________
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UNIT-2

PRODUCERS OF FLAK – ARGUMENTS OF
CHOMSKY AND HERMAN

2.0 Unit Structure
2.1 Learning Objective
2.2 History and Origin of Manufacturing Consent
2.3 Role of Five Filters of Media of Propaganda Model
2.4 Arguments by Herman and Chomsky
2.5 Summary
2.6 Check your progress
2.1 LEARNING OBJECTIVE
The objective of this unit is to
a. Understand the role of five filters of media namely Ownership, Funding,
Sourcing, Flak and Anti-Communism
b. Understand the arguments by Herman and Chomsky - producers of Flak
2.2 HISTORY AND ORIGIN OF MANUFACTURING CONSENT
In the previous unit we had already come across the term ‗manufacturing consent‘
which had derived its name from the book ‗Manufacturing Consent: The Political
Economy of the Mass Media’ by Edward S. Herman and Noam Chomsky. It had been
discussed by Edward S. Herman and Noam Chomsky that mass communication of the
United States are ‗effective and powerful ideological institutions that carry out a
system-supportive propaganda function, by reliance on market forces, internalized
assumptions, and self-censorship, and without overt coercion‘, by means of the
propaganda model of communication. They published this idea in their book
Manufacturing Consent: The Political Economy of the Mass Media in the year
1988. In their book they based their premise on the Propaganda Model of
Communication.
In Manufacturing Consent Chomsky developed the propaganda model with ‗five
filters‘ or five elements that distort and work to control– in overtly, as Chomsky
argued– the mass media.
Odisha State Open University, Sambalpur
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Within this analysis Chomsky talks about human nature‘s need for creativity and
natural aptitude for being creative, yet within modern democracy the American
people have become ―cogs in the machine‖ as an elite controls what we are ‗fed‘ via
news media. He argues that the rest of the people, nearly 80%, are divided and pinned
against one another.
Chomsky sums up his argument with, ―Propaganda is to democracy what violence is
to dictatorship.‖ In short he implies that propaganda is the democratic way of
coercion. It is subtle, overt, and creates a system of self-censorship as we are
‗sweetly‘ coerced by our media into what to think and practice. Chomsky‘s analysis
has since been updated to incorporate the War on Terror into his propaganda model
and self-censorship argument.
Since its publication in the late 80s, Manufacturing Consent has functioned as a point
of argument for leftist political groups. The book has been made into a movie, as well
as a conference for enthusiasts. The book has faced harsh criticism and even been
outlawed in countries such as Turkey because of its thought-provoking nature that has
ended in citizen unrest.
Chomsky indicated that social control is a factor in determining content. Government
chooses which information it divulges to the public and keeps as state secret whatever
it deems as inimical to its interest. The criticism against mainstream media outlets in
reporting the Paris terror attacks can be traced to the Eurocentric model of discourse.
However, it is not only about the alliance of the most advanced Western states. Some
commentators note that it is also about what type of news story sells and why.
The depth of understanding of the electorate with respect to issues of national concern
determines the political maturity of a nation. On hindsight, one may point to social
media as the most influential factor right now in mainstreaming the chaotic nature of
politics. Social media knows no boundaries. It has also effectively destroyed the
distinction between the private and the public. The democratic space it offers is
boundless because there is no way to control the traffic of content online. Sanitizing
the news is almost impossible. People from all walks of life have become instant
armchair analysts, giving their personal take on vital issues. Whether one‘s opinion is
right or wrong is not the point. What is important is to recognize how social media
has transformed overnight into a ―sounding board‖ for public opinion, to use a term
from Jurgen Habermas.
If and when a voter favors a particular candidate and defends that candidate no matter
what, it reveals how his experiences may have determined his perspective. While the
Odisha State Open University, Sambalpur
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words coming from the mouth of charismatic leaders are sometimes largely symbolic,
the point is that politics in the Philippines is deeply personal. To be able to connect
with the majority of our voters who belong to the masses, it is not enough to point out
to them your platform of government. You have to convince them that your smile is
honest and sincere.
Social media is important but it is not the most important. Most of the public do not
have an access to internet and the result of any election cannot be determined by
broadcast media or opinions on social media.
2.3 THE ROLE OF FIVE FILTERS OF MEDIA OF PROPAGANDA MODEL
The propaganda model has suggested that corporate media ultimately serve to
―manufacture consent‖ for a narrow range of self-serving elitist policy options. It
allows us to understand the institutional pressures that ultimately color how activists‘
causes and actions are covered. By understanding the limits of ―objectivity‖ and the
contradictions within corporate-sponsored journalism, we can develop media tactics
that take advantage of these contradictions while also bypassing the filters of the
corporate press, and directly appealing to the public through alternative forms of
media. As Herman himself suggests, ―we would like to think that the propaganda
model can help activists understand where they might best deploy their efforts to
influence mainstream media coverage of issues‖.
Chomsky‘s Propaganda theory postulates five general classes of "filters" that
determine the type of news that is presented in news media. These five classes are:
Ownership of the medium, Medium's funding sources, Sourcing, Flak, and Anticommunism or "fear ideology" in common known as the five filters of media.
Chomsky regarded the first three as being the most important. In versions published
after the 9/11 attacks on the United States in 2001, Chomsky and Herman updated the
fifth prong to instead refer to the "War on Terror" and "counter-terrorism", although
they state that it operates in much the same manner.
Chomsky and Herman claim that though the theory was based mainly on the
characterization of the United States media but it will be quite applicable to any
country that share the basic economic structure and organizing principles that the
model postulates as the cause of media biases.
Ownership plays a major role in criticism; it depends on ‗who owns what‘. It will be
clearer when understood that media which questions the financial interests free from
any bias face greater bias and censorship.
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According to Herman and Chomsky mainstream media outlets are currently either
large corporations or part of conglomerates, therefore the information presented to the
public will be biased with respect to these interests. Such conglomerates frequently
extend beyond traditional media fields and thus have extensive financial interests that
may be endangered when certain information is publicized. It then follows that if to
maximize profit means sacrificing news objectivity, then the news sources that
ultimately survive must be fundamentally biased, with regard to news in which they
have a conflict of interest.
We see that financial interests of the owners such as corporations and controlling
investors become important to be fulfilled in order to get running the dominant massmedia outlets. The mass audience of viewers, listeners and readers play a major role
in developing the size of the media company. Once reached the mass audience, these
companies cater capital investments for fulfilling the communication technology
needs. The size and profit-seeking imperative of dominant media corporations create
a bias.
Therefore it becomes necessary to check the ownership for a bias-free media.
To run any organization funding is the most important. Even ownership depends on
funding. For organizations like media advertising is the major source to gather funds.
Most newspapers have to attract advertising in order to cover the costs of production;
without it, they would have to increase the price of their newspaper. There is fierce
competition throughout the media to attract advertisers; a newspaper which gets less
advertising than its competitors is at a serious disadvantage. Lack of success in
raising advertising revenue was another factor in the demise of the 'people's
newspapers' of the nineteenth and twentieth century.
This has resulted in catering to the political prejudices and economic desires of their
advertisers. It has also been a major reason for the slow engulf of working class press
and a number of newspapers.
If we try to understand it in a deeper way we will find that the product is composed of
the affluent readers who buy the newspaper—who also comprise the educated
decision-making sector of the population—while the actual clientele served by the
newspaper includes the businesses that pay to advertise their goods. While the readers
have a belief that they are the priority of the newspapers, the truth is otherwise.
This filter has tried to bring in light that the news is "filler" to get privileged readers
to see the advertisements which makes up the content and will thus take whatever
form is most conducive to attracting educated decision-makers.
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It also suggests that stories that conflict with their "buying mood" will tend to be
marginalized or excluded, along with information that presents a picture of the world
that collides with advertisers' interests. The theory argues that the people buying the
newspaper are the product which is sold to the businesses that buy advertising space;
the news has only a marginal role as the product.
The third of Herman and Chomsky's five filters relates to the sourcing of mass media
news: "The mass media are drawn into a symbiotic relationship with powerful
sources of information by economic necessity and reciprocity of interest". Even large
media corporations cannot afford to place reporters everywhere. Business
corporations and trade organizations are also trusted sources of stories considered
newsworthy.
Herman and Chomsky argue that ―the large bureaucracies of the powerful subsidize
the mass media, and gain special access [to the news], by their contribution to
reducing the media‘s costs of acquiring and producing, news. The large entities that
provide this subsidy become 'routine' news sources and have privileged access to the
gates. Non-routine sources must struggle for access, and may be ignored by the
arbitrary decision of the gatekeepers.‖ Editorial distortion is aggravated by the news
media‘s dependence upon private and governmental news sources. If a given
newspaper, television station, magazine, etc., incurs disfavor from the sources, it is
subtly excluded from access to information. Consequently, it loses readers or viewers,
and ultimately, advertisers. To minimize such financial danger, news media
businesses editorially distort their reporting to favor government and corporate
policies in order to stay in business.
This relationship also gives rise to a "moral division of labor", in which "officials
have and give the facts" and "reporters merely get them". Journalists are then
supposed to adopt an uncritical attitude that makes it possible for them to accept
corporate values without experiencing cognitive dissonance.
Herman and Chomsky‘s fourth filter is 'flak' (not to be confused with flack meaning
promoters or publicity agents) has been established to discipline the media. The term
"flak" has been used to describe what Chomsky and Herman see as efforts to discredit
organizations or individuals who disagree with or cast doubt on the prevailing
assumptions which Chomsky and Herman view as favorable to established power
(e.g., "The Establishment"). It refers to the negative commentary to a news story that
can work to police and discipline journalists or news organizations that stray too far
outside the consensus. It includes complaints, lawsuits, petitions or government
sanctions. Also, it can be expensive to the media, either due to loss of advertising
Odisha State Open University, Sambalpur
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revenue, or due to the costs of legal defense or defense of the media outlet's public
image. It can be organized by powerful, private influence groups (e.g. think tanks).
The prospect of eliciting flak can be a deterrent to the reporting of certain kinds of
facts or opinions.
Unlike the first three "filtering" mechanisms—which are derived from analysis of
market mechanisms—flak is characterized by concerted efforts to manage public
information.
Anti-communism is an external enemy or threat. This filter mobilizes the population
against a common enemy (terrorism, energy insecurity, Iran) while demonizing
opponents of state policy as insufficiently patriotic or in league with the enemy.
Anti-Communism, was included as a filter in the original 1988 edition of the book,
but Chomsky argues that since the end of the Cold War (1945–91) anti-communism
was replaced by the "War on Terror" as the major social control mechanism.
2.4 ARGUMENTS OF HERMAN AND CHOMSKY
Herman and Chomsky argue in their Propaganda Model that the mass media in
democratic societies faces economic and political constraints that lead to the
manufacturing of public consent. In special context of the Iraq war, it was found that
both state-owned media outlets in the Arab world as well as commercial news outlets
in the United States and Great Britain were accused of biased reporting and of acting
as faithful servants to the state. The analyses of the media coverage on civilian
casualties during the Iraq war showed that an American news-outlet distinguished
between worthy and unworthy victims in their reports and painted a rather bloodless
picture of the war that stood in clear contrast to the real scenes of the war.
These factors indicated the manufacturing of public consent and the impression that
commercial media outlets act as an objective news-provider and independent
watchdog over the political and corporate elite has to be dismissed.
In their argument Chomsky and Herman reject the normative aspect of propaganda.
As stated by them in the Propaganda Model, privately owned media in liberal
democracies serves the interests of the political and corporate elite and is used as a
tool to manufacture public consent (Herman and Chomsky, 1994:2). It has been
assumed that as a result of the domination of money and power over the media
system, five filters can be located through which all information needs to pass
(Herman and Chomsky, 1994:2). These filters guarantee that the final media output
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will reflect the interests and opinions of the elite and only allow critical or
controversial voices to pass if acceptable to the elite. Consequently, if the elite shares
a certain view on a topic, their consensus will also be reflected in the media output
(Mullen, 2009:4).
The first filter has been a quest for the profit in the media. The de-regulation of the
media market in combination with the high costs of financing a media company limits
the media ownership and leads to an increase in media concentration. Additionally,
the quest for profit opens the door for banks and investors to buy large shares of
media enterprises. As a consequence, Herman and Chomsky (1994:4f) argue that
corporations and banks‘ strong ties to the media ensures that information
contradicting their interests is less likely to be included in the news output. If to be
observed, media concentration in most European countries and the United States can
be noticed to have increased over the last decades and large media conglomerates
dominate the industry. According to the non-profit organization Free Press, the
American media industry is dominated by only six big corporations, namely, General
Electrics, Walt Disney, News Corporation, Time Warner, Viacom and CBS (Free
Press, 2012).
Arguing about the second filter of the Propaganda Model, advertising, Herman and
Chomsky have referred to the dependence of the media on advertisement as an
important source of revenue, giving advertisers the power to influence the
programme. According to them, advertisers prefer an entertaining programme that
does not interfere with their viewers‘ mood to buy; therefore, controversial issues and
opinions are often excluded from the programme. A further development has been
seen with digitalization and internet becoming a new and popular medium of
advertising. This has resulted in an increased number of media outlets competing for
advertising deals and the competition intensified.
Stating in the third of the Propaganda Model, Herman and Chomsky have said that
the sourcing of information relies heavily on material provided by the elite. They
further add that this results from the fact that the news has to be produced in a short
period of time, which concentrates on the material provided by corporations, trade
associations and political bodies, because it is perceived as reliable and because it is
provided on a daily basis and on a very large scale.
Going back to World War I, the Washington Post wrote that the Committee on Public
Information in World War I discovered ‗that one of the best means of controlling
news was flooding news channels with ‗facts‘ as quoted by Herman and Chomsky.
Herman and Chomsky have also advocated that, what the Propaganda Model
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perceived as an important factor in shaping the news production in the late 80s is
equally valid today. It can be observed that Public Relations is a growing profession
and is increasingly used by governments and corporations as a tool to place their
message in the media.
For their fourth filter, Herman and Chomsky have argued that controversial issues or
viewpoints that could produce ‗flak‘ are likely to be excluded from the news as they
bear a costly risk for the media outlet. Institutions, corporations and governments
have the power of producing far-reaching and influential ‗flak‘, which increases their
hold on the media output.
Finally, for the last filter of the Propaganda Model - the ideology of anticommunism
Herman and Chomsky have recalled the Cold War period. During the period of the
Cold War, the portrayal of communism as America‘s number one enemy, posing a
threat to Western values, served as an important tool to suppress political opposition.
It also provided journalists with the option to frame political events and news within
the dichotomy of ‗us‘ and ‗the United States‘ or ‗others‘ and the ‗enemy‘.
To summarize the whole, Herman and Chomsky have said that the political and
economical constraints faced by the media in liberal societies can lead to the
manufacturing of public consent. According to some critics, the result of this
conclusion means that the Propaganda Model is often misinterpreted as perceiving the
media as non-adversarial and biased. However, Herman and Chomsky reject this
interpretation and point out that the filters identified in the Propaganda Model form
the underlying structure of the media system. This means that the constraints that
result from it are very often hidden and journalists perceive themselves as critical and
objective in selecting the news.
2.5 SUMMARY
To whatever extent one would call media, an independent body whose sole purpose is
to report and not support; the truth is that media has always been influenced by
someone or something. Herman and Chomsky‘s model and the five filters have
helped a lot to understand the internal structure, working of the media and its
influencers. However, it has to suffer a lot of criticism. The arguments of Herman and
Chomsky have come up to fight against the flaws and have created a platform for
critical thought and public debate. To some extent which we can call a consequence,
the growing awareness of the political and economic constraints faced by the media
in liberal societies, independent media outlets have been established in order to form
a counterweight to the reporting of the mass media. Independent from advertisers or
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investors and free from political or corporate constraints, independent media will only
fulfill the purpose in its righteous form.
Considering the different types of media and studying the different filters, the
different framework of rules and constraints they operate in, the question arises if
state-owned media and commercial media outlets equally manufacture public consent
and if independent media outlets are as free from propaganda and constraints as they
claim to be.
2.6. CHECK YOUR PROGRESS
1. Discuss the role of the five filters of the propaganda model.
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
________________________________________________________________
2. Analyse the arguments of Herman and Chomsky with special reference to the
examples from wars.
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
________________________________________________________________
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UNIT-3

MORAL PANICS; MEDIA AS TOOLS OF
PROPAGANDA

3.0 Unit Structure
3.1 Learning Objectives
3.2 Moral Panics
3.2.1 Role of Media
3.2.2 Characteristics of moral panic
3.2.3 Historical Trends in Media Representation of Crime and Criminals
3.3 media as tools of national and international propaganda
3.3.1 Understanding the News making Process
3.4 Check your Progress
3.1 LEARNING OBJECTIVES
The unit has its focus on moral panic theory. It portrays how moral panic is enforced
the society and how media also carries this moral panic theory to the audience. It
highlights on how media is used as a tool of propaganda both nationally and
internationally.
3.2 MORAL PANICS
Moral panic is a feeling of fear among people in the society that there is some evil out
there. It is a term that interests most of the social science researchers. The term is in
existence in the society for a long period of time. Sociology defines moral panic as
the process of arousing social concern over an issue. This is usually believed to be the
work of moral entrepreneurs and the mass media. After its reach and tremendous
growth, mass media have been playing a significant role in spreading moral
indignation. Though one argues that media is not always sensationalizing all the
issues, just simply reporting the facts can be enough to create a moral panic or anxiety
in the society.
Stanley Cohen states that moral panic happens in a society when a condition, a person
or group of persons emerge to become defined as threat to societal values and
interests‖. Let us take an example to understand better. When the media keeps
reporting that children of a particular age group are missing, then the society starts
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fearing that there is widespread abduction of children by predatory pedophiles, or
belief in abuse of women and children by satanic cults etc.
They might also fear an epidemic or any other health issue, a war, terrorism and any
other threats also as moral panic. According to Stanley Cohen, the person or group of
people who cause the moral panic are considered as vital threats to the society. When
a person encounters a moral panic, or senses a panic in the society or those who start
the panic when they fear a threat to prevailing social or cultural values are known as
‗moral entrepreneurs‘ and those who are seen as threat to the society or cultural
values or social order are known as ‗folk devils‘. Stanley Cohen also describes that
there are five key stages involved in moral panic. They are:


Someone, something or a group are defined as a threat to social norms or
community interests



The threat is then depicted in a simple and recognizable symbol/form by the
media



The portrayal of this symbol rouses public concern



There is a response from authorities and policy makers



The moral panic over the issue results in social changes within the community

In the early 1970‘s researchers investigated a series of moral panics. Stanley Cohn
used the term ‗moral panic‘ to characterize the rations of the media, the public and the
agents of social control. So according to researchers these groups were termed as
someone who cannot follow central core values of consensual society and are also
seen as serious threats to the value of the society or the society itself. This is why they
are also called as folk devils.
3.2.1 Role of Media
Stanley Cohen firmly believed that the concept of moral panic was linked to certain
assumptions about the mass media by the people. He says that mass media are the
primary source of knowledge to the public without which they are devoid of any
information about what is happening around them. Hence mass media primarily
educates them about the deviant behaviour in the society or about social problem. He
also argued that moral panic gives rise to folk devils simply by naming the actions of
the people. Researchers and historians have felt that media has a role to play in any or
all three of the following areas of moral panic.
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They are:


Setting the agenda – that is selecting deviant behaviours or socially
problematic behaviours as important news to be projected in the society and
then fine tuning it with folk devils.



Transmitting the Images - Transmitting the claims by using the rhetoric of
moral panics.



Breaking the silence and making the claim.



Even by just reporting the news, media has got the power to set a moral panic
in the society.

In some cases media either overreacts to or sensationalise the news which can act as a
challenge to the existing social norms. Media‘s representation acts as a model for
others to observe and adapt behaviour based on the model to which they are exposed.
Hence the moral panic depicted by the media fuels further unacceptable behaviour
and it continues as a chain. There are even cases which are extreme where media
creates mass hysteria in a society. People never cross verify the facts and hence media
is blindly believed as a demi god.
3.2.2 Characteristics of moral panic
Moral panic has been defined as a situation in which public fears greatly exceed the
objective threat posed to society by a particular individual or group who is/are
claimed to be responsible for creating the threat in the first place. Moral panics arise
when distorted mass media campaigns create fear and reinforce previously held or
stereotyped beliefs, frequently centered around ethnicity, religion, or social class.
Often, moral panics occur swiftly, focusing attention on the behavior and then
fluctuating concern over time. The most problematic aspect of the moral panic is that
the hysteria often results in a need to ―do something‖ about the issue and most
commonly ―result in the passing of legislation that is highly punitive, unnecessary,
and serves to justify the agendas of those in positions of power and authority.‖ Moral
panics focus attention on what we should fear and who we should blame for that fear.
Instigators of moral panics frequently misinterpret data for their own agenda.
According to Cohen at least five sets of social actors are involved in a moral panic.
They are the folk devils, the rule or law enforcers, the media, the politicians, and the
public. Folk devils are completely negative and have no redeeming qualities.
The police or other law enforcement officials (prosecutors or even the military) are
essential for propagating the moral panic since they are responsible for upholding and
enforcing codes of conduct and expectations of the citizens. They are expected to
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protect society from the folk devils by detecting, apprehending, and punishing their
evil ways. Furthermore, the moral panic can offer law enforcement legitimacy as
moral crusaders and protectors. Law enforcement has a purpose to defend society and
rid it of the folk devils which threaten their safety and well being. the media are
particularly powerful in creating and advancing the moral panic. Generally, news
media coverage of folk devils is often skewed and exaggerated. The media coverage
often displays the folk devils as much more threatening to society than they really are.
Journalists feed public anxiety and fear, which heightens the moral panic. Media
influences policy in two ways:
1) They select the ―important‖ issues (agenda setting),
2) They problematize policy by attaching meaning to it. In this way, the frame and
construct the narratives.
Researchers have found several characters of moral panic out of which the most
significant features or characters are given below:
Concern: the normal society believes that the behaviour of the deviant behaviour of a
member or group of members in the society can have a negative impact on the
society.
Hostility: the members of the society who do not have deviant behaviour start to
show hostility to those who exhibit deviant behaviour. Thus there becomes are clear
demarcation of the normal folk and the folk devils. A clear division occurs between
―them‖ and ―us‖.
Consensus – Though concern is mostly not nationwide and is confined to a particular
area, there must be widespread acceptance that the group in question, i.e. the folk
devils, poses a very real threat to society. It is important at this stage that the "moral
entrepreneurs" are vocal and the "folk devils" appear weak and disorganized.
Disproportionality – The action taken is disproportionate to the actual threat posed
by the accused folk devil group.
Volatility – Moral panics are highly volatile and tend to disappear as quickly as they
appeared because public interest wanes or news reports change to another narrative.
Moral panics have been existing in the society ever since the society was formed.
They keep changing as days progress and they are also forgotten as new panics
emerge. Some of the moral panics in the society since the 1950‘s are as follows:
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Switchblades, increase in crime, video games and violence, war on drugs, Dungeons
& Dragons, Satanic ritual abuse, HIV/AIDS, Blue star LSD tattoos, sex offenders,
human trafficking, jenkem, chemsex, Blue whale, Momo Challenge etc.
There have been many moral panics throughout history, some quite notable. The
Salem witch trials, which took place throughout colonial Massachusetts in 1692, are
an oft-mentioned example of this phenomenon. Women who were social outcasts
faced accusations of witchcraft after local girls were afflicted with unexplained fits.
Following the initial arrests, accusations spread to other women in the community
who expressed doubt about the claims or who responded to them in ways deemed
improper or inappropriate. This particular moral panic served to reinforce and
strengthen the social authority of local religious leaders, since witchcraft was
perceived to be a threat to Christian values, laws, and order.
More recently, some sociologists have framed the "War on Drugs" of the 1980s and
'90s as an outcome of moral panic. News media attention to drug use, particularly use
of crack cocaine among the urban black underclass, focused public attention on drug
use and its relationship to delinquency and crime. The public concern generated
through news reporting on this topic, including a feature in which then-First Lady
Nancy Reagan participated in a drug raid, shored up voter support for drug laws that
penalized the poor and working classes while ignoring drug use among the middle
and upper classes. Many sociologists attribute the policies, laws, and sentencing
guidelines connected to the "War on Drugs" with increased policing of poor urban
neighborhoods and incarceration rates of residents of those communities.
Additional moral panics include public attention to "welfare queens," the notion that
poor black women are abusing the social services system while enjoying lives of
luxury. In reality, welfare fraud is not very common, and no one racial group is more
likely to commit it. There is also moral panic around a so-called "gay agenda" that
threatens the American way of life when members of the LGBTQ community simply
want equal rights. Lastly, after the 9/11 terrorist attacks, Islamophobia, surveillance
laws, and racial and religious profiling grew from the fear that all Muslims, Arabs, or
brown people overall are dangerous because the terrorists who targeted the World
Trade Center and the Pentagon had that background. In fact, many acts of domestic
terrorism have been committed by non-Muslims.
In the year 1971 Stanley Cohen investigated a series of "moral panics‖ in the society.
Cohen used the term "moral panic" to characterize the reactions of the media, the
public, and agents of social control to youth disturbances. This work, involving the
Mods and Rockers, demonstrated how agents of social control amplified the deviant
behaviour. According to Cohen these groups were labeled as being outside the central
core values of consensual society and as posing a threat to both the values of society
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and society itself, hence the term "folk devils." In addition to Cohen‘s work, another
social science researcher Jock Young in 1971, also depicted in his book ‗The Drug
takers‘ the role of the media in the amplification of deviance and thus drew attention
to the ideological role of the media in actively constructing meanings, rather than
simply reflecting a shared meaning. There was an increase in the number of drug
takers which eventually lead to the concern of the public as in any moral panic theory
and there was a strong statistics showing a steady increase in the number of drug
abuse by youngsters. The author observed that the moral panic over consumption of
drug is a result of the setting up of police drug squad, which in turn has lead to an
increase in the use of drug related arrests. This particular observation in his book
highlights that the effects produced by the interaction of media, public opinion,
interest groups, and the authorities, gives rise to a moral panic.
Stuart Hall in the year 1978, had a different ideological approach to moral panic. He
said that the media‘s use of moral panics to both define and distort social problems
was seen in the social construction of reality. For example, theft was portrayed in
media s something that was new and a growing phenomenon in a new label called
mugging. The fact is that an old crime was given a new name. It gives an image that
the crime has not stopped and is also growing even now. Though there were no
official statistics which supported the view of the media that mussing was increasing
media kept reporting it which gave an impression that there is a growth in the rate of
crime. According to Hall et al. (1978), the media whipped up a moral panic around
the issue which served to legitimate an increase in punitive measures; they conclude
that the media played a key role in developing and maintaining the pressure for law
and order measures. Hall et. al opines that media gets their information for moral
panic from those who define what is social reality. They are those in power and
authoritative positions. The media are also known as the ‗secondary definers‘. They
are considered to amplify the threat that is perceived to the existing social order.
Adding to this, the police and courts then act to eliminate the perceived threat. Now
the media ensure that the dominant ideas or ideologies are constantly reproduced by
relying on the information of the definers of the dominant ideology.
Stuart Hall and his colleagues demonstrate the ability of the media to enlarge the
influence of those in power into everyday life. Moral panic thus becomes the vehicle
for transmission of the dominant ideology. To put in other words as said by Hall et.al
in 1978, "the media tend to reproduce the definitions of the powerful.‖ The existing
structure of power in today‘s institutional order is faithfully and symbolically
reproduced. However, Hall et al. (1978) argue that this is not conspiratorial; the
media do not set out to divert attention from root problems, such as economic
problems. But these economic problems create strain and the media responds by
amplifying the symptoms of the strain.
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The term "moral" implies that the perceived threat is not something mundane, but is a
threat to the social order itself or an idealized conception of it. As we know earlier,
the threat and its perpetrators are regarded as evil "folk devils" and excite feelings of
righteousness. The response is likely to be a demand for greater social regulation or
control and a demand for a return to traditional values. Although there is some
disagreement on what constitutes a "panic," there is some agreement on the
characteristics of concern and hostility.
Concern is over the behavior of a certain group or category of people and hostility, or
an increase in fear, is directed toward the group or category regarded as a threat. In
addition to hostility and concern, other characteristics such as volatility and
disproportionality may be emphasized. Volatility means that the moral panics are
likely to appear suddenly and that the level of feverish concern is not likely to last,
even if the problem is long-standing. Finally, disproportionality refers to an
assumption that the threat or danger is more substantial than is warranted by a
realistic appraisal (Goode and Ben-Yehuda 1994). During a moral panic, public
anxiety is amplified by publicity in the press which portrays these events as
signifying a widespread and deeper moral malaise and as a sign of social
disintegration. However, public concern about an issue, in complex societies, seldom
results from the indignation of the citizenry alone, but as a result of the roles of many
contributors, including the role of the moral entrepreneurs.
Howard Becker (1963) emphasizes the role of "moral entrepreneurs" in defining
behavior and individuals as deviant and criminal. Becker (1963) asserts that the
public is often stirred up through the mass media by efforts of moral entrepreneurs or
moral crusaders, who attempt to rouse public opinion through the media by leading
social movements and organizations to bring pressure on the authorities to exercise
social control and moral regulation. Becker (1963) describes the moral crusader as
fervent and righteous and holding to an absolute ethic; what he or she sees is truly
evil with no qualification.
Joseph Gusfield in the year 1963, in his study of
prohibition, explains the success of moral crusades in terms of Max Weber‘s status
defense. Gusfield argues that these crusades stand in for the social discontents of
particular social classes or groups. By controlling status issues, the group feeling
threatened reasserts its power and values through legislation. Although this single
factor explanation is far too simplistic to explain the persistence and rise of moral
panics, it does, however, add to the understanding of contextual factors that
contribute to moral panics.
Philip Jenkins (1992) contributes the role of "symbolic politics" and "politics of
substitution" to the understanding of moral panics. Jenkins (1992) argues that claims
makers draw attention to a specific problem, in part because it symbolizes another
issue. For example, school shootings raise issues concerning gender relations, without
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ever actually stating it. Whether an accused shooter is from a dual working parent
family or a single parent family, simply reporting the shooter‘s family arrangement
says something about the breakdown of the traditional family structure; thus, the idea
is conveyed that someone (usually the mother) has done (or hasn‘t done) something
that either led to this situation or allowed it.
3.2.3 Historical trends in media representation of crime and criminals
Film was introduced in 1895 and by 1923 was the most influential entertainment
medium in many countries. The images were universally available, widely consumed,
and came to shape and reflect the dominant culture. Film affected the public‘s values,
political views, social behavior, consumption patterns, and worldviews. Film was the
first mass medium with the ability to create a mass public – a homogenous group
made up of people with different social, economic, and ethnic backgrounds. A study
found out that from 1920 to 1950 criminals, whether heroic or villainous, were
portrayed as decisive, intelligent, and attractive individuals (Surette 1992).
The growth and public acceptance of television since the 1950s has been enormous
and with that acceptance the impact on society‘s norms, values, consumption, social
behavior, public policy, and expectations has been shaped and reflected.
In 1987 approximately however one quarter of all prime time shows were related to
crime br it whether factual or fictional. According to Ray Surette "The popular mass
entertainment media, first in the form of film and today led by television, have thus
become a significant social factor, conveying thematic messages and lessons about
whom to emulate and fear in society, what the basic causes of crime are and how
crime should be fought‖.
Concerns about the images and messages portrayed in the media have steadily risen.
The entertainment media do not claim to be an accurate portrayal of reality, nor do
they accurately portray crime and its causation. However, society‘s ability to discern
between fact and fiction is often blurred, resulting in inaccurate perceptions of whom
to fear, the basic causes of crime, and the appropriate responses.
Media repeatedly convey misleading messages and lessons, consistently pointing to
individual predatory traits as the cause of crime. Media criminals have consistently
become more violent, animalistic, irrational, and predatory and their crimes are
increasingly senseless, more violent, and random. Criminality is viewed as an
individual choice and other social and economic explanations are irrelevant and
ignored.
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3.3 MEDIA AS A TOOL FOR NATIONAL AND INTERNATIONAL
PROPAGANDA
3.3.1 Understanding the news making process
In order to investigate cases of apparent moral panic in the society it is necessary to
understand how news is developed and given to the society. The distortions of reality
conveyed by the entertainment media, especially television are known to everyone.
They are pure fiction which is not real. However, the similarities between
entertainment media and news media, which are expected to depict an accurate and
objective view of reality, are unsettling considering the enormous impact of the latter
on the social construction of reality.
The images and messages put forth by the
news media are remarkably similar to those of the entertainment media. There is
hardly any difference now as the news medium is trying to dramatize every
occurrence.
There are two models used to describe the process and criteria by which news media
content is created. They are the market model and the manipulative model.
Realistically, news agencies do not fit neatly into either model but operate somewhere
in the middle. At one end is the market model, where the newsworthiness of an event
is determined by what is of interest to the public; the facts are objectively reported
and realistic information about the world is reproduced. The other extreme is the
manipulative model, where newsworthiness is determined not by what is of interest to
the public, but by what is of interest to the news agency owners. As Cohen and
Young puts it the ability of the news media, operating under a strict manipulative
model, to shape and distort the image of reality is frighteningly apparent. However, it
is far too simplistic to assume that these models are the norm in the arena of news
reporting. An organizational model of news processing contains components of both
the manipulative and market models. Similar to the manipulative model, under the
organizational model news is selected based on the needs of the agency. The
periodicity, or timing, of the events and how they match the scheduling needs of the
agency is a consideration when determining what is reported.
Consonance, or how the story ties into prior news themes and explanations, is also a
consideration. It is at this point that routinization allows for a threat to be depicted in
an easily recognizable form by the media, which is one of Cohen‘s elements of a
moral panic. The organizational model differs from the manipulative and market
models in that it is not totally reactive (market) or totally proactive (manipulative).
The agency reacts to non-routine events yet takes part in the creation process for the
rest of the news.
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In the process of making it a routine news agencies rely on respected social
institutions or officials that are credible and provide reliable information. This easy
influx of news allows the news agencies to utilize their financial resources elsewhere.
However it also leads to the reproduction of the definitions of the powerful as
suggested by Hall et al. This results in news that is dominated by information and
interpretations that tend to support the status quo. It also reinforces the respectability
of the institutions and organizations providing the information. Hall et al. also
suggests that it is this process that symbolically reproduces the existing power
structure. In any news story crime is the major part that is covered. Crime news
makes up a large part of the entire news. Being pre-packaged (manipulative) and
popular (market), it helps the news organization in its routinization process. Thus, a
cycle of newsworthiness is created in which one type of crime is defined as news and
will continue to be news. Since the traditional definition of news is "that which is
uncommon or new," violent crime is seen as more newsworthy because it occurs less
frequently. This focus on a particular type of event leads to disproportionality, or the
belief that the threat is more substantial than it is truly, a characteristic of a moral
panic. According to Fishman the social importance of these media constructed crime
waves is that they enable the media to influence policy by raising public outrage
affecting everything from sentencing and preventative measures to society‘s level of
fear. By operating around these themes, other, more often serious significant events
or issues do not become news." Therefore, they are less likely to receive public
attention, raise concern or fear, or receive resources. Hall et al. argue that the media
do not consciously set out to divert the attention, yet the end result is the same. The
root problems are often neglected and do not receive attention.
We can find such examples in our every day news channels that we encounter.
Homicide rates have continued to decrease since 1993, yet one out of every seven
news stories covered the topic. Coverage of murder has increased 700 percent while
overall crime coverage has tripled since 1993. According to a recent survey by Louis
Harris for the Center for Media and Public Affairs, local television newscasts are the
public‘s number one source of news. Not only do they get the biggest ratings, but
people also rank them as higher in quality and credibility than network news, local
newspapers, and any other news source.
A study conducted by Media Watch found that crime occupied 30 percent of what
little time was actually devoted to news (40 percent) in 100 local television newscasts
in 56 cities. Incidentally, 36 percent of the airtime was spent on commercials and
promos; sports and weather filled 22 percent and another two percent was anchor
chatter. However, what is most significant and follows from Fishman‘s assertion is
that "more serious and significant events do not become news" is the absence of

Odisha State Open University, Sambalpur

Page 28

social and economic investigations, such that the national and local political scene
was entirely absent from these newscasts.
Crime has become the focus of local television news for several reasons, and each is
consistent with the characteristics of the manipulative, market, and organizational
models outlined by Surette since 1992. Local television newscasts are relatively
cheap to produce and a major profit maker for stations. Grossman feels that the
"eyewitness news" formula has become the standard thematic scheme and there is a
lack of pressure on broadcasters to serve their community‘s needs and interests.
Covering crime is the easiest, fastest, cheapest and most efficient kind of news
coverage for T.V. stations. News directors and station owners love crime because it
has a one to one ratio between making the assignment and getting a story on the air.
The crime scene doesn‘t move; no matter when the reporter arrives, there is always a
picture to shoot. There is no need to spend time and money researching; when the
cameras arrive, so do supposed witnesses.
On the national network news, the story is much the same. Cohen in the year 1990
asserts that a key stage in the development of a moral panic is that there is a response
from authorities and/or opinion makers. While youth violence continued to decline,
CNN reported: "Teenage time bomb‘s becoming increasingly more commonplace in
America." NBC‘s Today Show news anchor Ann Curry introduced a child
psychologist to the audience by asking him to address parents on this "new trend in
our schools, shooting each other." When he stated that children are safer in school
than anywhere else, she reminded him that this was the fourth incident. Vincent
Schiraldi, the director of the Justice Policy Institute, reminded viewers that three
times as many people were struck by lightning as were killed in school shootings,
while another Today Show host, Katie Couric, declared that "today‘s youth are more
likely to pull a gun than make a fist. Lead-ins and sound bites such as these are a
complete contradiction of the truth. These newscasters are opinion makers, and the
interviews are with authority figures, filling two of Cohen‘s elements of a moral
panic. However, what seems most important is that combined these statements define
guns and kids as a threat to the values and interests of society, which is also a stage in
the development of a moral panic. Moral panics are often centred around people who
are marginalized in society due to their race or ethnicity, class, sexuality, nationality,
or religion.
As such, a moral panic often draws on known stereotypes and reinforces them.
It can also exacerbate the real and perceived differences and divisions between groups
of people. Moral panic is well known in the sociology of deviance and crime and is
related to the labelling theory of deviance. Many sociologists have observed that
those in power ultimately benefit from moral panics, since they lead to increased
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control of the population and the reinforcement of the authority of those in charge.
Others have commented that moral panics offer a mutually beneficial relationship
between news media and the state. For the media, reporting on threats that become
moral panics increases viewership and makes money for news organizations. For the
state, the creation of a moral panic can give it cause to enact legislation and laws that
would seem illegitimate without the perceived threat at the center of the moral panic.
3.4 CHECK YOUR PROGRESS
1. What is moral panic theory?
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_____________________________________________________________
2. What are the elements of moral panic in a society?
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_____________________________________________________________
3. Who are considered as folk devils
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_____________________________________________________________
4. How do media contribute to moral panic in the society?
5. _______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_____________________________________________________________
6. How media messages are made to believe as real?
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_____________________________________________________________
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UNIT-4

MISINFORMATION AND DISINFORMATION
CAMPAIGNS

Unit Structure
4.0 Learning Objectives
4.1 Misinformation and disinformation campaigns
4.1.1 Ways to combat Misinformation
4.1.2 Anti-misinformation actions around the world:
4.2 check your Progress

4.0 LEARNING OBJECTIVES
This unit has its focus on the two important plaques of modern society that is
misinformation and disinformation. While internet and mobile phones are available at
low cost, it is important to study the misuse and abuse of technology in the hands of
those who do not have any digital literacy. This unit will highlight on the various
misinformation and disinformation campaigns that are taking place in the society.
4.1 MISINFORMATION AND DISINFORMATION CAMPAIGNS
Both disinformation and misinformation contribute to fake news, and both pose a risk
to the society. The intention of both disinformation and misinformation varies.
Disinformation carries with it the deliberate intent to spread information known to be
incorrect. It can be most powerful when coming from news sources. It‘s designed to
manipulate the audience by either discrediting conflicting information, or supporting
false conclusions. A common tactic is to mix truth with false conclusions and lies. In
misinformation the sender may not know the information is inaccurate. It is false or
inaccurate information that is spread unintentionally. This is in direct contrast to
disinformation, which is an act of deception to convince an audience of something.
Disinformation is intended to mislead, misinformation is not.
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4.1.1 Ways to combat Misinformation
Technology Platforms: Capacity Building Digital platforms need to invest in large
scale capacity building efforts to work swiftly with user complaints, law enforcement
and the government if necessary.
Accountability: Social media and digital platforms are no longer private networks of
known people but platforms that allow broadcasting and sharing of content that is
unverified. They have a huge user base, more than any single newspaper or television
channel in India equating them to be a media platform in the real sense.
Government Digital Literacy: It is important to create a standardized and
comprehensive definition of digital literacy that can be adopted by all stakeholders public and private sectors to implement campaigns. It is important to widen the scope
to be inclusive of the cognitive perspective of processing digital information and not
create a framework based purely on the technical accessibility of services like
payments.
Measures & Recommendations: With such massive influence and power, it is
important to be accountable to the consequences that follow. While majority of our
respondents favoured self-regulatory measures, a lot of them felt that examining of
individual country‘s press laws could be extended to the platforms upon modification,
taking into consideration that they are hosting services.
Transparency: It is the responsibility of the platforms to be open about the processes
and procedures containing user data and protection. An engagement process that is
insightful and consultative with other stakeholders working to counter information
disorder is required. Transparency in interactions with law enforcement and
government about strategies and challenges is essential because technology expertise
can no longer solve the issue.
Compliance: Digital platforms must collaborate an ‗ethics of operations‘ tie-up with
governments, to ensure that the bare minimum compliance with national and regional
administrative bodies. Helpline/Reporting Platforms should consider setting up a
localised telephonic helpline that users call, report and pose questions to, about
services or instances of abuse.
Local Language Access & Moderation: A lot of misinformation is created in local
languages in India and other linguistically diverse countries. It is important to
integrate language access into platform moderation, grievances and user education.
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This would mean extensive hiring of resources in local languages to moderate or
examine content.
Media Organization Architecture & Alienation: When media groups and
publications are directly owned and alienated with specific political ideologies, they
are at risk of reporting information that supports a particular ideology without
evidence. While everybody has the right to freedom of expression, there is a certain
responsibility that needs to be assumed while working with public information,
especially considering the potential of such information to incite hate, violence and
polarization when broadcasted on a platform.
Station Capacities: With the growing use of digital platforms to reach audience by
media houses, it is critical to hire a station that is well versed with digital technology,
challenges and limitations of the platforms that they will be using. Additionally, all
stations should be involved and trained in fact checking exercises to be able to ensure
quality of information over volume. This could even extend to stalking complaints
with platforms for content with unreliable sources and potential to cause public harm.
Robust Editorial Systems: Recreating robust systems of verification at the desk
level before publishing information will go a long way in weeding out inaccurate
information. Looking at traditional models of media houses in terms of emphasis on
quality control is essential.
Diversity: Encourage diverse forms of media ownership and practices, in order to
account for the plurality of people, opinions, and locations across the country. The
same will inculcate healthy competition to report with right sources and verify each
other‘s information. Self-regulatory bodies like editors‘ guilds, press councils should
actively involve and deliberate challenges of daily news.
4.1.2 Anti-misinformation actions around the world:
In mid-March 2018, a European Commission high-level group published its final
report on misinformation, drawing upon the input of experts from around the world
who gathered over several weeks to help the European Union figure out what to do
about misinformation.
The report created by the high-level group — announced in November 2017 to help
the EU craft policies to address growing concern of misinformation in Europe —
contains an inclusive, collaborative approach to address misinformation around the
world.
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Spanning from Brazil to South Korea, these efforts raise questions about infringing
free speech guarantees and are frequently victims of uncertainty. The muddying of
the definition of fake news, the relative reach of which is still being studied, hinders
governments‘ ability to accomplish anything effective.
In the spirit of this confusion, explained in detail in a Council of Europe report, a
guide was created for existing attempts to legislate against what can broadly be
referred to as online misinformation. While not every law contained here relates to
misinformation specifically, they‘ve all often been wrapped into that broader
discussion. We have attempted to label different interventions as clearly as possible.
Australia:
Action taken: Government task force and media literacy campaign.
In June 2018, four units of the government set up a task force to identify potential
cyber attacks and foreign influence campaigns targeting upcoming Australian
elections. The Electoral Integrity Assurance Task Force is led by the Home Affairs
Department and was created amid ongoing warnings from the intelligence community
about foreign interference in Australia, the Special Broadcasting Service reported. In
February of 2019, an investigation by the ABC revealed that the Australian Electoral
Commission notified Twitter and Facebook they must comply with notifications of
illegal ads on their platform. (In Australia, political ads are required to make
transparent the author and funder.) The AEC threatened the social media giants with
court injunctions if they do not comply. In April, they also launched a ―Stop and
consider‖ campaign encouraging voters to pay attention to the sources of their
information in light of the federal elections held in May.
Bahrain:
Action Taken: Arrests
In May 2019, a lawyer was arrested in Bahrain for ―publishing fake news that could
harm the public order‖ on social media. The Associated Press reported that
prosecutors cited the lawyer‘s past tweets, which questioned the government‘s ability
to protect the public, as the primary reason for his arrest. Freedom House has rated
Bahrain‘s press as ―not free.‖
Bangladesh:
Action Taken: Law and arrests
It has its focus on propaganda and media regulation. In October 2018, the
Bangladeshi government passed a bill that imprisons people for spreading
―propaganda‖ about the 1971 war in which the country won independence from
Pakistan. It also bans the posting of ―aggressive and frightening‖ content.
Odisha State Open University, Sambalpur

Page 34

The Economist reported that journalists were concerned. In August, a photographer
was arrested for ―spreading false information‖ after speaking in support of a student
protest. He faces up to seven years in prison for spreading false news against the
government under an act that has already been used to detain dozens of social media
users over the past year, according to Freedom House.
In January, 22 people had been arrested on cybercrime charges in the past two
months. Of those, several were imprisoned for allegedly spreading on social media
anti-state rumours and doctored photos of government leaders. The Bangladesh
government itself has been known to spread misinformation online. Facebook and
Twitter removed fake accounts and pages linked to the state days ahead of an
election.
Belgium
Action Taken: Expert group and media literacy campaign.
In early May 2018, Belgian Minister for the Digital Agenda announced two initiatives
aimed at curbing the spread of misinformation online. First, the government
established an expert group of journalists and scholars to come up with potential
solutions by June 25, 2018. Second, it launched a website to inform people about
misinformation and implement a Reddit style of up voting and down voting proposed
solutions from the government. A public debate also took place in Brussels on May
17.
Cambodia
Action Taken: Law and State Broadcasts
Cambodia expanded its crackdown on misinformation in the weeks leading up to the
country‘s late July 2018 election. In May, the government passed a measure that gave
it the authority to block media that it thinks threatens national security. The new
expansion of the law means people could be jailed for two years and fined $1,000 for
publishing fake news. The Guardian reported that three ministries have been assigned
to monitor social media posts for potential violations. It‘s still unclear how the
government is defining fake news.
Canada
Action Taken: Media literacy campaign, government task force
In January 2019, the Canadian government announced a multi-pronged effort to
combat misinformation ahead of elections in the fall. First, CTV reported that the
government created a ―Critical Election Incident Public Protocol‖ that will monitor
and notify other agencies and the public about disinformation attempts. That task
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force will be led by five non-political officials and is an addition to a ―rapid response
mechanism‖ housed within the Department of Foreign Affairs.
Second, the government called on social media platforms to do more to combat
disinformation ahead of the election. The move comes in tandem with Bill C-76,
legislation that aims to compel tech companies to be more transparent about their
anti-disinformation and advertising policies. Third, Canada announced it was giving
$7 million to projects aimed at increasing public awareness of misinformation online.
Then in May, the country announced the launch of its digital charter, which states
―The Government of Canada will defend freedom of expression and protect against
online threats and disinformation designed to undermine the integrity of elections and
democratic institutions.‖ Sixteen government entities and eight entities signed the
charter.
Prime Minister Justin Trudeau said it was designed to target fake news and hate
speech and to hold social media platforms accountable to their role in allowing
disinformation to spread. Trudeau also implied that there would be ―meaningful
penalties‖ for tech companies that don‘t comply, but the charter does not outline how
fines would work, nor does it quality a definition for ―fake news.‖
China
Action Taken: Laws and online reporting portal
China has some of the strictest laws in the world when it comes to misinformation. In
2016, the government criminalized creating or spreading rumours that ―undermine
economic and social order,‖ Foreign Policy reported. Another law in 2017 requires
social media platforms to solely republish and link to news articles from registered
news media. In the corresponding year authorities went one step further and started
requiring micro blogging sites to highlight and refute rumours on their platforms. In
late August 2018, Chinese authorities launched an app that lets people report potential
fakery. Reuters reported that the app, which also leverages artificial intelligence to
automatically detect rumours, has accounts on platforms like Weibo and WeChat, on
which it broadcasts reports from state-owned media.
Croatia
Action Taken: Bills
Borrowing from similar efforts in Germany, the Croatian government announced in
January 2018 that it‘s working on a law to halt the spread of hate speech and
misinformation on social media platforms. The bill, which primarily takes aim at
Facebook, endeavours to primarily educate citizens as opposed to sanctioning the
spread of misinformation. While fact-checkers are not too sure about the specifics,
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experts say hate speech seems like a more natural area of regulation for lawmakers in
Europe. The draft bill is the product of a working group from the Central State Office
for Digital Society, which concluded that hate speech, public incitement to violence
and the spread of fake news should all be addressed in one law (only the first two are
covered by the criminal code). The legislation was scheduled to be released by June
2018.
Denmark
Action Taken: Task force, media literacy campaign and government action plan
Taking a page from Sweden‘s playbook in the fight against misinformation, the
Danish government has set up a task force for addressing misinformation. The group,
which formed in September 2017, is responsible for developing responses to
widespread misinformation campaigns and foreign disinformation attacks. A task
force within the Ministry of Foreign Affairs was also set up to discover new pieces of
misinformation online.
Danish authorities bolstered their efforts to get ahead of misinformation problems by
repurposing some media literacy material from Sweden. The government is
distributing brochures with tips on how to avoid falling for misinformation. Finally,
the Danish government came up with a plan to avoid foreign interference in the May
2019 parliamentary elections. Among the action items include strengthening the
Police Intelligence Service and the Defence Intelligence Service, as well as closer
dialogue with the media companies and political parties.
Egypt
Action Taken: Law and arrests
The Egyptian government is now regulating social media accounts with large
followings in an alleged attempt to cut down on misinformation. Under the law,
which passed in mid-July 2018, any account or blog with more than 5,000 followers
on sites like Facebook and Twitter will be treated like a media outlet, which — under
the country‘s existing laws — can be prosecuted for publishing ―fake news.‖ The
Supreme Council for the Administration of the Media will oversee the legislation‘s
enforcement.
In addition to punishing those who publish false information, the law requires
websites to obtain a license from the Supreme Council or face suspension, fines or
getting blocked altogether. The legislation, which doesn‘t define fake news, was
approved after consultation with journalists and other experts, Reuters reported.
While supporters of President Abdel Fattah al-Sisi say the new law safeguards
freedom of expression, detractors point to Egypt‘s penchant for jailing journalist son
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―fake news‖ charges as an indicator that it‘s just a media censorship tactic. The
country has no press freedom, according to Freedom House.
In September, the government began arresting people on ―fake news‖ charges. One
human rights activist was sentenced to two years in prison after posting a video
criticizing the government over the level of sexual harassment in the country, the
BBC reported. In October, an author was arrested on similar charges for his book
challenging Egypt‘s economic policies. Even the son of jailed former president
Mohamed Morsi has been detained under the fake news law.
In December, CPJ found in its annual census of imprisoned journalists that Egypt
leads the world in detaining journalists on ―false news‖ charges with 19. CPJ called
the arrests ―fresh waves of repression,‖ and journalists there told that they are afraid
to do their jobs for fear of arrest. In March 2019, the Egyptian government had
tightened its regulations on the media. The Supreme Media Regulatory Council can
now block websites and some social media accounts with more than 5,000 followers
for ‗fake news‘ and can levy harsh fines up to up to 250,000 Egyptian pounds without
having to get a court order. News outlets that don‘t adhere to the regulations can be
fined up to $298,000.
France
Action Taken: Law
In early January 2018, President Macron told journalists that he would be presenting a
new law to fight the spread of misinformation during elections. The law, which
passed in November, provides a definition of ―fake news‖: ―Inexact allegations or
imputations, or news that falsely report facts, with the aim of changing the sincerity
of a vote.‖ It‘s designed to enact strict rules on the media during electoral campaigns
and, more specifically, in the three months preceding any vote.
The legislation gives authorities the power to remove fake content spread via social
media and even block the sites that publish it, as well as enforce more financial
transparency for sponsored content, in the three months before election periods. That
builds upon an 1881 law that outlaws the dissemination of ―false news.‖ The law
contains three major provisions. First, a judge is authorized to act ―proportionally‖
but ―with any means‖ to halt the dissemination of misinformation before elections.
For the judge to act, a specific request must be filed by political groups, public
authorities or individuals. The judge ―acts within a delay of 48 hours from the
notification.‖
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Second, platforms such as Facebook, Twitter and YouTube will be required to
publish who has purchased sponsored content or campaign ads and for what price.
That component takes a page from the United States‘ Honest Ads legislation, which
applies existing standards for TV and radio stations to social media.
And finally, the law grants the Higher Audiovisual Council (CSA), the broadcasting
regulator, new administrative and executive powers to ensure that platforms abide by
the law. It will ―publish a regular report‖ regarding the effectiveness of measures
enacted by platforms. Additionally, the CSA can now ―unilaterally‖ revoke the
broadcast rights of TV and radio outlets operating on French territory who are found
to work ―under the control or influence of a foreign state‖ and ―disseminate
misinformation.‖
After the French Constitutional Council published its opinion on the law May 4,
2018, the Cultural Affairs Committee of Parliament debated and amended the text to
target the ―manipulation of information‖ instead of ―fake news.‖ The change
reportedly protected satire from penalization under the regulation.
French lawmakers debated the proposed law on June 7, and it passed in early July.
During election periods, the legislation will allow candidates to sue for the removal of
contested news stories, Politico reported, and tech platforms will have to disclose the
funding sources for sponsored content.
But it‘s been met with pushback. More than 50 senators from the French Republican
Party (LR) and the Centrist Union group appealed to the Constitutional court over the
law, which is among the first of its kind in Europe. The lawmakers of the opposition
parties argued that the law falls short of the principle of proportional justice,
20minutes reported.
In December, the law was validated by the Constitutional Council and enacted three
days later. And since then, it has had some interesting results. In April 2019, Twitter
had banned a government-sponsored voting campaign since it seemed to violate the
French law‘s advertising transparency standards.
Germany
Action: Law
Germany has its focus on Hate speech. Having gone into effect Jan. 1, 2018,
Germany‘s law against hate speech on Facebook is perhaps the most realized — but
often misunderstood — effort to quell potentially harmful content online.
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The law, titled ―Netzwerkdurchsetzungsgesetz‖ (NetzDG), forces online platforms to
remove ―obviously illegal‖ posts within 24 hours or risk fines of up to €50 million.
Aimed at social networks with more than 2 million members — such as Facebook,
YouTube and Twitter — the law was passed in June 2017 and gave platforms until
the end of the year to prepare for the regulation.
The law‘s implementation points to the Bundestag‘s willingness to move against
questionable online content, but its enforcement has been rocky. A satirical magazine
called Titanic published a piece with insults and was banned from Twitter, and even
the minister of justice — who helped author the NetzDG — had his tweets censored.
In early March 2018, officials considered revising the law following criticism that too
much content was being blocked. Among those revisions includes allowing users to
get incorrectly deleted content restored, as well as pushing social media companies to
set up independent bodies to review questionable posts.
Indonesia
Action Taken: Government task forces, arrests and site tracking In January 2018,
President of Indonesia appointed a head of the newly formed National Cyber and
Encryption Agency to help intelligence agencies and law enforcement efforts combat
online misinformation and hoaxes before nationwide regional polls that summer.
The Jakarta Post reported that social media companies are also working with the
government to block and remove fake content, as well as illegal media such as
pornography. In late January, the government also deployed a tool that allegedly
automatically tracks and reports sites publishing fake news stories.
In October, Bloomberg reported that the Indonesian government has a team of 70
engineers monitoring social media traffic 24 hours a day in an effort to detect online
misinformation. The so-called ―war room,‖ which is housed within the Ministry of
Communications, is aimed at curbing the spread of falsities ahead of an election in
April and has the authority to remove posts that spread false news under a 2008 law.
The government has taken other substantial actions against misinformation. Per
Bloomberg, the government has also created a website where people can report
potentially false news and figure out if it‘s true or not. In September, the
communications ministry announced that it would hold weekly briefings to debunk
misinformation. And in April, officials threatened to shut down Facebook if it failed
to crack down on misinformation ahead of the election. Indonesia‘s National Police
had arrested more than a dozen people who spread false information on social media.
The minimum sentence under the law is four years.
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In May of 2019, the Indonesian government blocked access to certain social media
features for almost a week following violent riots that broke out following the
election of President Joko Widodo. The measure was taken in an effort to curb the
spread of hoaxes and calls for violence that had spiked on social media networks. It
prevented users on Twitter, Instagram, Facebook and WhatsApp from being able to
upload photos or videos to the platforms.
Malaysia
Action Taken: Law
Malaysia made it a crime in early April 2018 to share misinformation, becoming the
first Southeast Asian country to do so. Lawmakers in one house of parliament voted
to repeal the legislation in mid-August after voters booted out the governing party.
The Guardian reported that a senior official said the police would instead be given
new powers to deal with the ―phenomenon‖ of misinformation. But the new
opposition to the government of Prime Minister blocked the repeal in the upper house
of parliament in mid-September. Malaysia‘s new prime minister indicated in midMay 2018 that he intended for the law to stay, albeit with a clearer definition of fake
news. However, on May 22, the country‘s new communications and multimedia
minister said the law would be repealed, and in late June, the new government was
seeking to repeal the law by the summer.
The law makes publishing or sharing fake news punishable by up to six years in jail
and a fine of 500,000 ringgit ($128,000). It also makes online service providers more
responsible for third-party content, affects foreign news outlets reporting on Malaysia
and anyone can lodge a complaint against an alleged purveyor of misinformation.
Representatives from social media companies like Facebook and Google met with
lawmakers in Kuala Lumpur in mid-March to get their views on the law.
The previous government opposition argued the definition of what constitutes fake
news — ―any news, information, data and reports which are wholly or partly false,
whether in the form of features, visuals or audio recordings or in any other form
capable of suggesting words or ideas‖ — was too vague and that the law is an effort
to stifle free speech ahead of the August election.
In late April 2018, the first person arrested under the law was a Danish citizen for
―inaccurate criticism of police on social media. He posted a YouTube video accusing
Malaysian officials of taking 50 minutes to respond to a shooting on April 21, which
police said actually took eight minutes.
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The Netherlands
Action Taken: Public awareness campaign
In February 2019, the Dutch government launched a public awareness campaign
aimed at informing people about the spread of misinformation online. The campaign,
which came months ahead of the EU Parliamentary elections, was predominantly
waged on social media.
Pakistan
Action Taken: Government Twitter account
In early October 2018, the Pakistani government started going after misinformation
on a platform where it regularly appears: Twitter. Dawn reported that the Ministry of
Information and Broadcasting launched an account called Fake News Buster in an
attempt to debunk ―fake and negative propaganda‖ online. Information Minister
Fawad Chaudhry told the news outlet that the government would additionally take
action against those that spread misinformation.
Saudi Arabia
Action Taken: Government threats
After the reported murder of Washington Post columnist Jamal Khashoggi in October
2018, Saudi authorities started threatening people who post ―fake news‖ online with
up to five years in prison and heavy fines. Gizmodo reported that officials cited
Article 6 of Saudi Arabia‘s cybercrimes regulations, which makes it a crime to breach
―public order, religious values, public morals and privacy.‖
United States
Action: Proposed federal law, platform testimonies, failed state advisory group, state
media literacy law, threat assessment, state media literacy initiatives and state
lawsuits Confirmed by intelligence agencies, Russian meddling on social media
during the 2016 U.S. presidential election has resulted in several piecemeal actions
from the federal government. First, Congress announced a bill in October 2017 that
would require online platforms such as Facebook and Google to keep copies of ads,
make them public and keep tabs on who is paying — and how much. Essentially, the
legislation attempts to impose existing TV and radio ad regulations on social media
companies.
Then, in November 2017, representatives from Facebook, Twitter and Google
testified to a Senate judiciary committee on their role in spreading disinformation
during the election. During that meeting, there was broad consensus that Russia did
manipulate their platforms, but the platforms projected an appearance of control when
it comes to monitoring fake accounts and ad buyers.
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Meanwhile, the California state government passed a law in September 2018 that
bolsters media literacy in public schools. It requires the Department of Education to
list instructional materials and resources on how to evaluate trustworthy media. The
law was inspired by a Stanford University student who found that most students can‘t
distinguish between sponsored content and news stories and comes amid several
current and former attempts to improve media literacy in at least 24 states.
One of those states is Washington, where lawmakers are debating a media literacy bill
that would establish a grant program for organizations working to include media
literacy in school curricula. And in 2018, Massachusetts lawmakers passed a bill that
mandates civic education with an emphasis on media literacy.
In mid-September 2018, two Democrats and one Republican representative sent a
letter to the director of national intelligence asking the intelligence community to
assess the possible national security threats posed by deep fake technology and
present a report to Congress by the end of 2018. Lawmakers cited the potential for
foreign adversaries to use deep fake videos against U.S. interests as a key reason to
investigate them.
In January 2019, a company that created fake social media profiles to make millions
of dollars in revenue settled a case with the New York state attorney, CNN reported.
The settlement is the first case in which law enforcement has concluded that selling
fake social media activity is illegal.
United Kingdom
Action: Parliamentary report and task force
After 18 months of thinking about how the government should address
misinformation, U.K. lawmakers published a report on July 29, 2018. The
recommendations that the Digital, Culture, Media and Sport Committee of Parliament
issued include: a rejection of the term ―fake news,‖ applying existing media
regulations to online news and the creation of a working group to research how
misinformation spreads.
The British government has also set up the National Security Communications Unit,
which is tasked with ―combating disinformation by state actors and others.‖ That
decision came amid an investigation of Russia‘s reported use of fake social media
accounts to spread misinformation about the Brexit referendum in summer 2016.
Steps taken by government to prevent misinformation in India:
A state government in India is considering creating legislation aimed at punishing
purveyors of online misinformation — specifically doctored photographs.
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The Economic Times reported in mid-June 2018 that West Bengal officials want to
clarify how the state could additionally prosecute the publication of misinformation.
Currently, citizens can be jailed in the state for posting misinformation if it causes
fear or alarm in the public. In addition to bolstering existing law, West Bengal has
been preparing a database of fake news stories distributed on social media over the
past few years. It has also kept records of past offenders says a report from The Times
of India. The efforts come amid rising tensions related to misinformation in India.
Rumours on messaging platforms like WhatsApp have allegedly incited violence
across the country and the national government itself has tried to issue anti-fake news
guidelines in the past.
In October, Wired reported that the Indian government had turned off the internet
more than 100 times over the past year to quell the spread of rumours on WhatsApp.
The shutdowns have cost the country billions of dollars and are more frequent than in
any other country, according to Freedom House. In December, the Ministry of
Electronics and Information Technology released draft changes to the 2000 IT Act
that would require social media platforms to start tracing the originators of messages
when compelled by the government. The effort is aimed at curbing the spread of
unlawful content and misinformation on platforms like WhatsApp.
4.3 CHECK YOUR PROGRESS
1. Differentiate Misinformation from Disinformation.
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
2. What are the steps taken by Indian government to combat misinformation?
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
3. How can digital literacy help in preventing the spread of false information?
_____________________________________________________________________
_____________________________________________________________________
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